CHAPTER 2

LITERATURE REVIEW %\

2.1 Introduction T
This chapter serves to establish a theoretical background W g the topic of
audio steganography. Subsequently, this literature will lead, to R development of this

research proposed algorithm theoretical framework. '

This chapter begins to discuss audio stewhy by disc iig'@%ﬁc
=

framework, characteristics technique. This is follo by th‘g relat WOI’I?-II’] audio

N

steganography. Next the research gap and criticaznaly }*present Yeading to the

development of theoretical work. Fig@ sen
reader throughout this chapter.
A: o

Related Work
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Z.wglo Steganography

teganography is both art and science that conceals the fact that communication

Q been established and will occur (Almalki & Mohammed, 2022; Linga Murthy et al.,

2022; Maheswari et al., 2022). It is one of the strategies for preventing data breaches



during data transmission (Vimal, 2014). It conceals hidden messages within a proper
multimedia carrier, such as an text, image, audio, or video, referred to as a co
(Boulesnane et al., 2021; Kuznetsov et al., 2021; Wu et al., 2020). Stegano@ased
on images and videos exploits the Human Visual System's (HVS) inabi ecognize
luminance differences higher than 1 in 240 in continuous grey Ie\w 1in 30 in
random patterns (Banjarnahor et al., 2019; Karnataka, 2020), However, audio-based
steganography is used to influence the Human Auditory S YX

S) (L. Chenetal.,

2021; Choudhury, 2018; Ganwani et al., 2021). Noneth HA is.ﬁﬂqdensitive to

"X
noise than HVS (Banjarnahor et al., 2019; Moo@enkat a 1)2_1{%1 is a
difficult method to master because the humaan d% in@anges in

audio. However, this approach can hold muw ati!T wh onlyighxay changing
the amplitude (Sharma & Ravinder, 2 3 é

\ Y
A
a S
2.2.1 Audio Steganography nts q
There are three main@nerj i udi‘oé@anography which are cover
audio used, secret me% the embed r};l mqb)d itself (Ahmed A. Alsabhany,
&
Ali, et al., 2020). K@o\st com
en ;

d fil at for the cover audio is .wav, AAC
and .mp3 (K. & al., '

¢
embedding 5 ods require_a tegan@}r phic key to improve the security of their
Fig

et 6%2023; Yang et al., 2020). Often, some

N
methods{ Fi 2.2 illustr how@ components of audio steganography fit in audio
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S ulr, zlaq etal. (2020)
Figure 2.2: Basic Audio SteganagraphyModel .
LY
Based on Figure 2.2, to generate the steg , this embgdding me‘t?d needs
4
cover audio, secret message and steganogra;Wey comp@s its own
processes, it produces stego-file. Then th@ﬁng :‘ho es le ego-file to run

its own process to retrieve back the secre ssagK O

AN
&
[} A
2.2.2 Audio SteganographyQK mance~Ch acte:ﬁ&s and Their Evaluation
: N
Metrics Y' >

'

Any audio stegano:gra}y techgi ust (z&tjsfy five essential characteristics of

capacity, imperceptibili robt‘;tness nd se (Bhowal et al., 2017). There are two

"
different type N,Iua jon, conducted a%vhluate these five characteristics which are
objective @ns a stue ive &eﬂuations. This literature focuses on objective

-9



2.2.2.1 Capacity

Capacity is defined as secret message size ratio to the cover file size, or it can bew
as the embedding rate (ER), which refers to the maximum message size p(r%\ld of
audio. The main aim of the capacity evaluation is to measure the m size of a
secret message that can be embedded. One of the metrics which can beygsed to measure

capacity is embedding rate, ER. ER can be calculated using the fWg Equation 2.1:

l

(2.1)
where BPDU denotes the number of embedded bitsser data unit, an\‘%s LL tes

ER = BPDU = DUPS

O
4 b

However, ER was not always can be USQ in th M ev Iu?-\ién because

some audio steganography methods con@ith Qé pr@posed smethod have non-

sequential embedding behaviour. The capaCity of-the st gr&@method which has

non-sequential embedding beha%r 'Dimgo%yy mee_glg.r&e accurately using the
o
d

the number of data units per second.

%

ing d r‘r&%plng, which avoided some
N

samples. Instead of usi EWould }e be rlto @e the maximum secret message

that could be successfully i rte% e‘ﬁaibﬁ metric for the evaluation.

N
I &0
g eQ@/llity to embed hidden code without the degree

of similar d error Wegn t'h\,éﬁriginal cover and the stego-file (Zumchak, 2016).
TWl aim of the imperc}&pjtibility evaluation is to measure the difference in
%ation between the original cover and stego-file. The most common evaluation
Otric for evaluating the imperceptibility of audio steganography is the signal-to-noise

ratio (SNR), which has been used in more than 90 audio steganography methods
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(Ahmed A. Alsabhany, Ali, et al., 2020). The SNR measures the degradation level in

signal quality which is measured in decibel units (dB) and calculated using Ewbn

2.2 (Al-Hooti et al., 2018). (}

— T x()?
SNR =10 * logqg S D)y D)2
(2.2)
where x and y are original cover audio and stego-signals respeetively, while i denoted
as sample index, while n is denoted as the total audio sample. '

Other objective evaluation metrics such as mean squased efror

signal-to-noise ratio (PSNR), have also been im@d in the li
£

another evaluation for assessing the performawbﬂhe Isti ethotkv Although

o
identical patterns are predicted to be formﬁw evaluatio etri(is:@e nonetheless
employed to verify that the SNR resuM plemented@nd vaI@ed. It may also be

utilised to discover any anomalies 'r(@esult&?eSb
O A
e :

it is known that the pattern g\ SE @\'putes the sum of squared

errors between the stego-fiTthe crgin _@ﬁo. It can be calculated using

Equation 2.3 (EI-Khan%lOlg)‘-‘ ;(?
o
y(©)

K &g

(2.3) N

NG 1o DN O

where x, y, gﬂ)carr the same Jef'uji‘mn as those used in the SNR equation.
éf k S

uv&\SNR and can be calculated using Equation 2.4

% sessgs the shaxi
Y—v
(El-@ etal., 2018): 2V
N 0
®> PSNR =10 * log MR—SZE

here R is the peak signal value in the original cover audio.

NR assessment, since

)
)

=
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2.2.2.3 Robustness
Robustness is the ability of a secret message to withstand attack whic

destroy the stego-file (Srivastava & Rafig, 2012; Vimal, 2014, Zumchak@ The
main aim of the robustness evaluation is to measure the resistance d’l*stego-file
against these attacks. The most common attack used for evaluating robustness of
audio steganography is Additive White Gaussian Noise (AW NNGN is an attack
that introduces white Gaussian noise to the stego-file in Cyo‘dfrupt its signal.
Another common attack is compression attack. It cOompresse M-file and

L ]
decompresses back the stego-file which will affect t al of the

: ,res@
amplification, and filtration. The degree t diswipti causeélfy?/~ this attack

commonly be measured by bit error (BER). It is bje <<measurement to

calculate the error from the secret%age re \ak?n 'a\mres the ratio of the

>

number of embedded message%\ lead to angerior i retrieval process to the
usi ;

total secret message size. B mculr equ 2.5:
BE%?mber r retridvel érror 100
= — 5 k
al m@ f ge bits

(2.5) Q j
BER was w he e}?p?' ts to@;‘ﬂight the secret message embedding and

¢
retrieval accuracy. BEf ra

other attacks which also disrupt the signal are

NN
that the sage retrieval.i ?pped%sed on error probability, which is 50%, as there

are mmvo values in binary t@ 0 and 1 (Ahmed A Alsabhany, 2019).

:

Security represents the ability to prevent a secret message from being illegally

accessed (Bhowal et al., 2017; Mary Jenifer et al., 2018). The main aim of security to
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measure the defence level of the stego-file against these attacks. There are various
category attacks such as unauthorised removal, unauthorised embeddlw
unauthorised detection. Example of attacks under unauthorised removal Xy are
masking attack, eliminating attack and collusion attack. Example G"&gck under
unauthorised embedding are forged embedding to overwrite the OW stego file.
Lastly, example of attacks under unauthorised detection suc aMmation leakage
attacks and secret message reading attacks. Usually, after hYt:cl's are conducted

on the stego-file, and accuracy of these attack are meas tod ter e security

level through the percentage of the successful attack total attac uﬁcﬁ{—)

"("
\
é\‘?

2.2.2.5 Dynamic Security \,
In addition to these four chara E; there is

a n@%haracteristic that

needs to be considered, namely d c securl ? '\recently derived from
\

security characteristics by Als 0199 Dynamic se y refers to the ability of

the embedding technique to.appro |at ribute th aretdata throughout the cover

audio in any situation, %\ ng a VI ual sl'at attack A visual or statistical
attack is an attack uses Vlf sent or some statistical data in order to
distinguish the altere partt'j&/a stego-file in different situations. This
research c ISes sit atlon {Jnﬂjgadlng standard-loading, and overloading.
Underl des€ribe the~&\uat|on where the audio steganography cannot
dISt the secret message t@ﬂghout the cover used due to the small size of the

L&

S essage. Standard-loading is the situation where the audio steganography
G ges to distribute the secret message throughout the cover audio. Lastly, the
verloading is described as the situation where the audio steganography does not

15



manage to embed all the secret message due to the huge size of the secret message,

which that cover cannot contain. Y'

The real threat that dynamic security aims to minimise is when the@hly&s
approach is unable to reliably distinguish embedded signals from clearﬂ& from the
underloading and standard-loading situations. Figure 2.3 displays thefSecret message

distributions between the visual attack on the stego-file on the.End\h!idmg situation.

0% Audio Length h ' 100%
B 5
Figure 2.3: Secret Message DIStI’IbUtIO@%HO&dIIg uatlon-\

b4
Figure 2.3 shows that the secret message nonl buted @'part of the

cover audio. This situation makes it ob ou t there ateudifferences between the
unaltered cover and altered cover, WhICh the t ck orm@n that the message
i A
a

length is that many percentages t sed. Next, Figure 2.4
displays the secret message d ons%}e vﬁ& ttack on the stego-file in
a standard-loading situation ’ .é\

0 % " Audio Length ) 100

N ool
Flgu&j ec tMe éﬁbutlon in standard-loading Situation

hov,s at ecr@essage distribution is managed to be distributed

o

thro t the cover. A well- dléy_}buted secret message in a standard-loading situation
N

%

harder for the attacker to determine the actual message length. Lastly, Figure

: isplays the secret message distributions between the visual attack on the stego-file

the overloading situation.
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0 Audio Length 100

Figure 2.5: Secret Message Distribution in Overloading Situation )

Figure 2.5 displays that the secret message cannot be distrib? all. In this

situation, there is no distribution of secret messages due to the em% failure, which

makes the sender fail to communicate. Y‘

The main aim of dynamic security evaluation is sure t Lefe e level of

the stego-file against attacks. There are two commongattacks whi¢h aregse -S‘NQ‘Qpike

(s

visual test and difference signal visual test. Bot ese attacks require qéa}niner to

I 4

evaluate manually the visual produced. i \ ng
Seg-SNR spike visual test compar%yaver T]di ed a@g eir respective

stego-files regarding their segmental-% he sq;{ 7 the &@ and the stego-file
were divided into equal sizes wi 002 O\ﬁ%‘?t e &éN% of each segment was

9 Q
calculated. The outputs of th& R valu e sa&ﬁunto an array, divided into

N
several distinct groups TWe si’e is tl t@with 50% overlap following
9) aa

Alsabhany et al. (201 tenQ te?i{v},groups were used. The length of

segments is typic@e Jn 0.015 to 0.@3econds for speech (Ozer et al. , 2003).
N
Given that thﬁm auflioshas zxgllk ample rate, the audio sample per segment

O,Qéfch is higher than the segment size used by

is estimathe morg th
’
Alsabljn l. (2019): hc.fr'l, eadh cluster’s average was calculated to represent the
a

&

Srw ertain segment. \%

ifference signal visual test was introduced by Ballesteros and Moreno (2012). It

Olyses the difference between cover and stego-files using a wavelet representation of

each signal. It focuses on the error distribution in an underloading situation. The



difference in the signals is determined concerning the independent capacity of each

X
O

It is almost impossible to achieve excellent performance in all fiRcharacteristics

method.
2.2.3 Audio Steganography Characteristics Trade-offs

simultaneously due to the following trade-offs: 1) trade-of{ between capacity and

imperceptibility; 2) trade-off between imperceptibility 0 stne'ss 3) trade-off
between robustness and capacity, and 4) trade-off een im b|||ty and
dynamic security. Figure 2.6 displays all the@ms‘ucs wi h‘ll’ ﬁ%e off
relationship.

Based on Figure 2.6, the first trade- ca Clt

eptlbl@gs:ates that as

co@uallty) decreases

(Kaliappan Gopalan & Shi, 2010). mper(:ej\\s’ﬁlt‘&ro ustress, demonstrates that
even when capacity is Iimited, a hlgﬂl levebof rob ess leads to a significant
loss in imperceptibility quaﬁ: as'dem ated in tfj; hod proposed by Kaur et al.
(2017). Furthermore, s—capacity, %esb‘that as message size rises, the
4
embedded messag 'Q\bility iﬁ'ﬂa

message size increases, transparency H Dn by degr

d mg.ucation attack decreases (Bender &

Gruhl, 1996). FKII ynami 'ty-ir@}%'éeptibility suggests that a minimum size
of the secre sage is eede e @on the embedding techniques themselves to

ensuret t essage ?dlstrr@ed through the cover audio. Until the embedding
tec achleves the mmm@fze required, it always becomes a trade-off between

t \Mo, as the capacity needs to be increased to achieve the minimum size. While

d asing the capacity, the imperceptibility is reduced.



Ro‘ous‘“ess

Ca acl\“.]

7 O

?ur e;.Alsabhany et al. (2019)

Figure 2.6: Charactesistics of Trade ffR F;Ebnshlps

2.2.4 Audio Steganography M qJeg,\ A%

N
Audio steganogr be implemented ej in time domain or in transform
domain (Kasetty % 4
steganography t ues mp&mented under these domains are LSB
modification, 0 jg,%tydmgc'panty coding, spread spectrum, and wavelet
0 Mééféet al., 2019).

L dification: this tea@ue alters the audio signal by embedding the secret

;M into the low S|gn|f|cant bit (Adhiyaksa et al., 2022; Dutta et al., 2023). It is
t

M

rula ., 2020). Several existing audio

domaln ee ?

o implement and can be combined with other techniques (Altinba¢ & Yalman,
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Parity coding: this technique decomposes the original signal into distinct sample
sections and conceals the secret message in the sample region's parity bits. If th
message matches the check bit, proceed. Otherwise, reverse the LSB bit o@le in
this region. —\

Echo hiding: the hidden data is disguised as a brief echo embedded within the
original signal in this technique. The essence of echo is an extr ewe to the original
signal. To avoid echo interference, stego-file must main amn'e statistical and
perceptual characteristics as the original signal after ad itiw‘approach
modifies three parameters of the echo signal to rend inaudible: de ay' r&é%‘ffset,
and beginning amplitude. 4 \j("

Phase Coding: this technique can embéd the creh(\nes e bit I@E; phase shift

in the appropriate spectrum of digital %i a altering as@he original audio
ingui h@ phase change in the

N,
fou@transform (DFT), which

segment since the human auditory canno

signal simply as the noise in th%lt u
\ &
is a transformation algorithm_for the a, i I Agéreceiver, we must know the
length of the segment can a}) ly t '[')‘:T\bget the phase to extract the secret
&
message. \ ' \ é./

is co@!rable to the system implemented by LSB

J
technique, tributes th it;of@j((;?sages on audio files at random. It distributes

% N
the secr(ze, ge over.thedr quen&pectrum of the audio file using a code which is

ind@g&nt of the real signal. K@'fefore, the final signal takes up more bandwidth than
N

i Xary, which will also introduce random noise to the audio and cause data loss

Q Wavelet domain: this technique is based on discrete wavelet transform. The signal
a

n be divided into high frequency and low frequency parts, and the low frequency part

can be decomposed into high frequency and low frequency parts again. The number of
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signal decomposition is mainly dictated by the application and length of the original
signal. By integrating with wavelet energy, masking effect, adaptive and LSB,?Em
embed secret information into discrete wavelet coefficients. (’}

All these techniques have different approaches in order to impro in aspects
of these characteristics. After considering the most common audi@f steganography
techniques, this research is restricted to the Least Significan BMB) modification
because of its high capacity and imperceptibility (Tan et al., YA.st e name implies,
LSB embedding is used to embed binary data by modifying th ane‘s least

@

significant bit. It is straightforward to implement and rally has a high ta@ and

imperceptibility. It also famous for it simplici et % O\AIP\V‘;F, it lacks
d by'file 9

robustness, since minor format changes cal ession, or an

Additive White Gaussian Noise (A\N%;aanalysis k c@adily corrupt the
concealed data. cq \>T
@

“ &
\ N\’w
2.2.5 Cover Selection J %\
One of the impo%;ents inisteg

in Figure 2.2, thﬁ mus‘
channel. The steﬂfl whi

¢

o
=
OE

ste%()le created throughout the unsecure

'der S T&! has a better chance of being undetected

H'as(kzg er characteristics which would avoid the

by the atta Ifithe stego-
NN
suspici attagker. ﬁrefor the steganography algorithm can create a better

tqn.m'thh'h I'tb@:ﬁt d
stege:file,with high quality by sing a good cover.
\
%\)ver selection has three main elements: 1) types of steganography cover, 2)
omparative criterion, and 3) searching method. The first element is the types of
eganography cover. Common cover types used in steganography are image, video,

and audio. Next, the comparative criterion is the rule used to compare between the
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available covers to select the most suitable one. These rules are based on steganography
characteristics such as robustness and imperceptibility. Lastly, the third elemerwme
searching method. In this research, a searching method is defined as a m \ed to
retrieve the solution by calculating the search space of a problem doméﬂ&ich is the
trade-off between characteristics of audio steganography. T
Commonly, the searching method is divided into two a'o\lategories: brute-

force search and heuristic search. All these categories have approaches in order

to find the solution. However, this research focuses on theésheuristic Mrelatively

g
faster compared to the brute-force search considerin r selection ali v@rrays
of audio samples, binary secret messages and o th% S du@g' repeated

embedding processes which is a time-conw robiim ssell @‘c;rvig, 2010).

There are several existing heuristic @ethod suc N minated Sorting
Genetic Algorithm (NSGA) (Siiniv%Deb, %«\%n- q@\vated Sorting Genetic
Algorithm 2 (NSGA-II) (Deb %002 ,°Stre t Pa(rgp('}Evolutionary Algorithm
(SPEA) (Zzitzler & Thiel % an !%JP@ Evolutionary Algorithm 2
(SPEA2) (Zitzler et a%iY;\ S‘Iw’o&s,@EAz and NSGA2 have already
y, th

supplanted NSG@EA, r|e ezt
obvious Winnerw d SPEB%{ since their employment depends on the
problem th &}ugh to be ddres%fﬂiowever, NSGA-II offers advantages over
\
A

wn

e no longer considered. There is no

nvitd egard&s of the quantity of noise present in the problems

s

(Buj.& 2004). Thus, NSGA\G.EYS chosen to be implemented as searching method in

t?&arch.
: When creating a new cover selection technique, the researchers always consider
0 characteristics: accuracy and time consumption. The accuracy refers to the ability

to determine the best cover for the steganography algorithm which produces the best
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stego-file possible reliably and precisely. On the other hand, time consumption refers
to the ability to find a cover for the steganography implementation swiftly. HT,
there are trade-offs among them. In order to find cover accurately, a hug@wt of
time must be invested to search the entire pool of cover. Some of th selection
methods that prefer accuracy such as Molato and Gerardo (2018) aWhid (2020).
On the other hand, the selection process cannot undergo the nwailable cover to
determine the best cover for the steganography implemen merample, Hajduk
(2017) and Shah and Bichkar (2020) select the approp cover Mf the best
'Y
cover to be used to speed up the selection process. Thi arch facus n[he_{e}:racy

characteristic. The next decision in determini Ve sJe i cIasKigBased on

. X
this characteristic. \, 0\ %
S WS
2.3 Approach in LSB Techniqu(') \ ,<\
N,
Common approaches for%ing secret ipformati c')in cover audio based on

io
LSB technique are:

= TS
1) Low Bit Embez%Y. \:“?g-‘l %0

gﬁ!&t embeds secret information in the

-9

st, thé/dio sample and the secret message were

BK !

[
conv. h binary for t.ﬁ'h@ct?e audio sample's least significant bit(s) was
e

s successfully embe@d This approach embedded one to eight (8) bits per

- \ - -
with.th ?:ret n&age one by one until the entire secret message

% ample (bps) from low bit audio samples, with an embedding potential of up to
Q 50%. Several methods in this approach were analysed, and the summary of this
analysis is presented in Appendix 1.

2) Variable Low Bit Embedding

23



Variable bit embedding is a more advanced variation of the low-bit
embedding method that provides greater dynamic security. Some p
methods that fall under this approach use fixed audio sample arﬂ% s. In
contrast, the others use dynamic audio sample amplitudes to det the audio
sample and bit embedded. Several strategies in this appreach have been
analysed, and the summary of this analysis is provided'nvé\~ ndix 2.
Several rules were used as an indicator to%select he\'emﬁ used for

"X
has better nejn@urity

3) Sample Selection Embedding

embedding the secret information. Sample sel

than low-bit embedding as it skips

distribution of secret information. S

analysed. The summary of thiw' is
4) Bit Selection Embedding c') \

Similar to sample % se\%ral iteri

select the bit used in %selT i sam‘@dio for embedding the secret

information. ry bit selectio h&sé’ower performance in terms of
4 ¢ &

dynamic SK“Nhan sal \sl ctioréit embeds consecutively into the audio

samplew

thisé'l'ysis is provided in Appendix 4.
5) Pari %g-
& &
% he pari ?’ng-b@d embedding approach does not embed actual

ret information in 'n%*/the audio sample. Instead, parity coding-based

% mbedding uses parameter values such as secret message, audio sample or secret
Q keys to determine the parity of the audio sample before deciding to flip its least

significant bit (LSB). As a result, it provides low dynamic security as it embeds
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the secret information in sequential audio samples. Appendix 5 summarise the

analysis of several methods under this approach. T
6) XOR-based Embedding ('}

The XOR-based embedding method is comparable to t
based embedding method in that neither approach embed$ actual secret
information into the audio sample. Instead, the XOR-b eMdding approach
conducted an XOR operation on the parameters, s s the binary value at 1%
and 2" place LSB. It also provides low dynam curity as“it.e e‘ds secret
information in sequential audio samples. A@ 6 summari th's q@sis of
several methods under this approach. 4 \T

7) Averaging the Amplitude-based Em@ \ %

gin@% amplitude. The

o

4

9

The last approach is em ing_based on

amount of embedded bps (ﬁsds on \he i
average. This approach%videg‘bett ynamige.security than the one that

embeds the secret i mnl udi sam@equentially, as it only selects
pl

—+

,(éove, at, or below the
N

igher i de'ths.bhe average amplitude. Appendix

o

7 summaris e analyii ral s under this approach.
&

All thestmch s are able :tb i e certain aspects of these characteristics.
na th

After con e most common oaches, this research is focus on the low-bit
Qb 5k o
au

embeil proach b of §it’s high embedding capacity compared to other
)
aches.

app‘K However, as mehci;?ned above, it lacks dynamic security, hence a new

the audio samp

®
D

iIgA'needs to be considered in order to maintain the distribution of the secret message

chieve high dynamic security.



2.4 Related Works

Various methods were proposed to improve the characteristics of?ﬁio
steganography. Two common elements are used to improve the capacity ch@}stics,
which are: data compression and embedding more bits per sample. & Alex,
(2014) implement Huffman encoding to improve the capacity chardcteristic of the
method through data compression. On the other hand, Indray. im, M. A. Ahmed
et al. (2010) and Cvejic & Seppanen (2002) embeds the s a%;ag'e up to 8 bps to
improve their methods capacity. There are also metho t co biw‘elements
to improve the capacity such as Alsabhany et al. (20 d Alsabh (Zogﬁgiased
on existing methods, all of them provide better perffr tha%m' original

ial to@:ﬁght that the
mp@%on and increasing

LSB proposed by Bender & Gruhl (1996).4%

best capacity performance may be attai %y)iopting da

bps elements simultaneously. It iusrth to n\axxt

compression element can increa%ity, ﬁ'requ' s«ad%;@al computer calculations

compared to raising the bp %s, inc @ases capacity more than data
J

compression does. In f% e per“ mange of @ approaches differs based on the

element used. Howwuppo‘s apprgb% standardise the elements used. In

that case, the hasic tow-bi dingﬁﬁroach has the highest capacity as it
’ (,R
sequentially eds the/secre e%'sa@i all the samples without any condition. In
% NN
contras% ers M 'me co@ions for the sample used for the embedding
;3

proqg&\lthough the bit @on approach appears to have similar capacity
p%%ance based on the definition given above and the standardised elements used, it
aswa |

Q imit. Consider that the maximum embedding is 8 bps on the 16-bit length audio
ample. In order to select the bit at the lower significant bits of the audio sample (which

is the maximum of 8 bits from 16 bits), the bit selection approaches cannot embed at 8

,ci}rhough implementing
N
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bits as it still needs to do the selection process on which bit(s) can be used. Hence the
maximum number of bits available is 7 bits out of 8 available bits from t
significant bits of the audio sample. Compared to sequential low bit embe@}/hich

does not have any conditions and not skipping any samples, it manage e 1 extra

bps for higher capacity performance. ?

Next, various researcher improve the imperceptibility of technique by
Sz, or fo

implementing bit adjustments elements, embedding at lo mbining both.
Bender & Gruhl (1996) embeds at lower LSB which only, use least"si c‘ant bit to
eppanen, 05&,&6&% et
af% 9) ad@f the bits

ed.@ivej N, &%bg;nen, (2005)

introduces bit adjustment based on se coaitions to et (?or whle Hosny et

al. (2019) implemented Simulated ﬁaﬁling A \mﬂuxan @sting the audio bit to
"'"B y N,
reduce the error. Zamani et aI% ParQ (2013) and(ilé?]y et al. (2019) take the

advantage of genetic algoriﬁiﬁnd I ay t @Jst the modified audio bit to
reduce the error made.%e l, the“ rfor }HC@.SB approaches differs based on
the element used.&ﬁger, su?

&
\u he agaaches standardize the elements used.
In that case, theyapp
K |
embedding hrity oding asgd er;Bedding have the highest imperceptibility.

not @éd the actual data, such as, XOR-based
NN

However, it is hot alwa inth rst condition, where all the bits must be flipped.

embed 1 bit per sample. On the other hand, Cvejic, N
al. (2009), Park (2013), Hosny et al. (2019) a

after the embedding process to reduce the er\cr;

Theg& the method with the.fiext best imperceptibility performance is one which
hee

S \/eral samples based on its conditions, such as variable low-bit embedding and
ample selection embedding.

6 Furthermore, to improve the robustness of the LSB technique most of the

researcher embed at higher level of LSB. Hosny et al. (2019) embeds as high as 3 or 4
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LSB place while Cvejic, N., & Seppénen, (2005) embed as high as 4 LSB place. On the
other hand, Indrayani (2020) and Ahmed et al. (2010) embeds as high as possibl?ﬂm
is at 8th place of LSB. It is crucial to highlight that the highest robus@}n be
achieved only by embedding at the highest bit possible. For example, vﬂ‘& usage of
16-bit audio samples, the highest possible LSB that can be embed is at 8" LSB
which is why most of the researchers who target to improve M,tness embed as
high as at 8" LSB. In general, the performance of LSB %w; roduces similar

robustness if all the approaches embedded at the same le '\d
"X

Next, to improve security focusing on the unautRorised detectio CI ain}:sage

retrieval, the existing methods implements s en% as e@dding at
higher level of LSB (M. A. Ahmed et aI.ZOW ducing random ele,é?S;(Alsabhany

md@‘ow; Abdullah et

et al., 2018; Park, 2013), using encryptien (Sharma an

al., 2015; Teotia and Srivastava, Z%or using %ti ,q'@' introducing random
": y N,

elements simultaneously (Vim%lex, 5614). ando(rf}:gs can be introduced into

ography a thm. For example, the cover

the embedding technique o@o 51 ﬁ\
audio parameter is u mplement r gém;@s in algorithms such as those

s N
introduced by Vim I%Alex i m Alex{gQM), Satish Bhalshankar (2015), TVS
¢

et al. (2015), I\% al. nd Ad#ﬁwany et al. (2018). However, using the
cover audio %e

!
ters jcould xpﬂ'Jse(_t(JrQ stego-file to the signal analysis. Besides,

NN
embeddingtechniques tha ? agagﬁc algorithm, such as the algorithm introduced

by Iﬂ&om), do not always @ﬂce the best-constructed cover audio possible, which

furtherscauses the inconsistency issue. Ali et al. (2018) introduces the embedding
echnique that uses a chaotic map to introduce randomness and needs to rely on the

ecure key management algorithm to work effectively.
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Lastly, there are no previous LSB method addresses directly on the low dynamic
security in traditional LSB. Currently, only Alsabhany et al. (2019) tackles dw
security directly. However, this method is using phase coding technique(l;}eral,
existing methods under LSB technique such as Cvejic, N., & Seppénen; ), Zamani
etal. (2009), Park (2013), Hosny et al. (2019) and Mostafa et al. (2019)as low dynamic
security because of poor distribution of secret information thr, uwthe cover audio
used. However there are also some other LSB metho §a~re ble to achieve
manageable dynamic security such as method proposed Isab anM%OlB) and

Alsabhany (2020). These methods have high secret

the other methods however, error differen d segments are

X
Based on existing method, bit @1 per sam an@‘ates the capacity,

imperceptibility and robustness. @ﬁr conshhg?t Amost . common audio
;GS! N,

steganography method propo;%e past and»their sed characteristics, this

\m N

X n

be:’ I bed per sample which allow to

research does not restrict %1
manipulate more freelM acteris

sometimes high due to the different embed

cst tnleedb'be improved. In addition of that,

4 $ &
this research fom;%chhaotic a m%aﬁism to improve the security of the
audio steganogw tho i 'es n@ﬁfy on the cover audio parameters which

¢

can be pos@eve y sta tié\l @ . Lastly, although there are no LSB method

NN

yet that% dynami ity dhéhly, however, several methods which have good
X

distm&n of secret message @49 the embedding process. As these methods achieve

ble dynamic security level, hence, this research focuses on improving the

mic security through distribution of secret message.
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2.5 Research Gap

Analysis on review paper (Alsabhany et al.,, 2020) and existingw
steganography methods presented in Section 2.4 was conducted to find the @ gap.
Several observations were made based on this analysis. A

From audio steganography method development perspective, most works focused
in increasing the characteristics through the development of t M itself.

Existing audio steganography methods emphasise th hm’ rorrnulation and
design, such as the sample or bit used for the embeddi hereby ignari Ehe cover
audio selection used to embed the secret message. As uality of t tel;o‘-ﬁg"e‘lies
heavily on the method itself, the sender is exp be_sniar met%ﬁaus when

Y

using any steganography technique and news\t’ nda\stan bout esults of the
insertion of the secret data (Hasanah e 90)). The se wh@s not know about

audio steganography tends to choos%cover au\m?_:l-’g'%o @\idering the important

N,
parameters posed by the audio, ting to eit renhané@nent or cutback of audio

&
steganography characteristi %mal n in@er selection of cover audio.
5,

Compared to im nograp v‘deb‘teganography, they consider the
’ 4 ’ &

cover selection dlw develo \e?&

performance. T% t th i

of the% thods which increased the method’s

cover select:s%ess, furth aﬂ‘al)ei?%n the 29 cover selection articles (Appendix
iX 1)

no @%6 steganography method that implement
NN
8- Ap was ern,(&using on the type of cover used, the following
graph.in‘Eigure 2.7 was plotte@d observation was made:
\sed on Figure 2.7, most of the research used images as a cover type for their
oVer selection-based steganography research, with only one research were using video
S a cover type. None is using audio as a cover type to improve the steganography

method.
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Cover Type Used for Cover Selection-based

Steganography
30 28 i
820 v
5 10
zZ 0 1
0
Image Audio Video
Cover Type

Figure 2.7: Cover Type Used for Cover-Selection- cegarography

2.6 Cover Selection Critical Analysis ‘\d‘

In addition to the fact that there is no cm%lion for the audio _f;zo'sed
previously, there are also no reported criteri ate‘t@ differentiate and
emphasise the major variations between rX:/a\ seleetion a@gghes. These

limitations catalyse the development wwcategory.

dis <"r'ntages mentioned
V)

above are avoided in the proposed 'ficatiﬁ\ e
S
each method reflected by the b% are prioritised to qgs%ify and categorise these
io
J N

methods.

Although the th%&usly

o
=

These characteristic @Never, produce useful data solely for literature.
E\ While the evaluation metric used for comparative criterion classification
Q produces comprehensive classifications, it cannot highlight the most

frequently used cover selection concepts. Additionally, the number of
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categories in this categorization may be unrealistic due to minor
discrepancies across the approaches. Y*
To elaborate further, consider the following example. Both metho@d B,
operate over the same steganography carrier and use brute force f earching
method. However, the accuracy of A is lower than that of B, reas the time
consumption of A is lower than that of B. Indeed, many prroaches have
identical values for these two characteristics. The introdu k‘a.ne'w category was
motivated by the necessity to categorise and compare co election methads.

oy
As a result, the searching method is viewed as rse-graine nc’ a_ILCp}pose

classification criterion. However, certain techni ay. req'u' merguy'selection

oduceé\:ze:‘ined as the

ri eﬁ@\ccording to their MPI

behaviours. As a result, the most prominels'd\e} M

method's most prominent cover select%ﬁaiour
After extracting the MPI, the@giques ar\a&éﬁg)

N,
similarity. A classification ba Pl cgn gi mbett@vel of segregation than

&

existing approaches, henc@g li a iewé@ditionally, this classification
e

facilitates the mapping%
directions in cove;@on. Irl
gives a more camprehensi
S R
existing me &)/Ieth A f 0\R75 @region-based selection approach where the
NN
based

selection’i

raturefand e’di@ of the most frequently followed

&
ous gmme, the classification based on MPI

tion é‘(he performance discrepancies between

onfa.ce :;1 area-:&‘ cover used and partial secret message. On the
otheg,hand, method B implemec%*‘a cover-quality-based selection approach where the

N
S ﬁm is based on the cover quality. Hence, it is understandable why the method A

& ter compared to the method B as it only computes and processes certain region
hich fasten the selection process compared to method B that computes the cover as a
whole. It is also the reason why method B is more accurate compared to method A. This
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approach will be explained further along with other proposed classification in Section

g
O

The quality of the cover selected is reflected by the metric th measuring the

2.6.2.

2.6.1 Cover Selection Evaluation Metric

et

performance of characteristic individually. However, since thism nly reflects one

hese characteristics

App OM handling
"X
rade-

multi-objective problem (MOP) can be taken and ada in order to Sl’l’e _@

characteristic, new metric needs to be adapted for eva

simultaneously as the trade-off also needs to be consid

off. This research only measures imperceptibiki ustness yna@ security.
Although the capacity is not measured directly nywiove at ca@iz.be used for
embedding is rejected earlier. The t sajtion, Be | c@%e calculated by

normalizing the three objective fun%values’}}i;s&er ng_them into uniform and
% 7

dimensionless scales. The high of Best_Sabindica at it has the best quality

&
since all the objective funﬁh t(l Imise th'eéaaective. The Best_Sol can be
ti tio

calculated using Equat% i 3

Best_S Oldym@rity%\dyymi c
(2.6) \ D)
S |3 ac
B imp\@eptibilitysol — imperceptibility,i,
es%percep poile imég'rceptibilitymax — imperceptibilitym;n
‘v’
27) 3
o

amic_securitys, — dynamic_securitymin

est_Sol = : ; j J
EV =7 TTObUSINeSs T dynamic_securitymqeyx — dynamic_security iy

ratiodynamic_security = (BeSt_SOZdynamic_security *0.33 )

m
o)

c_se@ysol — dynamic_security,in
TitYmax — dynamic_securitypin
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Tatioimperceptibility = (BeSt—SOZimperceptibility *0.33 )
(2.10)

(2.11)

FQti0ropustness = (Best_Solropustness * 0.34) C;}Y.
=\

Bestso = ratioropustness T Tati0imperceptibitity tTati0gqyn ecurity

(2.12) V;'

Another approach of evaluating the selection made is by calctlating the number
of selected covers which is non dominated by other solu >Ye.n mber of Pareto
solutions (NPS) is the metric used to measure the num f so tiWh has the
highest characteristic at certain point without bein inated by o z&@ristic

at that point.

2.6.2 Classification of Cover Selectlt\% ?
This section reviews the ca ed steg\g(a ver selection literature
using MPI. Figure 2.8 shows tha% dlstﬁbutl or ezi’@)ver selection behaviour.
_

Based on Figure 2.8, the co% ty-haséd selection hﬁ}the highest percentage while
subregion-based selec e

-

Io tpe en‘ta ach cover’s selection behaviour
and the assomated roach e n ext er analysed and described. It is

observed that t h| st p ethods falls under cover-quality-based

l
selection fOE&aby d" seéét?on Finally, similar small percentage falls
I, g -ba }mlan@)ased selection.

ﬁnable effective com@s’on of steganography cover selection methods, each

c% is defined by key features that capture its essential aspects. These include the
hi

under s

Q ing method, comparative criterion, and steganography carrier, which are
damental components of any cover selection approach. Additionally, supportive

techniques are highlighted to showcase any additional techniques that are incorporated
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with the cover selection method, while limitations are also emphasized as a
disadvantage feature. A special feature is included to validate and supp

classification process based on the new classification, and to capture the dl@ that
exist among methods of the same group. Overall, this classification syﬂkrowdesa
comprehensive understanding of each class's performance, simplifying the cover

selection process for this research. \/

. U

Steganography Cover Selection Behaviour

1

20.7% "

= Subregion-Based Selection = Cover-Quality-Based Selection

= Similarity-Based Selection Batch-based selection

\ AV
Figure 2.8: Steganograph Sel’c 10 hav@and the Method Distribution

‘ : (
’
2.6.2.1 Cover- Quallty Based S I

The method%r his sele e cover used for steganography based
on the quallt co r.’T L"It he cover can be anything that defines the
cover |ts as“ ntrast, a exture and correlation parameter. The main

s

conm cover-quality- baﬁlectlon is illustrated in Figure 2.9. This pattern of

c:MIectlon has been observed in the methods summarised in Appendix 8.
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Source: id et al. (2021)
Figure 2.9: General Flow Cover-Quality-Based Sglectio

Based on Figure 2.9, the comparison process normallyvucted before the
i

embedding process happens. The most general advz@
selection behaviour is that it achieves high accuracy in determining the

ethod of cover

file produced. However, the main disadvantag at it genera

F
g

consumption.

2.6.2.2 Similarity-Based Selection

\ Y
The method under this cate gs)ect0 Qflseﬁk steganography based
'né S

w

on the similarity between the eriw r‘ﬁe s and the binary series of

selected samples for embedwhe s'ﬁila i etr@n be anything that defines the
o

similarity itself, such z%, nuwﬁf‘f;i% its, and number of matching bits.

@
The main concep@ﬁlaﬁ@selec@s illustrated in Figure 2.10. Based on
N

Figure 2.10, u Mthe omparison pro&ﬁsﬂs conducted after the embedding process
has happ@s pattern Jof ove&élection has been observed in the methods
AL

summ in Appendix’9.
N
\ ost general advan of this method of cover selection behaviour is that it
s high accuracy in determining the quality of the stego-file produced. However,
0 main disadvantages are high time consumption due to the need to conduct the

embedding process for each cover in the database.
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v

SouWRHshid (2020)

Figure 2.10: General Flow Similarity-Based Selec

2.6.2.3 Subregion-Based Selection z

The method under this category selects the cov for ste hy based

on a certain region of cover and some part of the secre sage. The co pqus etric

is usually a fast-computed metric such as co per mtge\’m the bits
‘1’ between a partial secret message and agarti ovg‘sa concept of
the subregion is illustrated in Figu %Based ureo"’ial typically, the
comparison procedure occurs prior&ge emb ep. 'I")(kselectlon pattern has

- - S
been observed in the methods s ed in'App 10%

\Af&

\ o I %\J
0 Source: Wang et al. (2019)
%\hﬁgu& Pena‘?&low Subregion-Based Selection
Amost general advan@ﬁ this method of cover selection behaviour is that it

a Iow time consumption because the method considers only certain areas in the

Q r and the secret message itself. However, the primary disadvantage is that it is less
C

curate than other methods since it does not consider total cover and an overall secret

message, which results in somewhat different real results than expected results.
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2.6.2.4 Batch-Based Selection

The method under this category selects the cover used for steganographw
on the quality of the series of stego-file. Normally, it uses the same metrlc rlty-
based cover selection. However, instead of selecting only one stego-flle'féwd through
an unsecured channel, it selects a series of stego-files to send over. Wmon, it has
additional rules, such as finding the series of stego-files with mount of cover
used and the lowest mean distortion. The main concept ‘yh-b ed selection is

illustrated in Figure 2.12. Based on Figure 2.12, typically,, the c m.ban\dprocedure

occurs after the embedding step. This embedding n has bee s}r@ the
methods summarised in Appendix 11. "

The most general advantages of thls f ccn\er S ctlon |our are that
it achieves high accuracy in determl t quallty 0 ste le produced and
improving the security against pool anaIyS| ver, aln disadvantage is
that it has the highest time c fon .ﬁ‘ gen due he need to conduct the
selection in two layers: ind yela y

All these selecti% ches # [h st optimised cover based on the
owever' arch

criteria they speci es on the cover-quality-based as it

focuses on the cha , Sec essage and the cover quality itself. The

key researc

dth |rq)s ss&ner/‘a)resented in the next section.

Q Source: Xin & Jiaojiao (2018)

Figure 2.12: General Flow Batch-Based Selection
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2.6.2.5 Summary of Cover Selection Based on Cover Selection Characteristics

All the methods in these classes achieve feasible accuracy and time consuw
characteristics performances. However, each class has its suitability depe d the
situation. For example, the cover-quality-based selection class work?&when the

secret message is known to the method without constant adjustmenq n contrast, the

similarity-based selection class works best when the secret megi‘aie nknown. Hence

the consideration of the cover and the secret message is ) ex the subregion-

intine eWselectlon

based selection class is suitable when there is a time cons

process. Lastly, the batch-based selection class itable for Ib:i@based
steganography. Based on these situations, this r selec t! a arlt@ ed cover
selection class as a basis for the cover seIe n thom{)ro ed ntloned early
in Section 2.2.5, this research focus o\ racy of sel@ﬁn the similarity-
based cover selection class is the U|table e '\rrent setup which the
secret message is not known u se sert ensuring- he selection accuracy is

not in jeopardy. \ %
’ N
4 ’ &
2.7 Theoretical ewor\§ é./
The mam@v ?anoes%hy methods is to hide information by
improving E:e eganog aph aécttjs,?cs as much as possible whether capacity,

|mperc , robus iecun@ynamlc security, or combination of them. There
|n ba5|c theoretical @éworks used in this research. The first one is through
ing steganography method (Alsabhany et al., 2019; Bender & Gruhl, 1996) and
econd one is through the input inserted such as secret message, cover file used and

ganographlc keys (Sajedi & Jamzad, 2008; Zhong et al., 2021). Figure 2.13 shows

an illustration of theoretical frameworks of audio steganography.
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Capacity
affected
Quality of cover Robustness
audio .
Security
Steganography Imperceptibility
Method
Dynamic Security
Figure 2.13: Theoretical Model of Audio Steg y

As previously stated, the main problem is impro@elect‘on which led to
the low dynamic security. On the other hand t satMof QLLdIO

the cu
steganography method also has low dynamic s . Based on t both

theoretical frameworks relevant to this researc e m‘rpq nt c \be made by

improving the quality of cover method antwgrapm method to |1‘$)ve the whole

steganography system.

e

2.8 Summary (&
A
This chapter focuses terarre r of e basics of audio steganography
l

in terms of its comp% performanc (}1 ac rlstlcs characteristic trade-offs,

technique and cov, Ntlon Fu\

rthermore, oaches in LSB are discussed such as
low bit embe var bIe
selectlon >¢a

&
amp |t§ d embedgifig JRel works and research gap were also discussed in

it ea()ﬁ}dding, sample selection embedding, bit

5
ddl@parlty coding embedding and averaging the

r. Besides, the covefé'g?ectlon critical analysis was presented which included

‘@proposed cover selection classification. The issues and solutions discussed

Oviously are summarised in Table 2.1.
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Table 2.1: Issues and Solutions for Proposed Method Design

Issues Solutions
Low dynamic security High distribution of secret message.
Capacity and dynamic security trade- | Increasing bit embedded per sample and fully™uti the
off audio samples. 4 %
Direct message retrieval attack Chaotic map

No cover selection method for audio | a selection rule or metric should be formula 0 suitably

evaluate the audio.
Audio steganography has trade-off | all characteristics must be evaluated simWsly to ensure
which need to be considered. the selection process does not negleet any characteristic
Evaluate dynamic security precisely new precise evaluation metric.

Lastly, the theoretical framework is presented an comes the basis of this
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