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CHAPTER 11 !(—}
LITERATURE REVIEW \;

2.1 Introduction

Nowadays, computer applications and information . r)l Qﬁmnam role
in helping organizations to successfully accompiyy SIS ob_@ves (Hickey

& Davis, 2004). As most of the shelf softwage d ) vc needs of the
organizations, it becomes necessary f at were made for

meeting the exclusive needs for the sofj @R Yandes. 1998 Christ, 2004).

objectives and the goals for rganizg er, prior to the development of

that the systems have to be d vew. in puch i\f@l. they appropriately meet the
01 VeV

1ents plays a significant role in the

the systems, the process Nleclitg
success to the system @me f O
’
(—) ’ “

On the other ha%ﬁccli&b rreq@mems is one of the biggest challenges faced

ges
by system d ers, because th@"S might not be able to tell developers what they

need or mi \1 be able to explain their work processes.

HenC®gyg# crucial to choose the right elicitation methods to successfully accomplish
the software development project. It is imperative to choose the right method based on
the situation. The main problem arising is the inaccuracy of the requirements gathered
from the stakeholder (mainly the users). Besides that, the conventional methods are

inaccurate (Zowghi & Coulin, 2005).
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2.2 Functional and Non-Functional Requirements

Requirements are described as the precise requirements that a program iK icted to
fulfill (Azuma, 2004). The kind and the excellence of the specifications Foathered
s “functional” and “non-functional™ categories employed by the re¢ er, based on

the classifications as in the following discussion. Y "

There exists a lot of definition for the term “Requiremgnt cmdmo to Oxford

al “that which 1is

n kl()%vex n
efine &&deon or

CK wedlive @lan & Don,

2000). Requirements can be further claw unegio uq@knts and non-
functional requirements, where the ionn\c ned a¥
system component must be able to accgmplish (

use cases. where, use cases are

dictionary (Oxford dictionary, 2013) requirement is

required”, which means. having need. finding somethi

terms of software engineering requirements cay

capability needed by a user to solve a problem o

ctipdwhich a system or
can be described in a

@lllm in documents, and

lists, and diagrams that

y./ P o
e 1d Q{o a necessary function, which the
(_) ions are carried out (ISO/IEC. 2007).

£ocd as s quality specifications or limitations

illustrate the actions of users

Non- functional luqu% 3
(Azuma, 2004). :Q' ?

Nontunuu >quirements m\")& ssociated with “how” functions. such as
peribmmnc uirements, precise quality needs, and restrictions (Azuma, 2004
ISO/1 : Boegh, 2008; Glinz, 2008). Instances of non-functional requirements

consiSNggmploying uncomplicated user interface for a beginner, using radio buttons
for option selection, deal with all the software or system functions on the security part,
to protect the processes and the data against any probable attacks. The non-functional

are any other requirements needed by a system or system component, other than
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functional requirements. There are three types of non-functional requirements these

namely are Data requirements, Constraints and Quality requirements.

Data requirements are generally assembled collectively with functional requirements,
in requirements, and they illustrate how functional requirements need to b ycated
in the system. The Constraints are the aspects, which obviously and deg ly limit
the system or process. A crucial feature of a constraint is that, it 1‘esuN damage or

a failure, if it is not properly addressed. Constraints include ations of the

engineering process. systems or system components’ functionadigy. ¥ its life cycle. In
quality requirements, these explain the required qualities of t duct, which are not

specifically associated with functionality. It is essential aimhin the quality of

software, hence addressing the quality requirements bWgmeg mz: QryLack of
A ,

re. §m 1‘:0_@)}& quality

it_ o€ st (X¢ functional

\u N
- ps.@(ally talk about

1pligito the knowledge

quality requirements leads the projects miserably
requirements are usually challenging to get

requirements. Basically, users, in interviews

their roles and responsibilities, while, \%13 0
domain, and therefore they do not talk gpaturaMy t TJ ﬁl\'aﬁons. and studies of
similar systems, usually offer moréWN 1)‘ mgfn_gPo Icgnmionalily than quality

T

1sid\ le proofs in the research literature,

1"@ { acilitate successful software delivery.

als - - 1
Q}t / Kofwtre project's failures over the span of two

decades. The :1 has sp ‘iﬂgall) ascribed three of those downfalls to poor

rcquircmcnﬂ( ysis. It has bc?g?claimcd that poor requirements are in eighth

ist of the top 10 errors made by developers. Wiegers have argued “If

position 4

T the requirements right, it doesn’t matter how well you execute the rest of

* (Wiegers, 2006). McGovern has declared that “the critical success factor

&

the pro
will always be the accuracy and completeness with which the business requirements

and goals are captured and traced to the associated details™ (McGovern, 2007).
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According to Zowghi (2004), the intent of requirements analysis, is to elevate the
probability of building the right system, i.e., upon completion the system must satisfy
the targeted customers and address their needs to a satisfactory degree. Bergey. et al.
(2009) have highlighted that if the quality requirements are not proficiently identified,
the ensuing system cannot be properly assessed for success or failu efore
implementation. The IEEE SWEBOK. (2004). was stated that %\ widely
acknowledged within the software industry that Software Enginec% ) projects

are critically vulnerable when these activities [elicitation, analysis.vmcali(m. and

validation] are performed poorly™. V

2.4 Requirements Engineering (d

o
Studies have exposed that problems associated with iremgnts ntix Qﬂng (RE)
could cost 10-200 times more to rectify the proggam Mter il gn mx@(’ion. than if
they were recognized during specifications gBoclyn

'\(?CCiO. X3: McConnell,
2001; Romero & Mariona, 2010). FC\\’\!%‘LSCEH a\équggeslcd that, the
ud

comprehensive amount of project budggt d oL uirr 1tsqfTMws 1s twenty-five to
forty percent (Wiegers, 2003). It is 1 \a 113' al, i%}u only crucial, but also
4.
1\’2M if %cccplablc sources are not
devoted carly. e\
BN
s Y
ars] ¥ Raimundas. 2005). “The use of the

Requirements cnginccri&‘ an 4 . whielwhim is to discover, document and
maintain a set of requggmdnts” i

: e ’ (—’ .
term engineering i1 Spthat syste akc and repeatable techniques should be used to

ensure that s_\'slc% nrenpehts s cq@}clc. consistent and relevant”. (Sommerville
& Sawyer, 1999. Xnother dcl'miti?g}.ccmding Software Test and Evaluation Panel
(STEP) is \disciplincd app]ihion of scientific principles and techniques for
develgpt mmunicating. and managing requirements” (STEP. 1991). Similarly,
Loudgpou¥s and Champion (1989) have defined RE as “the systematic process of
developing requirements through an iterative process of analyzing a problem,
documenting the resulting observations, and checking the accuracy of the
understanding gained”. Both these definitions indicate that RE is not just a single

activity, rather it is a process, which comprises a variety of phases and actions. Davis
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(1990) has pointed out that RE can be classified into elicitation, solution
determination, specification, and maintenance. Dorfman has segregated RE into five
phases. such as, elicitation, analysis, specification, validation/verification, and
management (Dorfman, 1990). Easterbrook and Nuseibeh (2000) have identified that
RE has the following phases; eliciting requirements, modeling and XZIng
requirements, communicating requirements, agreeing on 1‘equiremenls@vol\'ing

requirements.

Even though the classifications of the RE process which memi@ve have never

been disputed, it is implied that the researchers have f; 'le&o "include a phase to

peng. Thegefore. some
d [he Seflwengents are

requirements of process engineering have been co, sidered.
composed of five distinct, but related phases. Figygeh 2 beloy

support requirements during the early stages of d

however, security RE are not considered to be a s uw (as*exz.h phase can

and should affect the others).

&
Op

FIGURE 2: Requiremeng® Lngined™h™Yas, :(;ul\'eyed.

e E
C X ¥§
i Ty

VVWS()Ul'CC?éBil]iiiélj\;i”e. 1998

2.5 Requirements Elicitation

A quite number of authors have stated that requirement elicitation is the first phase of

the process, by which a project team determines the organizational needs that must be
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addressed by the project effort (Goguen & Linde, 1993; Loucopoulos & Karakostas,
1995; Kotonya & Sommerville, 1998; Escalona & Koch, 2004). Particularly,
requirements elicitation concentrates on the preliminary pursuit of identified
requirements and possibilities of the social actors (e.g., participants, users) most

strongly associated with the system. A report from IEEE (2004) c ¥ that

requirement elicitation concerned with software requirements originate

which needs

)2

the SE can gather them. It is the first stage in understanding the prot

the software to be solved. In addition, Browne and Ramesh (X have defined

A

requirement elicitation as the first step in gathering user rcquirew: it is the process

- s& lu')lders.

The term “elicitation™ is used to capture the idea that, (Mg in ngth_will be
N
ourex for the
‘;{& for tl
nu@'dra\\‘“ the

of understanding and acquiring the needs of users and oth

engaged within the system on a daily basis, ajeadiO¥apprgpri

identification of needs and opportunities, an

requirements from such stakeholders. It is w e requirements

elicitation process focuses on “what” in\%led to

system irrespective of “how " to be achi%d. :\T
]

N
In the literature, a range of progf&INOdelg _ha %c@\'cloped to identify the

various features of the rcquirC\YQ bhih saitVare. One widely employed
model suggests three fundigaeg¥ stagls
Loucoi

validation of rcquircmcnl\
S C

¢ the
|

<
“hig by the predicted

c

Jh\b elicitation, specification, and
K 1@51&5. 1995). It is noteworthy that
witlle process of determining what issues

O

% jlcaig@mcnls specification is constructed upon

the requirements elicitgfioMygs cc

must be addressed b Xigf fic

the elicitation ac 'Q‘Jnd“c( np

for the systenfy(“fsey & 011501'\3'794). Generally, this constitutes both natural

Llé\\bpcciﬁc documentation of the specifications

language exdglanations and oﬁ'lciaﬁ(v?odcling techniques. Ultimately, requirements are

carried ssure the recognition of stakeholders for the requirements, which have

Y1 and which will be applied in pursuing design initiatives (Wallace &
Ippolitd™1997). While this three-stage model indicates a linear strategy to develop
requirements. The three phases are generally employed iteratively. often moving

progressively in more detailed levels of requirements gathering.
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Just as the requirements phase process is critical to the overall success of software
design efforts, the requirements elicitation also plays a crucial initial role in the
extensive requirements elicitation process. One of the crucial features of requirements
elicitation is that, it is typically one of the most important components, by which the
project team members acquire knowledge related to organizatiogal omain.
Loucopoulos and Karakostas (1995, P.21) have stated that “the \ancc of
requirements elicitation cannot easily be overestimated; when y ve to solve

somebody else’s problem the first thing you have to do is to find oupghdre about i’

31g nted as the process

The emphasis of the requirements process is generall e
text,

revealing the essential obstacles within the busines

evm@echniques used in
¢a standard software

requirements elicitation

requirements elicitation are present
development process. In additior

&

techniques are demonstrated and Dwefl a~xumber of the most widely

employed methods of requirghen®elicitgion ging @, ss the associated strengths and
NG

fu )@S to force the analyst, user, and other

the challenges.

u#chgms that they want to address. Defining
requirements ca% e ' 'a@l and open communication between the user

and the deve - (0 generate the @s&sary requirements they want to address and the

informatic \ can be used to develop the system that meets the needs of the user
(Gun ostrom, 1986).
2.6 Various Requirements Elicitation Techniques

The requirements elicitation techniques facilitates the developers to have an

understanding of the requirements for the users, this phase allows the developers to
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recognize the requirements of stakeholders, other than the actual users of systems
(Browne & Ramesh 2002; Hickey & Davis 2004). Nevertheless, Farzan et al. (2008)
have stated that elicitation is the process, which motivates the dynamic contribution of

users in system development, which consequently increases the accomplishments and

endurance of information systems. \Q
According to Zhang (2007), specifications progression is an rigorous}‘i&n,wnicalion
procedure among stakeholders and the programmers. Therefore_the M™ur kinds of

elicitation methods vary depending on the context of commynicd§on according to

(Zhang, 2007): Y'

a. conversational
b. observational,
¢. analytic, and

d. synthetic

a. Conversational N

The conversational 1%\ pvid zrmt‘ima of verbal communication between two
or more people, &Wn\}r tigfh & asormal means to convey requirements and

concepts, and

K WAd answeé qt(cs% %, it is efficient to build and comprehend the

issues and oeneric produd requirements (Avison, 1995). Methods in this

=
O

1

€

group ay referred as verbal methods (Avison, 1995). A standard conversational

mterview. It is generally used in requirements elicitation (Kotonya &
Sommerille. 1998). Other methods under this category include workshop, focus

groups and brainstorming (Table 1).
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TABLE 1: Conversational methods for requirements elicitation

Method Literature support Executor Illustration
(Goguen& Linde,1993; Julio An experienced Interviewer discusses the desired product
> , 5 analyst with generic vith different groups of people and builds up
& Anal996; Kotonya & yst with generic with different £roups ¢ t‘])u ple a uilds uy
knowledge about the an understanding of their requirements
Sommerville, 1998; application domain (Interviewer asks questions to alist

Interviews Leffinewell & Widrig, 2003) or end-users, related to a p%' topic). If

the interview is conductegew r?-defined
agenda and questions, J1¥g e d'structured
interview; otherwise, s an gffen ended

interview

(Goguen & Linde, 1993; An experienced Stakeholder representativeS gather together
Workshop, Leffingwell & Widrig, 2003) | outside facilitator for a short but int RO cused period to
focus groups create or review hid -level features of the
desired pmN
(Leffingwell & Widng, An experienced Brainstopming 15%kind of mini conference,
outside facilitator held amo: ten experts. Members

2003; Zowghi & Coulin, Sy .
o t walks of life involve in the

L, chalcd by the organizer, who
he Topicfo be disgls

| 39
[ 15
1p isde rsaoh. Generally,

Brainstorming 2005; Tsumaki & Tamai,

2005; Chauncey, 2006; sed

Linn, 2008)

One of the most common types of social rel

people are pleased to express about the jobsaghe sind th¥thallenges they

encounter. The verbal needs and lii\%ls ar
S rea

specifications. As oral communication c St

called non-tacit
ive to gather non-tacit

knowledge. the conversational methoMgé | approach to non-tacit

requirements elicitation, by Carr& ut ! tkshops or brainstorming
sessions (Maiden & Rugg, 1 9()?!11@1" ly, ' nal strategies are extremely
used in requirements develOPmagpt, hoypvgl e itself; they require combining

\the sgi¥lare development phase. However,
isleléskang. 1992; Goguen & Linde, 1993):
'i]{ @?{‘xamining records of a live conversation,

other kinds of technique ,N‘coxilp
they require a lot of h#wgan
conference sets up balc
and consume a JOt kimc’,‘

0
process, panw) when cmployieg\x’.orkshop or brainstorming, e.g. organizing the

5 011@ hand, it aims to accomplish the elicitation

meeting a aking sure that the representatives are available for the meeting

(Kotogy ommerville, 1998).
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b. Observational Methods

The observational method provides a means to develop a rich understanding of the
application domain by observing human activities (Zhang, 2007). In addit non-
tacit requirements, some requirements are obvious to stakeholders, N icult to
verbalize, which is called as tacit requirements (Maiden & Rug‘k() 0). Verbal
communication is frequently weak, when gathering tacit requiremXtpmConsequently,
observing how people perform their routine work facilitates gatw ormation, which

are challenging to explain in words. Methods under this g 'ouWilluslratcd in Table

o

TABLE 2: Observational methods for re

1'01f G}T

Method Literature Support Executor

A
IIIW ion

(Maiden & Rugg, 1996;
Kotonya &

Ethnographic study W , ;
graf s Sommerville, 1998) I'he observe st hgfacced
(Goguen & Linden, by the pegfflc beMystudigd af a

S

must be
1
°1

D/
1993; Viler & kindrgaspmear
Observation Sommerville, 1999; sufficienWiglu®liar that they
Nuseibeh & carryg on witiMhe

BT, M\ a period in a

or ‘ch on making
cl;nlc«%\'ulmn of all their
ractices, Nnteract with a product in

ang {l environment). User culture
anc Q k environment are observed

Social analysis and

‘\\ subject is engaged in some task,
'):md concurrently speaks out loud
h bk_ and explains his thought

Easterbrook, 2000) praflicasens 1f he w
(Goguen & Linde,1993; Py

Protocol analysis Maiden & Rugg, 1996)

4,
Z

Observational methods seem ;cm B ted }h@&di\'iduals find it complicated to

communicate their req wnts'a
comprehension of theagerSecti

\ ecti .I'C @Q’prcferrcd product has to be utilized
(Viller & Sommer h 0. GApdde "ﬁﬂvlcs of tacit information consist of the
in(?'\ dygls (c@plish day-to-day, spontaneously and in the

scheduled work gv
organizational E cial contexts, Oﬁ.ch most likely affect the specifications. As
s tive and scenario to their work, they do not

people are Numcd with the perSpec
delit %mcmplalc about the schedules and the working environment. It is

e
chaldgngy¥ for them to enunciate how work is performed, despite the fact that

occasionally the routine work is simple to be revealed to others (Kotonya &

'hen alysts search for an improved

Sommerville, 1998). Therefore, to be engrossed in the actual work scenario, to acquire
the observational facts, can assist engineers to thoroughly, understand the routine of

work, the societal group, the organization, and the wider perspective, within which the



20

product is used. As observation methods fall into the category of longitudinal studies,
in general, it takes longer period than the other methods (Myers, 1999), which is
considered as main disadvantage of such methods, especially when the project has
tight schedule at the requirements stage. Besides this, observation requires compassion
and receptiveness to the physical environment (Zhang, 2007). It is easy for\J*®rvers

to perceive a good image about the work's context, but it is normally Iag specify

and analyze their perception.

Observational methods are used for understanding complexw ies, rather than

S R\\’orking (Kotonya &
' Aver

‘undamental

making judgments about improving or supporting the wg

Sommerville, 1998; Zhang, 2007). They are benef}

Consequently, it is generally a good practice to be ith 1’0 falim;T method, to
get a preliminary comprehension of the prefeyfappodu®t wityn llmérelopmem team
el

¢. Analytic Methods e: a y

Analytic methods provide ways feXplorg the '1sn§documemauon or knowledge

and acquire requirements front a Jerieg of &J(Q; These methods are illustrated in

Table 3. &\ | Q,%

i S
?bds_gof requirements elicitation

Method } igrature *ppo) ) \\Jlixcculor Illustration
, N
& &L LM AR ocumentation In this technique the systems within the
i va & SommUfvill® il same product family is used to identify
Requirement reuse ; Viler & Sommervillg V requirements of the desired system
99; Cybulski & Reed, 2
Knethen et al., 2002; Woo &
Robinson, 2002)
(Kotonya & Sommerville, Documentation A common method consisting of reading
1998; Cybulski & Reed, 2000; and studying available documentation
Knethen et al, 2002) for
content that is relevant to and useful on
the requirements elicitation tasks
(Rugg et al., 2002) Expert ’s It involves the creation, reviewing and
NS : knowledge modification of hierarchical content of
Analysis Laddering . 5 3 )
expert’s knowledge. often in the form of
ladders (i.e. tree diagrams)
(Rugg & McGeorge, 1999) Expert’s The expert is asked to sort into groups a
Card sorting knowledge set of cards cugh of which has the name
of some domain entity written or
depicted on 1t
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A wide range of studies have focused on the requirements of the preferred product,
which consists of problem evaluation, organizational charts. specifications, user
manuals of existing systems, research report of competitive systems in market. By

gineers capture the information about the application domain,

O

understanding it, the en

the workflow. the characteristics of product, and map it to the req >nts

specification (Rugg et al., 2002). Furthermore, they recognize and rcuse%\y&
Wi

from the specification of the heritage or identical products. It ia ys worth

cments

searching and filtering for reports and recorded information, rele\vw the desired

product. V

T vn(@a acquisition

(Byrd et al., 1992). Multidimensional scaling (Wriglgg & Xytop, 1@ X B@el al.,

1992) allows users to obtain conceptual structure, ecognizg a cl! é? identify
C

'11\&'@‘\( goo’c&: al., 1978;

In analytic methods, the mapping techniques are benefi

cause-effect associations of a process, and varian

specialists composite lhci*'no
McGeorge, 1999). Gcnc& e

hﬁim'm secondary variants, to enhance the

‘LNHCITICI]IS elicitation, particularly when the

performance a:wiulnu\

information K eritage or 1‘clcvzmbroducls is re-usable.

According to Maiden and Rugg (1996), the synthetic strategies incorporate various
channels of communication. and offer models to illustrate the characteristics and the
relationship to the system; they deliver good hints for requirement recognition, in the

form of abundant semantic models. For instance, the prototypes offer an initial version
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of the system to the users, which can emphasize users about the functions. which are
usually in any other case ignored. Storyboard technique, which is categorized between
scenarios and prototyping. It presents a procession of prospects beginning from
sample components to live interactive reports (Leffingwell & Widrig, 2003).

Appreciative Inquiry is a combined method, which includes communicatimveen

clients and designers, examine the existing systems, tracking the bel of the
users and visualize the future system or software, with all the neces%&f
includes combined strategies, which enhance requirements e 10N Process.

Examples of synthetic methods are illustrated in Table 4. V

Method literature support Executor shragon g}'
4

(Kotonya & Sommerville,
Scenarios, passive | 1998; CREWS, 1999; Stuart,
storyboards 2001; Leffingwell & Widrig,

hes the -\Emisc details of

> curreng a e proce¥es, which

comprives thagictions aj Ncmclmns between
the uStsganththe systggn

s with a concrete

2003; Zowghi & Coulin, 2005)
:] or system that they

(Kotonya & Sommerville, V
1998; Andriole, 1999;
mighegaibect (Q%Ii\ ered at the end of a

Prototyping, Nuseibeh & Easterbrook,
Interactive 2000; Leffingwell & Widrig, ised to elicit and vahdate

storyboards 2003) N sy m Rquiements. Prototype generally
Wi s and \1 oschlisgd visualizes the actual parts of
4
akel oy L \

(Maiden & Rugg, 1996;
Coughlan & Macredie, 200
Zowghi & Coulin, 2005;
Charles & Francesca, 20

5 asizes user involvement through group
sdwions with unbiased facilitator. This
JAD/RAD ‘%much is more or less similar to the
rainstorming, however, it differs is one
aspect, where the stakeholders and the users
are also allowed to participate and discuss on
the design of the proposed system

1t is a combination of open-ended interview,
workplace observation, and prototyping. This
method is primarily used for interactive
systems design where user interface design in

(Holtzblatt er, 1993

Contextual \
inquiry % ¢

critical

Cgo] & Srivasgva, 197 Appreciative Inquiry (acronym "Al") 1s
v brincipally an organizational
Deghider& \\{u dl' i = e
z » development method, which focuses on
Appreciative arrett & Fry, 2005; \’ increasing what an organization does well
Inquiry (Al) \ ! \) rather than on eliminating what it does badly
itney& Trosten-Bloom, b :

h003; Stavros& Torres, 2005,

Kelm, 2005)

The synthetic methods are generally integrated at other phases of the product
development life cycle. As the purpose of synthetic methods is to enhance the

communication among programmers and the clients, they are appropriate for various
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phases of the development process. They efficiently coordinate the requirements stage

with the remaining development processes.

Yw

2.7 Comparison between Categories of Requirements Elicitation Te@ics
The categories are due to the outcomes of dissimilarities bclweeTrequiremems
elicitation techniques. every group has some characteristics, whic ce all categories
to have distinctive characteristics. Table 5 shows a compaig (mimong various groups

of elicitation techniques and their benefits and drawback \d
L
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Based on the explanation about the various types of elicitation technique, it is evident
that, every category has its own advantages and disadvantages. The table above has
clearly illustrated the pros and cons of each technique. The conversational methods
have many advantages, such as the actual fact, which is very helpful for collecting

loaded information about the requirements. Apart from unearthing o&\wm the

Gy

Wy questions.

interview technique identifies feelings and goals of different indivi /ith the

help of interviews, it is easy to dig the details by asking foll
However. the conversational methods have the following disadvayffages: it is very
difficult to master the skills of interviewing. The requirement e]iNon depends a lot

on the behavior and attitude of interviewer. Morcover.§c zlen"iewer has to be

always unbiased. Even though a lot of information can lectedwithghe interview
3 . O e . i ®
method, getting meaningful information may be still uscmun. ' G}Y.

N IR ollows; the
T pec(&w\r routine order.

esignin uln@ hese methods are

very handy, when the development lg%acks g\p @éﬂoul product domain.

NI S
However, there are some problems 1011& thegos ?3.1. onal methods. The most
critical drawback 1is that, obse\'aNal S n a lot of time, and these
techniques are not good chgfftes, §yhen sphedplq @n. Similar to conversational

'@H‘ﬁcull to understand thoroughly.

The benefits of observational methods can ? su

(@)

@i\'ity and responsiveness towards

Many studies | wcusscd £ fnalygral methods and give the techniques that are
'Agor_v as menliom&\}v’/eibrc. for example reusing the requirements of

m as a common method for requirements elicitation. There are many

related to th

the existing
advanta f using the existing knowledge to develop the new product, which
includN#hw cost and less time. Despite the disparities of type for users and
stakeholders. this method is used very commonly particularly in developing user's

interfaces, database and security policies.
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Many projects have failed due to the employment of inappropriate elicitation methods.
One such example of big project failure is “Ariane 5 Flight 501 (European Ariane 3
expendable launch System)”. where, the requirements specifications of Ariane 4 were
reused. However, the flight path of Ariane 5 was very much different: hence, the

system which developed using the requirements of Ariane 4 was unable to 1 the

Ariane 5 flight path. This is an important example of the disadvantag nalytic
methods. because the failure was found after testing the new softwarcaadgystem. Thus,
these methods reuse the old code or software that might com or partially

different from the new software.

w

The synthetic methods, it is particularly valuable for s !ucl s, busines

nents.
5

fe clarity.

owners and end users who might not understand the t
However, a visual representation of the end produ

Prototyping as an example may be an interactive w tion flow

or a storyboard. Simple, throwaway protot Nht X d mgthe initial stages
- :

of discovery. and more detailed, interaCge-<#prototyp
3 Y1

business requirements have been idemii%Zhan é
S

E q
xeg IM t@nique. In order to clearly

cial o d sdc@g terms and comprehend the

i0 ¥ (0 rv@{;nize and value the contributions

>
!q: E

(¢}
72]
o

Another example under th

understand this technique,

meaning in the context: Apgreci

owfld us€nquiry indicates the exploration and
W,

?ua; 1en combined, this term means that by

bﬁ'& the present situation, it is possible to

Rmstitute positive change for the future (Kelm,

a>_
=

or attributes of things eopl

an oro¥fzation or group. It understands things that are well implemented.
Consequently, a very beneficial and optimistic influence on spirits, guarantee and
value of individuals and groups, contributors can become empowered and encouraged.
It is very easy to involve people, who do not generally get engaged in this kind of

activity, due to the fact of the conversational style of questioning and specific focus on
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the participants (Gonzales, 2011a; Gonzales & Leroy, 2011). However, the
disadvantages of the Al are: it consumes time, needs periodic commitment, to

motivate participants and occasionally additional works should be done to get people

NS

2.8 Why Appreciative Inquiry (Al)? %

2

The first appearance for Al method was in 1987, created by Coop g and Suresh

out of the SWOT (strengths weaknesses, opportunities threat) mindset.

Srivastva, They built it to use it in social sciences in order to b organizations,

after that it has been suggested by Carol K. Gonzales and Gor roy in 2011to use

the principles of Al that were represented by Cooperrider ir : Tl'e aim of Al is to
build the organizations, processes and systems using the M{ul cases in
software development. It is necessary for the develope find ghe & dWI@CIHLIHS

for the system development and meeting suchgge 1&' thegnformation

syé@?s in the hope
eet the future

delivery can be more factual by making better w

that the developed system will meet 111@@
needs. : 3
Elicitation process which uses the Nscarrie : ished these goals of the

system which is to satisfy usey eq ngn BN ¢ of Al is the evaluation for
its effectiveness with eliciting usgt re r different circumstances. The

results were positive 101&\11&1}'(111%

1€ lﬁélluﬂull\ obtained, and the general

R

n 11‘ studies demonstrated benefits to the

-

dhg e number of unique requirements and

'c%ﬂ_?mums (Gonzales, 2011a).

&
Cooperride '&S]l\'dsl\ a (1987) \\Ee the pioneers to focus on the Al as a technique

“quirements. They have rev caled three important aspects in terms of
nal approaches: (i) these approaches did not yield the expected outcome
and hence were counterproductive, (ii) organizations are deemed as collectively
constructed actualities, which were only restricted by human imagination and the
shared beliefs of organizational members. In this context, the types of investigation

were powerful in building the systems as intended; these problems which aimed to be
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solved probably created more problems rather than solving them, (i11) new 1deas were
the most significant force for change. They have declared that the lack of new ideas in
the conventional research is a crucial problem, and hence they have proposed Al as a

method, which probably created new ideas, images, and theories that would lead to
social innovations. \?

The evolution of Al has witnessed the introduction of new 1hg01et$ fications
and explanations. Cooperrider & Whitney (2001) have proposed thg'niost dominant
five principles of Al Furthermore, additional principles hawen proposed by

Barrett and Fry (2005). The five principles have been w1

ccei)led (Whitney &
quolw principles
(Bushe & Kassam, 2005) and non-organizational appf§gations £ Algee. ™ {W’Wos &
Torres. 2005: Kelm. 2005). The benefits and boffQecks

Trosten-Bloom. 2003). Many studies related to Al

{ th&PAl roach are

asfind n@anisms.

‘ev <‘f]e refrained from

extensively studied, which leads to the emergence FNOVE

The Al was proposed by David Coopen Jl ]
explain of its usage, because he wanlcd%ﬂc ‘¥1

rather than viewing it as an appxoa

\K‘Q% the principles of Al.

1@ emergences of novel

ways of conducting Al During 1'11 its introduction, the Al
practitioners employed the 1 1(m01 iscovery, Dream, Design
and Destiny) as ploposnd by (FOpELrw éyaslva (1987), which stated that
inquiry into the social m l la sQgial s m should begin with appreciation,
collaborative, provoc an app, c}‘le c original method which called for a
collective discove €ss iscayety” grounded observation to identify the

best of ‘what Q)Lam“ anQ.!;om to identify ideals of what ‘might be'.

“Design™ cq tive dialogue ma&) hoice to achieve consent about ‘what should
estin llective experimentation to discover ‘what can be".

§
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FIGURE 3: Core process (iterative 4-D cycle).

| - 5 Yw
e DESIGN \
Source: Gonzale, 2011a; 2011 s )

It was not until 1997 that the 4-D model of Al, as shown in figul§ 3. now almost

universally termed as the Al method, was created. Diana . Cooperrider’s

5

collaborator on some of the first Al projects in the 1990°s, ma"or impact on the

evolution of the practice of Al and the most authorita{i™Mggourg :meclice are
L
Ludema et al.. (2003), Whitney et al., (2003) and C@i rethl., ( QS)Q}Y.
s

a

I
Appreciative Inquiry proved that it can extrigt

requirements; because it focuses on the re u%
1d VW

SDLC by Gonzales, Carol K. Leroy, Gor

ve inserted 1n the

\h’.cil 1 ’Y\"and unique

zal Q Leroy. 2011) and
proved it is able to provide us a uniqu %‘cm Sidi % \‘é

: \> o 4 <§)
As it concluded from the abm’c@‘ ilt’ rate) the ‘b%urily with SDLC will get a
success software, especially H -emend phg :;,' A@Tovcd that is very good in elicit
software requirements as Wione \b\ %ﬁfymurc review, Involvement Al to
O

—

elicit software security ‘mm - C in particular in requirement phase
will gain a successful%l > sqftwWage ")

Q.

One technique an pro efmo?‘.saccuralc and complete requirements is Al
(Gonzales L\ )09). Because 0‘&&9 positive and goal-oriented nature and its use of

‘language’, it is indicated that Al can be adjusted to capture user's

and address the aforementioned challenges (Gonzales, 2011b).
Improvemfnts are needed to address the high costs associated with faulty software
requirements. It is also considered that the Al, and its positive approach, can improve
gathering requirements (Gonzales, 2011b). Al approach follows certain steps, but it
can go into the same SDLC phases, but all Al phases focus on requirement phase to

get some unique requirements.
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Appreciative Inquiry helps users to imagine future tasks while it encourages them to
think about past successes. Al is also similar to scenario-based approaches for
eliciting requirements. Scenarios are designed to elicit knowledge through non-routine

scenarios as a means of limiting automaticity and improving recall (Browne &

Ramesh, 2002). \?

In conclusion, Al can increase positive methods by presenting a posi ture aspect
for proposed software resulting in improving the elicitation require ?nfs. There have
been little example for valuations which have been con ed improve

ta RVIH at Case Western

ementy spegpfication. Al

requirements. One was part of a system analysis cours

Reserve University, Ohio USA, to learn accelerated
was modified and applied to several system developfgent
with users during SDLC, effectiveness of the req nents

common understanding (Bergvall-Kareborn et al .

to improve the motivation to adopt Knm\c
promote the creation and exchange of kn(M

approach (Avital, 2004). (0
ﬂ

2.9 Quantifying Software Req lrxnts

According to Eide (2005), qQuaguificatyp ,‘1%
mutually properties of si&\
..W\

for each requirement

standard definitior ﬁ @ ablllly of determining the quantity, or
3

measuring or ex l% hermore, the term quantity is defined as the
property of 11'A{hal IS pnnupdl@kd urable (Oxford dictionary, 2013). However,
in case o ngmcms, this means to determine components or features of

L that are quantifiable. Nevertheless, if this is expected to add value 10

%ill not be sufficient to independently determine these attributes for every
requirement. For the purpose of gaining the added values, it is essential to categorize

the requirements of projects, with identical attributes.
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As soon as the common and quantifiable attributes of a category is recognized, then it
is essential to elicit the value of each attribute of each requirement. Then the
requirements can be appropriately, and probably automatically. authenticated and
examined, for obtaining quantification of the requirements. According to Maiden and
Maiden (2006) quantifying requirements is one of the most significan W]gcs
faced by requirements analysts. Generally, analysts ask how to perforn \ﬁcalion
and what techniques support it. Nevertheless, quantification is alf “hallenging
process, but it improves requirements during the requirements proQ§s.” Even though

quantifying requirements can be difficult, two quamiﬁcalimNniques. such as

Volere (Robertson, 1999) and Planguage (Gilb, 2005), wht aR Ihc'mosl common In
quantifying requirements have been discussed. \d
L

Ny
a) Volere: é | -{')
s Y

Suzanne Robertson and James Robertson (1999) hy¢e de N

process; Volere is a complete lifecycle apcw emﬁlo

requirements, which recognizes the impor

S
o
=

¢
@

o]
e
=.
o
=3
o
a
=]
=
w

equ@nenl& Fit criterion
'}é‘objeclives. which the
> ‘

C‘)ﬂmugh description of

is one of the most crucial attributes, wig

requirements is written in the stakehO4der wNAoe, fit criterion is written in a
specific, quantified method, ensz‘e that§ an: qt@analyzc solutions against the
requirement (Maiden & Maiden#20 6.){ mfx‘téjﬁl criteria generally modifies the
primary requirement by @ilk '1 to g quagiNied. where the Volere’s requirement

\
specification bccoma{\ipl' Ce ljﬂe Q;g#»loys the requirement type for the

development to 131@ terie )@&the requirement has features, which can
be quantified u walysis’. ‘ . in Volere, usability requirements have two
features, sug ease to use, anb:ase to learn each feature, Volere guides for
quantificatio the form of content, motivation, examples, and fit criteria
(Rol% 999). Volere also provides a straightforward and effectual foundation for
quanti'e# the requirements. Requirements Types that depend on Volere method are:

e Functional requirements: are the essential materials of the product.
e Non-functional requirements: are the attributes required by the functions, such

as efficiency, security and usability.
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e Project constraints: the attributes that restrict the product due to the budget or
the time available to develop the product.

e Design constraints: inflict limitations in the process of designing the product.

b) Planguage: \Y.

Tom Gilb (2005) has developed Planguage, a language influencedy by ceyword,
which helps analysts to write quantifiable, testable quality requigaggnts. Gilb has
asserted that, one could possibly control those that l@an measure.
Quantification and measurement are essential for anyone \Ymrams to deal with

requirements. In this context, Planguage provides more p1 pm'ess guidance for

the analyst; furthermore, it has also been extensively enigyedto 8§ industrial
problems. The most significant concept of P]angl@a Scds of ]t@ which
describes measurable system attributes such assde dabidhy a ﬁ@‘kmality. A

scale describes a functional description of what & b

assessment. \%

Planguage has been designed t a Ly = quht
¢

QS =sscd€~¥:d the unit of
Q

i\@)\ statements 1n  plans,

O

S 5 R .

specifications, and designs. It has Oib'!%i;isuc . easy to learn, adaptable,

compact, extensible, and avo vergigh y @‘ering a reliable range of
: : : [ '0&

parameters, for quality req nts (S’g m }&l ). Planguage makes sure that,

analysts accomplish all Mions‘ a
the fact that, analysls{&be

scale is esscmial@uag o‘ff
realistic methogé {Tagncaguiing ’C

criteria with m§ghdhics for quamiigi.on. utilizing scales and meters. Furthermore,

asurednts according to the scale. Due to
lme@é, the position of requirements on a
&e(ej?, generally known as tests, which are
n@enlly. it develops Volere’s measurable fit

Planguag acknowledges lhal}]ualily requirements such as, functionality can be
compil =2nd hence it possibly decomposes them.

Volere and Planguage can help you challenge and improve your requirements with
numbers, but still general techniques, did not assert the quantification of
requirements alone, but also it focused on other criteria such as reliability, usability

requirements, measurable and testable quality requirements (Non-functional
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requirements). Moreover, Planguage which is known as a test method, is practical

method for measuring.

2.10 Related Issues in Security Requirements Engineering

Software systems are exposed to frequent and critical security threats. Nz years
technology has witnessed growth in both negative and positive sides. § become
casy for the intruders to effortlessly attack the systems. Hence, theggare some issues

related to the security requirements engineering as follow: V

2.10.1. Security Requirements z '

It is noteworthy that, security is a non-functional req ec‘ogk S more
and more vital and distinctive in its needs, nonethe ai ax‘!wdtg}))lcd with
all other functional and non-functional requiremeNgs, ar red @0 productive
architectures, models. and application. Just Ii jonafSgquirements. the
distinctive characteristics and needs of seCWg ake 1 mll@mg and generally

Yods. which makes the

(Romero & Mariona,

@
-
(¢)
':‘_,.
w
« \E
8
[¢)
(-

2010). In the next section the softy ; sec@y requirements engineering

shall be explained. It is thoug %, STREE S
for the purpose of avoidgg isfen (x),\l dcfMental attacks. It is essential to

concentrate on security Ql q fr 1llc®‘d go, in line with other aspects of
the system. ’ ! (—9
E ’
5‘0: oo
2.10.2. What S8{twWre SecurTty s‘.’\’

\(.)

According t¢ Graw. (2003), it is crucial to realize the security challenges induced

1t Pus on requirements elicitation

—

by softy 1d how to manage them. Furthermore, Stoneburner et al, (2001), have

consl security as a system property. they have claimed that. “security is much
more than a set of functions and mechanisms; IT security is a system characteristic as
well as a set of mechanisms that span the system both logically and physically.”In
terms of non-functional requirements, security is considered as an exclusively

complicated and difficult aspect: according to lan Alexander (2002). “security is
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unlike all other areas in a specification, as someone is consciously and deliberately

trying to break the system™

Software security comprises three principal objectives, such as, confidentiality,
integrity, and availability (CIA) of the information resources created, procopged and
stored by the software. Similarly, conservation of confidentiality \les the
avoidance of illegal disclosure; whereas, conservation of integrity refe preserving

information from illegal modifications; and the conservation of av lity indicates

preventing unauthorized devastation or rejection of access or serV(Rcdwine et al.,
2004; Romero & Mariona, 2010). q

Unfortunately, quite often, the developers fail to give geomirencg to )\Vnm the

e’ éf? software
X

: b%d o unwanted

attacks ( Khan, 2008; Hans, 2010; Futcher (ac V?%ga pd Megrdw (2001) have
stated that generally, software is devdopeN S (@%curily. Therefore

very start of a software development, rather it is o1 cluded

has been developed, consequently, most of the s re m\v

ominal

Romero and Mariona (2010) have %ues n the s a c,éﬁ security in software
development; especially due to th equ ACE ftv ecurity over society.
According to Redwine et al. (700Nele y d&em attacks b) human via

malicious software from exe mna Emas ver
l\S e

Furthermore, the insider amc\' Sli%

N&co syler

ally goftyake bq&ﬁly is a very challenging endeavor, due to

Software security has

dltbg.u'y however, Lynn and Michael (2003)

considers that, fun

the following t rynary ﬁi S o X
A >4
$

a) Omnipres\ of networks

OmnipMggn®e of networks as a consequence of increasing connections of computers,
by m¢ of the Internet, there is a huge rise in the number of attacks and the
effortlessness of making those attacks. Nevertheless, the development of networked
systems signifies that, software is more vulnerable in those networked systems,

particularly due to poor defense.
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b) Extensibility of Software
An extensible host will accept updates or extensions, generally known as mobile code,
to ensure the evolution of the efficiency of the syste Regrettably, the extensible

systems have the negali\‘e side as well, because it tough to defend against software

According to Whitman and Mattord, (2003) Security Requéggn ;Is Engineering

vulnerabilities, which disguise as an undesirable extension.

=

2.10.3. Security Requirements Engineering

S 7 Among the most
n'cmq engineering
tw ;OI which

requirements are generally not intended for basicy ' nod&]g. and the

(SRE) process is one of the most disregarded factors of

important factors for this negligence is that, conventional

methods tend not to meet security needs. There are

make the SRE do not assist, or poorly assist, the ng

absence of competence from developers, to dewglo

\C—)

With regards to security, the conc hind according 10
Codesecurely, (2006) suggests, one moﬂ ig] e p@of a security enhanced
SDLC is the SRE process. Of la ont <‘1(11111 security at the early
stages of software developmgmt h becorpe py 1@1@ e of the inadequacy of
conventional requirements engi 1m 1ﬁ 007): therefore it is considered

that, SRE can offer @Jp (In fo ma u1 e that, security is included in a

'stem in contrast to Nld} hegl g it kﬂo (um line (Lewis, 2002).

As mentioned I rob‘{) § ong 1 most disregarded factors of a SDLC is the
security rcqu&ns process (Ara&}.’ 2007). It is deemed that at the requirements

phase, sec Myeeds to be a vital concept for realizing, not just how to safeguarded a

softwa what have to be performed as a way to make sure the satisfaction of
client™g@#h the end-result (Richardson, 2010). The majority of the studies have
revealed a wide range of actions associated with SRE, ranging from elicitation to

verification. and maintenance of software requirements; therefore, it is considered that

these routines can be particularly employed to examine SRE.
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2.11 Methods and Best Practices in Security Requirements Engineering

Due to the progressive development of functional approaches to SRE, and the
recognition of systems to encourage organizational use, project managers can perform

superior job of making certain that, the final product proficiently fulf1]] s 111y

requirements. The selection of these strategies depends not only on theip ations,
:;e

but also on their effectiveness in eliciting security requirements, which Nc]
a. Security Quality requirements Engineering (SQUARE) and Y.
b. Multilateral Security Requirements Analysis (MSRA)
c. Comprehensive, lightweight Application Security Process (iw’)

d. Unified Modeling Language (UML) l

In the following subsection, further detail on the varjgud s®ategigs vg bb @empd
'

2.11.1. Security Quality Requirements Eng

E) {\Y'

tec IQUL for SRE for the

Mopment (Mead et al.,

gt)n h(Sﬁ)

1

SQUARE is regarded by Mead et al. (20()5) I9En w
purpose of involving SRE into the j res %3
2008). SQUARE demands eft cti ;SE n ' ?()1@@ development projects

@15 1ing the pursuits of SRE.

and thus presents an organization new

It is considered that, SQUA% ulua

stakeholders. ' %(_)
Q,

N
Following its pu]umce vejopme ’S has been employed in a collection

of customer case s he gutcpnies tudies were published in a number of

y requirements engineers and

studies (Chen egt : 4: Gordon et al., 2005). Furthermore, model
tools were a\ 'mulated to i‘aci&@’c the process, which comprises the following

nine steps:

a. -c¢ on definitions: This level enables apparent connections between
requirements experts and stakeholders.

b. Identify security goals: In the beginning, the stakeholders will declare several
security objectives, and those objectives are structured in this step. and as well

as the disputes are fixed.
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c. Develop artifacts: The following relics are to be gathered: system architecture
diagram, use case scenarios/diagrams, misuse case scenarios/diagrams. attack
trees. and standardized templates and forms. These items constitute the
foundation for the next phases of the method.

d. Perform risk assessment. In this step, the weaknesses and risks, relev the

system are determined, in addition to the chances that the risks@glWesult in

attacks. The authors have suggested implementing Cun’em-k evaluation

O

techniques.

e. Select elicitation technique: The method that has been en in this phase
might be utilized in the subsequent step to in ]m the real security
requirements elicitation. Just as before, SQUA Bkl 1Fiteg b crgploy current
strategy being selected for the specific project \a‘ N\

£ Elicit security requirements: An essential {a - 10 this pha i.s'lé&ﬁakc sure
that the requirements are proven, and that\gEswdo ng& impehentation or
design restrictions, rather than rcquir*w ‘é

g. Categorize requirements: The el h ifice ; '

applied: consequ

i, Requirements g Tigq: JITAIE fme—lgaﬁase. the requirements are analyzed for
vagueness, ‘iig.‘CS. 11 ppl@ialc sense. The outcome of this phase is

ndyl
the ultin w uritfr m@nl‘mmmion for the stakeholders.
-~ s N
\ \C)

Table tes the revised and base lined draft process after completing case

studigs. aarily, steps a to d are basically actions that predate SRE. however, they
are essemal to make certain that it is productive. Brief explanations are presented

below (Mead et al., 2005).
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Step Input Techniques Participants Output
Candidate definitions Structured interviews, Stakeholders, Agreed-to
Agree on definitions from IEEE and other focus group requirements definitions
standards engineer
Definitions, candidate Facilitated work Stakeholders, Assets and goals
Identify assets and goals, business drivers, Session, surveys, requirements
security goals policies and procedures, nterviews engineer
examples
Develop artifacts to Potential artifacts (e.g., Work session Requirements facts:
support security SCenarios, Misuse cases, engineer

requirements
definition

templates, forms)

>C
\

Perform risk
assessment

Misuse cases, scenarios,

security goals

Risk assessment
method, analysis of
anticipated risk against
organizational risk
tolerance, including
threat analysis

Requirements
engineer, risk
expert, stakgholder

eed
%105. misuse
ased models,
plates, forms

ssment

Risk ass
results

Select elicitation
techniques

Goals, definitions,
candidate techniques,
expertise of
stakeholders,
organizational style,

culture, level of security

needed, costbenefit
analysis, etc.

Work session

Elicit security
requirements

Artifacts, risk

assessment results,

selected techniques

Joint Applicatio
Development (JA

interviews Aarveys)
model-bg N:is.
cheg, is%o‘ ™
ICUSN‘ >ments

types, doctrent

Selected elicitation
techniques

St
f

y ]
8 'chﬁldy 4@liall cut at
itd By ‘Nccurily

y requirements

Categorize

Initial requirements,

< SESSION Y qu{xi@ms
stadafd sc@f cngil%. other
arcgories L s@hsls as needed

Categorized

requirements as to architecture requirements
level (system, software,
etc.) and whether they A
are requirements or
other Kinds of , ~§
constraints ’ 1 N
Categorized PriggNizatigh rgetho Stakeholders Prioritized
requirements and ry ‘uj‘ dl_\}tl'% facilitated by requirements
Prioritize requirements | assessmel N 1y Pro &\J requirements
. engineer

Inspect requirements

s 'l'riz%in-

W

lccli( njethod
spdh aJagan, peer

Inspection team

Initial selected
requirements,
documentation of
decision-making
process and
rationale

Source: Mead et al., 2005

SQU
taki

®iensive security requirements engineering technique, which advocates
adviitages of other approaches designed in the area, including the objectives of
CIA. Each step of SQUARE ends with quite a number of exit conditions, which have
to be satisfied prior to the commencement of the subsequent phase. Additionally, the
final phase is specifically devoted to validate the specifications. Nevertheless, no

official authorization has been conducted.
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2.11.2. Multilateral Security Requirements Analysis (MSRA)

The purpose of the MSRA method is usually to utilize the concepts of multilateral

security (Rannenberg et al., 1999; Gu'rses & Santen, 2006; Gu'rses et al., 2000)

throughout the RE stage in systems development. Nevertheless, this is perﬁYﬂ by:

(i) assessing the requirements of security and privacy of the stakeholde Nsyslem

to be developed, (ii) figuring out issues, and (iii) combining the 01)@

stakeholders. The technique gets both, from hypotheses on mullilvsecurily. and
C

of several
viewpoint-oriented requirements engineering. For the purposew cribing various

security requirements of the stakeholders, the users intricate security

requirements from the viewpoints of the vario concerning

incorporated features of a system. Balancing of the olyecti™es Neflgraksecurity

c’cmﬁimed by
am@es such as,

dlv

specifications,

initiates the security requirements. The objectiveg
abundant classifications, extracted from the triad
responsibility and facades etc. The Oblu,ll\’b 1y, Ny

consist of the characteristics of slal\ghok\%(

counter-stakeholders towards whom a

reg the requirement,

t;eqd. and several other
e G 3 anten, 20006).
N
A stakeholder is defined as @ gu or orggn; _ which has an interest in the
re eidal. k{ )u{@& Santen. 2006; Gu'rses et al.,

2006). Consequently, lh 1stPatl \lot B seg ylequircmems is not constrained to

features that are outlined in the followm

h

proposed system (Rannenbgrg

the functional users

\
p osEe }ﬁl the latter being described as actors.
i

Instead, a differen adc. vhigh ‘nab&d the illustration of both, the stakeholders

X

&
\ N

According E wurses et al. (2005) the variant Confidentiality Requirements

Elicita W Engineering (CREE) of MSRA, focuses only on the requirements of

o

confidd ity. Few other studies have centered on the description of the
confidentiality requirements in CREE, and the utilization of ineffective logic to

evaluate vagueness and problems (Onabajo & Weber, 2008).
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On the other hand, counter-stakeholders are those, to whom security goals are focused
on, nevertheless, they might or might not be detrimental assailants, or actors of the
system. Additionally, MSRA works with an information model and its components
are the objects of the various security requirements. The information model has highe

level of contemplation than a data model, which would be essential for a ctional

specification of the future system. Moreover, the supplemental featur Fsecurity
requirements are as follows: (i) the user of the security requirement4mi the level of
understanding among stakeholders, in terms of the security req ents; (iit) the

objective of the requirement (however in case of CREE this is Moni‘ldemialily or

\ Qile sternness, which

ioh agout th security of

consent); (iv) the information related to requirement;

expresses if the security requirements constitutes a af]
information, which it is not clearly addressed; and (vig the Basig why eR]{stes the

need of se ll]” information.

Furthermore, short-term applicability is cor

, el
im@%s functionality of
system, which associates with identice ‘“umy \u?s @hsingle or a group of

. G
stakeholders. Nevertheless, they nehﬁ]al qreu@nze issues among the

objectives of security. The 10110\% typey, Of conflicts security goals

N
chold al Iig§ xclusive requirements she/he
has towards numerous attacks; (i am SL" stakeholders of an instance; and

(111) among the rcquiren@ i1 <1lmu
2006). C\ :

long the security aspects must be mainta

which can exist: (i) for a sing

re 11\' of stakeholders (Gu'rses et al.,

As soon as 1h)
enhanced ds 10 luqunemums@% eover, additional disputes might exist among,
mum functional  requirements, and other non-functional

The approach implies to cautiously examine issues and solve them,

requirements analysis, through design, or using arbitration systems at

runtime (Rannenberg et al., 1999).

The following are the primary techniques of the multilateral security requirements

analysis method, as soon as the initial functional requirements analysis for the main
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functionalities of the system is determined (Rannenberg et al., 1999: Gu'rses &

Santen. 2006; Gu'rses et al., 2000):

a. Identify stakeholders: Stakeholders are those who have, practical, safety.

solitude, or information interests in the future system. Y‘
b. Identify episodes: Episodes are identical to cases. however, theg &I lower
granularity, and determining collection of functionalities \\'o% Significant

to users. Episodes are employed to segment the objectives urity and are

eventually beneficial in discovering issue rity goals.

7]
o
=t
=
=1
©]
=
=
(§)°]
=
=
c
—
—
=
—
72}
D

¢. Elaborate security goals: Determine and illustrate ives of security of

“4

the various security stakeholders for every episq

‘h\m%.which

d. Identify facts and assumptions: These are thegattr

are appropriate for proclaiming security g0z

considering conceptions, presumptio
episodes.

f. Reconcile security goals: Figur

system requirements. \

Reconcile security anghfu

onal fequige

Lo}

1¢

and vice versa, regarding Jhcongsigt rd’c(")"\ and security requirements.
o
'Q’)e Mycations research stage, and can be used

@

) c;?ns of the system are established. Here, All

%
&

Scope: MSRA is inc«%\
once the preliming &(

CIA goals are 1 d, d

1{ fa§that, the emphasis on convenience 1s focused

& ‘

of secrecy am reliability. Furthermore, MSRA focuses on

on the objaglives

multilates ection, focusing on stakeholder opinions, the conditions of security
and reclamation of inconsistent specifications. MSRA utilizes UML
models (8 get episodes, the information model, along with the running and protection

specifications (Rannenberg et al., 1999: Gu'rses & Santen. 2006; Gu'rses et al., 2000).

f=
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Validation and quality assurance (QA): MSRA lacks precise validation strategies,
furthermore, it does not also ensure integrity of security requirements, despite the fact
that multilateral security is an endeavor to determine the requirements of security and
privacy. in a system for all stakeholders, which is intended to discover requirements,
which constitute a massive technical viewpoint that could have beenYNm'isc
neglected. In terms of the multi-directional perspective towards securitiag¥es are the
main topic for the method. This technique obviously deals willﬂx1'elalionships
among security requirements and also between security and func requirements.

Eventually, characterization operates with inadequate W and proposes
\&C.ness. Non-functional

A !I itegative method,
which means that, after accommodation of security goalsInto su\lffe{ ements,
the communications are estimated to influence éunclim 1 u’reé:gms of the

system, which needs to evaluate the security re nem\( 1en§'b_s§.el al., 1999;

computerized analysis of the requirements for conflicts ar

requirements, apart from, security are not regarded. T,

Gu'rses & Santen. 2006; Gu'rses et al., 2004)

2.11.3. Comprehensive, Lightweight eﬁlicatiﬁw ]

. 34 QQ ‘

on Il PI'@_\S is a unique method for

security requirements (John Vi 1 a!. ; SP is a life cycle approach,
S

[ ‘
'Qu@l the SDLC, for the purpose of

Comprehensive, Lightweight Apa{C

which proposes several dif (cli\'i}'

enhancing security. ‘ éémed‘ role based set of process

CLAS™ including, how CLASP components communicate and how to utilize them n

a specific software development life cycle.
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Concepts-view

This view offers an advanced introduction to CLASP, by quickly explaining,
the relationship between the five CLASP Views, the seven CLASP best
practices, the CLASP classification, the relationship between CLASP to

security guidelines, and an example pattern for implementing com nts of

CLASP process. (\
Role-Based View Y.

This comprises the role-based introductions to the CLA 0CesS.

Activity-Assessment View : l

This facilitates project managers to analyze the Wgtab 1ily\N¢§ 24 CLASP

pursuits, and decide on one of the subsets. TW rfip.{ae.. legacy
and new-start) are offered by CLASP, to lsu,@.

Activity-Implementation View
This features the 24 aclivilie‘md @

incorporated into a software

the SDLC transposes any &

which were assessed ¢ ce

software. %
Vulnerability4Yie 0

This view in&8®Ys a dollec mfob 104 fundamental types of complications,
which \\% ‘ognja d " ,@7 based on security weaknesses in application
AW Fundamcnlalll’&.LASP classifies all the types of complications

in:&c groups. Nevertheltss, a specific type of challenge is generally not

§cur'ly. which can be
Gvhe development step of

related to CLASP security,

source

bred as security weakness: typically, it is a mixture of complications,

renerate a security issue, leading to weaknesses in source code. CLASP

=
l=

wiich
Vulnerability Use Cases are affiliated with the vulnerability view, which
illustrate conditions in which security services are susceptible to attack, at the

application layer. The CLASP users are offered simple an easy examples of
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the relationship among security-unaware source coding, and probable ensuing

O

vulnerabilities in basic security services, by means of use cases.

FIGURE 4: CLASP views and their interactions. \Y‘

Concepts View (1)
Milestone: Uncerstand how CLASP process companents interact and how 1o apply || t'gfuah V.
\ N J
2 3
Role-Based View (lIl)

i Milestone: Create roles required by security-related projact and utilze 1, 0 Ir‘.c \

—
3 Activity-Assessment Vi

Milestone: Assess 24 security-relaled CLASP
Implementation Activi
N\ Costs Appli
-
Activity-l tati ' &
Milesione: Perform subset of 24 st ¥-relafy Q}a—::ed in
: i’ 4 fk’
v ility Yiew @) ,$
Milestona: Ir ta SQlutions to poblem) r.c“f,mh LBnd V.

Consequences (J Exposure Periods
gl s = (by SDLC phases)
Vulnerabilities {Q Yipierfnieesl

igation A & M Periods
(by SDLC phases)

Source: buildsecurityin.us-cert.gov, 2012
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CLASP Best Practices

The CLASP best practices are the foundation for all software development activities,

which are associated with security issues; the software development activities include:

planning. designing or implementing, which comprises the utilization of all tools and

strategies that assist CLASP in a software development project (Gregoimggtyl.. 2007).

The following are the seven CLASP best practices: 1%

b.

Institute Awareness Programs Y'

Crucial aspects of security, and strategies might be unTwgghar to the in-house

oiwarc development and

A essgntial to gain

software developers and others engaged in

implementation. Consequently, at the begj

knowledge. It is significant that, project mgnage® ag theg ti‘!r'@rs behind
most application development, or proje hancemgnt @fhel “h take into

consideration the security aspect to bevsel ' {

training and responsibility. Aw W pr
integrated, making use of cxtenN%' 1
results, by ensuring that olhcre%'vines Q *e
of secured software.
% ‘&
N
S

Perform Applicati chssme ts |0

lyze security into an application,

w
o
o
=
-
=
)
=t
=
o
I
~
—
=’
)
O
-
—
=
©
s
7]
v
o

therefore appli@cslillg an eva@ons should still be a core element of
an entire \N tephpidee lEa,leally. automated assessments tests can
L:Q e

discover, t rohleys \Ql_al are not recognized during code or

impler w n rek gdisgder security threats unveiled by the operational

envi ent, and act a:@')rolcclion mechanism, by finding downfalls in

mplete life cycle.

Capture Security Requirements
Guarantee that, security requirements has the identical degree of ownership, as

f=

all other prerequisites. Nevertheless, application architects and project
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managers can effortlessly focus on functionality, when determining
requirements, as they assist the more significant objective of the software, to
provide worth to the organization. Security concerns can easily track, so it is

vital that, security requirements be a specific part of any application
development effort. The following are the factors to be considcr&?
i. Realizing how applications will be employed. anm\: they could

possibly be misused or infected.
ii. The resources (data and services) accessed or pragidgti by the software,

and the level of protection is suitable tp ¢ ks the risks of any

organization, restrictions to which it is 1 Jnd the prospective
effect on its reputation should an applicatior ploitee” o X

N

0.

iii.  The application design and potential

iv. Potential preventive controls and t

Implement Secure DevelopmcxN;tices O
A vital objective of softwarg %‘ily 1S l\b" 1@811(1 sustain multiple-use

source code, which fortifi se ‘Q%?y services in software and

concepts to design; incorporate security
evy ) into the sourceNgnagement process, and apply resource procedures

Xeurity technologies. It also offers comprehensive sample coding
Melines. and relics like the 104 CLASP Problem Types, which methodically

Ksist a project team to avoid security weaknesses in source code.
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e. Build Vulnerability Remediation Procedures
It is specifically significant in the perspective of program up-dates and
improvements to determine, which actions will be employed to recognize,
evaluate, focus on, and resolve weaknesses. Establishing resolving teghniques
will accelerate response and reduce risks by interpreting tasks, oblig 'OZS. and
procedures, to adhere, after recognition of weaknesses. Remos%hniques
are often fed by application tests, both in in-house or third party, ¥nd help to

manage information when disclosure happens.

f. Define and Monitor Metrics z '
] it

A project development team will not be able to%Wggal Wit 1 1t cannot

L
determine. However, applying efficient analytic nitorfng a epl&t’%’;; be a
challenging aspect. In spite of this, metricg are S wporign( faflors §a general
N

Xsrmi 33' the present

software security attempt. They are %
e

security stance of an organization, ¢ n%‘ 0
and expose how effectively or imp erly\lhvT \fe*lgms in improved
security of an organization are p&gJor1 inu.>y

“« Q-
NG
g. Publish Operational Secuwg idglin N
When ‘oggan] {

a

st c(Ecml weaknesses,

Security does not conc

1ajority of current network and

development enviro wl. Tl' \u,k\ S

eeds that those given the job of

functional protecgbngves & O
tracking and h U the prggiodf the systems are advised and well-
ud

informed; t wd g

apfe m@npporl on the security requirements and
how to ct‘ic y empldy the l@ﬁres built into the application.

The 24 Activities

CLASP enables effortless incorporation of its activities related to security, into present
application development processes. Every single CLASP activity is portioned into
distinctive process elements, and associated with one or more exclusive project
functions. By doing this, CLASP offers guidance to project team (e.g., project

managers, security auditors, developers, architects, testers, and others), which is
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convenient to their way of performing. This results in step-by-step enhancements to

security, which is readily feasible, and measurable (Gregoire et al., 2007).

It is noteworthy that. the role of project security auditor is developed by CLASP

(Gregoire et al., 2007). Primarily this role ivestigates the present state KQ]O]G ct
and tries to ensure the security of the current state of the project in s% owing

phases of project: requirements, design, and implementation. Tabl ts the 24
CLASP Activities and their related project roles and shows th§¢récommended

distribution of these activities across the CLASP Best Practices.

TABLE 7: CLASP activities, related project roles

CLASP Best Practices CLASP Activities

. Institute security awareness program \J
a. Institute awareness i PIOSIE ° jcct manager ' :G‘)\

programs
h
S Luw \’

Perform security analysis of system
requirements and design (threat modeling)

Perform source-level security 1'cvu\cﬁ
i S
e Identify, implement, and performesccurity = \ 3
b. Perform application t apfa
tests '

assessments

Verify security attrib

" .
[ :'@ ner: designer

Research and asse ty pos
technology giflutions
f ey contributor: component vendor

Iduml& S % e Requirements specifier
Iden (TMggesOUIT| xam B('m e Owner: architect
e Key contributor: requirements specifier

res: dpdlnlmu °

AL Owner: architect
: (V e Key contributor: requirements specifier

\ Specify operational environment o Owner: requirements specifier

e Key contributor: architect

¢. Capture s¢c
requirements

Detail misuse cases © Owner: requirements specifier

e Key contributor: stakeholder

Identify attack surface e Designer

Document security-relevant requirements e Owner: requirements specifier

e Key contributor: architect
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Apply security principles to design °

Designer
. ytate class desiens with security . )
Annc tate class designs with security e Designer
properties

Implement and elaborate resource policies e Implementer i
and security technologies
d. Implement secure

e
SxiD S ~actices T O 1 srface
development practice Implement interface contracts e Implementer ! 3

Integrate security analysis into source *

Integrator
management process

\ b
Dorfl . > q1oni
Perform code signing ° ]nlcgv

Manage security issue disclosure Drocess \
Manage security 1ssue disclosure process o OWnoRgproject franager

Y conu‘"hu  dcgiicr

¢. Build vulnerability

remediation procedures Address reported security issues dwner: dbsieng:

° llelll"q
Monitor security metrics

NG —
f. Define and monitor o FI :}numxgm {
metrics W
— . M y N
Specify database security @ uratign Wlmsc@, er

¢. Publish operational Build operational sceur = s (){énlcgmlm

security guidelines . )

s 4 ﬂ L h ntributor: designer, architect,
\ : i % mplementer

| Y
N s
CLASP Resources (in&m CleS eywares)
\
The essential aspec@ AS }!ceﬁg‘é -esources, helps the CLASP activities

@‘f erforming. For example, performing the

resource can assist project managers to

—

such as, plannip®

sample codir

N
recognize, \ of the 104 CLAS&ﬁ)roblem types could create security threats, while

m. Consequently, this understanding could be

17
o
%)
L
(&)

resour™® are beneficial for projects, which use tools to help automate CLASP process

components.

CLASP depends on substantial fieldwork by secure software employees, where the

system resources of numerous development life cycles were divided into generate a
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complete set of security requirements. These ensuing requirements form the basis of
CLASP’s Best Practices. which can help organizations to methodically handle any
probable weaknesses, and can result in the failure of primary security services (€.g.,

confidentiality, authentication, and authorization).

Y
Validation and quality assurance (QA): In CLASP it is feasib e%\nplemem
conventional verification strategies. For this reason, a suitable tool *red. CLASP
contemplates elicitation of security requirements. An essential pyt of the CLASP
process is resources, which assists the planning, impler wN. and performing
CLASP activities. i '

NY.
2.11.4. Unified Modeling Language (UML)-Based roacljes ' _\‘—}
? %3
In this section, the approaches to SRE, which eni!oy € L ( n & Schmidt,
u

2010: UML Revision Task Force, 2012) n%\'sh' 11\b SC zz because it cares

o)

about security issues during software indus

£
a. Misuse Cases N

L]
A‘o
N
Sindre and Opdahl (2001) m\i expanfled $h entional use case method to
\\'I:Dl' 1~°J 1

contemplate misuse cases, 1 signt algted behavior in the system to be
developed. Misuse CHS@PCHJd y ill&,é‘érs. A use case diagram (See Figure
5) contains both, ut‘ \ ¢ |(1’E§;}ed as named ellipses and named stick

figures, rcspccliv%i'
inverted use Cziw a

N
N

%

@ cases and abusers (referred as graphically
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¢

FIGURE 5: Use case diagram containing misusers and misuse cases.

<<threaten>> -

Register customer <<threaten>>

Flood system

Get privileges
<<include>>

<<threaten>> -

Reveal customer

Customer

Order goods

<<mitigate>>

Protect info
<<threaten>>

Submit qustion

Shop Clerk
<<threaten>>

Submit revew <<mitigate>>

Screen input

System Administrator

Sou%
A use case is associated with misuse case, Waking usg@ a erd organization. An

organization directed from a misuse- a u% a é’l@\fpecasl “endanger”. A
4 )

use case diagram can include se‘\’ use

relationship directing from a y-ul 10$nisuse—casc has the typecast
“minimize”. It is known S nda} clasibsignify requirements, whereas.

S.an é}?susc-case: signify security threats.

Due to the fact lh%\s‘ 158
functionality, ll}:%ot)l A

explanation, \SiL s based*on a ib\l' Yat to be completed by an analyst. Sindre and
Opdahl (28QJ) Tave extended, template, which makes it ideal with outlining

sc.cgscs cases is grabbed in an affiliated textual

.

misuse . ssisting comprehensive elicitation, and evaluation of security threats.

" Sindre and Opdahl have presented a repetitive technique, depending on

general risk and threat analysis:

i, Establish significant features in the system.

i Determine security objectives for every single feature.
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iii.  Recognize threats for every security objective, by distinguishing stakeholders,
which might deliberately damage the system or its environment. Recognize
patterns of activities, which might result in deliberate damage.

iv.  Recognize and examine risks for the threats (making use of cogagagjional
strategies). \

v.  Determine security requirements for the threats, to coorﬁ%risks and
protection costs. Implementing misuse-cases results in aglse-case diagram,
including use cases, security uses cases, and misus% . The approach

neither points to a conventional basis nor an attacker 1?&

hich” incjude 1sﬂ1®ecurily
needs. It is feasible to contemplate all three CIA 4. It inclyd pre’vag:x)n risk and

risk analysis strategies. The relationship bclwwf)r'

Misuse-cases are appropriate to design a system,

e

1

O

considered in terms of associated use caSﬁV secuyi

diagram. The method does not conlemw licite

,
s
e
<
=
a
(€7
o,
w

equents. integrity of

requirements, —acceptance, confirme ne s ;@quiremems. nor the

relationship of security and other n%limﬂl g
™ S
b. Secure-Unified Mogeling angubgf 1%

& -‘(Q

Lodderstedt et al. (2002 & Pr a U cl‘ascd modeling language known as

1 (g—?ole—bascd access control policies in UML
class dmgrams‘% Un@L profile. The UML profile identifies a
terminology fo¥ alnotating class e)ﬁ};mms, with appropriate accessibility control

informatic \\\'cvcr. Secure-UML does not contemplate an attacker model.

LoddNsadlit et al. (2002) have focused on designing role-based access control policies,
which is relatively a partial mechanism to accomplish the goals of confidentiality and
integrity. However, availability is not included in this method. Secure-UML does not
contemplate requirements (in terms of security requirements in the theoretical
framework) elicitation, completeness of the set of requirements, validation or

verification, nor interaction and conflicts of requirements.
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¢. Unified Modeling Language (UML) sec

Jurjens (2003) has proposed a UML-based modeling language known as named
UMLsec, which facilitates the development of security-critical systems. This method
considers a number of security requirements, based on the CIA lriY.These
requirements are represented in various UML diagrams by using \Iizalion&
limitations, and tagged values, which are described in a UML pmﬂ%‘he UMLsec
extensions are specifically identified and have a conventional seNfantics. The study
above had considered an attacker model, depending on the avaf tag. It also views
domain knowledge concerning assumptions. Jurjens’ {aateqy cqncentrates on the
design of a device, and it includes all the three objecti CTA. \d
|
Ju'rjens have stated that. the conventional groundWprk aflows 1em€e\ implement

. .
\111‘0\'1 &~ However, the

mpdeteness of the set of

typical verification strategies. For this reagon, g too

UMLsec does not contemplate elicitation ¢

requirements, verification, coni‘liclini mrel enls;

security, functional, and other non-fu il re,
]

2.11.5. Comparison between N Pl@es in Security
Requirements Engi% [ 0
This comparison provi&s. my

) : :
approaches have so Nqu fpatiyes] T 8 summarizes some major approaches

related to SRE,

phase. :%

; f)gible interaction of

“mole 1e methods, and best practices, these

ks feommended, included in the requirements
S

&

N



54

TABLE 8: Comparison between methods and best practices in security requirements

engmecring
Focusing on . Confidentiality, .
Approaches . Consider Oriented
security Level of o Integrity and Stakeholder
and Best Year elicitation of toward

] requirement focusing . availability particip:
Practices requirements system
level (CIA) \

Requirements ?
SQUARE | 2005 Yes Eae o Yes G sl Systen)
Elicitation 2
MSRA 2006 Yes Analysis Yes CIA Actor System
p

CLASP | 2005 Yes SDLC Yes . Client e
Misuse Analysis and by
2001 Yes No 17 ctor Machine
cases Design \
' LM o
Secure- N
2002 No Design ' lﬁ%’ Machine
UML
e
UMLsec 2003 No Design va\cmr Machine
Table 8 has illustrated the approachg®, I@y recommend misuse or

4 R@o support this task. Many

of the methods had also rcN ended N nifyﬁfg’ normal/user requirements.
Therefore, in general, threg tas CIA’ argideng®d as being highly important to

SRE, despite the fact that, theJrecogsfl
second impression is.;&\flh
security process 1‘1‘0Ew rogts, €

C
same time consiQ‘ sefurity rogu 'cm@ in different phases of SDLC like analysis
and design ph 4 ? %

\ S

gving Security Requirements in Software

liblwwf the approaches might differ; the

aches methods do not consider starting the

ipll @heir tasks requirements phase, but at the

2.12

In N dourse of secure software developments, it is vital for the designer to
understand. the weaknesses present in each and every phase, and the degree of
destruction that these weaknesses can cause to different features of the software:
furthermore they also have to realize the security requirements that have to be
incorporated, to address these vulnerabilities, and what is the cost effectiveness of

cach security requirements. Nevertheless there 1s a lack of studies in this domain
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(Khan, 2008; Khan, 2011; Savola et al., 2012). The information measured in terms of
vulnerabilities is significant, because if a problem leading to vulnerability is not fixed
in an early phase, the cost of solving might raise tenfold with every additional
development phase (Khan, 2008; Hanny, 2010). Table 9 illustrates some of{the studies

S

related to quantifying security in software industry through SDLC.
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As highlighted in the above table 9, there is a lack of works related to quantifying the
security in software industry. Nevertheless, these studies have reviewed the situation
of security in the SDLC, and have focused on the quantifying information about
security. However, the problem is how to evaluate the software's security check
whether the product is developed with adequate security) and how to qem security
of SDLC artifacts. This can be addressed by proposing a frznnewm% odology or
a model. It is noteworthy that, none of these studies have i?v on the most

important phase, which is requirements phase that is the ﬁrslw of SDLC, where

all business requirements and security requirements have toY&ﬁned. related to the

business requirements. Moreover, none of these r sed the best

practices in SRE, which is the core of SRE process.

2.13 Requirements Elicitation Technique for Y‘, ty% iéer N
Donald Firesmith (2003) has claimed lha%Nof 5

adequately skilled to elicit, evaluate, andm

f}/ Ku.
the requirements engineers genagg cm&i

y requirements with
o

1 ~NQUe p?'caug' employed to accomplish
ecyr an%@sign decisions. Haley et al.,

-y@n'e demonstrated that, a number
@US National Institute of Standards

mes engineers are not

—

Y Elgnems. Subsequently.
architectural security componen
requirements, and result in mzv {
(2007) have acknowledged e pr:

of standards (such as the wmonl

a

and Technology com& Secu which identify security requirements
regarding sccuril'\‘%‘ 12 ] less, they have stated, “Defining
requirements in %nf“f P/ leads out key information: what objects need

protecting andggg imports

@l’hc objects need protecting™ (p. 2).

N
Hale %_007) have defined security requirements as “constraints on the functions
lhzv@unuli/c one or more security goals.” The study has considered this issue
with those, who establish security requirements as high-level security goals; they have
argued that, this makes it challenging to make the requirements distinct to facilitate
designers, and to validate that the requirements are met. Similarly, they have also

advocated security requirements that “express what is to happen in a given situation,

as opposed to what is not ever to happen in any situation™ (Haley et al., 2007).



59

The CLASP states that all requirements should be smart requirements, such as precise,
considerable, acceptable, realistic, and traceable. However, CLASP provides no
examples. On the other hand, D.G. Firesmith (2003) has given such examples; he has
defined a security requirements as “a detailed requirement that imp ts an
overriding security policy.” He has suggested to partition security re \wms into
categories, such as, recognition, reliability, and privacy requiremﬁ\ or example,
the requirement “The application shall identify all of its clientvwations before
allowing them to use its capabilities™ is an identification reqw \t. whereas, “The

application shall not allow unauthorized individuals gr Wams access to any

communications™ is a privacy requirement.
Nd.

N
Haley and his colleagues also give examples of seeal1lV requfre 11&*4‘@}1 as “The
system shall provide personnel information o m@{ f Imglan resources

department” (Haley et al.. 2007). By revealintyge 'ity\!‘eq ' 'eme@elated to precise

functional requirements, they have cl '%hat. t anécomplish adequate
uniqueness to help designers, and engble t >n§ﬁ.c tl the requirements are
essentially satisfied. The SE Institute’ %JM{ = ha qnmeﬁ%&in steps as mentioned in
earlier section (Mead et al., 20& gree%iﬁni&%ﬂs, Identify security goals.
Develop artifacts. Perform ‘iSlesn,em. ll%@ elicitation technique. Elicit
security requirements. Categ®nzg re upvj; Q}orilize requirements. In addition,
inspect requirements. &\

%n ’he relatifips i@ tween requirements engineers and the

W NS
1a&ﬁlalmn by a RE team is of major importance.

10] @ LW ?re
1at SQUARE ¢}&' expected for the early phases of software
e

Despite the, ile

developm Ncp 3 in specific needs some previous design activity. This is because,

include, because developers can select a number of approaches for the various stages.
For example, the main SQUARE technique does not incorporate at assisting the
identification; however, one case study utilizes survivable system analysis (Mead et
al., 2005), which contains identification of essential assets and services. Haley et al.,

(2007) have proposed a {ramework, which comprises four main steps: ldentily
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functional requirements. Identify security goals including assets, threats, management
principles, and business goals. Identify security requirements. In addition, verify the

system.

The authors have suggested problem diagrams according to Jon Hall \(2005)
works. they have also recommended that, verification involve, forn ate, the
primary technique would probably work with more informal teghnigués. Iteration

between requirement and design activities is an essential pag of $he framework.

Gratifying a security requirement might cause new assets, € Mgy N new security
requirements. '

.

ct a’ug{hf&g agile
icesNThey have
\'YT y

secugly requirements

(lhzn‘is, brief, informal

Bostrom et al. (2006) have considered security RE¢ disti
development, with a focus on Extreme Progragumife (XEBp
proposed the following steps for distinguishingand §galin

Determine significant features. Create cxp@f a
abu

descriptions of how an attacker might thessy

@ ey

; : : ]
Establish security-related coding sl\

Verfuate risk story of

r

a

attackers. Work out attacker and us

se%u)( y-related user stories.

s. In~addityn, ¢ check abuser stories and

)
1S

zol\$ﬁcurity requirements. The primary

countermeasures.

ype‘%# development processes. Moreover,

N, ey Y | '
CLASPisa siunlhcm\%w 't fqr Secyrigl BDC. 1t describes a range of process items
that one can 1ncg, &L’in?
nature of CL/\&’. yg

> steps S
(2006). Thg wrcmcnls phase oi'ﬁ?c Clasp green-field roadmap has two steps that is,
‘%dcd for new software development:

4 Document security-relevant requirements (for example, recognizing business

wd@r development process. Due to the general

cﬁnc@"c not definite, for example, Bostrom et.al,

Y

steps 1

requirements and functional security requirements and dependencies) in order
{o establish risk avoidance and solving inadequacies and conflicts.
b, Identifying resources and limitations of trust, such as, network-level design

and data resources.
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A number of studies have suggested use-cases as a beginning for determining security
requirements. Despite the fact that, the green-field roadmap does not include the task
“detail misuse cases.” CLASP describes this task as a possible requirements activity.
Eduardo Fernandez (2004) has indicated that, use cases are beneficial for 1%1 }/mg
the privileges that each actor requires, and for contemplating feasible att unnar
Peterson (2004) has suggested use and misuse cases as a {Oundalw@
requirements, however has stated that, one might require additioggl
12:;

security
functional
requirements (Peterson, 2004). Kenneth van Wyk and Gary McG (2005) have

suggested using abuse cases. Abuse cases are also one of McG ouchp01ms for

the requirements and use cases phase, together with securi ilepents (McGraw,

2006). However, McGraw gives little detail on this securitggquirgen uchpoml

Lipner and Howard (2005) have described the MicMoft P ]ywompulmg
Security Development Lifecycle, by concenlralmgon \ng, ny activities,

which might occur later in the SDLC. T%N ateck( Yat, one should

determine essential security objectives collec iy, lure requirements,
\M&slandalds One will

y With
a d L%\l
a )

determine other security feature rg@REEMent as gatt @Ihmal modeling, which

which are based on the needs of clie

o
é
(¢]
a
0
e
=-
@
=]
a
=
jamrt,
w
gel
=
o]
w
(¢]
—~
—
o
=
—

also has some steps, which 2
2005). Apvrille and Pouuw ._()t S
requirements and analys \&
{
’ ")
a. ldentify 1] \ en 110)1 nt objectives.
b. Dcluml 1 reat me o Y'

C. (‘hoo SC um\ policy, mgh includes prioritizing according to the

s
s&g ted four steps for the security

m s sensitiv 11\

ale risk

Apvrille and Pourzandi have intended that the developers accomplish these steps,
however, they have not explained the steps in much depth. Due to the fact that the aim

is to stress on a lightweight technique; nevertheless some conventional methods have
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been deliberately omitted. However, this also signifies that, Howard Chivers’s work
on automated risk analysis does not fall into the scope of this study, because it is
based on formal modeling (Chivers, 2006). The same goes for Axel van

Lamsweerde's work on intentional ant models (van Lamsweerde, 2004). Y.

A number of studies have focused on addressing security concerns at uirements
phase. One work that has examined the usefulness of the Common ; heria has been

presented by Shi and Sun (Montenegro et al., 2003). Nevenheleg tllese efforts are

w

restricted only to examination of the use of the Common Crilen&n offering security

confidence for software systems.
o'mlvf placing

Hope et al. have analyzed misuse-cases and abuse-gases ™ the vi
) N
them to work (Pauli & Xu, 2005). They have hlgl\%the nge 11!\11@@ security

in the course of the lifecycle, starting from the CI'\{i and\&me cases can

be employed to identify security 1'equiremcE(W rert the @E@r studies have

employed misuse and abuse cases, 1‘0\‘ ing sctwgly I@rements (Schneier,
2000: Sindre & Opdahl, 2000, 20((: Shi Q’ 08% Moore et al., 2001;
Alexander, 2002, 2003; Kwan and 004) C—}

les

2.14 Exhibiting the Probl ‘urreht E alilabrks and Methods Related to

s
Security chuircmcn% ® %
S

There is no reliable mﬁlc eghni u;lorl(é}hod to quantify security requirements in
software industry arffac)) Jchaf2008: Khan, 2011; Savola et al., 2012). This

review of mc&(mmg\' s&md@l practices had revealed that, there is a lack of

prevalent x ent on defining s@rily requirements. More particularly, a number of

methods { acknowledge on the degree to which the requirements should express
definMgNurity measures. SQUARE needs some design work as background material
for Swffrity requirements elicitation. Microsoft has considered some of the other
approaches’ requirement activities, as part of the design phase. CLASP identifies risk
avoidance to be a requirements activity, while, others contemplate this as a part of

design. One reason for these dissimilarities might be the unique focus on iteration.
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Agile development, Bostrom et al. (2006) have focused, on iterative, unlike what is

apparently the case with other approaches, such as SQUARE.

The methods also provide various levels of detail as to how to perform th s. For
example, CLASP and Apvrille suggestions are more standard, 31% efore less
definite. as against Bostrom et al. (2006), who have focused o evelopment.
These approaches also need various levels of expert knowledge. RE depends on
a requirements team, which facilitate the process. Haley et all 7) have suggested
artifacts, which are most likely too complicated fog Wl developers. Other
approaches, such as those proposed by Bostrom et al 4 ]\@, and CLASP,
are more compact. &

| &
The methodical limitations have not failed to b?m;omgg\ g d]&}’;n approaches
might weigh the activities diversely, som e moye le&ized than others,

%mndal

and the comparison criteria might N

approaches, which have generally 1

s@n this task. Many of the

yectiv, nd assets. Therefore, on the

majority of the typical artifacts
methods had also uuommnndcd\) ifyi
surface, three tasks (C1A) Whed as n,g@y important to SRE, despite the

1%)1‘1 el adt(},mighl differ; the second impression

fact that, the recommende

is. most of the approg s do consider starting the security process
N : .
rements phase. This current work differs

go@ not used; rather a number of methods are

é'% the requirements phase with security aspects

using the sharc@ﬂ commonly used tasks among best practices. The
'lelgorilhms have not contributed in a wide range of studies to solving
quirements problems, especially fuzzy theory algorithms. Therefore, the

nex text will address fuzzy soft set theory.
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2.15 Fuzzy Soft Set Theory

Fuzzy is information granulation underlies the remarkable human ability to make
rational decisions in an environment of imprecision, uncertainty and?ﬁ' | truth
(Zadeh, 1996). Its principal constituents are fuzzy, computing, N babilistic
reasoning. Soft computing is likely to play an increasingly impo1 %ole in many

application areas, including computer systems (Lotfi, 1994; ZadW()),

NV

2.15.1. Fuzzy and Computer Systems Y.

Yet, despite its intrinsic importance, fuzzy informatioMgganujati received scant
L

attention except in the context of fuzzy, in which f underfies t epfg.oncepls of

linguistic variable. In fact, the effectiveness and wecessgs_bf zz{?f'ﬂ dealing with

real-world problems and computer systemg are §ery adeRNV96). One of the

successes in science is that ofaccordinw%% abih
rigorous, and categorically true (fuzzy) (LW, IQ{)T O

) >y , \f |
Fuzzy logic is an extension of d Hole nyog adeh, 1989). Fuzzy logic

&

se@ a set without a crisp, clearly

R

—

at Q uantitative, precise,

starts with the concept of a fuzzWeet.
ssibptity partial membership (Yuan &

defined boundary, adme' in(:’ he pgssiby
Khoshgoftaar, 2000). ylogiNa edOf% an important tool for number of

different applicalion&; g !on e c@ivol of engineering system to artificial

O

\
pli au’o};}if logic pose a unique set of problems. The
P

intelligence. Practy

design of syste rich fippky gic to make use of human knowledge and
experience. 4 aunting Al wigedut facing engineering problems of real world

2011). The car@orks leading to fuzzy logic were by (Togai et.al,

systems
% al. 1987; Watanabe et.al, 1988; Yamakawa (a), 1988; Yamakawa (b),
198 as fuzzy logic chips and fuzzy computer hardware.
2.15.2. Fuzzy

There are some mathematical tools for dealing with uncertainties. Two of these tools

are fuzzy set theory, developed by Zadeh (1965), and soft set theory, introduced by
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Molodtsov (1999), that are related to this work. At present, work on the soft set theory
is progressing rapidly. Maji et al. (2003) defined operations of soft sets to make a
detailed theoretical study on the soft sets. By using these definitions, the applications
of soft set theory have been studied increasingly. Soft decision making (?&1 al.,
2005: Herawan et al., 2009; Herewan & Deris (b), 2009; Feng et al., 2 M oman &
Enginoglu (a .b), 2010; Cagman et al. (a ,b), 2010). b

Yv

By using fuzzy sets, Maji et al. (a), (2001) defined the fuzzy S(N theory and many
scholars study the properties and applications of it (D lzver, 2007; Ahmad &
Kharal, 2009; Aygunoglu & Aygun, 2009; Cagman et 'b), %

L

D[S
2.15.3. Preliminaries z b &

In this section, will recall some basic conc Nfu 23 ses. so@s and fuzzy soft

sets. \
et il Sag xntbe the iitial E; a uai%’l §the set of parameters.
1

; 4 -
Given ACE. and let the power ag U and_thy set 4$all fuzzy subset of U be
N R\

represented as P(U) and P(U) re¥ rvel yf (Sufg 1an@MOhan~,a¢ 2012).
s
\" ¢ &

Q- %
% e < ‘
Definition 2. :4( tsov, 1999)A %ﬂ"(l‘. E) is called a soft set over U where Fis a

mapping viﬂ \ 7(\°L — P(U).

Defanitiows. (Maji et al.(a), 2001) A pair (F.A) is called a fuzzy soft set over U where

[ is a mapping given by F: A—P(U).
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2.15.4. Soft Sets

In this sub section. the definition of the soft set theory will be given. A more detailed

theoretical study of this concept is given in (Cagman & Enginoglu (a), 2010).

Definition: Let U be an initial universe, P(U) be the power set of be the N E all
parameters and AS £ Then, a soft set F; over U is a set deﬁneﬁGy)

representing a mapping as in equation (1).

function

1 l=sdil U) suchthat f,(x)=Qif xgA..

Here, f; is called approximate function of the soft set /4, gn alue f (x) is a set
called x-element of the soft set for all x& E. It is worth noWi lhe sets f (x) may
be arbitrary. Some of them may be empty, some may nbnen JHLQ,SCCIIOD

Thus. a soft set F, over U can be represenled@ i eleQ{ﬁms as in

equation (2).

44

l:‘;:{\/‘ e L\l"epl ..... @

Note that the set of all soft sets over U be @lenote b @j

2.15.5. Fuzzy Sets : 0’
s f &
This sub section present asic@’ons Oglzy set theory (Zadeh, 1965) that is
S de

explanations related to this theory

useful for subsequent

may be found in L%l
Zimmermann, % fugt l a @Ss of objects with a continuum of grades of
membership, set 1s C muu«& d by a membership (characteristic) function

which dsx:N» each object a grad of membership ranging between zero and one.

0 Let U be a universe. A fuzzy set X over U is a set defined by a function

Jx representing a mapping as in equation (3).

3813;)& Prade, 1980; Klir & Folger, 1988;

gty U =[01]....03)
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Here, i, called membership function of X, and the value s (1) is called the grade of

membership of #€ U. The value represents the degree of u belonging to the fuzzy set

X. Thus. a fuzzy set X over U can be represented as in equation (4) as follows,

Y= {(/,‘ (u)/u):uel. u(u)e [0.1]} @) \Y.
O

Note that the set of all the fuzzy sets over U will be denoted by F(IY.
2.15.6. Fuzzy Soft Sets Y.

By using fuzzy sets. Maji et al. (a), (2001) defined fuz fts SW). In this sub
L
section, by using the definition, given in (Ca@nan@nogl 20 ?') redefine

the fs-sets and their operations. More detailed theorcugl stugy bf fis cogecpt is given

in (Cagman et al. (a), 2010). Fuzzy soft set, aor N cop®pt, which is a

combination of fuzzy set and soft set. The @of

Maji et al. (2003) to the possibility fuzzy sOgSet In

ft @ as introduced by

wzation of fuzzy soft

set, a possibility of each element in t %ers ; \'111 the parameterization
: = s : 6 )
of fuzzy sets while defining a fUZZ\ Sct. 4 &
(L N

In sub section 2.14.4 (Soft s{ apprdixin 1elﬁ®10n T
: s

a crisp parameters set 10 &grisp s K

functions of fs-sets am&n :

universal set. To ac}le

¥ 15V > Vs Stgipramelr ' V:AY F} 1‘0)@1316 functions, respectively.

A\ &

'3 4‘(
uniepsal set. However, the approximate

risp@amelers set to the fuzzy subsets of

| ¢ g, ST
g Wi use I8 = eic Sifor yi-setsvand

function y ,representing a mapping in equation (5).

y, . E— F(U)suchthat y,(x)=@ifxed. ....(5)
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Here, y, is called fuzzy approximate function of the fs-set I', , and the value 7, (\)
is a fuzzy set called x-element of the fs-set for all x€£. Thus, an fs-set I'; over U can
be represented by the set of ordered pairs as in equation (6)

" {(\ (x)):xeEy,(x)e F(U)} e (o)

Note that from now on the sets of all f5-sets over U will be denoleaVS(U).

2.15.7. Fuzzy Parameterized Soft Sets '
\d‘ Y.
In this subsection, by using the definition, given 1%}311 Engl n*g.{;*a), 2010),
s-S8ts

will define the fuzzy parameterized soft sets ) i O@lions. More

detailed theoretical study of this concept is gigen C o , (2010). In sub
section 2.13.3 (Soft sets), the approximatg N oft

parameters set 10 a Crisp subsets of univ, ml Bv.l\ll oy 1ate functions of fps-
sets are defined from fuzzy pdlamuxe t& )q f universal set.
Through this sub section, the fuzz ets o mle el are denoted by the letter
X Y, Z ..., to avoid confusio %R(anlebl] @ ols.

lV
Definition: Let U be dl&Num\'Cl‘SL. U) e power set of U, E be the set of all

set 1s@eﬁned from a crisp

” W 1@@ membership function 4, :E — [O 1]

parameters and X bg Zy ?
Then, an fps-se¢ 1 1 )L dgﬁ'ﬂd by a function f, representing a mapping
shown in L(]Ud& ) (,}’
Mt

E — P(U) sucl () =2t o) =0 8 ()

HLQ called approximate function of the fps-set Fy , and the value f, (x) is a set

called x-element of the fps-set for all xeFE. Thus, an fps-set F, over U can be
represented by the set of ordered pairs as in equation (8)

= (i (3 () £ ¥ € B fy (5 € P(U). g () 0.1
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Note that from now on the sets of all fps -sets over U will be denoted by FPS(U)

2.16 Research Gap

Practically. requirements elicitation phase has been facilitated by a g;ge of

techniques (Goguen & Linde, 1993). Every single technique 1&68 several

advantages, and has helped the developers to understand organizv' | domains in a
a

wide range of ways. For making the requirements elicitatbw se to be more

effective and accurate, it is essential for the RE professionals ntify and analyze a
number of techniques (Escalona & Koch, 2004). Ob Qach requirements
clicitation technique consists of specific constraints or Qvex there is
a lack of studies related to security requirements eli¢ n, and t C'IS ttle focus
on security in the requirements phase in SDLC. \’T

Based on the literature review, there is hi stu
security in software industry. Howeger, some ? éasseﬂsed the security
.,2,

problem in SDLC, and have concel d épn qu@ym& b e

ting the software's security
(to examine whether the pr m eve ’\pe IIISEHICIGHI protection) and how to
quantify security of SDLC artifgpts. Il vﬁ&@olved by proposing a framework,
methodology or a ““‘d@. Ihdlq’élrecemly none of these studies have
concentrated on the Ncru ‘ia‘

)

e \z?u is requirements phase, that is the first
allf orgar /‘{1(

phase of SDL(‘.Q"' ‘
1 ur rg¥thest §

defined. Furthe

and security requirements need to be

the key asp L SRE process. N
S

| carlier. fuzzy logic has a wide impact in computer systems, especially in
industry. but, there is a lack of utilization or adaptation of the fuzzy soft set
(fuzzy theory) 10 signify a contribution in computer science field, particularly in
security of SE, because the option of using fuzzy soft set theory to address a problem
in a particular field has its own obstacles, because it is a very appropriate and accurate

decision making tool.
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2.17 Summary

This chapter discusses ¢ ovides . — : .
chay liscusses and provides the necessary background and liter 1u¥3r1ew

about requirements engineering, security requirements and fuzzy theorf{gig Yeatures

)
and its limitations. It shows the relationship between success of soff roducts and
security requirements and it shows a comparison between methods a chniques that

are used to elicit and quantify security requirements; the main Nn this chapter is

on the CLASP best practices, SQUARE method and Al te i&’llustrale fuzzy soft
L ]

set theory history and its contribution in computer c figld, pgticularly in

security of SE.
security O \Y'
)
4
o
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