CHAPTER II
LITERATURE REVIEW

21  INTRODUCTION Y'
S

Over the past two decades, research has been conducted on a shis her
education (HE) course content delivery, instruction, and teacher-learner 1 raction
that occurs neither wholly face-to-face (F2F), nor entirely onlin% ather within

“the carefully designed synthesis of online and gfa ace learning

incorporating a range of media based upon a sou st ct@gogical
]

framework” (Buckley et al., 2010). é ., i

S
forms,

|
The synthesis, known as blended learning, can?!onw& blewm_b%.

from mostly face-to-face (F2F) to mostly @ t

‘aer 5025§split. All the
e, ngr self-direction,
J;E s 01@

)
definitions of blended learning, impl'mc iz
S,

']
The shift towards student-ceﬂv ear’i g @n th%“increased adoption of online
I
components as part of %’laditio’%jpr‘z cation instruction formats has
N @)

led researchers to t& ictioII that)““in o@ to address some of the limitations

active involvement and motivation arcNegi algJohn

/

associated with th, msiv use o) edeaglieb or F2F learning for that matter, there
} g

is a need to &H qur ‘b ed.’ééf)roach to learning” (Ituma, 2011). New
g g v’

technolo&u orting a blende&;ning instructional format, bring added benefits
\h N :

as we allenges to the traditional mode of learning. Advantages include the

ab expand learning beyond the time bound walls of the classroom. Web 2.0

toory (blogs, wikis, discussion forums, voice and video tools, flash files, etc.) allow

for extended practice as well as instruction, which a blended learning instructor can
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guide, monitor, and assess (Whyte, 2011). In addition to affording new types of
online assessment opportunities through web 2.0 applications, these tools also allow

for unlimited individual, peer-to-peer, small group, and whole group activities,

projects, and assignments (Johnson, 2014). T

According to So and Bonk (2010), however, blended learning enge.ﬂ@omplex
and challenging new model for many teachers or instructors, vl] as their
students. The challenges of blended learning remain dauntin achers because
accomplishment at learning requires their students to Y

'least somewhat

proactive and autonomous (Kuh, 2009). Not only must 1 s breal\ out

of the mold of relative passivity that they may hax@red in o’n@n they
must also overcome the nervousness oftenw éﬁ\ seq@}. language

acquisition (Awan et al., 2010). In or @llt ans'QE) from minimal

student engagement for success, instrygetors Tee m
and generally traditional instructio%?leﬁand ta¥a d@personal reluctance to

explore new methodologies, too nd’ es t{& ¥learning, such as blended

aminiet (,)Y.\’ v}' | §

O

Meanwhile, some m@ S 'll feelgthe to cover all of the course material in
class, rather than% mfrder ?Jntbgfﬂe entire learning process. This instructor

perception % sen?u lighit 1(@0 the overall potential effectiveness of a
blended QO for the learne Y)hnson 2014). Senior (2010) emphasized that,

instea ying to cover everythmg in face-to-face, instructors should focus on

ey Qheir own acquired

moNaetneral pedagogical outcomes and use technology as a means of virtually
extending the classroom and concentrating on the learners’ interests, requirements,

experiences, and goals.



This approach to teaching aligns with the social cognitive or social constructivist
frameworks that encourage the creation and facilitation of learning environments
in which instruction focuses on enhancing student self-regulation and motivation
through proactive engagement with students throughout the course conte tmr,
2010). In effect, this approach seeks to shift the students’ focus o@l from
external (teacher-centered) to internal (learner-centered) in order t ance student
self-efficacy and to reduce their anxiety or sense of helpléagges?¥ in the face

knowledge acquisition. Student proficiency should remainSe gal and not covering

every page of the course book in class. A blended ins onal fi w value to
]

learning if students engage proactively with cours tent ghrou h’ tE{;bX:line
platform allowing instructors to maximize -fa< ti%R'through

communicative activities, facilitated by t WSG iﬂftruc r @@‘l‘;rds, 2010;
, &
Senior, 2010). O

Instructors need to accept that @leﬁnin !ork @ectively. In a study
&
Aze‘de{;t blended learning proves

more effective than face instréctio a'losb'The authors stated that the

s ¢ &
appropriate alignment Mrposcfu WQogratio gf

Information and Communication
Technology (ICT) achi g‘s

conducted by Shibley et al. (2Q11), rT

§s inéﬁended course can enhance both face-

.9
to-face and o den?i bqsmse it offers students “more structured
learning omwes ou{si o’cl{?"?than they have had previously and this
increz@e-on-task seems toﬁc?nprove learning.

froMgteXehers new to blended instructional formats feel that they are teaching or
doing the same thing twice and, therefore, fail to engage fully with students in the

online portion of a blended course (Nakazawa, 2009). The issues of time and
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resource management require consideration through the appropriate design and
implementation of blended learning and as such when instructors are clear about

their roles and responsibilities.

According to So and Bonk (2010), the design and implementation of blerﬁﬁng
environments require a clear integration between the two componen&;be course
(face-to-face and online) in order to assure effective content delive&rﬁ knowledge

transfer, and to fully support meaningful collaboration within ong members of
the class group. This purposefully designed coordination%a el'se of continuity
and integration of the learning experience acrossgand Yhro gMe J ded
components of the course in a more holistic fashior%d Bfnvj;o)' gg::ed that

N

blended course designers should keep in mind and Ypders at theyQRMIne platform

does not replace the need for face-to@ching °‘ an& but affords an

opportunity to extend that interaction €ygnd the \sq?) i@waningful ways. The

authors stated, however, that som% of lgami activ@s, tasks, or experiences

stand better suited to online '\tiols thar) facede-tace. Instructors need not

replicate or “teach the sh ng tyl gl ,C“Q st seek to design meaningful
NS O

interaction in both spl@a bl‘nde oursced® that “critical discourse episodes in

O\
face-to-face discu 'o}vre l\(ﬁ? }I‘d eéi(inue to develop online” (So & Bonk,

2010). Q’ \(J
& v S
L 3
Jefferies \ indicated in their@arch work that technology can be very important

supp udents in their multifaceted balancing act between their busy studying,

rkiMw and personal lives and the students have enthusiastically reported that

technology is a key enabler for them.



Blended learning can be traced as a learning stage where more than one kind of
learning is being applied to the utilization of optimizing the learning outcomes and the
expense of learning. This path of teaching and learning binds together e-learning and
conventional learning. Hence, blended learning refers to the instructional en'ﬂ ent
by which incorporate and utilize innovative technology with classroomw in one
structure, considering the dimension that make better education. S he blended
learning tools such as software, computer facilities and the inteWare fused with

normal tutorials in which instructors meet with leamer$zce ,nore regularly.

It is significant that it is unsatisfactory to overlook t redgm ducational

Sy
techniques (Rhema & Miliszewska, 2010; So & Bo@)). ’ _\"}

The difficulties of learning concepts and, in som?!s, t c’o S conx;gence or

&
misunderstanding in some learners’ conce Sow? s ( Q & Butler, 2013.
t

Alkharang and Ghinea, 2013), uncoveE%t ﬁ%
that

o Q—
appé‘ﬁecause of the system for

offset with the commitment of the tutor {M thg‘tr i 'onal‘%ching induce

g id%\misconception coming

about because of the variety of soO

N
educating, the tutor, the bok x by the dj ﬁp% f the concepts. The studies
’ s
di f a percentage of the concept is

likewise demonstrated tl\the

generally high, part% '@ncept with converged planets. The

lgp%sjought to utilize modern strategies for the

conceptual reticﬁ t velop and deepen the proper scientific and
. . V .
experlm& prehension. Utih(?lg technology is imperative as a part of taking in

the gaining the capacity for learning toward oneself. Besides, the technology
a\b

studies prescrib atgearn

*m
(¢)=]

¥ rners to further inquiry, analysis, understanding, interpretation and criticism
about the facts and concepts. It is conceivable to utilize modular learning

methodologies (synchronous and asynchronous). Synchronous learning can be
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connected in direct discussion between the instructors and learners in the classrooms
or according to procurements of the proposed teaching strategy of the lesson with the
utilization of certain computer software developed in advance. The asynchronous
learning is utilized in forums agreed with all learners, emails and in the @;

activities. : : ,

Blended learning means diverse things to distinctive individuals. The er "blended"

infers a mixture or combination. At the point when a picture is over a section
of content, a presentation is made that may be more enli g o'the viewer or
reader, yet the picture and content remain intact an n bexcusiv o oQ&ed

-
N,
am%_‘? look

Then again, when two jars of diverse shaded pamts ar ed, tPe e
V
xed we¥ neither of

not the same as both of the first hue. Indeed, f

the original color will keep on existing. @ble cl

learning. The mix can be a basic sep n of \asg?

érse into an online

\
component. These activities start to theﬂmod i es% new mixture or blend
where the individual parts are nl@ ln th ‘Ance were. Add to this, the
expanding popularity of inte v1deo nf e‘acl;; podcasting, YouTube videos,

wikis, blog, and other &n class rk a e definition of blended learning

gets to be extremely }alrn(g;, 10).
\

The study of d 13% Scovers that there is indeed a relationship
between t, eptual comprehs@on and the inspiration to learn and discover.
Additi lended learning assumes an essential part in concerning learning to

@ influences the dynamic cooperation of learners through their participation

and the collaboration with one another. Learners can exchange, investigate, analyze

and talk about thoughts to discover solutions for the confronted issues and to answer
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queries and questions asked by the instructor. Also learners may utilize e-learning
tools accessible in the learning environment which has an incredible commitment to

the advancement of higher-order thinking abilities.

According to Faizah & Hazadiah (2010) adult continually live in a q i g:ld
multi-tasking mode and thus, prefer learning program that cater their%ic way of
life. Henceforth, they expressed that programs, learning modes QCrmg. shorter

semesters, part-time mode, lesser contact hours, flexible tabl ing classes, and

: Cl#tomizing adult

.
o

process as well as satisfy and please their empl Falzafh nd az!d‘rg;) (2010)

near to home venues are all that much supported by the

learners' inclination to their needs does not only sgppo

added that the internet has become the most p err of i SY\H{:UOI’] since

e
studying can be accomplished in the w @d t °‘ h&ne. éégne adult learners

are receptive to hybrid programs whe%ce e%? d distance learning
\
‘e %

merge in an eclectic mode.

Farahiza (2010) highlighte te\wamn% id mmg discovering that were
why

-

given by past researchers ar mg is the learning outside the

conventional classroo&l inga{fo tlon\ hnology for the conveyance of the

learning matenals,@ of to OE) q@rmng environment, physical classroom

learning and %kamgl fi o@how to improve the learning outcomes; it is a

blend of \% conveyance med@ﬁtended to supplement one another and advance

leam@pplication learned behaviour.

iti§nal learning or e-learning formats alone may not be effective enough in

achieving learning outcomes. However, it can be possible with blended learning in
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which traditional and e-learning settings are combined in one form (Ahmad et al.,

2011).

Certain conducted researches have shown that blended learning has been very

successful over the past years and it has the potential to yield better T &Can
n;

traditional and online learning alone (Deperlisoglu & Kose, 2010). For k , Allen

and Seaman (2011) pointed out that, one-third of all academic lea ontinue to

consider that the learning outcomes for blended learning are in‘ew those of face-
to-face instruction. “Going beyond the barriers of time an ion' is one of the
other best potentials of blended learning (Jusoff & KhodabaMgglo 2'&7&)4‘
N
| S
However, in Malaysian higher education institutio blen}e le ing{}bproach
V

has increasingly attracted great interest and or¥(AZj 10; %"SZEng et al.,

2010; Embi, 2011). Malaysian institutiof&%)a wide o@ended courses to

the students and as a result of this gai e%attentio %e érs worldwide.
kel
Blended learning programs offew 'nnNnvir ent for communication

N

among students and instrucyrs az at thekjime ws the instructors to develop

P 4
courses, which are stud%e erl

\c{Q low@mwork (Nyachae, 2011). Even
though blended progagm "sow

ces& the content and instructor, anytime

C ' |
from anywhere, jmgas §p be Ipp 'aébc}e igned to engage the students in order to
% N3
promote the d8sge ean{nJ; in@itive for educators to know how to create a

learning @V ent where all key&reas work simultaneously.

QE o Mojokowski (2013), the importance of technology is not technology.
The

t
ortance is the partnership that humans form with technology to incorporate it

into their lives. Blended learning is defined by The North American Council for
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Online Learning as a learning approach that combined the best elements of online and
face-to-face learning (NACOL, 2013). There are a handful of studies that had been
done on blended learning or supplementing online learning for face-to-face learning.
Most of these students indicate that technology and learning should go han irm.
According to Tutty and Klien (2010), using technology is highly engagi %ll age
groups and is a way to enhance the learning process for all p ance base
instruction. In addition, Mojkowski (2013), states that techn buld provide
access to an abundance of learning resources so that anyoneggan Karn anythmg at any
level at any place from anyone. It is about finding the co alange face-to-

face and online learning.

s
This shift of blended learning involving face-to- fa nd o N ruct1<@§ intended

oolskgore time, and

informative data, according to Vander A%@O ) 3911 instruction in a

regular classroom setting. “The @eadfbdoy vailability of digital

learning technologies has led to ggere dr n @on of computer- mediated
instructional elements into% itionall F2 ‘Lﬁa face] learning experience,”

According to North Am \Coun'cx nlin ammg (2013), blended learning is

9y
likely to emerge a N dil—)@ the future, and to become far more
’
ce orjpnlige

nl a alone.
Tvs v

Blends ofﬁ and face-to- faccgmstructlon on average, had stronger learning
Ny

to make learning more productive by g rt

common than fa

outcomes? face-to-face instruction alone states the United States Department of

QO

courses states that, regardless of the mode of learning, it is important that students

(USDE) (2009). Shanley (2009) research of student retention on online

have an opportunity to experiment with tools and technology required for the class
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before the critical elements of the class are introduced. It has to be more than just
adding in technology when technology is convenient; it has to be incorporated into the

learning process. Students must not just learn about the technology, but should learn

with it as part of their everyday routine. ?

In the latest finding from the National Writing Project (2010), a reA ey of
middle and high school teachers found that digital technologies areW‘\g student
writing in countless ways and have also become helpful tools chhing writing.

Technology is allowing students to share their work la'ger audience,

collaborate with other students more efficiently, and reign ‘sparl\ in
the new generation of writers. It is improving their \«@11]5 agd ‘/Qﬁ&%sage
The report also stated that 50% of mstructMrv y @'s digital

technologies make it easier for them @ an g‘m ve g{ugent writings.
gra

Technology can help improve writing a O

a CT 3
6 S .
Meanwhile, in year 2009, more th o of Amerigatf hi education institutions

on;@o f their long-term strategy

Y7

(Allen & Seaman, 2010). %hou%
O

instruction by facultles m ed@nd Sgmtan (2010) have confirmed that the

e
percentage of chief ic oﬂ% at that students’ retention is a greater
problem for o rses s tyfice as e as those who disagree.

The Coheél) study results @hghted similar opinions of students trying out

blend%ng in Canada. For instance, the University of Calgary offered funding to

0 for redesigning their courses to adhere to a blended format. The result of

the inquiry after implementing blended learning stated that both students and

instructors indicated an increase in the quality and quantity of interactions. At Mount
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Royal University, blended courses were offered for more than one decade. Students
reported an enhanced understanding of course content. Those who participated in
blended courses actively obtained the best final course grades. Again, interactive
learning technologies were used, such as blogs, wikis, social media shar@
networking applications were used. The University of Waterloo reporte %itive
experience with blended courses, as well. Online presentations and jyities were

ﬁusiasm of

matched with online discussion boards and face-to-face tutorials.w

students and the interactions between them, and with instru@grs Qas shown to have

increased throughout the weeks. \d
°
Successful stories of blended learning were certamly%ene JJ dles.

Renes and Strange (2011) argued that the huma facto thang&hnology,
contributes to limiting the adoption of thw\éy gy g‘th earan environment.
The transition from a traditional experl e or an c @u %a blended one is a

i t@lons of students with

process that requires overcoming m% lenfies.
their colleagues and with facul*x acc@ce of the content of the
course and its delivery mod be r‘g ou }lt'@ended instruction. As Cohere

(2011) suggested, insti & ave ‘0 stand nded learning in order to expand
the willingness for lt 0 tesi cpltt)b

Bates and San v 1) a,g d a 3 T@ is persuading proof that online studies do

2.’

g,enerally t not better than um%v&tudles in traditional class room and personal
courses, h\er more imperative, the with a specific end goal to improve this move,
a gnix: apting course ought to additionally expand the association between the
educator and student, furthermore among understudies. It ought to moreover improve

the instrument for incorporating developmental and summative input with a specific
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end goal to help understudies' learning encounters (Yen & Lee, 2011). Therefore,
blended learning is a fundamental redesign of the instructional model with a shift from
lecture-centered to student-centered instruction where students become active and
interactive learners. Results depend on the conditions in which students are @
All modes of delivery will suffer from badly designed teaching A quate
resources”. The mixed learning (Blended Learning) is another way‘nstructlon.
Mixed learning union the utilization of conventional sewing an mg with that
through the web and other innovative media. Colleges have g:rt adjust to the
evolving ways. Blended learning is now getting more an e att t g as the

focused of education is now student-centered teachu@aml : d}d mg

can in fact aid students in their achievement (LopezY! et

While trying to define the term blended 1 @\tfs i to 8{6 whom we are

"lz

defining it for. Students are one of the ctors to (? i @st of the definition.
According to Staker and Horn (2 L ida f 1 tlon program where
student learns partially through Gy;ggl,me with some element
control over time, place, pat a pa [ an 1‘al t an administered brick-and-

mortar setting away frow\ In ehdl : ble Ieaming is an imperative method

and gradually prom Nr yga le es It is apparent across educational

sectors includin e udhatio, ﬁ,{' environments and government settings.
gge

Blended lea S tradm nal’ s¥oom and the internet to provide affordable,

C.)

time flexa eographlcally convenient, and accessibility for all. It is affordable
Q tilizes fewer resources such as tutor time and commuting costs for
stud It is open for all, because all ages anywhere and anytime can use the net to

find out about learning. It improves the quality of education because it increases



interactivity between the students, and the students with their studies. Students can use

technology to aid them grasping all dimensions of knowledge.

In Asia Pacific educational organizations have adopted a blended learning, inc{gding
sia

South Korea, Singapore, Taiwan, Japan, Malaysia, Thailand and China. hc
all advanced education organizations have recognized the profits of r& iguring

out how to cater for a wide assortment of understudies and additw help the

showing and learning process and mixed learning has got the e of advanced

education pioneers in Malaysia an increasing amount (Aziza : S*:W-Eng et al.,

2010; Embi, 2011).
Fog
| S
Mixed learning has been around since the mi ry. gsDer ham'Q'(ZOlO)

d2 €
V
the term was initially utilized as a part of thg te v‘or 0 allyég; a course

intended to permit laborers to both proceeN orking ron@ and study. Be

that as it may, little agreement has bee % to v@\’kgd @ng in training.
% ]
u

A
The term ‘blended learning’ has recN by\ ted State researchers in
their studies on online base% :'ng a“j lea iﬂg@ios et al., 2011). However,

'

there are other altemat@s su(' rid”.C¥chnology-mediated instruction”,
“web-enhanced inst@ ¥ an }

=

-m Q{nstruction” that are used in current

research literatuQ‘\— ther fw. ’l(@mg at BL is by Sharma (2010) three

definitions @t is r€anﬁo t@ducation world. The three definitions are a
N

oﬁe teaching, a combination of technologies and a

combina N ace-to-face and

c$ n of methodologies.
According to Lewis (2009), “technology is nothing without an instructor and a plan”.

In a blended learning context, instructors working with students—and students
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spending a great deal of time on knowledge acquisition remain the basic dynamic.
Blended learning components can strengthen the instructor-learner-content

relationship, but will not do so automatically, and cannot turn into a replacement for

the instructor (Fang, 2010). As Garrett (2009) stated, “it will always be t\Yf:r
students to acquire knowledge in courses led by well-trained instructor t@empt
to do so independently, no matter how good the materials”. A sense of
instructor presence and the need to establish strong rapport with a ong students
in the online portion of blended learning courses is nece Torder to reduce

anxiety and promote more effective knowledge acquisitiOgSalcgd : Senior,

v ¥
2010). é f—)
.\
ol N \T
2.2  ADOPTION OF BLENDED LEAR@ “
2.2.1 Blended Learning Changes Teachm ad\m

There are multiple roles in blend% o \é’jm@d the inadequate
G rses

clarification of these roles in blen C es b hstructors and students

(Ocak, 2011). Even thouglc gts musf co cle@ ly self-regulate their own

learning, instructor mom rk pr@s essential to the effective and

seamless delivery of I s in ort of face-to-face teaching and the

nal
enhancement of % pa 01% ’b(jl?amers (Knight, 2010). The external

guidance on of if actlvely engage with their students in the

online po& a course shows pﬁ&?:ularly important if students are to succeed. The

way, t uctors choose to conduct this guidance can take many forms (tutoring,
c@ managing, facilitating). In each case, the instructors’ own particular role

will often be a reflection of their face-to-face demeanor, interaction, and connect with
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students as well as their particular technical and technological skills and

competencies (Senior, 2010; Vlachopoulos & Cowan, 2010).

According to Vlachopoulos and Cowan (2010), all of the above menggned

(¢

approaches and roles can be more-or-less effective in e-moderation, tlc& h

process of managing the communication of others online. A

Again, enhanced teaching presence both on- and off-line provw | to support
student engagement with blended course content (Senior, 2(Wl' he concept of
instructor presence becomes vital and may increase attenflahce gnd boost
. . g L] Y'
learning, especially for reluctant learners. Low studen ndancd in t ?ced)o, face

component of the blended courses at institution o?' teacilers apfl adm¥istrators

N
alike (Johnson, 2014). %V g‘ \ ¢

N )
2.2.2 Teaching Experience Improvf T ,é

) 28
For some of the more matur@rs 0? e- miné?eaching has become

AN
more rewarding with blended Y'ﬁg. Tac ca1}$ous on the fun parts when
| Q
students are autonomous bnﬁderp nofigh ég ngage in relevant self-study.
oy %0 @, .
Effective instructors r& den¥ anxiYty thr the development of a community
N
of learners and th@etmli r.ea(ngli-focused teaching in both online and
face-to-face s%%kic bﬁ) e Qperative learning among students’ results
4

from a teaghls strategy that requia’eleping one another to create an atmosphere of
~N

mutual Xement, collaboration, support, encouragement, and praise in order to

<

oficiency and reduce anxiety in a blended learning course (Awan et al.,
2010 Suwantarathip & Wichadee, 2010). Blended learning offers instructors an

opportunity to deal with the changing roles of teachers in the 21st century and
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requires are conceptually of the “valuable part they play in supporting the learning
opportunities of their students in our progressively interconnected world” (Senior

2010).

2.2.3 Changing Role Requires Training \z

In different studies, the researchers had assumed that appropridely ained
instructors, who believe they are competent and effective educationTiders, are
likely to demonstrate confidence in their instructional practices ost settings.
Kiilekg (2011) stated that “teacher efficacy beliefs [fosgd ¥ teiacher-training
programs] are regarded as an important criterion in inwgasing p vity and
®
motivation during the teaching and learning process presprv o’ i@vice
: i 4 . J
instructor training programs, however, often fwﬂ prep.gg r mY~ ctors to
integrate technology into their teaching, @ea e:‘t un@red for the
challenges of computer-based or ble hls \:Q )ZQQ et al., 2009).
Furthermore, many teacher training p 2\5 q%’ ocyNen preparing teachers
o Q-
for service at the primary and seN le edu\cgﬁ'fn and do not pertain to

instruction in HE, where faq@l Cn hav littlff ot @ning regarding the teaching
‘&
and facilitation of 1eam’i¢@ns@:. %(J
¥

2.2.4 Learning ir%\en[ed 0 tfh (_)O

With blended . an jhstryet e able to monitor and track the student

& s

learning &s and to interwee'qjg.the social and academic domains (Dang &
.t

RobeﬂsE\lO). Of course, students can always attempt to cheat the system, a

praq ferred to in several of the focus groups and blended programs require
mecMisms that minimize fraudulent behavior (Joseph et al., 2009). However, the

instructor has no reason to suspect that student deception will be commonplace,
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especially if attractive and motivating online content exists and the instructor knows

the students in their classrooms and can recognize the style of their submitted work

Ng

2.2.5 Blended Learning Increases Student Efficacy for Learning c

online (Johnson, 2014).

Awan et al. (2010) stated that this common anxiety “is not something to %ored or
considered a problem for students to deal with on their own”. The f&mation of a
Community of Practice among teachers comprises an importa Vm evaluating
and improving teaching practice in dealing with this issue. I?'gttﬁents to take
an active part in the learning community also becomeg essemtial. [Ble loar\@g
st!x%é;f)s an

WS in lag\s’anxiety-

platforms through web 2.0 tools, for instance, can e teac}e a

opportunity for simulated real-life practice in oral an§writi
ridden setting, thus allowing for more con@

2010). One of the major ideas for th@elop

ut et al42010; Salcedo,

\*h gie platform, as a
2

s "{)rovide anxiety-free

&

venues for students to practi \vit f g mistakes or suffering
\ J' S

ridicule (Johnson, 2014). 2 2
7

The introduction of orl\&ﬂen or gher f@ of hybrid course content delivery

Pl S .
has not suddenly nighy, re vé&d t%ase matters. However, the literature

&
demonstrates ti@tghfwabiligy gend ent access to course content and increase

opportunit'\ eaningful studeg@—instructor and student-to-student interaction in

produg Y ities outside of the traditional four walls of the classroom through a

component of an overall blended 1 progra

blagde rning program offers a potentially groundbreaking advance in the area of

knowledge acquisition (Johnson, 2014).
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Learner autonomy remains a multifaceted capacity recognized and addressed in the
particular social context of blended courses at the university level (Dang & Robertson,

2010). Learner autonomy has much to do with an individual student’s innate,

personal, cognitive, and learning styles for tackling the challenges of@

learning (Srichanyachon, 2011). But, blended instruction can potaﬂ% help

instructors facilitate learning for all students. On one hand, blended Yu’ng allows
students to initiate their own learning processes without exclusivew iance on the

instructor (Dang & Robertson, 2010). On the other hand, la giea ing denotes a
u

Weraction.
o
According to Nakazawa (2009), “some skills can @Jired rQ ’se_{@'ﬂdy,

while other skills need to be learned through the € 1 nc% tingﬁ.t'h other
| . : z o

people along with the guidance of an mstrtwrima ngg se, stand the

productive skills of speaking and writin mch uma essrhedt, accuracy, and

feedback remain unmatched by onlin%%anﬁ %il(},‘@h, 2010). Web 2.0

does offer voice tools and writing pI{OMNS, sug ikis#d blogs requiring a high

S
degree of human interactigff” andymay JXer pa@ solution to this challenge
) s

(Wichadee, 2010). \

oﬁy %}mowledge acquisition could lead to
@\"on and a felt lack of essential academic

social phenomenon that requires some basic level of -to-

However, an overrt’ho teeh
student boredo Q‘ron:g lns?o

support (Genﬂte 009). A tru& b@?ﬁed learning program could help to resolve

NS
some ofENultifaceted challenges (Johnson, 2014). Thoughtful blended learning

cou ign will prove essential to achieving a more student-meaningful and

instr®r-supported blend that all participants can embrace.



Creating the conditions for a high level of student motivation and satisfaction can act
as a counterweight to the challenges of a blended approach and can prove crucial to
the process of successful learning (Wu et al., 2010). Bolstered by overall student
motivation and satisfaction, a sustained, continuous, and persistent engagen\R;

students over time no matter the modality can become an attainable goam u et

al., 2011). Y'

Blended programs present an attractive and viable solution to tN§ llenge, when
thoughtfully implemented, and decision makers are se or@ce and
experience-based proposals to that effect (Johnson, 2014 . X
N
l S
2.3  BLENDED LEARNING MODELS
As the term blended learning taking in get ons eratiyn fm@nstructors
numerous models of mixed learning are pro These els @made trying to
outfit the convenience of mixed adapt n he : and Horn (2012)
ll
reported on 4 models of blended le mergl i tlon sector today. The

models are rotation model; ﬂc el, self#:len o@d Enriched-virtual model.

QtddTour @categorles that are stationed-

The rotation model is fu

-clas&aom model and individual-rotation

J_l (_)0

model.
X n) ééj
The rotatio @ S a progrfim hemtudents rotate on a fixed timetable or at a

oy
e

(sion between learning® modalities. At least one of the stations uses

ing. The other method or station might include activities such as small-

grou full-class instruction, group projects, individual tutoring and pencil-and-

paper assignments (Staker and Horn, 2012). Station rotation and lab-rotation modal
have the same concept in which students rotate between places or groups. The
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difference is station rotation happens in the class while lab-rotation model happens on
campus in several classes or computer labs. The individual rotation looks at students
have a personal schedule in which they will use to rotate between different stations.
This model differs from the other three because student does not necessar@

every available station or modality. 5 )

Flex model in a blended learning model where primary delivery O content and

on a flexible and adaptive as-needed basis. Some activities t use‘ in this model

are small-group instruction, group projects, and indivi ual torige (S & ,
S

2012). Self-Blend model is where students take or morej orfgne codsses o

enhance the learning process of certain subject, Thxst m

model. This model concept started out as &,’ne 0

NG The e f@’ed-virmal
mi&gvgich was later
?ec é\etween attending a

A =5
lar@ lipped classroom and

&

the online campus every

<&
D +
Meanwhile, Universif& al ed @ning model used is a simplified
N O
version of the f@ass om c?broposed by Staker and Horn (2012).

Students are % to n a weekly basis as well as monitor their
| . ¥
activity o\ ing SPECTRUM\G)

In & eveloping world, technology has taken center stage in education. Many
a e

p archers have taken an interest in blended learning and the classrooms.
Delivery modes may vary from face-to-face, blended, and fully online. Bleffert-
Schmidt (2011) and Risner, (2011) found that no statistically significant difference
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was found between three different delivery modes which are face-to-face, Blended,
and fully online. However, general satisfaction and appreciation of the blended

modality was observed. Online classroom pedagogy was more student-centered

(Ruck, 2012). \Y~

McDonald (2012) indicated three different models of blended in high&catlon

supplementary learning, interdependent learning and adaptable leammgq

Supplementary learning is the experience pattern of adult le men they assign

meaning to blended learning based on perception -to-fake angp online

L4
component. Meanwhile interdependent learning is the plimghta eiatiggﬁp

between online and face-to-face components o oursef erat&greater
understanding of the course content, peer and to‘ an daptgéb‘zamma is
the adaptability of the learning structure\ ocess w le@rs feel would
beneficial between traditional learning g l d 2012).

In addition, the differences in the cme erm&‘é of process and learner
orientation influence the me blen le 1hg§ntually, adequate technical

J‘
support is important for @nent‘n ded 1 ‘ng model (Moukali, 2012), as
aifi

well as teacher technj

Lately, a huge % of e}a m21 (@We powerful utilize and mix of Information

and Comm tion Technologies Q)CX'.) instructional practices has been wa atched.

f@tal gimmick that separates the e-taking in frameworks from the

@ learning situations is the level of innovation use and the continuous

movement of control and obligation of the learning methodology to the learners,

issuing them the chance to learn whenever, anyplace. This movement of control
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appears to emphatically impact the learning adequacy of learners. Other findings Wu
et al., (2010) suggest that computer self-efficacy, among others, significantly affect

performance expectations. The interaction has a significant effect on the learning

climate. Y.
N

Many researchers have tried to evaluate the role of technology in the lew ocess
with significant emphasis being placed on the components of the lv systems.
Ishizuka (2011) pointed out those important factors having a para influence on
participation and engagement with a learning structure coul with their

acceptance and affective responses towards the syste

o}

ere is an extraordinary requirement for foun: at1 0 kee si oth 0
Th traordi for found k "\b h of
current patterns in the instruction enclosure a d al the oc1 v1ronment
in which their students’ capacity. This e nt to cnbed as being
"loaded" with cutting edge data and 1a11 further commute
scholarly organizations towards ¢ tl ﬂ ex uda ovatlon (ICT) based

exercises in the backing of the l%ed ca:;l ;ro ¢ (Hales & Fura, 2013).
Co N

a‘
24  MERITS, D@ITSI
\
LEARNING q 3!
O
2.4.1 Merits ed rn Y

As many s have reported \&}éents who have experienced blended learning

LENGES OF BLENDED

@/..

g

ppre%ds course delivery model because it adds other advantages in addition to
fleywbility and ubiquity of online courses, such as direct interaction, learning
support, and motivation (Fabry, 2012; Fearson et al., 2011). Additionally, blended

learning encourages students to be independent and utilize technology. The cost of
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learning becomes less because a tutor with the assistance of technology can monitor
many students. Besides, blended learning ease intercultural communication gap
between people because it can cross geographical borders to make a planetary
community. Students who are shy to take part in classroom discussion for an&e on,
such as lacking the skills to speak in public or feel constrained by ting cagleasily

place their questions and opinions in their forums at their own pace. T

ylming courses

tion' idea sharing,

nh ce\adqf s@ent

N
performance is what American students reporte en th:ey co par!d-{;l,ended

s

43'

nt, %icvement, and

In the United Kingdom, students were inclined to enroll in bl

because they were looking for flexibility, more support,

interaction, and better communication (Fearson et al., 2011).

learning courses to traditional ones (Chan, 2011). \

NV

Blended learning produces a greater defit enga

satisfaction than traditional or purel %e ap‘b\v @gh there are mixed
a 4 )
1 S m a@om the wide range of

approaches to blended learging entl), em eS@' the lack of understanding

about how student charace@i)inﬂ% af'@(s best for a given individual.

A fast way to deli %a m@ipti Q(s(eourse. Determined by a particular
\ ¢ O

)

pedagogical ne@&cat:}n st’rﬁ\ﬁbtforwardly include another action that
W

—=

UQ

results (Chen et al., 2010). The\ re

suitably z&%their :lS ithfgé\expending additional time and exertion in

reconsiddgg and replacing the e}(u?e course or exploring the numerous conceivable

mi arning parts and conveyance techniques. A case is McCarthy (2010)
k action.
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Because of the profits that mixed learning projects bring, for example, expands
adequacy, cultivate the nature of the instructor learner association, input immediately
and alternate preferences (Alebaikan & Troudi, 2010), numerous instructive settings

have changed their conveyance routines to mixed projects to exploit @3

pedagogical methods of blending online and face-to-face learning. :

In the same stance, Siew-Eng et al (2010) discovered that learners re? ss in rural

or urban area were satisfied with blended learning, especially o ourse content
and materials that they can read, download and print a@ learners also
revealed that they can improve their information, atign a hnology
skills by using the blended learning mode, because % intergct rm‘@s and

facilitators at any time and the course was ﬂexxblw @:m, time
and process. \c}’ 0‘ QE

Farahiza, (2010) derived with beneﬁts ende ?g conference paper,
S

she claimed that blended learnin ancexlayn&ra@n, communication and

collaboration, it offers flexibilit efﬁrtenc x@s the reach and mobility, it
!
optimizes development cost and |me i w@ent and effective approach, it

provides more chowe&x leqrhin lear mcreases learning resources and

\
experience and last% cofrates ?’pe‘éﬁce and conviviality.
&
learfl ge@t gives an intelligent and interactive setting

ore
A‘ Y
for cox ion among leam% and instructors in the classroom and may

\%greeable exercises or activities even beyond the classrooms (Yuen,

Furtherm

237/



.42 DEMERITS OF BLENDED LEARNING

Besides the advantages, there are also few disadvantages or challenges in using

blended learning. Research conducted by Siew-Eng et al. (2010) shows that qgen
N

though learners were satisfied with the blended learning mode, some of thede

complained that the system is not stable and they frequently could not a he web

site and it causes inconvenient to them. q

Anuwar (n.d.) in his paper stated that there are many cha n&'ﬁat need to be

overcome in order to enhance the effectiveness of blend ing. %nemlly

L
there is still a lack of awareness amongst the popula@eciall the aientﬁo
—

the foy agbptioiRrate, in
o

ut thésﬁl lack of
em@digital divide

the content, inadequate infrastructure togN ith the
égage the content, it

especially to those who live in rural : extwgt
o S
0

requires a rich combination of mul'\' c e s.“l{g&er, due to bandwidth
and connectivity limitations, tvﬂa’ing U c&ent to the learners will be

n
en@igin
slow and it may create metio n afhofe learners and it affects the ease

of learning. Lastly, 0\n arn

!

which is to be foun g al\o;l er, (19Malaysia.
Q 3

% ’ V)" <>

3§

2.4.3 C@NGES IN BLEN LEARNING

The lended learning can pose challenges for students and universities.

@ expectations and feelings of isolation are challenges for students, while

universities are challenged by time and support issues. Both students and institutions

feel that the traditional learning model is better. S

which many institutions are keen to embrace

res @y high degree of self-motivation

-

encounter challenges presented by technology issues. Students enrolled in blended
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courses can sometimes have unrealistic expectations. The students in those studies
assumed that fewer classes meant less work, had inadequate time management skills,
and experienced problems with accepting responsibility for personal learning.
Students in such courses have also reported feeling isolated due to tha\egrzed

opportunities for social interaction in a face-to-face classroom environmﬂ%yth et

al., 2012). Y.

Experiencing issues with more modern innovations is an altern for actualizing

mixed learning. This was especially the situation where

depend on moderate (e.g. Dialup) Internet associations{Smy™ et {l., 2 4 hﬁp,oor
N

internet network has been accounted for to hinder u studies" cqpa tcg @:?cipate

in online examination. \3 \ ! Y\-’
An alternate test identified with innovatmw)he pe@ac@% the innovation
i

?l @ from a separation
S

gave by mixed learning is seen asd able,%}mv:%iﬁ&cess might likewise be
obtrusive to learners' close t thves. ':or l<:$k%o\3nline segment brings about

additional time gave to study<fnd {{ nf@xal concerns. This can prompt

members feeling ove ed a &@myt al., 2012).
1 O

ﬁ (Q 2 9

Educators needQ— ve n

methodolog wdicatedm?

—=

4

0 o@ve learning to effectively apply this
&en@o et al., 2009), to effectively incorporate

5

innovatioMgnto the showing backEMund, educators need information that can permit

the

e lqentify which innovative device is expected to meet a particular pedagogical

objective.
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e Specify how the device will be utilized to help students to accomplish that
objective.

e Enhance students' capacity to utilize proper innovative devices as a part of the

distinctive period of the learning methodology: investigation, examina%{znd
generation. : ' ,
o Select and embrace innovative devices that can permit them to rec i the need

and determination issues identified with their own particular evaantages.

reward. The included action can be viewed by numerqus st

undertaking on top of an officially content-substanti¥Rgourse (Gefrisgn & ‘v%ughan.

2011). \? g R, Y\"
With the expansion of another action ;t wip@ rrent one can
exorbitantly build the teacher's d. \ rs \Q acknowledgment
] v )
imperatives and overpowering wo& as a e ffec@ncluding extra internet
: N
showing assets (Alammary € 1., M14). e
% N

&
An extra activity in an @ couls i otien n&acognized by administrators, and
teachers are therefor No en th Q{Torts. Inadequate compensation and

’ (,)

incentives is on mai f? nq@ively affecting teachers’ e-learning use
’
(AIammaryK%M). é

=9

9

The last E\br colleges executing mixed learning is the trouble in gaining new
|

learn novation abilities, for example, how to encourage internet learning groups,

encourage online exchange gatherings, and oversee understudies (Dziuban & Moskal,
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2013). With respect to understudies, innovation can likewise be a test for colleges

executing mixed learning.

2.4.4 Conceptual Framework T

The goal of the research as from the identified objectives is to provide ei% and

efficient blended learning system. It can be concluded that ma factors and
instructions combined together in producing an effective blended rny¥. From the
above theories and concept discussed in the above literature r ieWan be seen that

there are many factors of consideration that produce a tive Weaming

nde
. . . . ‘
system in any institution, and the most prominent and @nes arp the n's tb_b,t. an
4
3

be seen in the below Framework.
V: o
FIGURE 1: Conceptual framework. c)

—=
/S

Students’ prior e
knowledge.
-~ and reasgQs

—
o

Approaches 10 eaming
and studying

Type of teaching-
learning environment 1
p'ovidg—d

How course material is
selected, organized.

presented, asgessed

1& Te¥ehe 30¢
cougge WowBdggang ™
Q— concgbiofls of aa |
¢ 'o;f
A \)T :

\C) Source: Stacey & Gerbic, 2010

&E of dependent variables and independent classes of variables are mixed or

If th
in@together in due proportion taking into consideration of each variable,

blended learning, especially in higher institutions most especially Universities will be

highly effective will no doubt improve the quality of learning, skills of students and
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teaching or tutoring practices as a whole. Students are most likely to improve
academically, likewise teachers and the whole institution or educational organization
will be lifted to the roof top. These variables are the points of consideration or and the
success factors discussed above. For a successful and effective Blended &

these points discussed must be applied to the success of a blend in leamiAJ

The generic proposed framework or personal theory involves ttmlasses of
independent variables or variable groups. Each of these 1??&6:1“ variables
constitutes of a set of dependent variables. The firs ol e' Insjitutional
Consideration, Consideration to students, consideratl to teachgrs péﬁ@gic

| S
es four@'iables

V
leau¥e and Self

t 08& consideration

considerations which as a whole are independent of tiMgest, b’t
are dependent on one another. Similarly, E-legnin Fagfi

managed learning are dependent on one a hﬂ inde

class variables discussed above. As we oW t&ﬁ%' gésc to face and self
\

managed learning are the generic pr ary eme Q“-& blended learning

system when combined or integr 1rdr, t sig the blend, a mix of media

JoN;
and learning styles, e\ecutm%)rt, cogt ud% pport, time flexibility are set
O

of dependent variable anl)ther whic e six in number and similarly,

\
yﬂe ve. These three sets of independent

—

independent of the ct sem
variables, each go ng ; -dgpe e@z{nables combine to produce an effective
n:x

learning in A d way of a un 1\@3& system or perhaps any similar educational
~N

organiz g\lacev & Gerbic, 2010).



2.5 INFORMATION SECURITY
The security is extremely pivotal in developing and adopting blended learning system.
Developing measures and standards for distance learning and education impact in a
noteworthy manner the improvement of blended learning system. Blended m
system must be secured against manipulation from the side of the studen hlso it
protects the user’s privacy and it ensures client's security. The securiNWsities and
requirement for blended system are investigated and explored regM the "Privacy
Principles". The abilities of various existing privacy ¥n~g 'technologies,
including systems for network privacy, policy-based secu sec 1Wistration

®
and management, and trust system, are to be explo@ewed n ap@‘;he

security is extremely critical in building up aved@ syst{}. Rising

measures and standards for distance learning eNcati nci“% noteworthy
dlégng system must

manner the advancement of blended leagning stex\Bl

be secured against control and manipu %frw\%d oﬁ%ﬂe learners and also it

o Q-
ensures client's security and as we rijac rity JA%’ critical issue in the real
Sy

instructive and educational €0 ZWher bleytad @ing increases in fame and
s s
more individuals are tal%mline cl) oy ou@abawya et al., 2013).

&)
2.5.1 SecurityCo@' ¢ ! (_)O
s’
&

ti
The roles of saupity¥ncod y\e fo@vingz user authentication / authorization,
protection wvate data from u@nded access, and assurance of data integrity
N
guardi nst data defilement by attackers. Authentication is extremely
anifich in blended learning in light of the fact that the user's information is
expected to be secured. Security is an essential issue in the real educational context

where blended learning increases in popularity and more peoples are taking online
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courses. Blended learning platforms are today's design frameworks that need to be
secured. To achieve a good level of security, there are many important elements that

must be taken into account: authentication, access control and data integrity (lacob,

Database security concerns the utilization of an expansive scowf:nformation

N. 2011).

2.5.2 Database Security

security controls to secure and protect databases, po ti% Yincluding the

information, the data, the database applications or st nc iont\thyatabase
®

system, the database servers and the related network lin ainst te ba a’n o&ﬁr

secrecy, integrity, confidentiality and availability (§ & Cibhan 01{8"

NN
Secured Access: This implies the blended @ S S ‘t‘;m oul ve a strong

authentication mechanism in place. It ha z@n ﬁ wh_irQust the genuine
N
client/user is permitted to utilize the @or fust thedn i\@ﬁls who are enrolled

']
cesé‘lés the blended learning

=

icatfonl .@instance of the effective
s ¢ &
authentication mechanw by @g th%(blometric authenticator or any
confirmation or authgfMgatidn tha fmgs@ﬁgte and prove the personality of the
¢
’
user and that 1 fakl u an @voided. This is a vital prerequisite in
'
blended leam:' %g em (CioBBnus& {:nu, 2012).

&
Evaluati Xsults Integirty, Authenticity and Confidentiality: The evaluation

[¢]

are permitted to have access to the sy

system ought to have a authe

must tegrity and that the learner record must be authentic. Evaluation Records
(Exam, Activities, Quizzes). Since evaluation results are important, it should be

confidential only to the true learner and cannot be viewed by others (Zuev, 2012).
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2.5.3 User Information Security

Learners and moderators profile ought to be secured as well. Secured access is
obliged to confirm and verify the client/user. This is to demonstrate and to prov

identity of the user against impersonation or pretension. Along these lines% e
genuine and true user can partake. The best and effective strategy is by ﬂ%‘ng the
biometric confirmation/authentication, for instance, it could be inw of iris

examining or unique finger impression. With the latest technold for instance

in smartphones, there is an eye detection, which distingg a@ while
e ng

taking a look at the gadget's screen. This authenticator t be Yun & R:z;l\‘er
NP
L 4
\ \T

2.6 BLENDED LEARNING SECURITY RAqlLI ES S'
&

The blended learning platform ought t heﬁf 1 {nferruption issues

when it is implemented utilizing syst || v Q‘:}
NS
I

e XSS (or Cross Site Scripting)Y'
N

e Cross Site Request For<(| RFKJ &
O

e Direct SQL code in'& th@ge; (?
N S
e Remote injection% a v’us‘/tr ! f}lléag')
o Stack—smas@zksf .v) ~$
3 4

o SOQL injewsidy in the site addres@m SQL injection);

has a continuous session (Ciobanu & Ciobanu, 2012).

o Perj ilferent searches using search engines to retrieve personalized website

@ation like password, user name;

e Password cracking using decryption systems;



e The web indexing of the site should not disclose security features like
scripts or database address connection;

e Guessing the web site session id (session prediction) (Defta, 2011).

e Cross Site Scripting (or XSS) is a standout amongst the most well-\x

application-layer web assault. XSS usually targets scripts implanted s%ge

which are executed on the client server-side. XSS in itself is a g hich is
brought about by the internet security weakness of client- side w user's web
browser) as opposed to on the server-side scripting lang s,@ith 'HTML and

JavaScript as the prime culprits for this exploit. once tw e

control and manipulate client-side scripts of a Wﬁ@aﬂon o L#e @,e
way wanted by the malicious user. Such a manww oa{ ta geg tina

page which can be executed each tlme

associated event is performed (Defta, 201

(&
=)

An XSS attack can be used to achlev owfh

Accessing sensitive info
Identify theft; ) \o'
Altering browser fur@etty' Q

Web application

e 1s°§0a
SN
Ou<° Its:
é

i

Denial of sefi

To preve w an attack,the blen
acco aésg action:

Guarantee that the pages in the Web website return client inputs when accepting

“,
N
/CJ:C.)

S
learning platform designer can perform the

them for any malicious code;
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e Do not totally trust Web sites that utilize HTTPS (Secure Sockets Layer)

regarding XSS;

HTTPS guarantees secure connections, yet transforming of the information &

entered by the user is interior to the application. In the event that the appli

XSS holes, the attacker may send a malicious script that can in any cas ecuted

by the application and lead to XSS intrusion. R

NV

e Convert all non-alphanumeric characters to HTML argerl entities before

displaying the user input in search engines and f '

e Use testing tools extensively during the deslgn¢ e to elfminde ’;uc&,g' SS

holes in the e-learning application befv gO\ @f’nar &
Kamlesh, 2011). V 0‘ g
c’) - 4

Cross-Site Request Forgery (CSRF) is t a 'éteted victim into
loading a page that contains a ma11 u&t Itd fna 1@ in the sense that it
acquires the identity and privile perf Qén undesired function in

Jadd §, of residence, or password,

the system like altering the%n emai

or buys something. CKMackslb larg% get function that cause a state

change on the serve, Na ut@ to access sensitive information. For

most sites, the r wifl agto at incorporate with such demands any
' 4

accreditati & ected w

funda authentlc credentlals\I‘P address, and Windows domain credentials etc.
% nner, if the user is currently authenticated and as well confirmed
co ed to the site, the site will have no actual way to recognize this from a

legitimate user request. In this way, the attacker can make the victim perform actions

é‘

=

t{e s " for example, the client's session cookie,

that they didn't intend to, such as logout, purchase item, change account information,
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retrieve account information, or any other function provided by the vulnerable

website (Ciobanu & Ciobanu, 2012).

SQL injection is a generally basic kind of attack, and can be maintained a stra?
distance from with strict adherence to some fundamental coding practices.@ﬁg
this technique, a hacker can pass string input to an application with { ust of
gaining unauthorized access to a database. Hackers enter SQL qu riesY:haracters
into the web application to execute a surprising and unexpec edv\ that can then
act in a malicious way. Such queries can bring about a toin t‘10riz d data,
bypassing of authentication or the shutdown of afgtabase ;K;!'(&Yﬂe

possibility that the database resides on the web serverWg on aglifferght sex{er\. The

4

most widely recognized methods to prevent th@&?\ectio@ﬁerabiliw

&5

e Check the user's input for dangeroéh}aclﬁnﬂ%jgle ges;

o Q-
e Using prepared statements, whN the M ex&‘ﬁ& what to expect before
N

any user-provided data ieaisg to it; ‘e

'S
o s s
e Encrypt sensitive d@ure @Q me$ s give nothing away about the
internal architectw he } ion tr)&ﬁe database (Ciobanu & Ciobanu,
(—) ‘P2 .9
2012). Q" \(J
<Q ’ v); >

The SQL inj&¢io¥ can be applled&) for URLs, which can be modified by an
X S
attackerENr to access important information (Iacob, 2011).

ck-Meshing attacks focus on a particular programming fault: imprudent
utilization of data buffers designated on the program'’s run-time stack, namely

local variables and function arguments. Stack-crushing attacks are not serious
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problems, subsequent to an overall harmless service, (for example, a web server or
FTP server) can be made to execute arbitrary commands. The idea is really clear:
insert some attack codes (for instance, code that invoke a shell) somewherg and

overwrite the stack in such a route, to the point that control gets passed to, ck

code. A

To avoid this issue, the program developer (programmer) must: Vz

e Use a language or compiler that performs automatic boulg c

ckiig;
e Use an abstraction library to abstract away risky APIs; \d
®

Y'
e Use technologies that attempt to protect progran@t thesp a kl (]@afe,
4 N
IBM Propolice, etc.) Yv ~
Session hijacking is the misuse of a val@uter S at 8@5 additionally

called a session key to gain unauthor%acces \uq¥> f9a or services in a
computer system. This fundamenta%ns st aﬁ nlo logon hash from the
session cookie (Miletic, 201 1).% a ﬁg‘gégiving a remarkable and
hard- to-figure identity val% ion iQ to e‘.tgicz?er (either in a cookie or the

URL) which the browy&Nits @ ne&’e(eauest made. The session is alive

N :
as the length of the N tyu seidip_gﬂ\e id with each new demand. Session
Prediction me@sinﬁ sgAnti (S)ession id utilizing different tools and

4 g
methods (lm force tec niqu&é}'?le attack is conceivable when session id is

i . . . . :
weakly ;Nted, excessively short or assigned sequentially. Sessions that don't
{

/73,4

ter n the HTTP server can permit an attacker boundless time to guess or
brut ce a substantial authenticated session id and in the end gets access to that
user's web account. Additionally, session id can be potentially logged and cached in

proxy servers. When transmitted via a URL parameter, GET requests can
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potentially be stored in browser history, cache and bookmarks. It can be also easily

viewable then (Kumar &Kamlesh, 2011).

To prevent issues regarding the session security, the following best practices Sth.

be followed: c\

e Session id should be adequately long and unpredictable; Y'

e Check if the session id is valid;
e Check if the session id has been generated by the applic4y n%as not manually

introduced by the user);

‘
e Regenerate session id after a period of time or @ user grivj e’l@;s

changed; Y. \’Y'
\r
e Use only cookies to propagate a session 1@ 0‘ ‘{

e Avoid "remember me" option (pers ow (_}
‘% N

e Expire session after a period of 1 i ¥ \S"

smni;ﬁ dy iobanu & Ciobanu, 2012).

2517 Element of mf seJurl hrea blended learning

O

l
Information securi e a uran and d)jraectlon of data from dangers or threats.

e Expire session on security error;

e Remove session cookie

f

The threats m m i utsi‘&mdlvndually known as Insider Threats And
Qutsider Information secuc&) is to be implemented and executed to guarantee
busm rence and to as needs be minimized business risk. The blended learning

the ame qualities of e-learning in term of information and communication

technology. Subsequently guaranteeing the availability, confidentiality and integrity of



information is likewise of a noteworthy concern to blended learning environment

(Jefferies & Hyde, 2010).

Availability in blended learning as portrayed for e-learning is the affirmation tw
blended learning environment is accessible by authorized users, at w %\omt
required. Availability is best guaranteed by thoroughly keeping up fkﬂpment,
hardware, performing equipment repairs instantly when required, V a certain
measure of redundancy and failover, giving sufficient and adew.commumcatlon
bandwidth and preventing the event of bottlenecks, impl e,genc backup
power systems, keeping current with all necessary syatem upgrgdes, gq{vng

against malicious actions such as denial- of-servic DoS)’a ac ( -\ﬁez &

Gonzalez, 2010). 0‘ \ Y}’

Two facets of availability are typically exa ;, Whlch deni f service (DoS)

and loss of data handling and procE bgla b d users are totally

dependent of the information o intern @—l the availability of

materials and information Raccess’d;j wh d any location is of
paramount. Neglecting tc\atlg av tremendous effect on blended
learning users and e- l@ pr S Jeff@! & Hyde, 2010) mention that some

3
features which a ndel I ng a&c?rlvacy and security for e-delivery and
N3
collaborative tjon. TH‘CVZb

; . ; .
is import arantee the rehab}&@' of the materials and the information published.

This n% another security element, which is integrity.

IntcMwef in blended learning is the same as e-learning which is the security of

ili@ materials and information is inadequate. It

information and protection of data from deliberate or accidental unauthorized changes.

Integrity includes keeping up the consistency, exactness, accuracy and trustworthiness
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of information over its whole life cycle. Data should not be changed in transit, and
steps must be taken to guarantee that data can’t be modified by unauthorized
individuals (for instance, in a breach of confidentiality). In addition, a few methods
must be set up to distinguish any changes in data that may happen as a consq

non-human-caused events, for example, an electromagnetic pulse (E or’server

crashes. In the event that a startling change happens, a remforce?' duplicate

(backup) must be accessible to restore the affected data to its gorwtate. Integrity

depends on access controls; therefore, it is necessary to itively 'and uniquely
identify all persons who attempt access. Integrity can be pr Itackers
masquerades, unauthorised user activity, unprotect loade "A@ and

4

b&€ause @?\.of these

Althpudh availability

unauthorised programs (e.g., Trojan horses and virWs’

threats can lead to unauthorised changes to % pr

and integrity are the main security element u anS within blended

learning environment, the element of co ntitliho @Mnt (Walid, 2012).
&

Confidentiality is the protec onvfom,atlo .I Q/\stem so that unauthorized

persons cannot gam acc ess ﬁdeK pf'eépts sensitive information from

reaching the wrong pe hlle ure t the right people can in fact get it. A
good example is an t ?r}otﬂ% number when banking online and any
means of ia@' iong Da n is a common method of ensuring
conﬁdent1 ser IDs and pa5\\’ds constitute a standard procedure; two-factor

authe @s becoming the norm and biometric verification is an option as well.

vag are some of the most commonly encountered threats to information

confidentiality: hackers, masqueraders, unauthorized user activity, unprotected

downloaded files, local area networks (LANSs), and Trojan horse (Walid, 2012).
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2.8 INFORMATION SECURITY IN BLENDED LEARNING
As a system that depends such a great amount on the utilization of internet

(particularly information and communication technology), blended leaming%' ¥ 1o
ti®n

the effects from every risk and threat encountered by the in%’ and

communication technology. These include: Y’

1. Deliberate software attacks (viruses, worms, macros, denial Nes (DoS).

2. Technical software failures and errors (bug, codin len's unknown

loopholes). \d

.

3. Acts of human error or failure (accidents, emplo is kes) A
R

4. Deliberate acts of espionage or trespa s u th access d/or data

collection).

5. Deliberate or intentionally acts ofp 0 Inc@sm (destruction of

Q-
information or system). \ A‘Q
\

6. Technical hardware failur% ors ( ip e?l &h

N, |

7. Deliberate acts of th lega ion uipment or information).

\Ip l(_)O

=2}

8. Compromises toectu r cy, copyright, infringement).

s
9. Technol@ solescence (an tl Y;d or out-dated technologies).

E%le acts of information extortion that is blackmail for information

Q (O’leary & O’Leary, 2011).
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Rosenberg (2011) placed E-learning on three fundamental criteria which can be

applied to blended learning due to its much dependency on ICT. These criteria are as

follows: T

1. Network-capable updating, storage/retrieval, distribution an %ing of

information.
2. Delivering at the end of the user via the computer U@ard internet
technology, and i l

3. Focus on the broadest view of blended-learning. \d' e

N
)
The first and second criteria expose the blended Ic%ging in?it tioyf to tiihlreat, as
Y' N
the use of information and communication tw n L‘ \buld @tely Bt

many possible information-security risl\%could m@mformation’ such
as loss of confidentiality, availabilitqyosur Wc '@1 and vandalism of
% ] "‘}

public information services.
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