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The definition of cryptogr

communication so that it cannot be
In cryptography, there @
% and %mmetric algorithm. In

symmetric algorithm, e ke vlf}}éq? encrypt and decrypt the

O

message. There are @es of sy etric&orithm, consists of block cipher

: o

and stream ciph .\th cgnt yrllncagg/mmetric, the keys used to encrypt
», N O

and decrypt sage re i

% s

er@s Some of the well known asymmetric
algorithms Se A, DSA, and FL, AMAL.
N

ck cipher, the data is encrypted in block. For example, AES uses

a DN block. Other examples of block ciphers are DES (64-bits), 3DES
(64-bits), Blowfish (64-bits), Serpent (128-bits), Twofish (128-bits), Skipjack

(64-bits), and IDEA (64-bits).



2.2

In contrast, the data in stream cipher is encrypted as a stream, one bit
at a time. Examples of stream cipher algorithms include RC4, FISH, PIKE,

and Grain-128. We discuss the stream cipher in details in the next sei&R

Stream cipher is another type of symmetric c1phe em other than

Stream Cipher Design

block cipher and it is one of the important classes nzyptlon algorithms.
The Linear Feedback Shift Register (LFSR) is one e cpm S used for
constructing a stream cipher algorithm becaybe E’R_{&m be

implemented cheaply in hardware and its p es N nd@bod

In The Free Encyclopedia (1 2

S m&ﬁned that the
LFSR 1is used in stream cipher b e a ir&gnemed easily in
hardware and it can be readl@ %ﬁic \&However the use of
only LFSR in the stream % 1s ie provide a good security.

Therefore, to overco% m—*"tjlé 4(3} linear Boolean function is

applied to remov earn‘y ahd mproy®Ithpredictability.
L
The stgga 1ph r i qer%%a sequence of bits that will be used as

'

a key call reany T ys then will be combined with plaintext,
:
in an ﬁ”n known a usive-or (XOR) operation, to produce the

\‘9

t In stream cipher, the ciphertext is produced one at a time. Figure 2

pro

& shows the overview of a stream cipher process.
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Figure 2: Stream cipher process
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Stream cipher algorithms can be furth rﬁrigdw
. »

ciphers. In synchronous stream cip

independently of the plaintextéacial% Tw@aeas in the self-

A Q-
synchronous stream ciphers,\ kin deé'l‘%s on the previous

ciphertext (Bucerzan et qm > J [ §
2.2.1 Linear Feedbac@ Regis\tLFséfy
Lineatx%qpa s}f

for constr &‘fna?)iz::}r tor
5

suitab r Nardware impl tation and it produces sequences with
&%

(5

) . :
&g@&i (LFSR) is the basic component

r stream cipher algorithm. LFSR is

200 \stical properties. The LFSR is a shift register in which some

@ outputs are connected to the input through logic gates, typically

using an exclusive-or (XOR). The input of LFSR uses a linear function

of its previous state.



2.2.2

i

Non-Linear Feedback Shift Register (NLFSR)

Non-Linear Feedback Shift Registers (NLFSRs) have been
proposed as an alternative to Linear Feedback Shift Registers (LFSRs)
for generating pseudo-random sequences for stream ciphe\Y: -
Linear Feedback Shift Register is a generalisation of Lingg\ Fe€dback

Shift Register in which the current state is a non-linear Rc’ion of the

N

previous state (Dubrova, 2012). v

3

N,
Boolean Function é I ),
b 4
u

&

A Boolean function is a con?ﬂ'tio 10n@}. Linear

Feedback Shift Register and No@( Feedb %{ﬁ Register to
obtain the output. C : >\?
E n
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Grain-128 Stream Cipher Algorithm

Grain-128 stream cipher algorithm was introduced by Hell, Johansson,
Maximov, and Meier in 2006 (Hell et al., 2006). This algorithm supporv—
bit key and 96-bit IV. Grain-128 is a family of stream ciph was
submitted to the eSTREAM stream cipher competition. There ar%ee main
building blocks in Grain-128, which are a Linear Feed ift Register
(LFSR), a Non-Linear Feedback Shift Register (N&ES and an Output
Boolean Function. This algorithm is used with li res u"seiéch as in

gate count, power consumption and chip ell e b \The

L 4
t?'ba,Q 1phe%’l§or1thm.

tiodé\d keystream

following explains the description of Gra

Figure 3 and Figure 4 show the proce @
generation, respectively. :\T

b

initial
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Figure 4: The keystream generation process

- g(x) . f(x)
-t

NFSR

P

Dd

L 5 Keystream

\ 9
I &
2.3.1 Description of Grain-128 Stream Cip orith '\)Y.
| NN X
a.

Linear Feedback Shift RegtMFsip

:
",

o3
N sl
%nsiis of 28 bits? The content of LFSR is denoted

\
as %: g 4 v&\is SR will be updated for each clock by
S’

Si+128 = Si + Si47 + Si+38 * Si+70 T+ Si+81 T+ Si+96

> LFSR L 4 Yv
U‘
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b.

Non-Linear Feedback Shift Register (NLFSR)
The NLFSR, g(x), is the sum of one linear and one bent

function and it is defined as

g = 1+ 232+ #37 + x72 4 %102 4 y128 4 x4@\8»~:

&

x 115,117 \/

It consists of 128 bits. The ntent f
denoted as b,,b;:;...,b, + 127. This wﬂl upc@%d for
Y.
each clock by setting 44

Co . ;
biy128 = si +b; + bz@ ’?%]zﬂs%'bw%

biy3bire7 + bit1 z'*' me i+27Di+s9 +

x61x125+x63 67+ x69x101+ x80x88 110

s
bitaobitas + Nwst +esbég4
¥
',l c_)b
G,
Output ) anF onlmear filtering function)

\%Outpul Boole% Function, it consists of 9-input filter
6 ion taken from seven (7) bits of input from LFSR and
two (2) bits of input from NLFSR. The degree of this function
is three (3), denoted as deg(h(x)) = 3. This function is defined

as
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h(x) = h(xg, xq, ...xg) = XoX1 + XpX3 + X4Xs + XgX7 +

X0X4Xg

Keystream, z \

In order to generate the keystream, the cipk& st
firstly be initialized with the key and IV. To constr FSR,
the first 96 bits of LFSR are loaded with 96 bits @ereas the

last 32 bits of the LFSR are filled with ls. nstru t'N SR,

L3
the 128 bits of NLFSR are loaded \%\28 li;sj}y. e
iniﬁa’l\i 10n$1. be

process of generating the cipher in thw

“q

clocked until 256 times. After h\ er 1 11 edOQ times,

the keystream has been gener(% >\,T ,é
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h(x) = h(Xo, X1, .. X8 ) = XoX; + XpX3 + XuX5 + XeX7 +

XoX4Xg

Keystream, z \Y‘
In order to generate the keystream, the cip&hust

firstly be initialized with the key and IV. To cons LFSR,

the first 96 bits of LFSR are loaded with 96 b1t hereas the
last 32 bits of the LFSR are filled with 1s ,@ FSR,
the 128 bits of NLFSR are loaded wRW128 C;‘Ye

process of generating the cipher in tl?!y 'rﬁ:ﬁ'& ti \§/.ill be

i C ckgé;6 times,
the keystream has been gene@s} ﬂ>’? §
% UL

clocked until 256 times. Afteryt \%
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Randomness Testing

Randomness is used in various fields and it is interpreted in different

forms, depending on the field related. For example, in cryptograp e

\

randomness test is important to test the sequence whether it is rs% or not

random. The sequence to be tested can be characterized and d ihed in terms

of probability, where the probability of the sequence is ranch not random.

Therefore. there are several tools for tes‘%cm')mness of the

sequence, which are in the form of statistical tesfs. or ng\odgdr ju et
onl st L2

al. (2010), the National Institute of Standards TCCh}lO 3, § deY~ ed that

R g o~ Y
there are more than 200 statistical tests t%a omﬁ \HOWQ@' there are a

number of statistical tests that are ap@OSt by es ers in order to

verify the randomness of the seq : om&lﬁ‘n @ted below:
() 4 QC?

&
1. The first statistic% uite vjas v;lo@ by Donald Knuth and was
'3
presented in Qboo “T@rt of Computer Programming

&
Volume t&@m erl lg%@ms” (Andrasiu et al., 2010). There
are 1 %of;, pirj éédvhich include The Frequency Test, The
Q! E‘ s
Sgn! st, The Gap @'The Poker Test, The Coupon Collector’s
\
y The Permutation Test, The Run Test, The Maximum-of-t Test,

QThe Collision Test, The Birthday Spacings Test, and The Serial

Correlation Test.
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Randomness Testing

Randomness is used in various fields and it is interpreted in different
forms, depending on the field related. For example, in cryptography_the
randomness test is important to test the sequence whether it is rand@g ot
random. The sequence to be tested can be characterized and descrA‘n terms
of probability, where the probability of the sequence is rando%oY(; random.

Therefore, there are several tools for testing e?ﬂbmness of the
sequence, which are in the form of statistical tests. rding{0 Apgrasiu et
al. (2010), the National Institute of Standards and nologies Ta‘iﬁm
there are more than 200 statistical tests for ra ess{ er, tklg.e are a

number of statistical tests that are applietw y tﬂ‘a I arch 1n order to
verify the randomness of the sequencem of: II&QOGIOW

‘o $

1. The first statistical test sut Md égonald Knuth and was
presented in his q:tle J‘Ar‘tbf Computer Programming

Volume 2 Se&Nnca‘ A\lth ((Andrasm et al., 2010). There

are 11 typ Nfrleal ;lwh@'[ include The Frequency Test, The
p

Serial e T\!} Poker Test, The Coupon Collector’s

e Permutanon TQ{ The Run Test, The Maximum-of-t Test,

!?\ollision Test, The Birthday Spacings Test, and The Serial

Qorrelatlon Test.
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2. DIEHARD Suite of Statistical Test

The DIEHARD Suite of Statistical Test was introduced by
George Marsaglia. This statistical test suite returns p-value that should

be uniform on [0,1] if the input file contains independent randeis.
The DIEHARD test suite is based on the probabilities or dis@n of

different outcomes (Rotz et al., 2001). It consists of 18 of tests:
The Birthday Spacings Test, The Overlapping S-PeMations Test,
The Binary Rank Test (for 31 x 31 matrices), nartf Rank Test

(for 32 x 32 matrices), The Binary Rank é X m\rgéaYThe
a

Bitstream Test, The Overlapping-P rs{ C pa@ Test

(OPSO), The Overlapping- Qua -S '%s , cc(l~ Yc'y Test

(OQSO0), The DNA Test, The Cq nt ey Tor) égream of bytes,

The Count-The-1's Test in s b % lz;@ng Lot Test, The

Minimum Distance Test, DEf’ S @sét, The Squeeze Test,
N

The Overlapping Sums Tea, iF ﬁ 'l'-eézand The Craps Test.
' S

N
DIEH / ?"I (c;,(/
: ARDERQ
R
AR

The y of test is a further development of

the @(D Suite of Statlstlcal Test. It consists of 17 types of
istl l tests from DIEHARD Suite of Statistical Test, Three tests
from NIST Statistical Test Suite and new statistical tests. Total number
of statistical tests in DIEHARDER is 25 types of tests, which consist

of Birthday Spacing Test, OPERM 5 Test, 32 x 32 Matrix Rank Test,

18



6 x 8 Matrix Rank Test, Bitstream Test, OPSO Test, OQSO Test,
DNA Test, Count 1 Stream Test, Count 1 Byte Test, Parking Lot Test,
2d Sphere Test, 3d Sphere Test, Squeeze Test, Runs Test, Craps Test,
Marsaglia Tsang G CD Test, STS Monobit Test, STS Runs Tes?ifts
Serial Test, RGB Bitdistance Test, RGB Minimum Bit Di‘@f est,
RGB Permutations Test, RGB Langged Sum Test, and K t.

Y

. Scalable Parallel Pseudorandom Number Gen ; SPRNG)

The tests in SPRNG are based on Kfugh's B
al.. 2010). SPRNG has an excellent proo$
random number in parallel. Thereﬁ{eo\,is nit
Carlo applications. In SPRNG,C'sre agﬁgw

include Collisions Test, Co ollecto. “TQ%,- Equal-Distribution

Test, Gap Test, Maxitulwﬁ Tist, el n@d\ons Test, Poker Test,
ial

Runs Up Test, and SKa e

e ]
. Crypt-XS SﬁSta‘st'
4 u):

Crypt-XS Suit\ Statistical Test was developed by

reseaé at the Information Security Research Centre. As stated by

S
%

1u et al. (2010) in their research titled “Statistical Evaluation of
Cryptographic Algorithm”, there are six types of statistical test in the

Crypt-XS, which include The Frequency Test, The Binary Derivative

19



Test, The Change Point Test, The Runs Test, The Sequence

Complexity Test, and The Linear Complexity Test.

. NIST Statistical Test Suite

The most recent suite of statistical tests is the NIST @YKZI
Test Suite. It was developed through collaboration Q&v en the
Computer Security Division and the Statistical Engine Division at
National Institute of Standard and Technology ).'Zhao et al.
(2011) mentioned in their study that the NI StMistifal S

| .S
highly regarded among the list of battgrie f t@t oreazo-er the

NIST Statistical Test Suite is one 0 VP gra 1nvo1Ved
in the evaluation of the candlda es Ad anc, @tlon Standard

(Andrasiu et al., 2010). ThlS alﬂest 51s \f 16 types of tests:
Frequency Test, Runs Te ect’a ; L pel -Ziv Test, Random
Excursion Variant Test, ch Test Longest Runs of

Ones Test, Rand@xc est, (@ry Matrix Rank Test, Block
('3 )

Frequency on v)r p'igg, Test, Overlapping Test, Linear

Complex&%st, Sefial RYT Approximate Entropy Test, and

*h

ué Sums Test. The NIST Statistical Test Suite is discussed in

Qbecause this statistical test was used for this research project.

20



2.5

NIST Statistical Test Suite

NIST Statistical Test Suite is a statistical package that was developed
to test the randomness of binary sequences produced by either hardw
software-based cryptographic random or pseudorandom number @ms.
These tests focus on a variety of different types of non-randomn&t could
exist in a sequence. A number of tests in the test suite %x; standard
normal and the chi-square (x*) as reference distrib iow the sequence

being tested is in fact non-random, the calculat statiqc pifl fall in

c
L
extreme region of the reference distribution (Ru@al., 241009 | _\C}
In this statistical test, the result of ea is% zedn@~ one or
Y.

pr@lity of the

it;& distribution on
A

[0,1]. If the p-value(s) is greater t 26 ﬁgniﬁbnt leﬁa' used (a), it can be
‘% ‘&

concluded that the tested se uhls r%gh t al., 2011). In order to

compute the p-values 0% est infthe Qtatistical Test Suite, some

21



Table 1: Mathematical functions used in NIST Statistical Test Suite

Mathematical Function Test Type
Complementary Error Function Frequency Test
Runs Test

2 (" _ . Spectral Test ?'
erfc(z) = \/_EJ e du e \
zZ

Lempel-Ziv Test

Random Excursion Variﬂht

Maurer's Universal Tes

Incomplete Gamma Function Yv

Q(a,x) =1-P(a,x) =

o Longest Run
@) f ti7h dt Random

10
3 Binary Matrix®Ra . X
N
Where Q(a,0) = 1and Q(a, ) = 0 Block@%ncy 9]4 i
Non- applw Y"
V

SEES %Lxe‘tta-l dt %owy

Where P(a,0) = 1 and P(a,x) =

F(a)zf-tal‘tdt% ' iﬂ%
Cumulative Distribution Fun?g, , e

Sl

l
—u?/ i \,‘ Q
’l (_)b

hggtive Sums Test
&

Llsted$ \l ‘S\&f tests in the NIST statistical test suite
for perform1 evaluation 0§:§§1~domness testing, along with the detailed

explanag each test. These tests have been discussed by Rukhin et al.

Q

—
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2.5.1 The Frequency Test

This test focuses on the proportion of zeros and ones for the
entire sequence. The purpose of Frequency Test is to determine
whether the number of ones and zeros in a sequence are appro 'AReTy

the same as would be expected for a truly random sequence.& )

The description for Frequency Test is as follows: Yv
i, The zeros and ones of the input sequence, ( Converted to
values of —1 and +1 and are add 'to roduce
S, = X1+ X3 + ...+ x, where x \
4 ' -f)
.o S
ii.  Compute the test statistics sobs n \ \,Y.

iii.  Compute p—valuex e hebQ erfc s

N
n.o A

>
S
“« &
The decision rule of this téﬂg‘, i p’-\\%i e tested sequence is
random. Otherwise, %c ested| se d is not random. a is

significance level |

5:?
}o,
Tt\Q)

test focuses a&}'he ratio of ones within M-bit blocks,

-9

complementary error f]

252 The Bloc

1s the length of each block. The purpose of Block Frequency
3&

to determine whether the number of ones in an M-bit block is
approximately M/2, where M is the length of each block.

The description for Block Frequency Test is as follows:



1. The n-bit of input sequence is divided into non-overlapping
blocks, each of M-bit, N = [%J The extra bits are discarded.
il.  Determine the proportion ; of ones in each M-bit block using
the equation ; = %Z?”zl Ei-1m+j Where 1 < i < No}Y~
iii. ~ Compute y*(obs) = 4M YN . (m; — é)z *

N x%(obs)

iv.  Compute p — value = igamc(;,T) @'igamc is

incomplete gamma function.
e N
The decision rule of this test is, if p-value >¥wthe tedted c,ue@g' 1s
A
random. Otherwise, the tested sequ s Wbt dom}.a 1S
significance level used. cV °‘
AN
Cy >\,? &
The Runs Test e ] )

L]
&
This test focuses to ber gruns in the sequence,
s@ QJ : ?
where a run is an unint€rrypted s &af jdentical bits. The purpose
of Runs Test is tc& ing whefther number of runs of ones and

N
\ 5 O
zeros of varioEs(@ths’s sExpe g? for random sequence.

N3
or RG @t i$ follows:
&y

ute the pre-te\s( proportion m of ones in the input

e Zjgj
equence, T = T
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ii. If|n—0.5] = 7, it is not necessary to perform Runs Test since

the frequency test fails for the sequence. The Runs Test is

performed if [n — 0.5] < 7, where 7 is defined as 7 = in

iii. Compute the test statistic v,(obs) = vl +e$;e

r(k) = 0 ifege = €41 andr(k) = 1 otherwise.‘\

n(0bs)— 2nm(1- z
iv. Compute p — value = erfc (I - ((2)\/52)%(71“—1(7: ) Where erfc

is complementary error function. ¢ '
The decision rule of this test is, if p-value o, tNe t¢ste qu@e is
IS
random. Otherwise, the tested sequenc®is po ndoRgr o s

\ N
W

significance level used. g

C—) &
I

The Longest Runs of Ones% P o

‘&

rgof ones within M-bit

l
blocks, where M is t gth a })@ The purpose of Longest

\o o O

Runs of Ones T& ergghe R er the longest run of ones is
1 O

consistent wit‘? lolgést ufl tf:énes that would be expected in a

random 4&: ’ p-): §

V
Th‘g ion for Longe&uns of Ones Test is as follows:
Di

—

This test focuse@the

2]

1 vide the input sequence into M-bit blocks.
1. Tabulate the frequencies v; of the longest runs of ones in each
block, where each cell contains the number of runs of ones of a

given length as in Table 2 below.

25



Table 2: List of M values, minimum bit sequence and frequencies v;

Vi Vo V1 Uy V3 Vy Ve Ve
Minimj‘l{n?ﬁ =128 <1 | 2| 3 |24
Minin]:ir:nlnz : e | S4| 5| 6 7| 8 |29
Minixﬁ; 1,? fggo,ooo <10 11 | 12 | 13 | 14 i; 6

iii.  Values of K,N,and m; are determined by t@s of M as
follows: z '

Table 3: Values of M, K, N, and 7; \d,

T
N
M| 8 128 1@ :J'Y-_{"
K 3 5 ~ NV

iv. Comp

S : .
) “where ‘Jgamc 1S

ogcision rule of this test is, if p-value > a, the tested sequence is

random. Otherwise, the tested sequence is not random. o is

significance level used.
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2.5.5 The Binary Matrix Rank Test

This test focuses on the rank of disjoint sub-matrices of the

whole sequence. The purpose of Binary Matrix Rank Test is to check

for linear dependence among fixed length substrings of the @ al

sequence. A

The description for Binary Matrix Rank Test is as follows:z

Divide the input sequence into M. Q-bit

Determine the binary r&bb) 0 ch éﬁtrix. where

A
£=1,..N.q;;=Eac nt »»\*J émrix. For forward
.
row, start i = 1. For J:.Naniﬁg M.
Step 1: If a; K (if elemenys 'the diagonal # 1), swap
'3 s ((JQ
elements h&\wx@em@ in row that contains a 'l' in

T
the i‘h(%'n Mapdy cafmot be altered if no other rows
Q- &
co‘@ \ i3

V . .
2: If a;; = 1,*§°any other row contains a 'l in the i*"

<
i
(@]
2
=

o& column, replace each element in that row with the exclusive-or

(XOR) operation of that element and the elements in the ith

row.
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2.5.6

iii.  Let Fy = the number of matrices with (R,) = M (full rank),
Fy;—1 = the number of matrices with (R,) = M — 1 (full rank —
1), N — Fyy— Fy_1 = the number of matrices remaining.

_ 2 _ x
iv.  Compute x2(obs) = i D G e +

0.2888.N 0.5 %
(N= Fpy— Fp—1 — 0.1336.N)? v

0.1336.N

2(obs)/2
v.  Compute p — value = e*

The decision rule of this test is, if p-value >¢e wence 1S
@ .

random. Otherwise, the tested sequenc ra c)m S 1s

significance level used. Y' \)Y.
&
& >
O

The Discrete Fourier Transfo m e 1) S
% A
This test focuses o eam heighfts 1@6 Discrete Fourier

KNS
Transform of the sequev@ T of rete Fourier Transform
? (

(Spectral) Test is to pe m the tested sequence that

would indicate 2&\1810 he mptlon of randomness.

N O
The descrlgahr 1lSCI' ; ?@r Transform (Spectral) Test is as
’b)
.-‘g.

follovxs
1. ;& zeros and oneSf the input sequence (¢) are converted to

...

o% values of —1 and +1 and are added together to produce

Sy = X1+ X+ .t X, wherexy = 2g; = 1.

28



1l

1il.

1v.

V1.

VL.

1v.

A Discrete Fourier Transform (DFT) is applied on s, to

2mi(k-1)j
n

produce S =DFT(sy,) using f; = Xj=1Skexp( )
where j = 0,..n — 1,i =+/=1 (Rukhin et al., 2010).

Calculate = modulus(S’) =|S'| . where S’ is the @ng
consisting of the first n/2 element in S, and ‘e%odulus

function produces a sequence of peak heights.

Compute T= [(log===)n= 95% iweshold

L ]
Y-
value. Under an assumption of rand@s, 951/0)3\%_@'%5
4 :

obtained from the test should note\ge'd N {8\.’
Compute Ny = 0.95n/2, w@o is t peé’d theoretical

A,
(95%) number of peal:@r ;@'& i

of randomness
o
that are less than T. \

Compute N; = %

are less thaxK\

6
o
$

1 oner d sdnber of peaks in M that
£ &

o

G

Compl@

Idl) where erfc is

@)
%

ey

|

<
&y
Q
-
\“
[
PR
=

N o
%plementary error function.

@sion rule of this test is, if p-value > a, the tested sequence is

random. Otherwise, the tested sequence is not random. o is

significance level used.
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2.5.7 The Non-Overlapping Template Test
This test focuses on the number of occurrences of pre-specified
target strings. The purpose of Non-Overlapping Template Test is to
detect the sequences that exhibit too many occurrences of a @o. .
periodic pattern. *

The description for Non-Overlapping Template Test i%szllows:

i.  The n-bit of input sequence is divided i OWt'blocks, each

of M-bit, N = [%J The extra bits are dis 67 \d, N
>\
f

ii. ~ Number of times the specific patt W; gs

NV
block, where 1 <j < N. COVY.Q‘\ (gS'
iii.  Compute u = (M_;H) h % )

e‘) o; S

length of template. % u é}.
Sy
iv.  Compute XZ(OC%Y.E?LJ =~

2
v.  Compute &Sualuel = amz’é{@) where igamc is
I
incom @m A f cﬁo&
N
The decisj % offim gst it p-value > a, the tested sequence is

&
randon\ erwise, the }
n

sted sequence is not random. o is
sié' ce level used.

30



2.5.8 The Overlapping Template Test

This test focuses on the number of occurrences of pre-specified

target strings. The purpose of Overlapping Template Test is to detect

the sequences that show too many occurrences of a given non& dic

pattern. *j

The description for Overlapping Template Test is as follo?s:

1.

1.

The

The n-bit of input sequence is divided intovh' blocks, each

(& \d
N
Calculate the number of occurrenage®v;” of Bjin cl‘ P{Block,
4 i
Y:a N mal R,

where B is the m-bit (length of tef{plat

Compute A = i a&cn x é
K i
2 s i)’ \&

Compute x%(o "6, L9 where Ty =

0.364091, 7 '=V3%5,9, &
|
‘Z
0.100571,%3.019@ 15 £0.139865 .
AL 2 &
j ‘0 5 x?(obs) . 5
Comp&g —[O'l :‘|lg (E'T) where igamc is
O
in te flnc ’
QFro

iSYon rule of this @45, if p-value > a, the tested sequence is

of M-bit, N = I%J The extra bits are rd

ra% Otherwise, the tested sequence is not random. o is

ioghficance level used.
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2.5.9 The Maurer's Universal Statistical Test
This test focuses on the number of bits between matching
patterns, which is a measurement that is related to the length of a
compressed sequence. The purpose of Maurer's Universal 'Y;

Test is to detect whether the sequence is enough to be g&kanﬂy

compressed without loss of information. Vz

The description for Maurer's Universal Statistical e‘sﬁs follows:

i.  n-bit of input sequence is divided in 0 bl cWich are

]
the initialization segment and%test S Jn.t\“'}l"he

’ X
initialization segment consists ? QD! on-o@lapping

blocks, where Q is the n@of b n 6§initialization

sequence and L is th %th (ﬁ\%d: @ while the test

]
. “ .
segment consists \ bit - ven@ng blocks, where

N
K= ln/LJ = ie ext bi dr@arded.
vl
ii.  The first Kb%sks dre d toéﬁialize the test, whereas the

:
Y
o

C(D

2

2

3

ible L-bit valuesPhe block number of the last occurrence

o1 each L-bit block is noted in the table.
0 Examine each of the K blocks in the test segment and

determine the number of blocks as the last occurrence of the

iil. A@i's * { ’usiné\the initialization segment for each
E by

same L-bit block (i — T;), where T; is the table entry



V1.

Vil.

Viil.

\‘9 8.1764248 3311
0 10 | 9.1723243 3.356

corresponding to the decimal representation of the contents of
the i*" L-bit block.

Replace the value in the table with the location of the current

block. (i = Tj). T
Add the calculated distance between re—occurre@ the

same L-bit block to an accumulating log, su all the

differences detected in the K blocks. sum %+ log, (i —

7}.). e
Compute f,, = % Z?:QKH log, (i — @ EJ, | -\‘?
? X
pec

Compute p — value = exfc (Y

where erfc is comple ;arK
expectedValue(L) ar% rof ta :“
t

&)
computed values, a%n blc@below:
(
G) "v]' N

&

e I
Table 4: Véof 16{@16 and a
S &
e o
7 > 2954
oy 3125

7.1836656N° 3988

11110170032 3.384
12 | 11.168765 3.401
13 | 12.168070 3.410
14 | 13.167693 3.416
15| 14.167488 3.419

161 15:167379 3.421
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The decision rules of this test is, if p-value > a, the tested sequence is

random. Otherwise, the tested sequence is not random. o is

significance level used.

2.5.10 The Lempel-Ziv Compression Test s )

This test focuses on the number of cumulatl distinct

patterns (words) in the sequence. The purpose of Lexvy,iv Test is to

determine how far the tested sequence can be eseq. '

]
The description for Lempel-Ziv Compressi@t is a§ fol \15.\“98.

1.

Parse the sequence into conse(‘f-e. &é& s an&;ﬁistinct

A
words that will form a ”di@y" ;\F rds<< »ps 1D the

sequence. %\ \?

Compute P — val-@er

complementar ex ful‘izyq @69586.25 and o=
e MY/ &
70.4487 en@ﬂoo, . For other values of n, the
S o

values 0% d fa? }6 tejealculated. There are no known

O

theo %labl t} et@ne the exact values of u and o.
% 4 Y'

é values are \‘c.\b”mputed (under an assumption of

" where erfc is

%domness) using SHA-1.

cision rule of this test is, if p-value > a, the tested sequence is

random. Otherwise, the tested sequence is not random. a is

significance level used.
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2.5.11 The Linear Complexity Test
This test focuses on the length of Linear Feedback Shift

Register (LFSR). The purpose of Linear Complexity Test is to

The description for Linear Complexity Test is as follows: 3 )

determine whether the sequence is enough to be random.

1. The n-bit of input sequence is divided into N blv! each of

M -bit, where n = MN.

ii.  The Berlekamp-Massey Algorithm is q@n w obtain
N

——

an LFSR (Rukhin et al., 2010). j -\0’
’ b3
_1\M+1
ii. Compute u= 2+ 2 316) 3‘ (—%’M(Ll
44
) + = _kO
5 &
iv. N blocks are divided in 1

below:

V.

Oiegree of freedom and it has been hard-coded into the test,
K = 6. The values of theoretical probabilities, m; are:
mo = 0.01047,m; = 0.03125, 7, = 0.125,713 = 0.5, 7w, =

0.25 5 = 0.0625, g = 0.02078.
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vi.  Compute p — value = igamc (— MS—)

) where igamc is
incomplete gamma function.

The decision rule of this test is, if p-value > o, the tested sequence is

random. Otherwise, the tested sequence is not rand@g is

significance level used. .\

<&

2.5.12 The Serial Test T
This test focuses on the frequency 0@ ierappino

m-bit patterns across the whole sequence m refer, O'thsi%ngth

of each block. The purpose of Serial Te lr@ether the

number of occurrences of m-bit ‘Bw ppr0x1mate1y
the same as would be expectec&sa ran@ . m-bit refers to

he length in bits of each b Qc?
the length 1n bits of eac &)
\ é
The description for S laliest is 4s folfoy §
, s’ &
@

i. Formana entedl

appendg e [rgt?—'; I é)&} to the end of the sequence for
dis ‘&ﬁlu ty. N
:Q pod)
rmine the freqﬁ@’lcy of all possible overlapping m-bit

ocks all the possible overlapping (m — 1)-bit blocks, and all

0 possible overlapping (m — 2)-bit blocks.

iii.  Compute:

o= M

Wz_ﬁz (v. __n_)z__
MEEE T Ui N Mt om = Zzl VoA

11 dm
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2.5.13

= . SRS,
ulfn—l n le....im 1( Uim—1 2m—1) =
2m—1 2
n M.im—1 iln-lm 1 =
2m—2 n
- . 2 =
Wrzn—Z i n le..ulm 2( l1 im-2 i 2m—2) T T

iv.  ComputeV y? = y2 — v2 . and Vzg = 2 -

zv/fn—l + I’I/fn—Z
%: l
, B RN s
v.  Compute p — value 1 = igamc (2 ; m) M‘ v

. e | &
value 2 = igamc 2", V2y2) w iga}n 9 incomplete
fakh \ N
gamma function. Vz 0‘

random. Otherwise, the te ec&u%\

significance level used.

3
X I

-y
-

o]

=
o
o

B

e

7

=

>

;.
%y, JC
4/ s
’1/5;?

the ncy of overlapping blocks of two conservative/adjacent
nog® (m and m + 1) against the expected result for a normally
distributed sequence. m refers to the length of each blocks.

The description for Approximate Entropy Test is as follows:
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i.  Augment the n-bit of input sequence to create n overlapping
m-bit sequence by appending m — 1 bits from the beginning of
the sequence to the end of the sequence.

ii. Compute the overlapping m-bit blocks where the c& ed

count, 2™ = possible m-bit strings. &)

iii. Compute C[" = #;i for each value of i. \3
iv.  Compute ™ = L log m;, rg "i'= Cj3 and

= log,i \d. T

\
v.  Repeat steps i-iv, replacing m b@ 1 I -f’
L 4 \’Y'

vi. Compute the test statisticg )( n(m)]

where ApEn(m) = QDOMQ‘ 6
£

A
vii.  Compute p—value amc " —@Nhere igamc 1is

~

U]

&
incomplete gam 1!1 \A

The decision rule of &1s>est 1

random. Other tl sd&ence is not random. a is

N
\ l
ygmhcance se ¢ (J
\
gy 4*
14 Th ulatl\e Sums Th
QE This test focuses on the maximal excursion (from zero) of the

& Q01 the tested sequence is

C‘

random walk defined by the cumulative sum of adjusted (—1,+1) digits

in the sequence. The purpose of Cumulative Sums Test is to determine
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whether the sum of the partial sequences occurring in the tested
sequence is too large or too small.
The description for Cumulative Sums Test is as follows:
1. The zeros and ones of the input sequence (&) are conver%p
values of —1 and +1 and are added together to(ﬂxuce
Sp = X1+ X3+ ..+ x, where x; = 2¢; — 1. .\
1i.  Compute partial sums S; of successively largew)sequences,
each starting with X; (if mode = 0), a n'in Table 5

below. \d‘ X

Table 5: Compute partial

A
\

( —
4)3,/

Mode = 0 (forward)
S:= X, Sy =
S, = X1+ X5 S, =X,
S3=X1+ X, + X5 Sa AL
) =y
Sp= X+ Xo+ X3+ .. X, X + + .. X

Nl nE
N
1ii.  Compute the est & é; Z=naxy s | Syl

st of the absolute values of

v. C u %\X;alue e z:(3—1)/4 [¢((4k+1)2) =

k:(‘T"+1)/4 Vn

4k—1)z (22—1)/4 (4k+3)z\ (4k-1)z :
o‘e(t =) + Zk:(-z_n_g)/4[¢( ) — =] where @ is

the Standard Normal Cumulative Probability Distribution Function.

V.  Repeat step ii-iv for X,, (if mode = 1).
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The decision rule of this test is, if p-value > a, the tested sequence is

random. Otherwise, the tested sequence is not random. a is

significance level used.

2.5.15 The Random Excursion Test (o\

This test focuses on the number of cycle having exactly k visits

in a cumulative sum random walk. The purpose of R3 Excursion

Test is to determine if the number of visits to a pR% EEr sltate within a

cycle deviates from what one would expect fgr a rnd X
| S

The description for Random Excursion Tesé fo}lo S {-\
o)

1,

S
The zeros and ones of the @nie\ ar&verted to
values of —1 and +1 an leded oge@f? to produce
Sp = X1+ xp + ...+‘éaem%;21i $

' g successively larger
subsequences, % artir;gﬁthQ%rm the set S = {S;}
o B

Qen=xl+ X, 4+ Xs+ .. X,

1v.

Form a new sequence S’ by attaching zeros before and after the
set S. The new sequence, S’ = 0,s; S5, ... 5, 0

Let J = the total number of zeros crossing in S".



v. For each cycle and for each non-zero state, —4 <x <
—land 1 <x < 4, compute the frequency of each x within
each cycle.

vi.  For each of the eight states of x, compute v, (x) = t@
number of cycle in which state x occurs k times 3gag all
cycles, fork = 0,1, 2, ...,5. Y‘

vii.  Compute y*(obs) = Yr_ O(U (x)jn]n"(x)) fo of the eight
k(x)
states of x, where Ty, is the probabll% occurs
k times in a random distribution, able v\’ ( h1n
etal., 2010). V
Table 6: The Theore@babi 0‘ Og‘
= - A
Ty Ty ﬁ{{& 75
x=1]0.5000 |0.2500 |O0.1 tO” 0.0312
x =2 107500 |0.0625 |O0. : 0,4%64 |0.0791
x =8| 0.83337%| 0.0278 09} 9161 | 0.0804
=4 | 0.8750 | 0.015 8137 J0.0020 (¥.0105 | 0.0733
x=50.9000 |0.0100 0 . O@‘g 0.0073 | 0.0656
x=6 09167 |0.0 0. O|)6 0.0088” | 0.0053 | 0.0588
x=710.9286 0 0 y optfm 0.0041 |0.0531
Viii. W& amc (5 z (Obs)) for each state of x,

random

re igamc is mcomplete gamma function.
1510n rule of this test is, if p-value > a, the tested sequence is

Otherwise, the tested sequence is not random. o is

significance level used.
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2.5.16 The Random Excursion Variant Test
This test focuses on the total number of times a particular state
is visited in a cumulative sum random walk. The purpose of Random
Excursion Variant Test is to detect deviations from the distribut?!bf
the number of visits of a random walk to a certain state. .\\
The description for Random Excursion Variant Test is a WSs:
1. The zeros and ones of the input sequence ewconverted to

values of —1 and +1 and are added thef to produce
Sp'= X1 + X5+ i+ X, where x; S 2¢;
ii. Compute the partial sums S; Wwof

subsequences, each starting wl.

1i.  Form a new sequence S’ by acl—q'% S & e and after the
N

set S. The new sequ =0, ’gz, @\ 0
iv.  For each of the Vﬁs n!;)-nje 0 s@s of x, compute &(x) =

N
the total numberJof {{
NER)
cycles.
[€()-J|

o Qate x occurred across all ]
O
co tz§f value = erfc(——m) , where

A\
‘g— values are computed.
@

ecision rule of this test is, if p-value > a, the tested sequence is
random. Otherwise, the tested sequence is not random. a is

significance level used.
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For all the 16 tests in NIST Statistical Test Suite, it can be divided into
2 categories, which are Parameterized Test Selection and Non-Parameterized
Test Selection. The Block Frequency Test, Overlapping Template Test, Non-
Overlapping Templates Test, Serial Test, Approximate Entropy Te{?ﬂear
Complexity Test, and Maurer’s Universal Test are classified as x(a@terized
Test Selection where the user is required to define one or parameter

Nlock per input

ts a}e classified as

value(s) such as the block size of input sample, the num

sample, and the length in bit of each template. The oth

Non-Parameterized Test Selection where the userfyg not requireg to 'e"’ T any
g

parameter in obtaining the p-value for each t ure &1 el@how the

step by step of Graphical User Interface &r’ N\IS tati:&l Test Suite

that was used in this research.
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Step 1: Click on the 'Input File' and choose the file to be used. For 'Select
input mode', select 'Bits in ASCII format'. For 'Test Mode', select 'Regenerate’.

Then, click 'Next' for further action. Figure 5 shows the representation of the

above actions. c\z

Figure 5: Representation 1 of NIST Statistical Tegt Suz

NIST Statistical Test Suite

Generator Options

" Gusing SHA-1 " Cubic Congruential

" Linear Congruential " XOR ' 3
" Bium-Blum-Shub (" ANSI X9.17 (3-DES) ’ Y—

" Micali-Schnor " Gusing DES T \ V
~ ! :




Step 2: NIST Statistical Test Suite has 16 types of tests. To carry out all the 16
tests, select "To perform all tests'. All the 16 tests will be ticked automatically.
For Parameterized Test Selection, one or two parameter value(s) need

entered. Figure 6 shows the representation of the above actions. G}lick
'Next' for further action. The requirement of parameter value(s) fo?g-\ test is

discussed in details in Chapter 3. \,z

NIST Statistical Test Suite

Please fil In the required fields in bits

Parametenzed Test Selection | Non-parameterized Test Selection |

V¥ Block Frequency

block length (20000

¥ Overlapping Templates
template length [10°

W Non-overapping Templates
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Step 3: For Non-Parameterized Test Selection, parameter value is not
required. Then, the values for the 'Number of bit streams generated' and the
'Length of bit streams' need to be entered for the length of binary sequence to
be tested. Then, click 'Next' for further action. Figure 7 sgt.h'e

representation of the above actions. :&

Please H in the requred felds n bta

Parametenzed Test Selection  Nongparametenzed Test Selection |

WV Cumuistve Sum:

V¥ Rue

W Longest Aune ol Ones
v Hak

W Spectal OFT
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Step 4: The dialog box will show all information such as input file, input
mode. number of sequences, length of sequences, and test information of

NIST Statistical Tests. Then, click Next' for further action. Figure 8 shows the

representation of the above actions. c\

Figure 8: Representation 4 of NIST Statistical Tgst x'te

1) Block Frequency

mm@:zoooo 9
2 Q $
% o length: 10 , \
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Step 5: Finally, click 'Run Tests' and the progress bar for each test will appear
to show the progress until the tests have been completed. Figure 9 shows the

representation of the above action.

Please confim your selections.

Testing in progress...

Please wait while testing is in progress.

]
Frequency Yv
e ,é\ I ’3 S

Longest Runs of Ones

= g
el c_)\?' 4 3‘
Ovetlapping Templates \ C >

Universal

Approximate Entropy \

Random Excursions T é
Random Excursion Var \
Serial o '] QC:)
Lempel Ziv %

Linear Complaxity \ A

% s bj 'y Kol
é\ I \; (;e(f cews |
(} YL (_)O
wk {xlr) v
Before the A | test 1PCastic t, some assumptions must be made on

9
S

the binar uence.

1. Qormity: it means that for any point in the generation of a sequence of

random or pseudorandom bits, the occurrence of zero and one is the same.

For example, the probability of each zero and one is exactly Y. The
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(98]

expected occurrences number of zeros and ones are equal to n/2, where n
is the length of sequence to be tested.

Scalability: it means that any test applied to a sequence can also be applied
to subsequences at random. If the sequence is random, thwmy
subsequence should also be random. Therefore, any subseq Q%wuld
pass any tests for randomness.

Consistency: it means that the behaviour of a generator Wbe consistent

across starting values (seeds). éz I
I 3.
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