CHAPTER 111]

RESEARCH METHODOLOGY : %\

3.1 INTRODUCTION

A key component to designing a secure Wireless Sensor Network,is thi

\

and understanding of the mfluence of a specific network lhrv the key network
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110 stnd an encrypted

" Lig \:;?Q.'ing
| S

management 1s mtended. The mam contribution is to find a sé

key usimg ECC to aremote WSN network using commegeial FWE stagfons

about coverage 1ssues or key security.
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cyele and its associated phase of testing. TN'MUI]IHI and
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ovide; and®ather l%ﬁl in the Literature Review chapter. Including and

summarizing the 1%11 aspects will make the whole development process

0% clearer and easier to understand and will provide a better understanding

of the current issues and how to solve them using FM solution.
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3.1.2  FM ALGORITHM PHASE: FM system i1s analyzed and under?

Defined Radio (SDR) equipments e.g.

GNURadio to build the system. The m: : o["hc study 15 to

@ lPFX and RX

I'M systems using it.

\\'0—[1&1
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3.1.3 WSN SYSTEM DESIGN: thi

software design. Hardware \w f
open source SPDR molﬁwa ompatiblc

1o build the WSN% systen
concentrate on ‘%L“U requireg
build the sys x degi 3 docyn’ mé@c the software and hardware

e: lul\r&\'m*c and

¢ compatible

‘u:slm wZinge the hosting OS that 1s needed

-

only, 1t 1

build the systems.

YSTEM: GNURadio has built-in

Iéd fh jhe development TX and RX systems. As not

(

?io hl@ will do the project, python will be used to write

a code that 1s 1@1 to build the TX and RX systems. Each code will

be evaluated individually to make sure that it does what 1t should.
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3.1.5 BUILD GNURADIO AND SDR SYSTEM: all the blocks and py

code will be gathered to build the whole system. SDR lmrd\\'z'w

used for broadcasting, receiving and analyzing the F'M sz

3.1.6 UNIT TESTING: Every phase will be evaluated idiv y 10 make

sure that 1t does its required function. N

3.1.7 INTEGRATION TESTING: This phase is *eda to clheck whether

logether to perform an overall testing o

his zhas

3.1.9 ACCEPTENCE TESTING: ko t

I'X and RX systems Wi”\l

used i real time.

3.2 MATERIALS AND TOOLS %:
GNU Radio will be used to buildw sygem.

used to build Software Define@@ Raio (SD\

ion-1ye SD@NU Radio uses blocks to build the

U ra@is a free, open source SDK

%xlemal RF to create SDR (Hack

"

one RIF), or 1t can be ll&\

mula
-

ind

system along with P

ISLELBIOC]{S are built-in, custom ones can be

&n can be used to enhance the GNURadio

developed using
SYSICI.

For N

DR platform. “HackRF One™ is a Software Defined Radio peripheral capable

o broadcast we havNsed “HackRF One”. Figure 3.2 shows HackRF, an

Opel

ission or reception of radio signals from 10 MHz to 6 GHz. Designed to enable



testing and development of modern and next generation radio technologies. Figwig

ECN
) P

shows a DVB-1 USB dongle that 1s an open source hardware platform that ca

a USB peripheral or programmed for stand-alone operation. While Rasp gg

used as a WSN base station. Table 3.1 shows materials used and its quan®{}

Table 3.1: Materials used and 1ts qu;mlily.w

rwill be

2 Quantity

J—— e ——

GNURadio: free. open source SDK used to build Software De

signals.

RTI-SDR RTL2832U Dongle: SDR peripheral cay

sionals.

Raspberry P12 Model B: credit card—sized gu

build RX system.
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