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('I1AP'I'ER III 

IZh: SI': AIZCI I METHODOLOGY 

3.1 INTRODUCTION 

:A key componcnt to dcsignim-, a secure Wireless Sensor Network is through know ledge 

network and understand in, 
-, oI the influence of' a specific network liar which the key 

mailacentent is intended. The main contribution is to lind a solution to send an encrypted 

kcy nsing I, ('C' to a remote \VSN network usimu coutmcrcial I'M stations without 

ahout co\crace issues or key security. 

I he V'-Model vy ill be used liar \VSN system development. Figure 3. I shows the 

doclohment model dcnuonstratcs the relationship between each stage of the research lifc 

eyelc and its associated phase oCtcsting. l lie horizontal and vertical axes represent dine or 

project completeness Alt-to-right) and Inc! of abstraction (coarsest-gain abstraction 

uhhcrmost ). respect iycly. 
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Figure 3. I: Uerelopment model lbr the IN solution. 

3.1.1 REQUIRI? M1I? NTS PHASE: The 17rst phase of' the development 

process, is to gather information about current WSN reachability and 

sccurity and the lack of available solutions to solve these issues i. e. 

studying various and latest research that covers all related aspects to 

have a better understanding of what kind of solution our system will 

provide; and gather them in the Literature Review chapter. Including and 

summarizing the main aspects will make the whole development process 

clearer and casier to understand and will provide a better understanding 

ofthe current issues and how to solve them using FM solution. 
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3.1.2 F NI AI, GOItI'I IIM PIIASI : FM system is analN/cd mid understood to 

he used in remote \VSN systems which depends on the study of the 

current \VSN requirements and issues to build the overall algorithm. 

And to Study the current lovv cost open source solutions using Soltvv arc 

Defined Radio (SDR) equipments e.. 1. (R i 1. -SDR Dongles) and 

(INURadio to build the system. The main part of the study is to 

understand the way that (INURadio works and how to build TX and RX 

INI systems usinu, it. 

3.1.3 \V'SN SYSTEM DESIGN: this is a two-part phase: hardware and 

sottware design. I lardhvare will be designed by choosing the compatible 

open source SDR tools that are compatible \\ ith (INURadio companion 

to build the WSN FM9 system. While the soltware design will 

concentrate on (GNU Radio requirements and development needed to 

build the system. The design doesn't include the software and hardware 

only, it includes choosing and customizing the hosting, OS that is needed 

to run the (1NURadio companion to build the systems. 

3.1.4 CONS'TRUC'T GNUR. AI)IO SYSTEM: GNURadio has built-in 

blocks that will he used in the development TX and RN systems. As not 

all the (INURadio blocks vw ill do the project, python will he used to write 

a code that is needed to build the TX and RN systems. Fach code will 

be evaluated individually to make sure that it does what it should. 
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3.1.5 BUILD GNtJRADIO AND SDR SN'S'I'h; M: all the blocks and python 

code will be Feathered to build the whole system. SDR hardware will he 

used lbr broadcasting. receiving and analyzing the FM1 wave. 

3.1.6 UNIT TESTING: Every phase will be evaluated individually to make 

sure that it does its required function. 

3.1.7 INTEGRATION TESTING: This phase is needed to check whether 

each phase can communicate with the other in a proper way. 

3.1.8 SYSTEM TESTING: This is where all phases vv ill be connected 

together to perlorm an overall testing l 'or the TX and RN systems. 

3.1.9 ACCEPTENCE TESTING: In this phase. performance testing for the 

TX and RX systems will be done to make sure that the system can be 

used in real time. 

3.2 MATERIALS AND TOOLS 

GNU Radio will he used to build the FM system. GNU radio is a free, open source SIK 

used to build Software Defined Radio (SDR). It can use external RF to create SDR (Hack 

one RF). or it can be used as simulation- like SDK. GNU Radio uses blocks to build the 

system alone with Python and C++ codes. Some blocks are built-in, custom ones can be 

developed using C7 "Python, or custom Python can be used to enhance the GNURadio 

system. 

For I'M radio broadcast we have used "HackRF One". Figure 3.2 shows HackRF. an 

open source SDR plattbrm. "HackRF One" is a Software Defined Radio peripheral capable 

of' transmission or reception of radio signals from 10 MHz to 6 Gliz. Designed to enable 
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test me and dcvclopmcnl of modern and next generation radio Iechnologies. Figure 3.3 

shoes it l)V'l3-"I' USI dingle that is an open source hardware platförm that can he used as 

it USR peripheral or programmed for stand-alone operation. While Raspberry Pi will he 

used as a \\SN base station. Kahle 3.1 shows materials used and its quantity. 

Fable 3.1: Materials used and its quantity. 

ltclll Quantity 

GM'Radio: lice. open source SDK used to build Software Defined Radio (SDR). 2 

I lack-R1 t)nc: SDR peripheral capable of transmission or reception of radio 

SI"na ls. 

IZ'fI. -SDR R'I'! 2 32U Dangle: SDR peripheral capable of reception of radio 2 

signals. 

RaspbcI Tv Pi 2 Model 13: credit card-sized single-board computers will be used to I 

build R\ system. 

Rclilrnishcd HP IF: liteßook 2540p: a laptop will be used to construct FM TX 1 

Sý stem. 
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Figure 3.2: 1 lackRF One SDR. 

Fiv. urc 3.3: DV13-T Reahek RTL2832U Llonics R820T R"I'L-SDR. 


