CHAPTER 1

INTRODUCTION

1.1: Background \z

New development in information security raises many responsibiliticS.wgpd many
organizations attempt different solutions to safeguard their sepsitiv zmtormalion.
Starting from the idea of spreading the awareness about llv.ponanu of the
information security, all organizations have to work t Kregop]e are

aware about the challenges that they might face in th@gdaily lif§.

The enormous connections and usages of comn

the organization and the system requires hi qt ‘\ly us‘eém well as the

detection of the risks and security gaps\;\y stems. §Haw 6‘? (2009) stated
\l 1S l@iv effects on the

that the increase progress of the u % e S

ﬂ
organizations budgets due to tl C of seeyri "f‘hm&unu a review of the
threats from both outsidg denlde e & @n Therefore, there is an

increase to apply the sgcurit
Jsecﬂl’e their information, the threats are still a big

Nowadays, thu@non sec
organizatio % ¢
Y

'\lll er (2005) stated N no one can apply information security without

is becoming a big issue. Although

challen

he security awareness and training program that will provide the real
L information security in an organization. Information security means
protecting information from unauthorized access, use, disclosure, disruption,

modification. or destruction (Salter, 2013).



The concatenation of information security requests deep view on the principle of
information security awareness among different users. Albrechtsen and Hovden
(2010) stated that the crucial execution in an organization is the awareness and the

&;rity

awareness will exit the real needs of any organizations in the strengthgRthe Security

behaviour of all kinds of users, as this execution of the informati

of their sensitive information. This can clearly show us that even el rees still do

not recognize the risks associated with their Internet usages. - V

Information security awareness means to provide infornagge (¥ allga thogzed users,

e kga of
IS

wath thﬂlles and

and to identify the role for each user to ensure hofgghey ca rail

information security and in the same time, to pigsentwhe ugt

N
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] '1'C$Qribed to one age

regulation that they have to accept and follow (W

)

The role of information technology, ( Le Int8mel
group, and because of this explosion & 91 ngw sm @t)lo vy, teens are more

" &
exposed to the role of the Internet Mgverydg 1 Br@ (2010) stated that, as the

Internet meets an increasin i Mer rol§ in Jhd d@' lives of our children. As a

learning and communica'@ol. it

all ages.
= \ ’ ! c.gj
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According to l%%’ Regedrehfn er@l’ro_}ect. “teens registered an Internet use
growth at (E&onsislem since 2(@1 as teens age of (12-17) lead the age of the
"

connection?' Smartphone and Internet browsing™ (Madden et al., 2013).
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Qas the core ages,

@a]] of the risks. The

vledge toward

There are some risks associated with lhicW'ful S

students. Secondary school students, espC8yall {
N tI) IngcThet

National Security Criminal ln\Ndi
)
and at risk™ stated that fie net bgcam \’Ii@ accessible by youth in their
2 s
classrooms, libraries \a\ ell : :(jﬁ fast spread of the cell phones™

which recorded a significant use

ns fim W\ report of “Youth online

Bintziou et aj.,

be awarg OSin Rsues in Greek education as the violation of

pcrsoné Mormation increase gradually.

kel and Tekerek (2013) found that students are connected to the Internet at

home or at Internet café, and they use Internet for education. As a result, students’
awareness level was very low in many aspect of security. The authors showed that

many students start using the Internet, but they skip many important things related



to security of their personal information. As those students will build the future of
the new technology knowledge, there must be a concern to investigate their

awareness toward securing their privacy.
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Brady (2010) showed that schools are a universal point where sludenls%\;l th

knowledge and recognize the possible effect and risks associated Witinghe use of

the Internet, as they can get them to be safer, wiser and mo%znsible cyber

Falque (2012) stated that researchers found that the 1 i\

“expe
linked to the user’s real identity (age, gender. a@ﬂc.) ¥d
r &

social or financial issues: on average, web use re py.q{ 0 se'ﬂxl.ose data

for three times as much as their browsing clN °‘ {\
Another risk that was determined by%son (_:E\sTh géchological effects of

users.

‘gdata were
®
s‘ 1;@?1;’ to

-

N
Internet on children. Thus, chi \@ers isolate themselves

S @and social problems.

172}

from the society, lack self corg
The use of communi&ionqnf ¢
generation who ha &adv sePof tlti#&ra of technology. According to the
\ ¢ l (?1
Global informgy chndlog el£"‘(} bya recoded a growth of information
S
tcchnolozy% 2. 778 ran%_ £ 119 out of the general ranking of 142

(Bilbo;\. 013). )

Mg to the Internet world state, the rank of young people who use the

G,

ook in Libya recorded about 781,700 Facebook users on December 2012,

with a 13.9% percentage. Libya registered 954275 Internet users as on June 2012



was around 17.0% of the total population (5,613,380 populations, 2012)

(Miniwatts, 2012).

To raise the security awareness among secondary school students there mu%a
security awareness training program to educate those students about thg riSW that
they may face in their cyber life. The security awareness training progagn means
“the degree or extent to which every member of staff underst%ze importance

of information security, the level of information sec 1rit_Ygropriale to the
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and Ka?)rdingl_\'"
(ISF, 2007). ’ N
4\ | S
4 d d@em jobs

ned(‘:%} the training

o leed in a correct

awgreness, p'o@l as “a continuous

way. ISF (2007) defined a sectM

undertaking aimed at building am

To reduce all the risks tiffiLgaeWssociafed it a@'};palion of the Internet, there
2 s
: g \ﬂ)(t cal

G.ﬂecl positively on user’s behavior

q Q.
Stay e urit Ositive environment™.

1ts @‘%ially. (NIST 800-16, 1998) defined

@ram as robust to ensure that people

understand:& S r!spox #hilities, organizational policies, and how to

ntrusted to them™ (Wilson et al., 1998).

o

properi™uge and protect the I'T &u'ces

%011) found that security awareness-training program with all different

kinds (classroom, discussion based, and web based training style) was an evidence

of their effectiveness in increasing the awareness between the participant.
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Thus, this study will try to investigate the security awareness among Libyan
secondary school students, starting from the necessity of early knowledge about
information security, and safety use of new technology. Bintziou et al., (1999) in
their paper reported that there is a need to introduce 1T-security a v&‘ n
secondary school as this age is the ideal age to teach and accept hllld of
education. Also, when we compare the age of secondary schoo nts to the

first and second year university students, the latter were fmwready mapped
their way of thinking and practicing without caring f security.
Furthermore, the teaching of IT-security to the fipal u 1\W udent 1
Q"('
useless. In order to provide the expected results, onnatl a-@reness
training program took place in this study. i ! Yv

1.2: Problem Statement O
.k
A

L hnotapy is the Internet. The

v

The new source of knowledge that 2 i b
an e&‘n’ gate toward the world

Internet is a great deal whelcme &

(Wanajak, 2011). When $gg y schdol s 1d4n®tdrt using the Internet in term

s f &
of education or ente KSM t'el\s prob (ds related to the issue of security
2ar |

While Lomp%h thg hte ;l preatde fast and effective access 0 information

for dle hoolwork, it ¢ x@é some risks to them (Subrahmanyam et al.,

Oo@rdl to reduce these risks, information security awareness as a
Oenon has raised. It means that one should be aware of the risks of the

Internet. Some of these risks can be listed as easy access (o illegal sites, sites with
violence and sex contents, communication with unreliable people, child abuse and

overdependence on games are some of these risks. People who seek support for



illegal things such as drugs or terrorism, use the Internet as a means of propaganda

(Tekerek and Tekerek, 2013).

Acquisti and Gross (2006) found that undergraduate students do not K'iny
awareness about the security policy provided by Facebook policy, 1't12more.
they do not have any knowledge about security procedures on F? ok as they

share their personal information with friends and friends of f[iew

Secondary school students have less experience on 1c® a 1(’ the gisks that

caused by using the Internet. Alhejaili (2013) statdgghat the Interfet cdn the

O

ideal place when the secondary school s seageh? fgf ansgeers and

1h®‘$eha\'iour when

@gmet as a source of
G)

t on the mental as well

secondary school students change ;%1)/

education. Wanajak (2011) the \ t has

as the health when the stugentsyfeglect ,\e i cedure.
\mlim' knowledge and new experience.
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Mis@g and Exploited Children (NCMECQ),

)

ﬂ&é harassment, and one in 25 youths have

. According to bullyingstatistics.org, more

than I:Nndolesccms and teers have been bullied online, and about the same

~

ndmb™have engaged in cyber bullying; more than 1 in 3 young people have
ceflenced cyber threats online. In this term the author suggests that kids should
be encouraged to think carefully about photos uploaded to the Internet (Savage.

2013).



Clara and Calif (2012) reported that teens continue to take risks by posting

personal information and risky photos online, without the knowledge of their

parents.
Brady (2010) and based on the report of EU Kids online network class lme
risks for children into three categories- content, contact, and conduct. he same

term children are also vulnerable to the security risks tha%; ternet users
encounter. Y.

Content risks: are referring to those risks that mayWgeur pvh ‘c.lren are

\ 74

exposed to mass distributed content, such age inappr a’e_{&ulent

incorrect content, and commercial content. v \
» Contact risks: that risk which may O%V]GI i ar, egﬁas_ed in an
\ > > y Eullymo

\

h are the initiator of

online communication, such as un
» Conduct risks: are referrinu t

np harassing other children,

content or contact risks. For eX 3 g
creating/uploading inc ; harm#ul n ‘&lru 1d illegal downloads.
: (.)
There are some diffi «e\sn 1

o in@mtion security awareness training
tools related to s ; felbo tyc!en%)% well as making a change in their

beha\lom Vghell Ol 1 pstatg ll at Qﬁl crucial not is only educating the users

and 1 of ISAP (Inforn w@'f\ Security Awareness Program), but how to

measure effecliveness of the awareness program and make a change in the
havigur.

Having understood the issues, statistics, articles, and studies listed in the above

statements. we summarize that there is a tangible need to assess secondary school



students awareness level related to social networking, passwords, and
cyberbullying. Moreover, to measure the effectiveness of security awareness

training program provided to those students.

1.3: Research Questions %\

1- What is the best tool available that can be used by secondary sclv'udtmts to

educate them about information security issues? V

- How can secondary school students perceive their l@’ar l’lzss related to
L

social networks, passwords, and cyber-bullying?

1.4: Research Objectives

1- To identify and evaluate available ND&\\’J[LHLU ai11é<lools used for

&
secondary school students. N
a -
o
ong N

2- To assess the level of suum%war I -ondary school students

( \
related to social nelwor% vmds and fl! ®; lying.

1.5: Scope of the R h

(—)

The target Oro 19 re rul)s eg mv school students, between the age of

3-18 ymrAdnd have duus TL Internet. The secondary school students

studv are Libyan suonddry schools that are in Malaysia. The scope

y includes identifying and evaluating the security awareness training
tools provided by the cyber portal of South —East Asia, and assessing secondary

school students’ awareness level based on social networks, passw ords. and cyber-
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bullying. A survey questionnaire was employed, and it was divided into two

versions “pre-questionnaire and post- questionnaire”.

The aim of using pre and post questionnaire is to conduct a training program Rased
on the results of the first objective of this study that was * identify and ev m e
available security awareness training tools™ based on the South-Easﬁ&i cyber
portals. Therefore, the training materials were evaluated by secwa.ry school

students via post-questionnaire, and this will give further Vi fulfilling the

students.

1.6: Research Outcome

A

This work has been presented inogh nerﬂ‘al' I“Cm@nce on Information
Security and Cyber [oxensns e p titled under “A Second
Look at the Information S Awaxy wmg'e ondary School Students™.

The conference was | \Umlrersf ultagZainal Abidin (UniSZA), Kuala

P
Terengganu, Malaygta MWgingjthg pe }Iof‘év(’ob er 8-10, 2014.
Q7 &
1.7: Thesis S% f 4\
&

"Nncomp"xsscd of ’nv\Chaplels Chapter one begins with an overview

>arch topic, problem statement, research questions, research objectives,
brie ut the methodology, and scope of the research. Chapter two, then explores
related works of information security awareness. Also, security risks, evaluation,

challences. and successfulness that face security awareness are presented.

'c



Definition of security awareness is also part is this chapter as well as the security
awareness training program. Chapter three presents methodology used and the
questionnaire that employed in this study. Chapter four presents the results of this

Ng
0
N3

study. Finally, chapter five concludes the overall work.
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