CHAPTER 3 Y-
METHODOLOGY A

This chapter will present the methodology used in this researcq: The'nethodology will
sea

explain how the research workflow will be concurrent wi r’:h objectives. It

comprises three stages where every stage represents obje ingve to be

achieved. Tools including software and hardware @w be used in_this 'es&éqgwl'also

provided. s \,‘T
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3.1  Research Process \%

This research is basically sont \m%n h&?%s in its methodology

process, which is preliminary s%owe b oy
phase. The methodology pr hhllu agin F@S.l.
Asshownin Fi%, he first

second phas
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the thir sevis to vali d eval?ate the developed enhanced method.

Ascientific research @SS makes use of multiple phases of process in its

\omlogy where each phase has a relationship with the research questions, research
bjectives, research activities and research outcomes. Detail process that needs to

erform in each of the phase are explained in the following research methodology.
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Research Objective 1:
To identify existing
encryption and
decryption techniques for
securing data based on
geographical
information.

Research Objective 2:
To develop an encryption
method based on
geographical
identification for
protecting data file in
storane.

Research Objective 3:
To evaluate the
developed method by
analysing the execution
time performances,
validating decryption
successfulness at
different location and
verifying the data
integrity of decrypted

£ilan

\ 4

Research Process 1

Define and understand problem
statement and scope of study.

v

Phase 1-
Preliminary
Study

Literature review study on existing
techniques of encryption and
decrvotion based on location.

*.

v

Review features of common cloud

storage services and its security
[INNIT-I

\R&8earch|Process 2

Adoption of technique used by
existing work in converting location
coordinate into useful value to
generate encryption and decryption

key.
v

Phase 2 —
Development

Create a distance radius threshold
calculation based on converted value
of location coordinates.

v

A

Modification on existing AES
method by implementing the
adopted technique into its key
generation process.

Research Process 3

Evaluate enhanced AES geo-key
performance by analysing its
execution time difference with
existina AES.

v

Phase 3 —
Evaluation

Validate enhanced AES geo-key
decryption  successfulness  at
difference location.

v

Verifying decrypted file integrity
are not corrupted and same as the
original file before been encrypted
using hash function.

Figure 3.1: Research methodology process
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3.1.1 Preliminary Study

In the first phase, existing works related to cryptography, encryption, decwun,
geo-encryption and cloud storage is being reviewed thoroughly. This revie\(gs Isting
literature was performed in order to determine the best algorithm that used and
enhance for method development in this research. Numbers of alg m techniques

were found in the literatures that related to this research cherefore, these
rggt

techniques were compared with each other to determine th h Tnd weakness.

NY.
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cryption method

echa@g:/ia location

ad Q‘the security issue

3.1.2 Development

During the development phase, a modifi

will be designed which aiming to provide % al seiurl

information, device MAC address and“tiser input passwo

of access restriction based on Iocaticﬁ%e existl Yp [ ndmn hod that will be used
N

in this research is AES metho%ymnﬂetric g@ritgf;.\k/here it has better speed
performance compared to %ic I ithms Whié@as been explained in 2.3.1(i)
in chapter 2. The mod%?of the encry i‘gh n@ﬂod will be focusing on how the

d &
encryption and decryption ke)%/‘:ﬁge eratﬁsed on the geo-location characteristics

which are the latitude‘and oordi of where the decryption process should

|
!
[
take place. % 4 (JC—)
\
%kratioﬁ 0 .5 of e@ption and decryption key in development phase
are MQ an existing work t sed location-based cryptographic technique which
L

cation Based Encryption Technique and Some of Its Applications (Scott & Denning,
Q ). This location-based cryptographic technique has been defined from the
eliminary study in phase 1. Figure 3.2 shows the encryption key generation process

flow diagram of existing geo-encryption method and Figure 3.3 shows its overall

e
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encryption and decryption process. Although this research was not a recent work, this

research has defined a clear technique of its protocol and it is practical to be ad

term of the technique of retrieving the location information. (‘}
By

Plain text

Get location \d
information g Y‘

Form geo-lock key with mapping function Y"

R
e = — 3;5\

HOE geo-lock key + random key =
geo-encrypt key

|

Encrypt geo-encrypt key using ESA

|

Encrypt plain text using AES

.H

S
', -
w 3.2 E’ ign/g{ey ng%:ation process in geo-encryption method.
S &

NS =

%The brief explanation on how the development of the key generation will be

lained in Chapter 4.



Plain text Location information
(coordinate, velocity, time)

/2

-
) Forming a geo-key
Encryptusing AES | Random key using mapping function
l 1
—— Geo-key
Geo-encrypt key
Encrypt
using RSA
Cipher text Geo-encrypted key
Sender
\
SEND TO RECEIVER
2 N a
Cipher text Location information retrieved

from receiver device

Forming a geo-key
using mapping function

Geo-encrypted key

Decrypt
using RSA

Geo-encrypt key

Encrypt using AES Geo-key

l

Plain text .
Receiver

Figure 3.3: Overall process of key generation in existing geo-encryption method
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3.1.3 Evaluation

For this final stage, after enhanced AES geo-key method has been de\wm,
three experiment will be conducted to evaluate the method. For this flr(ﬁ}aﬂon
experiment, a time-performance comparison for encryption and ded'%,n process
between using the existing AES method with using the enhanced AES\geo-key method
will be conducted. This comparison is carried out to evaluate whetherthe enhanced AES
geo-key method is having a huge gap in term of time perfor m 'he existing AES
method. .\d

oy
Second experiment is conducted to validate € the encryp f’le&@ld be

CUI’it\IS icr\tﬁﬁ'research

resto'\c i ased ,é&(;cation, this

experiment outcome should present th@ontent ncr Qtd file are only can

be decrypted and can be accessed m@%e range

decrypted outside the intended location. As one

wanted to address is the lack of remote ces

o

Ipéﬂon This experiment

is conducted outdoor to verify ge opdlsta emhlc@as been set up during the

&
initial process of file encry n\ I A
Third experim% ducted s}ldateﬁ'e integrity of file that has been
encrypted and decrypted. Hai com%égn method has been used in this

experiment to e luatéweithe nal fé‘ére corrupted or not after been encrypted

Y
file are% u type established hash function which then will be
L 9

and decrypte he e hanc Aéé ee}c&ey method. The original file and decrypted
<?;d

com to alidate whether nz.@*dduces the same hash values after going through the

e n and decryption process.

The brief explanation on how the evaluation experiment conducted will be

plamed in Chapter 5.
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3.2  Summary Yv

This chapter explained the methodology used to conduct this reseafc don
three research phases that has been highlighted in this chapter. Tléqhodology
focuses on the identifying the existing method related encryption andfdecryption and
identifying existing techniques used for geo-encryption. N Mguring how the
second objective of this research should be carried out i eryto came out with the
enhanced AES method. Last but not least, this chapter Iso high :1 how the
evaluation on the proposed solution should take d in arder fei(f)\‘;her
developed solution in objective two could ad researc em that has been

identified in Chapter 1.
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