CHAPTER 6

CONCLUSION AND FUTURE WORK 4 (ﬁ

6.1 Research Objective (RO) Achieved Y’

This section revisits the research objectives stated in Section to ensure their

fulfilment, which will lead to achieving the main goal. z '
e NY.
. . | Ay
6.1.1 RO#1: Design the solution for audio stegano y. ' _{,)
In this research, the design process begi ithva literdture r ie@he LSB
audio steganography technique and an evalw&)sﬁw ectio@e hods articles

to identify research issues. The prir@arch pr id@ﬁed is that audio

steganography often generates subp@%o-file \HQWn w\cover audio selection.
_ N

After conducting several critic%ses iff Sec 2.6, erature classification is
produced that provides a bettekﬁityt ze the@ngths and weaknesses of the
I e

current method. An e%c of th
withou

4 3
t \C&@ selectééﬁlassification criteria being present.

xisting Ii&@ture reveals a limited number of

approaches discuss

Nonetheless, u ro alysis ob literature, two theoretical frameworks

#
were identifie ance the

2.7. This* co be gcbev)}

algorithm and careful manipulglson’ of various inputs, including the secret message,
N

!
gifit‘c’ﬁaracteristic performance outlined in Section

S
t ro@r the development of an audio steganography

c ile, and steganographic keys. As a result, a new design was proposed in Section
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This section explains how the proposed solution works by discussing the elements
and formulations used to enhance the dynamic security characteristic and sele

suitable cover audio with respect to the trade-off in audio steganography ch \stics.

block, and 2) rounding mechanism. For selecting a good cover audio based on the audio

steganography characteristics trade-off, the elements used Wel;i:Net of evaluation

metrics for imperceptibility, dynamic security and ro a'md 2) trade-off

consideration rules. Finally, the flow and logical design res nthalysed to

¥
ensure a clear implementation process. é J _\0}
<

4
| . NN
6.1.2 RO#2: Implementation of the solutw udlwiste ogr .

The proposed solution was im entgd in Mat di prised of three

distinct algorithms which are BC%B (L \emt%d gj‘evel), MCAS (cover
N
y

selection level) and CAS (audi%ogra&h | level). The implementation of
the solution is reported in ﬁi. %
I N
4 ¢ &

6.1.2.1 BCM-LSB rithr@ %(J

The BC SB%has dy@}%{'fc security problem by introducing an

¢
&b’ ddin C—)

(¢]

amended -based egm g’ te@plque that implements both sequential and
NN
selective e dingdThi uential.embedding is done per block rather than the entire

-

uQich has significantly@woved the dynamic security aspect. Furthermore, the

s\he initial embedding place introduces randomness into the method, which

b}

inCreases its resistance against secret message direct retrieval attacks.
The parameters that influence the dynamic security performance of BCM-LSB are:

1. Length of secret message
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2. Length of cover audio
3. Setofkeys: x,randn

4. Bit embed per sample (bps)

Next, BCM-LSB is combined with the MCAS technique. *

6.1.2.2 MCAS Algorithm
When selecting cover audio for audio steganograph rzre three main issues
to consider: 1) the limited selection method, 2) the lac onsi rWthe trade-

inaccurate ahi@;’ity

off between steganography characteristics, and 3)

metric. To address these issues, the MCAS pro ver audi ction miethod that

considers the trade-offs and uses more refi Y..The MCAS

audio files that includes speech anﬁpjsic

cover audio file, the trade-o{%een i obustness and dynamic

security are considered to epsure ug] -rounded and balanced cover

audio files. The trade-% eration involves f'rnbﬂg another solution that produces
4

F &
higher values of wr chaia ICS at t e value of a specific characteristic.
Lastly, a dynamic security i 's int@éed to fix the issue of inaccurate metric.
This metric &@rs th di;tri tién \%Pof the secret message across the cover audio

and th%

Y-v
to %e performance char@*stics, including:

N . .
between'the mec&?fed segments. The MCAS utilizes three metrics

§§ SNR - to evaluate the imperceptibility characteristic.
Q 2. BER from AWGN attack — to evaluate the robustness characteristic.

3. Seg-SNR — to evaluate the dynamic security characteristic.
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6.1.2.3 CAS Algorithm
A full solution of CAS algorithm which combines BCM-LSB and MCTS

then presented. The parameters used for the cover selection process are: (ﬁ\

1. Cover audio index in the database. *
2. Setof keys: x, rand n. ? '

3. Bitembed per sample (bps).

Once MCAS successfully discovered a set of solu ,Zne c.over audio was

chosen to be utilized for the BCM-LSB. The selection®grocessjin evaluating
L ]

imperceptibility, robustness, and dynamic security va which wer er’ n&ﬁ%llzed

and added to determine the most optimal so%@ hﬂ ' With\ﬁ;@ highest

normalized value was selected to generate % ile. o\ g

®)

6.1.3 RO#3: Evaluation of the sol(tj%perfor \Tee? ,<\

N
The results of evaluationéom;ﬁriso are p@‘?ﬂted in Chapter 5. The
\ &
iCh, are

evaluations are divided intg_two¥par rmance evaluations on the

parameters used by pr(%t"g;ions.r Ad a‘l Ibdx@tussion of the evaluations carried

out on the BCM-%aIg i \va prOéfd%a/ in Section 5.1.1. During these
O

evaluations, tw& eter
Cotrr vhoe

al values t{/otl-j‘d'ﬂroduce the best imperceptibility, capacity,

bps(éd set key x, r and n, were assessed to

determine t

) N iy .

robustn% dyn jurlty «@formance. Additionally, Section 5.1.2 delves

furth the evaluations of WCAS. In these evaluations, three parameters were
N

e , hamely the number of generations, size of population and removal duplicated

olution algorithm, to determine the best values that would ensure the accuracy and

ptimal performance of all selected covers.
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The comparisons are divided into three parts which are LSB embedding level,
cover selection level, and audio steganography model level. The comparisons Tﬂ\
LSB embedding level are on the BCM-LSB against existing LSB embedd|@|thm
are discussed in Section 5.2.1. The comparisons cover all characteris formance
such as imperceptibility, capacity, robustness and dynamic sectrity. Next, the

comparisons made at cover selection level are on the MCAS algorithm against existing

cover selection algorithm are discussed in Section 5.2.2. e mp risons assessed

com arWe at audio

steganography model level is on the CAS al m agains x#t&&}audlo

both the quality and quantity of the selected cover. Lastly,

steganography model that require human |n elect ¢h er a;@ for the

algorithm, as presented in Section 5.2.3. s C panion Iuate.@ﬁe quality and

\ _\
A
& S
6.2 Research Contributlon 48\_
The contributions in rc}rﬁg |§}vo sections: the fundamental
and technical contribu fundament dn ions focus on how this research
g
adds to the body of Wledgjﬁe& udlo tlon and LSB audio steganography.
The technical ¢ tr|b ns e pr b%c'al and empirical aspects of the research.

!
¢
1. Fun %I Contributi s." (JC—)
NN
% he pio .;Iassm:‘hlon. The classification improves the definition

of behaviours J@fver selection, leading to better mapping of cover
E\ selection methods. Furthermore, the review analysis offers an improved
Q depiction of the methods and a broader opportunity to identify the

strength and weaknesses of each method. The review focuses on 18

quantity of the selected solution.

articles that thoroughly inspect and evaluate cover selection methods,
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rendering a valuable point of reference for both established and
emerging researchers in the domain. T
The BCM-LSB Concept: Although the concept is based o@a of
selective least significant bit embedding, but there ignificant
differences. For example, BCM-LSB uses random embegdding based on

smaller segments instead of embedding baseq Ne whole audio.
unding

Additionally, the proposed method include 'mechanism that

preserves the capacity of basic least signi t bit mw, which is

higher compared to selective least si t bit emb 'n‘. _\"}
The MCAS Concept: To the be au% ledge, this is the

is al@'he first cover

first cover audio selection 0 propsised.

selection that considNOselection 'eria@sed on different
characteristics simnﬁajously. \'ﬂ&n y{\a dynamic security
;pgy N,

formulation has oposed to ro e selection criteria. The

existing dyn?\gcurft/ etrig is t@oad and does not accurately
rankth% ccord'i‘ DJ‘e‘ifdya‘mic security value.
&

f m@: The MCAS has been implemented

@‘;%ination of parameter settings and sub-
N

%;chniﬂu e‘ahan‘_(_~ e performance of any method for selecting cover

audio. This is @fnportant development, as it provides a wealth of
technical information and implementation background.

The Empirical BCM-LSB method: An empirical implementation of the
BCM-LSB which includes a combination of parameters setting and sub-
techniques to improve the performance of the LSB method. This is
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significant because it provides high-level technical details and
implementation background. Y'
e A new record of dynamic security in LSB: The existing re@LSB
managed to distribute the error throughout the audio; hoW& the error

differences between segments are sometimes high du&o the different

encoding levels. The proposed method achieveq :M distribution of
tw

errors in the audio while maintaining consis e'en segments.

e A better cover suggestion based on multip ara eri'wing?tg be

at least as good as the existing met@ggestio w robo_sé}
X v
X
6.3 Research Limitations V 0\ é
It is important to note that this rM)/ork has several Iir@%ons:

1. Audio steganography pre-;ﬁajsing step\exwu d(:\
e
The process @din osecre mes&@i's) does not include pre-

processing steps h 0 prj n o enc@n. However, implementing

these steps ¢ the capacit irﬂpeaptibility, dynamic security, and
Tl
i

robustneﬁ%)rmam]e. is bec%&e’the secret message's length changes
depending on*whe

¢
de Ing' on whether e{]e@ge is longer or shorter.

ptio@compression is used, and this can vary

NN
2 changde Gol is‘zni&applied.
A The audio ste @raphy algorithm BCM-LSB does not utilize a key

\exchange protocol, which may compromise its security performance even
Q when steganographic keys are implemented.
3. Self-collected dataset is used.
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This work did not use a standardized audio dataset but instead utilized a

personally collected dataset from free audio websites. Additionally, u

various audio sample rates, stereo settings, and different bit pe@k can

result in different capacities, imperceptibility, dynamicAgrity, and

robustness performance. Q
6.4 Future Works z '

The potential future directions of this research are outlined as W

X
hy algorit tiﬁt@oines
ed% d v@roposed.
: @‘Z‘
erau eganography
estéﬁ!ts.

1. In this research, an amended audio stegan

cover selection and audio steganogral

The algorithm can be further enha

methods or cover selection m\ és)hich give
2. In MCAS, evaluation mﬁ's focus \imWer p@ﬂity, robustness and
N

dynamic security. Fut% ma)finclu raew(lQ rity characteristic metric

to address additio %ityl S Infaudio nography.

3. This research nts a heuristic éea@to find suitable cover selection.
4 $ &
Future wo W invoi ning &parameters to accelerate and improve
the ac@ the solut@:’
¢

Y-v
&ducing the selectio@é. Additionally, the implementation of the algorithm

\ in real-time can be achieved through the utilization of machine learning.

Q 5. The proposed algorithm can be implemented for other types of media, such as

audio formats or images.
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6. A time complexity analysis can evaluate the algorithm's performance based on

the parameters used in the cover selection method. Y'

7. A video cover selection algorithm based on the CAS m@\ be
implemented using a performance characteristic evaluation HA

In conclusion, this research was conducted to address and “gid the lack of

awareness about audio steganography among computer and mobile users where

information security is crucial. The enormous amount of data'exc nge'i over wired and

wireless communication channels. To ensure confidenti and data , various

techniques are available for hiding information with

mon musj |Ifs@udlo
terprise gox@a'ments to

S ofvﬁudl tegan@ag;y to ensure
the safety of their private information IS @ularly ex ged@‘lransmitted.

streams. It is crucial for individuals, organizati

comprehend the intricacies, aspects, and a ta
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