95

X
e
=

RESULTS AND DISCUSSION OF MODIFIED VYN-IZS

CHAPTER V

5.1 Modification of Grain-128 Stream Cipher Algori \d

[ ]
The modification has been done on Gr@ stre e hfr_\agrithm, and

the new algorithm is known as Modiﬁed?@ -L& -12n8j)z.stream cipher
algorithm. The structure and flow of M Wis sml

Y—
ilar‘ah Grain-128, with
b, % >
ineag Fee@ba hi?

three main building blocks, i.e. Li e gl_&t@ Non-Linear Feedback
A
Shift Register, and Boolean Func@wﬁver, er canctions have been changed

&
to further strengthen the existi@rit ﬁi\'@nemal setup for the MG-128 is
l
also discussed in this chabastly‘o @l%gmd analysis from the experiment
O

conducted is presented/gth las@n of @ chapter.

5.1.1 Linea ac
a1 :
\ G-128 stream "s‘@her algorithm uses five Linear Feedback Shift
%ers (LFSRs), namely LFSR;, LFSR,, LFSR3, LFSR,. and LFSRs, with
Q size of 37, 31, 16, 19, and 25, respectively. All the five LFSRs are
primitive polynomial. Below are the lists of LFSRs used in MG-128.
> LESR, = ()= 1+ 50 5 X Tk 0k ik

» LFSR, = fo(x) =1+ x** + x>
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> LFSR; = f3(x) =1+ x>+ x*+ x°+ x¥+ x°+ x¥2 +
x13+x15+x16

» LFSRy = fi(x) =1+ x°+ x™ + x5 + x7 + x°

\Y'

All the five LFSRs were updated for each clock that is &plafned later in

» LFSRs = fs(x) =1+ x?1 + x22 + x?°

section key initialization process and keystream generatio cess.
Non-Linear Feedback Shift Register (NLFS ‘
4
The MG-128 stream cipher algorith ses the s N;X;SR as in
-
Grain-128 stream cipher algorithm. Ho 4 IK wa; updated for

o
d Javer in section key

S he NLFSR used is as

each clock with different settinge
initialization process and keystre }e

follows:

NLFSR = g(x) =éx x102 4 5128 4 144,60 o

x61x125 + x 110x111 + x115x117

Boole@lction \G’

Q he MG-128 stream cipher algorithm also uses the same Boolean
u

Fulf€tion as in Grain-128. However, the input function taken was different.
Four (4) bits of inputs were taken from NLFSR and 1-bit input was taken from
each of LFSR;, LFSRy, LFSR;, LFSRy, and LFSRs, respectively. The function

used is as tollows:
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h(x) = bij11251; + bi41352; + bi4o553; + biy6054; + biy12Di49555;

where  b;,12,bi113,bivos, bivgo Were taken from NLFSR and

s1;,52;,53;,54;,5s5; were respectively taken from LFSR;, @z LFSR3,
Keystream q '
In order to generate the keystream of % ther must be

Y
firstly initialized with the key and IV. To co ctallt LFﬁRs the first
’ =

LFSR,, and LFSRs.

37 bits of key were loaded for LFSR;. For NfS g w\n’mn 68" bit of

key were loaded, followed by LFSR@he 6

loaded. For LFSRy, it was taken 85”‘% I
[}

i
rest bits of key were loaded SRﬁlns@ét NLFSR, the first 96 bits
of NLFSR were loaded% 6-bit’lV.ii He\bst 32 bits of the NLFSR were
's

filled with 1s. 'Q @ é—’
N

The stru%\)ff/lﬁ %lis(-ig'l’ﬁstrated in Figure 14 and Figure 15
@
Ny

below. Figu% how;otj)’proa& of key initialization of MG-128 stream
Y.
cipher a@\m, while Fig\&\!’ 15 shows the process of generating the

key. of MG-128 stream cipher algorithm.




Figure 14: Key initialization process of MG-128 3‘0
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Figure 15: Keystream generation process of MG-128 %\
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Key Initialization of Modified Grain-128 Process

In order to generate key initialization, the cipher must be firstly

initialized with the key and the IV. The initialization of the key and the IV was

done as follows:

Step 1: To construct LFSR and generate the bit sequﬁkzm the output

of five LFSRs Y'

In Step 1, the Linear Feedback Shi isters (LFSRs) were
constructed by using the assigned key. Each Wa' loaded with the 128
bits of the key. Figure 16 shows the pr of cOnstfucti e [\QSRS

128

Positi

J
\ 84
% Position
0 1 2 15 16
v
85 86 102 | 103
Position
1 2 18 19
v
104 105 127 128
Position
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The bit sequences from the output of five independent LFSRs, namely
LFSR,, LFSR,, LFSRj;, LFSR, and LFSRs were generated. For the

configuration, the feedback tapping was based on the primitive polynomial

used for each LESR. Each LFSR produced bit sequence, namely Sl&i: S4.

and Ss, respectively. 1%

Step 2: To construct NLFSR and generate the bit Sequwrom the

output of NLFSR i '

In Step 2, the Non-Linear Feedback Reg'stWFSR) was
L ]

X
constructed using the IV. The first 96 bits o@ werdllo ‘le) bits.
whereas the last 32 bits of NLFSR wereYﬁwit&Q wire wglows the

process of constructing the NLFSR. CV

-

96
¥
96 97 128
The 128 bits
of LFSR

elements are
loaded with 1
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The NLFSR was updated for each clock by the following setting:

9(X)iv128 = F(X) + by + biyz6 + biyse + bivor + bivos + biyzbirer +
bi+11bit+13 + biv17biv18 + bita7biyso + bitaobitag + bite1bives +
bi+egbi+sa :\z
Step 3: To obtain value of f{x) q

In Step 3, to obtain the value of flx), each 1tvence of LFSR was
|

XOR as the following: \d
’

+ Y,

bi+60Ss + bit12bi495Ss

&
Step 4: To obtain value of Boole nctlﬁ\hq)
ﬂ
t0 t'éim&'e value of h(x). Four bits
AN
wherf@lz, bi+13,bi195,bire0 Were taken from NLFSR and

f(x)=51+ 52+w5 5 ﬁv
A
&
In Step 4, nine inputs tak
>
f
h(x) = bz+1a l} ; 3
5@53“54“55 were respectively taken from LFSR;, LFSR,, LFSRj,

S Vs
)
of input were taken fr SR End to ut was taken from each of
‘"';z o0
LFSR;, LFSR,, LFSR LE QMY SR (Ijcan be defined as:
s
q;z-
LFSR4, and LFSRs.
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Step 5: To obtain value of Initial
In Step 3, the initial value was obtained by applying XOR operation to

the three bits of A{x), g(x), and A(x), where the output function can be defined

as:

\Y'
A0

initial = Zbi+j+ h(x) + fx

jea

where A = {2.15,36.45,64.73.89}

LFSRs, LFSR; and LFSRs respectively. Ttt\mal

producing the keystream. c\
| SV
b. Generating the Keystrea 011 1 IS‘Q}IZS (MG-128) Process
(
For Modified Gra -128¢ pfesgss of producing keystream was

roc@from step 1 until step 4. However, in

>
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Experimental Setup for Modified Grain-128 (MG-128) Stream Cipher Algorithm

The randomness testing activities were based on the application of the NIST
Statistical Test Suite. Table 39 shows the requirement for parameter value(s) that must
be considered in conducting the experiment for the Parameterized Test S on.

The maximum number of rejection rate should be as shown égj:o_ For
the Random Excursion Variant Test and the Random Excursior%, the samples
used for evaluation were only 67 samples, because only 67 sawgplesphad the number of
cycles exceeding 500. For the other 33 samples, the nuigberNgf cycles did not exceed

500. Therefore, the samples with the number of cy not \W 500 were not
*

Y'
evaluated. é | -\"}
4 \’Y’
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Table 39: Parameter value(s) for Parameterized Tests Selection used for Modified Grain-128

Test Requirement Selection
N <100 N =n/M
=1,000,0 mo
=50
n>100 and n =1,000%0 and
n>MN n >
Block Frequency Test =
M>?20
M>0.01n
n> 1,000,000
M >0.01n
=0.01 x 1,000,000
Non-Overlapping Test =10,000 Y.
N <100 O 8 )
NIST recommends 0S = 19‘ emplate Length)
~90r 10 \'§ i
N<100 Y e e i WA (fixed)
M=>0.01n ﬁ‘l 7 0~=n/N
& 1,000,000/100
Overlapping Test =10,000
n = 1,000,000

m =10 (Template Length)

Maurer’s Universal Test

Linear ComplexityS&

= L =7 (Block Length)
%4 S 0=10x2=10x2" =1280
bl TP (Number of Block)
Lo il n = 1,000,000
IS M = 2,000 (Block Length)
né $,004,00 n = 1,000,000
N>7200 ‘_},‘T =M
N =1,000,000/2,000
=500

m <[logon] — 2

m =2 (Block Length)

m < [logon] — 5

m =2 (Block Length)




Table 40: Number of maximum rejection for keystream

106

o Most of the Non- Random E .
Slgtlﬁcance NIST tests Overlapping a o\;r;ri;ftursmn Raw Excursion
eve 36 p-
I 1 (()l())apsftsiacl)::e) (basﬁv(;?ul;’goo (based on 1,206 p-value) ‘(& n 536 p-value)
0.01 3 samples 184 samples 22 samples a7 12 samples
0.02 6 samples 347 samples 38 samples "~ 20 samples
0.03 8 samples 506 samples 53 samples 27 samples
0.04 9 samples 663 samples 68 samples NS 35 samples
0.05 11 samples 819 samples 83 samples 41 samples
i
NY.
D [ Jis
4
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5.3 Results and Analysis for Modified Grain-128 (MG-128) Stream Cipher

Algorithm

Table 41 shows the NIST statistical tests results for keystream o -128 at

N

1% significance level. From the results, all the NIST statists sts passed.

Therefore, it can be concluded that all the 100 sequences of ke?ﬁam for MG-128

have passed each of the 16 NIST statistical tests at 1% significaW level.

Statistical Test ? __"\
ss,Y | &ailN Pa ilure

Non-Parameterized Test Selection % | Q@z
1. Frequency Test 0 O'Pass
2. Runs Test c 10 N . Pass
3. Longest Runs of Ones Test ’ 4 "0 Pass
4. Spectral DFT Test @ 9 1 X Pass
5. Lempel-Ziv Complexity Tes 1 S Pass
6. Cumulative Sums Tes T ! <e‘

- Forward % P j o Pass

- Reverse Y I%QS" 0 Pass
7. Random Excursi@an Test) @ g boos

(67 samples) \r - e
8. Random Excuﬁj ed * =)

it )f ¢ G52 | 10 Pass
9. Binary Mjx Rankflest/s ™ <" | 100 0 Pass
Parameter est Selection ,\,‘r
1. Bloc ency Test N 100 0 Pass
2. Non® lapping Test 14657 | 143 Pass
= ping Test 98 2 Pass
4qMdWwer’s Universal Test 100 0 Pass
8 ar Complexity Test 99 1 Pass
6. Serial Test

- Pvaluel 100 0 Pass

- Pvalue?2 100 0 Pass
7. Approximate Entropy Test 100 0 Pass
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Table 42 shows the NIST statistical tests results for keystream of MG-128 at
2% significance level. Referring to the results, all the NIST statistical tests results
passed. Therefore, it can be concluded that all the 100 sequences &eam for

MG-128 have passed each of the 16 NIST statistical tests at 2% sig&:ance level.

Statistical Test

Non-Parameterized Test Selection 5
. Frequency Test a* P s

1
. Runs Test A100 I~ S

Longest Runs of Ones Test q L P ¢, Mass
Spectral DFT Test () Pass
P

Lempel-Ziv Complexity Test
Cumulative Sums Test 4 N
- Forward % 900 o Pass
- Reverse \ )9.; &r Pass
7. Random Excursion Varia t 4 o)

(67 samples) %2 ‘ P 0 5712 Pass
8. Random Excursion Test

(67 samples)
9. Binary Matrix

Parameterized ion 3%
1 ' \E D 1 Pass
2 gt /7 AN 14497 | 303 Pass
3. st -~ W & Y 97 3 Pass
4. KaM 99 1 Pass
5 & 97 3 Pass
6
100 0 Pass
value 2 100 0 Pass

7. Approximate Entropy Test 100 0 Pass
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Table 43 below demonstrates the NIST statistical tests results for keystream of

MG-128 at 3% significance level. Based on the results, all the NIST statistical tests

passed. Therefore, it can be concluded that all the 100 sequences of ke

MG-128 have passed each of the 16 NIST statistical tests at 3% sign¥IC

tream for

\

e level.
Table 43: Results for keystream of MG-128 at 3% significWee level
Number of ce’ at 3%
Statistical Test si ance léwel
Pass ai assAp Il TreRT
Non-Parameterized Test Selection ] il
1. Frequency Test 100 0 ass
2. Runs Test 98 Q. Pags
3. Longest Runs of Ones Test ‘ﬁ ) S
4. Spectral DFT Test tstng Pass
5. Lempel-Ziv Complexity Test 5 o | Y Ppass
6. Cumulative Sums Test G? q )
- Forward & (> Pass
- Reverse /_g 28 i il .22? Pass
7. Random Excursion Varia é?z Pt
(67 samples) A
8. Random Excursion T 49\@1 2 Pas
(67 samples) gT o
9. Binary Matrix RW ‘? 3 Pass
Parameterized T, e cti(: ) '\,
1. Block Frequen st ¥ 99 1 Pass
2. Non-Overl est] ) ) & 14329 | 471 Pass
3. Overlappb S oy S| 9% 4 Pass
4. Maurer’s \niversal Test ,\T 97 3 Pass
5. Line ontplexity Test s 97 3 Pass
alue 1 100 0 Pass
N value 2 98 2 Pass
mr&imate Entropy Test 100 0 Pass
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Table 44 below exhibits the NIST statistical tests results for keystream of MG-
128 at 4% significance level. With reference to the results, all the NIST statistical
tests results passed. Therefore, it can be concluded that all the lOOﬂgences of

keystream for MG-128 have passed each of the 16 NIST statjgkallests at 4%

significance level. Y'

Table 44: Results for keystream of MG-128 at 49 i 173%1
L3

eque ca?t’ﬂ 5
Statistical Test j leyel ;.Q)

Y %‘
Frequency Test J &  Piss

Runs Test \'_‘L‘ 4| OPass
. Longest Runs of Ones Test 96 ™I\ Pass
. Spectral DFT Test 2 6 & Pass
. Lempel-Ziv Complexity Te 5 Y0 T Pass
Cumulative Sums Test %’ ]

{
- Forward q ( ‘ez L
- Reverse % & z\b - diss
7. Random Excursion jant T L S
(67 samples) \K g i i

8. Random Excursj eSt o
(67 samples) & l ’ (')(4'88 & s
9. Binary Matrjg Teg ) & 97 3 Pass
Parameteriz Seleqt RS
1. Block FreqyenCy Test &N 99 1 Pass
2. Non- %a ing Test e 14188 | 612 Pass
2 Ove@ Test 96 4 Pass
4. raws Universal Test 96 4 Pass
5; %omplexity Test 05 5
6. Sertal Test

Non-Parameterized Test Selection

'c\m-hwt\)_——-

b

Pass
- Pvaluel 100 0] Pass
—. . Pwvalue 2 96 4 Pass

7. Approximate Entropy Test 99 1 Pass
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Table 45 illustrates the NIST statistical tests results for keystream of
MG-128 at 5% significance level. From the results, all the NIST statistical
tests passed. Therefore, it can be concluded that all the 100 sequences of

keystream for MG-128 have passed each of the 16 NIST statistical t 5%

significance level. (o\

Table 45: Results for keystream of MG-128 at 5% signiﬁcawevel

Number of se S al 5%
Statistical Test signi e [ey
Pass Eail asp/F LB\ of
Non-Parameterized Test Selection é &
1. Frequency Test 96 s 1P3Ps oo
2. Runs Test 94 ‘Pf‘g' ass NV
3. Longest Runs of Ones Test 9 St ™S I%
4. Spectral DFT Test AU 4 S
5. Lempel-Ziv Complexity Test 6 (%ss
6. Cumulative Sums Test ~ &\
- Forward 9 "‘>ﬁ (,} Pass
- Reverse ; 4 R Pass
W

7. Random Excursion Variant Tes

P
(67 samples) '] l} 4 ;& o
8. Random Excursion Test ’,' :" \3'9 Pass

(67 samples) P B fand

9. Binary Matrix Rank % ) 5= 5 Pass
Parameterized Test Sglet®on =N ({_O

1. Block Frequency ‘P2 1 Pass
2. Non-Overlappa t 2 ) 035 | 765 Pass
3. Overlapping% J‘g, T < 96 4 Pass
4. Maurer’'s UNvOal Test © ) 93 7 Pass
5. Linear mvty Test N 94 6 Pass

6. Serial
- ue 1 100 0 Pass
- ue 2 94 6 Pass
7. Apyimate Entropy Test 98 2 Pass

In conclusion, based on the results obtained from the experiment conducted
against the MG-128 stream cipher algorithm, it can be concluded that the keystream

of MG-128 has passed all the tests in NIST Statistical Test Suite for all 1%—5%
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significance level. Therefore, it can be concluded that the sequences tested for

keystream of MG-128 were random for all significance level of 1%—5%.

54 Comparison between Grain-128 and MG-128 Stream Cipher Algor'tW
This section explains the comparison between Grain-128 a -128 stream
cipher algorithms. Each main building block used in both alXgwéms is discussed
including Linear Feedback Shift Register (LFSR), NonNar Feedback Shift
Register (NLFSR), and Boolean Function. In additi < 'eystream for each
NY.
I o

N\

algorithm is also discussed.

Furthermore, Table 51-55 show the com@ of tatisé%al test results
\ N
for both Grain-128 and MG-128 stream cipler al§orithr S.

e &

) \‘ A
a. Linear Feedback Shift Regis S "}&
7}
Grain-128 \ Aj A‘S"

ﬁ

N

Grain-128 yged ge (l),LF | 1e128 bits and it was primitive
XN
polynomial. The L usedlc efi s follows:
\ | C}Q
c ¢ ? (-)
%zlb}z éa'_i_ x58 4 x90 4 4121 4 ,128
s
& i,
&
R

Then,\PLFSR was updated for each clock by setting

S

Si+128 = Si t Si47 + Sit3s + Sit70 + Sits1 + Sivoe
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MG-128

MG-128 used five (5) LFSRs and each LFSR was primitive
polynomial. The LFSRs are listed below:
>  LFSR, = fi(x) = 1+ x25 + x27 4 x35 + 37 \Y"
» LFSR,= fL,(x) =1+ x**+ x3 i‘)
LFSR; = f3(x) =1+ x?+ x*+ x5+ x® + x9+Y‘-P+

x13 4 x5 4 x16 V

» LFSRy= fi(x) =1+ x°+ x™ + x¥° + :x11

» LFSRs = fs(x) =1+ x*1 + x22 + x§ N
(NG
Then, the LFSR was updated for each clogk b¥etting \3-

TP i

Y

Grain-128

For Non&glh.r Fe}db\ Sh@égister, one (1) NLFSR with 128 bits

N
was used in (@2 Fh 'Lt:% sed was the sum of one linear and one
L
use

%\1 + X32 + x37 + x72 i x102 + x128 + x44x60+ x61x125 L

&67 + x69x101 + X80X88+ x110x111 + x115x117

Then, this NLFSR was updated for each clock by setting
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bis128 = Si + bi + biyze + bivse + bivor + biyos + birsbirver +
bis+11bi+13 + bit17biv1s T Dis27bisso + Diraobivas + bive1bives +

bi+68bi+84

T

For MG-128, the NLFSR used was similar as in Grai ; which is as

the following: q

glx) =14 x32 + x37 + x72 + x102 4 x128 %ﬁ(’%xlzs -
oy
x63x67 4 69,101 4 180,88 4 1,110,111 +¢%117J | _\(‘}
’
Y_, ¥

Then, this NLFSR was updated for e@ck by
=N
‘% . o
bis128 = f(X) + bi + biyae ‘& 56,1 +\$&96 + biy3biyer +
'19 }‘ Bi#ﬁﬂs + bite1bives +
NN
bi+68bi+84 &\ Q

N l .? /! (:_)O
Boolean FuAgté !F 7 b'): \’Y$

Grain-12 \c.,

MG-128

‘% Grain-128, the Boolean Function used consisted of 9-input filter

funct™ taken from 7-bit input from LFSR and 2-bit input from NLFSR.

h(X) = h(xo,xl, ...xB) = XpX1 + XpX3 + X4X5 + XgX7 + XgX4Xg
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MG-128

For MG-128, the Boolean Function used consisted of 9-input filter

function taken from 4-bit input from NLFSR and 1-bit input from each of

T

h(x) = bi+1251 + bit13S2 + bitosSz + biveoSs + L ;i+9555

Keystream Yv
Grain-128 é |'\d
[ ]

LFSR,. LFSR,, LFSR3, LFSRy, and LFSRs.

é b’ | _{—:\T
’ *
str is as follows:

D
Q‘ 2= buj+ h(@ + f@)

jEA

Where A = {2,15,36,45,64,73,89}
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Table 46: Comparison of NIST Statistical Test results between Grain-128 and Modified

Grain-128 for 1% significance level.

Number of sequences at 1%

Statistical Test S
significance level

Grain-128 M(};(%i
Non-Parameterized Test Selection

Frequency Test
Runs Test v
V 0

(e

Longest Runs of Ones Test
Spectral DFT Test
Lempel-Ziv Complexity Test

0
0
1
0
5
| 6. Cumulative Sums Test
- Forward 0
- Reverse 0 0 \Y'
7. Random Excursion Variant Test 1} 8‘ i"
8. Random Excursion Test
9. Binary Matrix Rank Test
Parameterized Test Selection
. Block Frequency Test
. Non-Overlapping Test
. Overlapping Test
. Maurer’s Universal Test

. Linear Complexity Test
. Serial Test

- Pvaluel %
- Pvalue2
7. Approximate En&mesg

(?: * 27 9 e
Table 46 gimgwsfthe dontpa so@ NIST statistical test results between Grain-
pﬂerz

DN |WiN|—

AN |n|H W —

==

R

’
128 and MG- eam ci l% ms for 1% significance level. From the results,
AN SO

there wer N (2) statistical tests failed for Grain-128 stream cipher, which were
Lemp Complexity Test and Linear Complexity Test. Both tests exceeded the
maximum number of rejection for 1% significance level, with 5 and 4 rejections,
respectively. Therefore, it can be concluded that the Grain-128 was non-random for

1% significance level.
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On the other hand, for MG-128, it was shown that this algorithm has passed all
the 16 NIST statistical tests. Therefore, it can be concluded that the MG-128 was

random for 1% significance level.

Table 47: Comparison of NIST Statistical Test results between Grain-lZ@Aodiﬁed

Grain-128 for 2% significance level. ~

Number of seql%z at2%

Statistical Test ignt aR;{evel
Grain- R’I—QQS
Non-Parameterized Test Selection ?, A
1. Frequency Test & 10
2. Runs Test 4
3. Longest Runs of Ones Test N
4. Spectral DFT Test
5. Lempel-Ziv Complexity Test
6. Cumulative Sums Test
- Forward
- Reverse Q

7. Random Excursion VariantNg ¥5 \Q 12
8. Random Excursion Test 8 \Q‘ 13
9. Binary Matrix Rank e F s 2
Parameterized Test Selectin . & Phe
1. Block Frequency l 3 I
2. Non-Overlappin t SNOF | & 278 303
3. Overlapping Tees s i ) 3
4. Maurer’s Uggycrshl T t“ (i . 2 1
5. Linear Cgn ity 3 st/ ¥ _XS 2 3
6. Serial T, ity Y:'

lue 2 I 0

ate Entropy Test 1 0

able 47 shows the comparison of NIST statistical test results between Grain-
128 and MG-128 for 2% significance level. Based on the results, the Lempel-Ziv
Complexity test failed for Grain-128 with seven (7) rejections. Therefore, it can be

concluded that Grain-128 was non-random for 2% significaice level.
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As for MG-128, it was shown that all the 16 NIST statistical tests passed with
the number of rejection below the maximum number of rejection allowed. Therefore,

it can be concluded that MG-128 was random for 2% significance level.

Table 48: Comparison of NIST Statistical Test results between Grain-l2%§o.diﬁed

Grain-128 for 3% significance level. *

Number of seq% at 3%

Statistical Test signi amvel

Grain- 8
Non-Parameterized Test Selection o X
. Frequency Test % ol A2
. Runs Test fet 2 ¥

Lempel-Ziv Complexity Test
Cumulative Sums Test
- Forward

G }
- Reverse (4] G 2
7. Random Excursion Var@ N i6 22

Longest Runs of Ones Test q; Q\ L‘Q‘y
Spectral DFT Test E 3’ °\l <3

LY

8. Random Excursion Test "Tl 5 &3 29
9. Binary Matrix Rank gest i b g 3
Parameterized Test Sel€Ctign 2o,
1. Block Frequency NS \‘5 1
2. Non-Overlappin st : Ly 425 471

- P
3. Overlapping 1 (0 3 4
4. Maurer’s Ugd | Tgbt _ 7 ¢ K 4 3
5. Linear C ty Tgpt l: ) =N 2 3
. Serial T,
y - Pée (,}IY. 1 0

- alue 2 N ) 2
mate Entropy Test 1 0

able 48 above shows the comparison of NIST statistical test results between
Grain-128 and MG-128 for 3% significance level. With reference to the results, there
was an NIST statistical test that failed for Grain-128, which was Lempel-Ziv

Complexity test. The total number of rejection was nine (9), exceeding the maximum
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number of rejection for 3% significance level, which was eight (8). Therefore, it can
be concluded that the Grain-128 was non-random for 3% significance level.
As for MG-128, it was shown that this algorithm has passed all the 16 NIST

statistical tests. Therefore, it can be concluded that the MG-128 was ra?m for 3%

significance level. ﬁ :\>

Table 49: Comparison of NIST Statistical Test results between Gw 28 and Modified

Grain-128 for 4% significance lev z |

Statistical Test sighificande levgl
Gr 28 G-1
Non-Parameterized Test Selection Y(? v N
1. Frequency Test a - S
2. Runs Test 3 & 4
3. Longest Runs of Ones Test 4
4. Spectral DFT Test A, 6
5. Lempel-Ziv Complexity Test : JL ﬂ O 5
6. Cumulative Sums Test é I ? “ <$—’
- Forward \ 5 aN 2
- Reverse i ' 9! 3. é\ )
7. Random Excursion Viggiegi¥est 1| J T3Qr 33
8. Random Excursion Test ol il 24
9. Binary Matrix Ragk YNt V| 2 3
Parameterized T ctisaONG’ {Q_"

e

Block Freque t] ¢ P G
) ]

I S 1
2. Non-0verlgq'nﬁ es U 576 612 §
1 Overlapps' % “»wt 22 J,0 < 3 4 ]
: - -

2

4. Maurer’ Wersal Te€t © ‘\T
plexity Test G

- value 2
7 roximate Entropy Test

Table 49 above shows the comparison of NIST statistical test results between

i

=

(¢
w
NS

o

Grain-128 and MG-128 stream ciphers for 4% significance level. The results for

Grain-128 showed that Frequency Test has exceeded the maximum number of
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rejection for 4% significance level with 10 rejections. Therefore, it can be concluded
that the Grain-128 was non-random for 4% significance level.
As for MG-128, it was shown that this algorithm has passed all the 16 NIST

statistical tests. Therefore, it can be concluded that the MG-128 was r for 4%

significance level. 0}

Table 50: Comparison of NIST Statistical Test results between 0&2 and Modified

Grain-128 for 5% significance lev q '

(]
Number ORggq nw§%
N

Statistical Test ificande le@®l,
Graget 2 qG-128°

Non-Parameterized Test Selection

1. Frequency Test P W%
2. Runs Test 3 :<6
3. Longest Runs of Ones Test 4 oS
4. Spectral DFT Test P -—_? -L‘v 6
5. Lempel-Ziv Complexity Testa" 'm ,,\\ 6
6. Cumulative Sums Test JE “ <i—1
- Forward \ 6 A% -
- Reverse ol (ORN 3
7. Random Excursion % ETest J ! & 40
8. Random Excursion Test 4 ¢ 436 29
9. Binary Matrix R st | Q\Jz 2
Parameterized Tg$t SglectiQn ,{Q
1. Block FrequeffcyMest) o i?,' o’ 5 I
2. Non-Overlgmeind Tes| = Ll 719 765
3. Overlappj ist P A < 3 4
4. Maurerdg % ersal T¥st ® ;Y: 12 7/
L lexity Test & 2 6
alue 1 5 0
2 value 2 3 6 |
: roximate Entropy Test 2 #) \

Table 50 above shows the comparison of NIST statistical test results between
Grain-128 and MG-128 stream cipher algorithms for 5% significance level. From the

result, there were two (2) statistical tests that failed tor Grain-128 stream cipher, which
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were Frequency Test and Maurer's Universal Test. Both tests exceeded the maximum
number of rejection for 5% significance level, with 12 rejections, respectively.
Therefore, it can be concluded that the Grain-128 was non-random for 5% significance
level.

On the other hand, for MG-128, it was shown that this algori s passed all
the 16 NIST statistical tests. Therefore, it can be concluded thg&e MG-128 was

random for 5% significance level. \;
Conclusion ‘\d
ey

Based on the results obtained from the ¢ 1 ent cqn @mst the MG-
Y-r
128 stream cipher algorithm, the keystream of sed ests in the NIST

Statistical Test Suite for all 1%—5% @ce efJuse herefore it can be

concluded that the sequences tested eystr T = 8 were random for all
N
o o )
significance level of 1%—5%. A<$'
S
In contrast with Gr 5 hlS }lgo ﬁwed that it was non-random for
: , .‘ -‘
all 1%-5% significance le |, N

l %
In conclusm, fr t lyg)b btained, the MG-128 stream cipher
algorithm showed @ntéﬁ\s of, istical analysis compared with Grain-128
’
stream cipher a %‘n In the fu ua}l.ns algorithm can be applied for the application
N

with little @utatlonal resources such as for cell phone or other small embedded

/‘7

devic
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