CHAPTER FIVE

RESULTS AND DISCUSSIONS | .
5.1 INTRODUCTION .i

This chapter presents the performance evaluation of th posed s [elapsed-

. . . ] &

time based scheme for detecting and miti DoS atta i _Qe SDN
P o

environment). Three extensive experiments Teen{{ri t tov*g;gl'uate the
proposed scheme’s performance, in etwtime, unde differs? experimental

scenarios (different DDoS types, dif

and long terms). Thereafter, an %atiorm%
0
y.

experiment is carried out resK Petforma e‘bv@on is provided after each
experiment. The results o IXtu %ﬁr@ in each experiment are then
compared with the % f all J

validation. The ¢ ison isl co ed b@jon the performance metrics namely
overhead and w rms([?j'éauced are also compared to all previous
works in the,sa cor:éj?m b‘l'es(]jc:z} evaluation aims to show that the proposed

(
S N;' in chapter two table 2.4 for
&

. The
#

N

scheméyis* able to Jr Jett rformance (high accuracy with very low false

al

According to (Behal & Kumar, 2016), it has been observed that there is no
Qmpropriate dataset available for validating the DDoS research among the various

publically available datasets because they suffer from a number of limitations. Most

N .
d low measured ovsﬁead) under all traffic states.



of the available datasets are obsolete, lack the required characteristics of network

traffic or not made available to the research community for security reasons.

Another observation from the various solutions that have been @d to
detect DDoS attacks is that datasets are mostly used in the Machine‘t%jng based
solutions.

According to (Yavanoglu & Aydos, 2017), datasesMed in Machine

o

Learning and Artificial Intelligent since they are the o's for analyzing

network traffic and detecting abnormalities. .\d
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5.2 SIMULATION EXPERIMENTS P Y*

\th N
e“the per ance of the
sc%ﬂos applied in the

cel@rio and a mixture of

proposed scheme each of which has d%t scen

three experiments are UDP flood Eenario, lo ‘me\?
UDP and SYN DDosS attacks scenakio. The first ahq se(@experiments have three
different test cases which are al rg@iﬂgatic&iéﬁack traffic generation and
a mixture of normal @ attzk traffi yatjo@ third experiment has one test
case which is a mi>w{o or alq& antf@” and SYN attack traffic. The three
experiments are@sed im@win@ections.

i e; On 00 égenario)

5.2.1 Ex@' (U
&) 7 j g
Ina SP ood, DDoS attackers send highly-spoofed UDP (user datagram protocol)

\
:M at a very high packet rate using a large source IP range. The victim's network
V

erwhelmed by the large number of incoming UDP packets. This attack normally
onsumes network resources and available bandwidth, exhausting the network until it

goes offline.



5.2.1.1 Test Case One (Normal Traffic Generation)

Normal traffic means noticing no variations happening suddenly in tha% ork

traffic as long as we know the maximum limit of the traffic normally used in the

network. Y.
In this test case, normal traffic will be generated frqmmple hosts using
y

Python scripts. Python scripts are running on these hosts ar]i separately. As

appeared in Figure 5.1, no indications of any sudden increases ir,thWk traffic.
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Figure 5.1: T@rmw nor, DP traffic
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The traffic is ; from ‘ve s';sl ahbhe time estimated for generation
4 &
IS one minute ar&&qty fivel S
monitor the rw\ f th
hosts acr %ne rk cQ‘:t?\e information in Figure 5.2, the traffic
- o
genera% thesé t ore than a thousand and five hundred packets in

as s in Figure 5.2. During this time we

agaicgﬁ'hese packets that generated from these



Time

First packet: 2018-02-20 01:35:23
Last packet: 2018-02-20 01:36:48
Elapsed: 00:01:25
===4
Capture
05: Linux 3.13.0-27-generic
Capture application: Dumpcap 1.12.1 (Git Rev Unknown from unknown)

|-Capture file comments

Interface | Dropped Packets | Capture Filter Link type | Packet size limit

sl-ethl unknown none Ethernet 262144 bytes

sl-eth2  unknown none Ethernet 262144 bytes

sl-eth4  unknown none Ethernet 262144 bytes

sl-eth5  unknown none Ethernet 262144 bytes
Display

Display filter: none

Ignored packets: 0 (0.000%) "
Traffic Captured Displayed Displayed % Marked Marked %
Packets 1579 1579 100.000% 0 0.000%
Between first and last packet 85.774 sec
Avg. packetsfsec 18.409
Avg. packet size 42 bytes 1
Bytes 66318 66318 100.000% 0 0.000%
Avg. bytes/sec 773.173
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In Figure 5.3, POX%eontroller terminal sho hat the scheme takes no
actions against these generated packets beca s@w\scheme has realized that this
traffic is normal and%s nes\a'sp@wz'@kets. Although the number of the
packets exceedslée\\othe (l.hem hresr@? the scheme takes no actions against
these packet@s proving t}l‘e \e does not produce any false positives.



Terminal - ubuntu@sdnhubvm: ~/pox

File Edit WView Terminal Tabs Help
ubuntu@sdnhubvm: ~/

POX @, (eel) / \

INFO:core:POX 0.5.0 (eel) is
INFO:openflow.of_01:[00-00-00-80-80-81 1] connected

Figure 5.3: Results under normabUDP tgaffic

5.2.1.2 Test Case Two (Attack TrafficGenegation)

In this test case, the attack traffic_will be”generatedgen twoscales, a scale of low
amount of packets and another of*huge ameunt of packetsc\While the low amount of
packets scale is used to generate a*few attaCkspackets tofook as normal packets, the
scale of large amount»of packets is jused o generate a huge amount of traffic to
represent the flooding DD@S attack: Tihe"low ameunt of packets scale and the large
amount of packetSsscale are-uSed tosSimulatgthe change in volume of traffic that the
attack does when ‘move frem high voluaje to low volume. Python scripts were run

from the hests*manually. A ool callet-Scapy is used to generate UDP attack traffic.

5.208:2.2 L ow packets scale

\When number of packets that travel to a certain destination is low and these packets
are coming to this destination continuously then, these packets are considered

suspicious packets. This small number of packets will create a large number of flows



to contain them and that will eventually deplete the storage capacity of OpenFlow

switch.

Two DDoS scripts are running in this case on two hosts hl and h2 to.generate
a low amount of attack packets. After the DDoS scripts begin runnifig,sthe scheme
begins showing the suspicious flows that detected directly as manifésted in Figure
5.4.1. These flows will be deleted from the switch once they exeéeed the threshold

(ten flows).

Terminal - ubuntu@sdnhubvm: ~/pox
Terminal Tabs Help
fpa: ‘pox.py fTorwarding.l2 learning Detection_Mitigation
2014 James McCauley, et al.

scanning attack is detected
scanning attack is detected

scanning attack is detected

a scanning attack 1s detected

scanning attack is detected

nning ¢ 15 detected

Figure 5.4.1: The first results of the low scale of packets

While the Figure 5.4.2 shows the continuous detecting of the suspicious
flews and removing them when“they reach ten flows by the scheme, the Figure 5.4.3
shows that the scheme stopped taking any actions when scripts stopped generating
traffic. This proves that the scheme does not produce any false positives or false

negatives.



Terminal - ubuntu@sdnhubvm: ~/pox

File Edit View Terminal Tabs Help
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Figure 5.4.3: The last results




To avoid being detected, the attack packets have been sent at a rate of lower than ten

packets per second during the time of attack traffic generation as appearedin\%ure

5.4.4 but, the scheme has accurately detected the flows that createg%\e low
amount of packets and removing these flows at the time of the attack as*shown in
Figures 5.4.1, 5.4.2 and 5.4.3. The average of sent packets per se%d was (7.268

A45. The total

number of generated packets during this time was eig red knd thirty-three
packets. .\d
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packets/sec) within about two minutes as shown in the
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Time ol

First packet: 2018-02-27 23:05:08
Last packet: 2018-02-27 23:07:03
Elapsed: 00:01:54
o 4
Capture
0S: Linux 3.13.0-27-generic 3
Capture application: Dumpcap 1.12.1 (Git Rev Unknown from unknown)

{Capture file comments

Interface | Dropped Packets | Capture Filter | Link type | Packet size limit

sl-ethl  unknown none Ethernet 262144 bytes

sl-eth2  unknown none Ethernet 262144 bytes
Display

Display filter: none

Ignored packets: 0 (0.000%)
Traffic Captured Displayed Displayed % Marked Marked % -
Packets 833 833 100.000% 0 0.000%
Between first and last packet 114.619 sec
Awvg. packets/sec 7.268
Avg. packet size 42 bytes
Bytes 34986 34986 100.000% 0 0.000%
Avg. bytes/sec 305.237

N N
Figure 5.4.5: Summ@e low sca pi‘c\@
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5.2.1.2.2 Large packets scale
9 Q—
e &
send

Five hosts are used to em ahh att @P flood attack traffic and the
T idea@wind this scenario is to attack the

sixth host is used to e victi
’ &

controller with multiple attacr i frg_we nearest point to the controller to
put the schemeyun critieabsituation. &
e DS
(ﬁ ’ 4
@unnin the jschem ~£s’it appears in Figure 5.3, we run the DDoS
p >

attaclgs from the ostf'hl, ﬁ;,‘hB, h5 and h6. As we mentioned before, the host

S

tw the role of victimis the host h4. Once the attack machines begin

w

%ating the attack traffic towards the target machine, the scheme begins gathering

Qe statistical information of the number of flows and packets. As appeared in Figure

5.5.1, the scheme raises a warning of an attack when it notice that the number of



flows is getting increased and the number of packets does not exceed the threshold
(1500 packets). The maximum number that these suspicious flows can reach before
removing is ten flows. It is important to mention here that the log messa me
packet subsystem “(UDP parse) UDP packet data shorter than UDms wn in

the Figure 5.5.1 is neither an error nor a necessarily indicative %problem as

stated in POX Wiki. \,

When the attack moves from the low volume t %h vrlume of attack

packets, the scheme stops looking into the flows and ins chec statistical
@

information gathered about the packets. As we (@ Figure 5.5. t'e _i&%&'e §
directly noticing that these packets are suspici as soon e numggr of the
packets begins to increase rapidly and shcug;:i \ge th Y; there is an
IS an @k machine on the

‘Q\‘I"%eventeen which is the
N

attack detected from the source IP a 50130.0.6 whi

destination IP address 10.0.0.4 the@ throu %ot

UDP protocol. This means th ectio'ﬁ method;in t heme was activated and

it works in a successful w. \ )\



Terminal - ubuntu@sdnhubvm: ~/pox
File Edit WView Terminal Tabs Help

canning attack is detected
canning attack is detected
canning attack is detected
a scanning attack is detected

canning attack is detected

.B.6 on 10.08.0.4 through 17. Drop it.
6.1', '1e.0.0.4', '10.0.0.2', '10.0.0.4'
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Mitigation:/ is detect 2 on 10.8.0.4 through 17. Drop it.
B.0 '18.0.08.4', '10.08.0.4']

r than UDP len: 66 < 10832

Figure 5.5.1: The, first results'ef.the largesséale of packets

After the detectiongwerk is finished the ‘scheme goes forward to drop these
packets using its mitigation method~We can seé clearly that the packets have been
dropped by naticing%that the_Sehgme begins’ looking into the flows rather than the
packets. As We Can see, the®number of packets has been decremented from one
thousapd eight hundred and, ninety-two packets to lower than the threshold which
indicates that the mitigation @method is activated and works properly. This is an
evidence of the effectiveness of the mitigation function in dropping and terminating
the attack packets and flows once they detected. It is important to notice that the
number of flows begins from number one which means that the previous flows have

been removed. Also, we can notice that the number of the packets goes above the




threshold again and the detection function detects attack packets coming from
different source IP address which is 10.0.0.2. The detected packets are directly

dropped by the mitigation function.

Figure 5.5.2 shows that the attack traffic is coming from an6theg, source IP
address to targeting the same victim and again the scheme is accurately detecting and
dropping the DDoS attack packets. A list of IP addresses is provided to show where

the traffic comes from and goes to.

= Terminal - ubuntu@sdnhubvm: ~/pox
File Edit WView Terminal Tabs Help

anning attack is detected
anning attack is detected
-anning attack is detected
anning attack is detected
anning attack is detected
anning attack is detected

}.0.0.2 on 10.0.0.4 through 17. Drop it.
.4', '10.0.8.4"', '10.0.8.4'

anning attack is detected
-anning attack is detected
a scanning attack is detected
anning attack is detected

-anning is detected

ed from 18.8.2.1 on 10.0.0.4 through 17. Drop it.
' , '10.0.9.4', '10.0.0.4"

Figure 5.5.2: Results after five minutes




As appeared in Figure 5.5.3, dropping attack packets and removing the
suspicious flows is continued by the scheme.

Terminal - ubuntu@sdnhubvm: ~/pox
File Edit WView Terminal Tabs Help

9.0.0.6 on 10.0.0.4 through 17. Drop it.
! .8.8.4"]

0.8.6 on 10.0.0.4 through 17. Drop it.

. 5.0 611
g UDP data than UDP
g UDP ata s than UDP
g UDP packet data s than UDP
g UDP ata than UDP
g UDP ata than UDP

upp ata than UDP
g UDP ata s than UDP
g UDP pq E r than UDP

WARNING : A : B.0.5 on 10.0.0.4 through 17. Drop it.
0.

] : N 5)
dp par rning UDP or than UDP le 1@
dp par rning UDP ata than UDP le 4 < 16
dp par rning UDP ata s than UDP len: 94 < 10
: dp parse) warning UDP ps : 2r than UDP len: 1@
attack 1 ed

2 on 10.0.0.4 through 17. Drop it.
'10.0.0.4']

Figure 5:5,3% Results after fifteen minutes

jJrhedFigure 5.5.3 shows that.the number of packets has been decremented
from two ‘thousand seven hundred and nineteen packets to one thousand eight
hundred ninety-seven. This means about one thousand packets has been dropped
approximately. We can also notice that the number of the packets has sharply
increased again because we are under a flooding DDoS attack. The attack packets

reach the duple of the threshold in five seconds (time given to collect the statistical




information) and the scheme’s detection and mitigation functions take a place to

As clearly demonstrated in Figure 5.5.4, the scheme stays notified of Se nG)lber of

flows that being created when the number of packets is still under reshold. We

detect and drop these packets.

also still notice that the traffic is coming from different sourc addresses and the

time elapsed between packets is different in each detectio prev.'

Due to sending only partial of packets by the switch to e‘hg;der, we see

@
the subsystem log message that says that the UD ket data s te[ @ DP
length is displayed from time to time. Y. \-' i &

N

V4
s
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View Terminal Tabs Help

g attack
g attack

g attack

anning attack is

attack is

eTtwe
udp par
Jljp p

anning attack

F
4', '10.8.
psed betwe
(udp p

5 detected

ed from 16.0.8.3 on 10.0.0.4 throug
.0.0.4", '10.0.0
than UDP

§ - than UDP
shorter than UDP

from 18.0.0.2 on 0.4 throug

nop : i)
\ shorter than UDP
shorter than UDP

from 10.0.0.2 on

n pack , 5.9604644 B6)
) warning UDP et da r than UDP

Figure"s,5:4: Results after_twenty five minutes




Terminal - ubuntu@sdnhubvm: ~jpox
File Edit WView Terminal Tabs Help
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Figure 5.5.5: Results after thirty minutes

Figure 5.5.5 shows the last results have beén obtained by.the scheme. By monitoring
all previous POX terminals, we,can,see~that“the fungtionality of the scheme has
neither affected by the'increase in the number of attack packets nor by the increase in
the number of flows in tefms of detecting and mitigating attack packets that change

in volume of packets,

The”graphs shown “in Figure..5.5.6, illustrates the performance of SDN
components junder a Iakge scale @f~UDP flood DDoS attack. The X-axis represents
the nmber of packets whileésthe Y-axis represents the time in seconds. The graphs
show that the attack is changing from the high volume of the attack packets to the
low volume and vice versa during the time of the attack. The graphs also show that
no performance degradation has occurred in the performance of SDN components

due to this change. Therefore, we can say the scheme has successfully protected the




SDN components from being unavailable to legitimate users while these components

under a changeable DDoS attack.
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Time

First packet: 2019-03-28 18:43:11

Last packet: 2019-03-28 19:13:17

Elapsed: 00:30:05 =
Capture

0s: Linux 3.13.0-27-generic

Capture application: Dumpcap 1.12.1 (Git Rev Unknown from unknown)
fapture file comments

Interface Dropped Packets Capture Filter | Link type | Packet size limit

sl-eth4  unknown none Ethernet 262144 bytes
Display

Display filter: none

Ignored packets: 0 (0.000%)
Traffic Captured Displayed Displayed % | Marked Marked %
Packets 476534 476534 100.000% 0 0.000%
Between first and last packet 1805.638 sec
Awg. packets/sec 263.914
Avg. packet size 1057 bytes
Bytes 503653028 503653028 100.000% 0 0.000%
Avg. bytes/sec 278933.553
Awg. MBit/sec 2.231

\ N
Figure 5.5.7%ma MQ; of packets
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5.2.1.3 Test Case Th%ixtuq H@Attack and Normal Traffic)

d noé@l traffic are mixed together in the same

In this test cas@tack
traffic gener%

N
attack ICwhile ho S nd hsshe used to generate normal traffic. The host hl is

% On the POX controller terminal where the scheme is running, nothing

isplayed although the scripts that generate the normal traffic are currently running.

he hosts A3, @%716 are the hosts designated to generate the



Figure 5.6 shows the controller terminal within sixty seconds of generating normal

traffic.

Terminal - ubuntu@sdnhubvm: ~/pox

File Edit View Terminal Tabs Help
i ~/pox% ./pox.py forwarding.l2 learning Detection_Mitigation
ight 2011-2014 James McCauley, et al.
5 IJFl.
-00-00-00-01 1] connected

Figure 5.6: POX terminalwithin/the first sixtysseconds

After seventy seconds of generating nermal traffic, the*DDoS UDP flood
attack is launched from the attaek hosts alemg™With the nermal traffic that is still
running. As appeared in Figure 5%, the scheme detects.and mitigates the attack flows
and packets. Also, we,can‘see In Figure 57, the IR-addresses of hosts that used to
generate the normal traffic'do notappear during the time of attack detection. The
results appear ingeigures 5.7,%5.8, 519, 5.10;<5.11 and 5.12 are the results have been
appeared after three minutes, five minutes, ten minutes, twelve minutes, fifteen

minutes ahd twenty minutesirespectively during the scheme running.
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Terminal - ubuntu@sdnhubvm: ~/pox

View Terminal Tabs Help
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Figure'5.7: Results after three minutes
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Terminal - ubuntu@sdnhubvm: ~/pox

File Edit View Terminal Tabs Help
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Figures,.8: Resultsafter five minutes
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Figure-s.9: Resultgafter ten minutes
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Figure 51107 Results after twelve minutes
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Figure 5,11 ResultS after fifteen minutes




Terminal - ubuntu@sdnhubvm: ~/pox
File Edit View Terminal Tabs Help
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Figure 5,12: ResultS after twenty minutes

During, traffie generation time, the IP addresses of hosts that generate the
normakltraffic do not appear. Thig'proves that our scheme has not produced any false

posttives or false negatives.

In all graphs appeared in Figure 5.13, the red line represents the normal
traffic and the black line represents the UDP attack traffic. All graphs show that the

scheme is successfully detecting the change in attack packets made by the DDoS




attack at the time of traffic generation. This practically proves that the scheme
accurately detected the attack packets until the last second of traffic generation.
Figure 5.13 shows that the scheme has protected the SDN components GQZthe

time of the attack from performance degradation caused by a changeablg attack.
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The lists of source and destination IP addresses that used to send and receive
packets generated in the mixture traffic shown in Figures 5.14 and 5.15. The source

IP list shows the exact number of attack packets generated in the network\xl as

the number of legitimate packets. ,

Source and Dest IP Addresses with filter:

Topic [ Item Count ~ | Average Min val Max wval Rate (ms) Percent Burst rate Burst start

* Source IP Addresses 293850 0.2365 100% 1.4400 340.177
10.0.0.4 97044 0.0775 32.77% 0.4900 340.177
10.0.0.6 96635 0.0772 32.64% 0.4800 340.181
10.0.0.3 96096 0.0767 32.45% 0.4800 340.178
243.54.110.229 21 0.0000 0.01% 0.0100 1192.186
115.211.140.179 19 0.0000 0.01% 0.0100 73.413
185.13.123.112 14 0.0000 0.00% 0.0100 118.339
126.12.88.175 14 0.0000 0.00% 0.0100 1227.193
5.199.20.169 11 0.0000 0.00% 0.0100 2.035
196.196.163.57 11 0.0000 0.00% 0.0100 1126.901
55.236.226.7 8 0.0000 0.00% 0.0100 724.725
227.136.38.247 7 0.0000 0.00% 0.0100 87.887
98.14.1.236 6 0.0000 0.00% 0.0100 266.648
93.254.240.11 6 0.0000 0.00% 0.0100 371.901
73.3.210.68 6 0.0000 0.00% 0.0100 970.871
46.41.247.70 6 0.0000 0.00% 0.0100 1204.063
40.55.151.11 6 0.0000 0.00% 0.0100 1214.884
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Source and Dest IP Addresses with filter:

Topic [ Item Count ~ | Average Min val Max val Rate (ms) Percent Burst rate Burst start

» Source IP Addresses 293850 0.2365 100% 1.4400 340.177

- Destination IP Addresses 293850 0.2365 100% 1.4400 340.177
10.0.0.1 289775 0.2314 97.87% 1.4200 340.177
10.0.0.42 9 0.0000 0.00% 0.0100 181.649
10.0.0.17 7 0.0000 0.00% 0.0100 7.905
10.0.0.16 7 0.0000 0.00% 0.0100 7.760
10.0.0.14 7 0.0000 0.00% 0.0100 7.320
10.0.0.44 6 0.0000 0.00% 0.0100 186.305
10.0.0.43 6 0.0000 0.00% 0.0100 183.946
10.0.0.41 6 0.0000 0.00% 0.0100 417.504
10.0.0.40 6 0.0000 0.00% 0.0100 278.444
10.0.0.25 6 0.0000 0.00% 0.0100 82.646
10.0.0.18 6 0.0000 0.00% 0.0100 8.092
10.0.0.15 6 0.0000 0.00% 0.0100 7.518

1 10.0.0.28 5 0.0000 0.00% 0.0100 83.206
4 1nnNNIa & n nnnn N NNoL nnNninn a2 Qr!li)
Cen oy
A

Figure 5.15: The list of destination IP addresses



Figure 5.16 shows that the mixture of traffic generation has last for twenty

minutes and forty-five seconds and, the packets have sent at an average of two

)

hundred and five packets per second.

Time
First packet: 2019-04-10 04:52:45
Last packet: 2019-04-10 05:13:31
Elapsed: 00:20:45
Capture
0s: Linux 3.13.0-27-generic
Capture application: Dumpcap 1.12.1 (Git Rev Unknown from unknown)

{Capture file comments

Interface  Dropped Packets Capture Filter Link type Packet size limit

sl-ethl unknown none Ethernet 262144 bytes
Display

Display filter: none

Ignored packets: 0 (D.000%)

Traffic Captured Displayed Displayed % Marked Marked %
Packets 296095 296095 100.000% 0 0.000%
Between first and last packet 1245.632 sec
Avg. packets/sec 205.819
Avg. packet size 1055 bytes
Bytes 270423038 270423038 100.000% 0 0.000%
Avg. bytes/sec 217097.019
Avg. MBit/sec 1.737

S
lu |0n"se {\

ctiwrln research methodology chapter, to evaluate the

As men in eva
. -
p& ce we test the scﬁecs?e to obtain the results and then we compare these

with the results of all previous works provided in chapter two.



5.2.1.4.1 Overhead (CPU Usage)

To examine the effect of the proposed scheme on the controller's CPU We Jfeft the
simulation running with all the running processes on a Linux PC (runnlng Ubuntu
14.04).

We left the system monitoring application of Linux (hteb):;_runzning during all
the time of the experiment. Figure 5.15 shows the CPU usage Whlle the proposed
scheme is in use at the time of traffic generation. The overhead measured is only
34.3%. The overhead measured in the network under the UDP rood scenarlo |s the
lowest CPU usage measured in SDN compared to aII Works presented in table 2.4,
chapter two. This shows that the scheme has a posmve reflectlon on' the CPU usage

of the SDN controller.

¥ Terminal - ubuntu@sdnhubvm: ~

File Edit WView Terminal Tabs Help

148, 213

B88:26:17

Figure 5.17: CPU usage under UDP flood scenario



5.2.1.4.2 Accuracy

The lowest measured overhead is coming with achieving high accuracy and IYW
alarms. The accuracy achieved by the proposed scheme under the e%q tal
ul

scenario (UDP flood and Normal traffic) is 99.27%. The accuracy is dasin
chapter three, section 3.5.3.2 (293850-2125/293850*100 = 99.270/?wonsidering
that the last number of attack packets has been appeared in last inal was dropped
by the scheme to be less than threshold and terminated mreated by the low

number of attack packets, the accuracy will be 10 no DDOS k passed

L ]
unnoticed. This result shows that this scheme ¢ asily, detect t’1 tr‘qgfack
Y
packets and attack flows when it is destined to a viCtigm in th‘o network. &
\ N
o
Since this scheme has been testetWthis experimental ario for many

times, no false alarms have been apN n the P ermir@t any time of the

R %) |
traffic generation. So, the fa ms fhe “scheme under this
o S

experimental scenario are 0. \

The comparifn b%een t
0pos

produced by the
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y, We C pa{e t%&?esults of this experimental scenario (overhead,
(..)
a@iac and false alarms) to\he results of all previous works presented in table 2.4
%pter two. The comparison of overhead and accuracy produced by our scheme
the overhead and accuracy produced by previous works is provided in table 5.1

and table 5.2. The false alarms produced by the scheme are also provided. The results




in table 5.1 are compared to Machine Learning solutions while the results in table 5.2

are compared to Entropy solutions. The results in both tables are meant to show the

performance enhancement achieved by our scheme compared to previous

&

Table 5.1: Comparison of results of the elapsed-time based sche rious
machine learning solutions Y'
dSe(\)/Iel'JIgSQ v Parameters Accuracy OWad A'T::‘:’}is
Average packets per T
flow, average bytes '
per flow, average Q\H‘d
duration per flow, -

Braga percentage of pair 99.11% ¥| Very hi -O@%
flows, growth of ' _{‘)
single flow, and
growth  of smgl J \y
ports. \\ LX'

Dillon rl:luur?bbeerr o;fpaw Unkr?aw er)&ﬁh Unknown
packet sym @)

Connecti G

initiation ckets T 4r<\

and reSpopse c.,\

pack % j “ <$

Ad nall ik
Machine N
Learning system may cont
based Dotceniﬁl tical :%l Q’S% I(\)/Ine(;l\ls(u)r)e(d 1.2%
solutions tch a 40 '

& re(@ a ;-)

\ iowﬁsgd
port miRkum

) a aximum

%’ n r &packets
% ’ wone [P
duratuk(
A Tang _type, 75.75% | Veryhigh | 19.51%
\ src bytes

dst_bytes, count and
srv_count.
Headers extracted | (99.82% (0.3% for

. from TCP (Src IP, | forthe 2- . the 2-class

Niyaz Window, Dst IP, class Very high model)
SYN, Src Port,| model)

ACK, Dst Port,




An
elapsed-
time
based
scheme

URG, Protocol,
FIN, Data Size
RST, TTL, PUSH)

From UDP (Src IP,
Dst IP, Src Port, Dst
Port, Protocol, Data
Size, TTL)

And from ICMP
(Src IP, Dst IP,
ICMP Type, ICMP
Code, Protocaol,
Data Size, and TTL)
and a large number
of features extracted
from these packets
headers.

Number of packets,
number of flows

arrival tim

Table 5.2: Comparison of resu%the elap

(95.65%
of for the
8-class
model)

(0.5% for
for the 8-
class

m

\?H'

y S0 ons
& Fal
Solution alse
developer me'ﬁ Ac@cy Overhead Alarms
( -CB
% eters‘use ? d Rate
m,{t <(zLimiting
tion -)algorithms
& atlo pack on the
\ pac home
network
) e |nat| n ort achieved
on IP 90% and
%mehef y aII on the ISP '\élr?aNSlg;d 70%
|nc g trafflc 85%)
Bl TC@ackets starting
QSS@ after the first 100 (Maximum
. bytes and packets to Entropy
any and
address/port/protocol | NETAD
combination if more | algorithms
than 16 are received | achieved

in a minute.

90%)




Measured

0,
on NOX 50%

Giotis Src IP, Dst IP, Src 100%
Port and Dst Port

Mousavi | Number of packets 96% 78%
and Dst IP ‘_\
Dst IP, number of (b
Wang packets that have hia s 25%

0,
same Dst IP and 100%

Number of packets,

Dst IP, total number

) ; 10%
Kia of Dst IP and 90% igh

number of times Dst

IP is repeated.

number of times Dst
IP is repeated. i

An
elapsed-
time
based
scheme

Number of packets,

number of flows, Dst

IP and packet arrival
time.

)@i.ch aims to make the
5. 0

ons g all available target’s

&

ectiq&equest (SYN) packets, the

target machine unavailable to

resources. By repeatedly sm initi
VI

attacker is able to overwhelm, all available}ports,onya targeted machine, causing the
: ? S 2
targeted device to rw 0 I| M raﬂ@égishly or not at all.
& $ N
In Nto YN “fiooding BDOS attacks, the low-rate DDoS attacker
2 9
exploits | rabily ’S a&gestion control mechanism in two ways. First,
periojWending stdatta ackets over short periods of time repeatedly.
0

4
weontinuously Iauncthcéjattack packets at a constant low-rate. To avoid being

S‘K
‘%ﬂed by existing detection solutions, these attacks reduce the average number of

oﬂack packets at a time of traffic generation (Zhou et al., 2017).



https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/

5.2.2.1 Test Case One (Normal Traffic Generation)

In this test case, the only traffic generated in the network is the normal TCP traffic.

Figure 5.19 shows no indications of attack occurrence at the time of ge tlz A

Python script is used to generate normal TCP traffic manually. erﬂ )ackets
analyzer is used to capture the generated packets. V~

r10

5 Dackets

rrrrjrr 1ty rrryr1rryrrryrrrrrr 1T T T T T
0s 205 405 00s 80s 100s 1205 1405 1605 180s 2005

Time (seconds)

\ 4
Figure 5.19: The perf@jer

As shown in Figure 5.2 |c h t di /ﬂi{kee minutes and thirty-

_ o )
eight second and the avera kets_sent i ork was less than three
packets per second. The nelt i ean@establlsh normal connections.

Meanwhile, we can o% e rea
521, l&\

-

<
P traffic
&

tp s e on these packets from Figure

4‘4/



Time
First packet:
Last packet:
Elapsed:

Capture
05:
Capture application:

Capture file comments

2019-04-16 03:53:16
2019-04-16 03:56:55
00:03:38

Linux 3.13.0-27-generic
Dumpcap 1.12.1 (Git Rev Unknown from unknown)

Interface | Dropped Packets Capture Filter | Link type Packet size limit

sl-eth4 unknown

Display
Display filter:
Ignored packets:
Traffic
Packets
Between first and last packet
Avg. packets/sec
Avg. packet size
Bytes
Avg. bytes/sec
Avg. MBit/sec

nene Ethernet 262144 bytes

none
0 (0.000%)

Captured Displayed Displayed % Marked
514 514 100.000% 0
218.406 sec

2.353

48 bytes

24660 24660 100.000% 0
112.909

0.001

Figure 5.20: Summary of nermal TCPtraffic

Marked %
0.000%

0.000%

Figure 5.21 shows that no actions taken against the'generated packets because

the scheme realized that these ‘packets were-normal packets used to establish normal

TCP handshake.

- Terminal - ubuntu@sdnhubvm: ~/pox
Tabs Help

File Edit View Terminal

Figure 5.21: Results under normal TCP traffic




We can observe from the list appeared in Figure 5.22 that the traffic generated

between hosts is normal TCP traffic. Figure 5.22 shows only two IP addresses with

the number of packets that have sent between them. \
v Source and Dest IP Addresses with filter: A=+

Topic / Item Count « | Average Min val Max val Rate (ms) Percent Burst rate Burst star

* Source IP Addresses 256 0.0012 100% 0.0200 0.000

10.0.0.4 128 0.0006 50.00% 0.0100 0.000

10.0.0.1 128 0.0006 50.00% 0.0100 0.000

* Destination IP Addresses 256 0.0012 100% 0.0200 0.000

10.0.0.4 128 0.0006 50.00% 0.0100 0.000

10.0.0.1 128 0.0006 50.00% 0.0100 0.000

DCopy ‘
&
Figure 5.22: List of sou destlnat Pad es
AN
&
5.2.2.2 Test Case Two (Attac ¢ Génerati Qi_’)

In the contrast of test ca |n fperl t or@/e will generate the low-rate
(
attack traffic in two t% ow ra %fi;e in"the short term and another in the
long term. SYN @'@ thiSlesth, m&%&to deny normal flows by overflowing
the OpenFlo ?Ngh w th‘!o rpor&ﬂ)g\le synchronization requests. This test case
:
og Cc

shows th d g t@splcious packets that have sent in a constant

low-r on SscriptSiwere ru the hosts manually to generate the low rate SYN
N

a $Q

e: 2.2.1 Low-rate packets in the short term

To avoid being detected, a normal DDoS attack usually would not last for a very

long time. For example, ten minutes is the normal duration of attack (Yu et al.,



2012). As a low-rate attack is continuously launching attack packets at a constant
low-rate, therefore, it is essential to quickly detect short duration attacks (Zhou et al.,

2017).

Three DDoS scripts run to generate low-rate attack in the short“term. DDoS
scripts run on h1, h2, and h3 to attack h5. Once the DDoS scripts hégin generating
the attack traffic, the scheme directly shows the detected attack_ flow's‘as appeared in
Figure 5.23.1. These flows will be deleted from the sWitc__h 'oncé they exceed the

threshold (ten flows).
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Figure 523N Deteeting.Jow-rate attaék packets from the first second
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Figure 5.23.3: Results after five minutes




Figures 5.23.1, 5.23.2 and 5.23.3 show that the attack flows created by the
low rate attack traffic has detected and removed. Furthermore, Figure 5.23.3 shows

that the scheme has stopped taking actions once the attack hosts stop in

«

/g

traffic. On a hand, the scheme proved that OpenFlow switch has ptote fro

3

P;f

being overflowed by creating new flows, on the other hand, the sc rotected the

<

controller which is failure point of SDN from bottlenecks and, resqurces depleting

due to increasing in packet-in messages caused by the ne ﬂ?

The graph in Figure 5.23.4 shows the perfor e un M attack in

the short term. The graph also shows that there is n radatign in_the [;er ance

-ratefat aunc@/ g. Figure

etso? th ort te,@v.

5.23.5 shows details about the low-rate att%
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Time

First packet: 2019-03-30 02:21:31

Last packet: 2019-03-30 02:26:40

Elapsed: 00:05:08 .
Capture

0Ss: Linux 3.13.0-27-generic

Capture application: Dumpcap 1.12.1 (Git Rev Unknown from unknown)
[Capture file comments

Interface | Dropped Packets | Capture Filter | Link type Packet size limit

sl-eth5 unknown none Ethernet 262144 bytes
Display

Display filter: none

Ignored packets: 0 (0.000%)
Traffic Captured Displayed Displayed % Marked Marked %
Packets 15162 15162 100.000% 0 0.000%
Between first and last packet 308.768 sec
Avg. packets/sec 49.105
Hhvg. packet size 54 bytes
Bytes 816804 816804 100.000% 0 0.000%
Avg. bytes/sec 2645.367
Avg. MBit/sec 0.021

7 o z @\

Figure 5.23.5: y of lo ttacAﬁ‘Mhe short term
| 3} S
The lists of %g. des}l atio IF‘ a@ésses used to send and receive
packets were pro in Figr 23.6 ar$.23 .7, respectively. The total number
of packets ge ate rm v@‘fﬁeen thousand packets in five minutes

!
and eight &1) As ap a dﬂ'n E_‘g?re 5.24.6, single attack packets sent from
differe rged sodr ﬁddr@ to increase the number of flows instead of

Consequently, the @ ate attack succeeded to maximize the number of

gx fifteen thousand flows as a separate flow for each packet.



v Source and Dest IP Addresses with filter: A=+

Topic / Item Count « | Average Min val Max val Rate (ms) Percent Burst rate Burst sl
w Source IP Addresses 15000 0.0486 100% 0.5300 82.202 H
99.97.88.218 1 0.0000 0.01% 0.0100 273.82. b
99.82.193.33 1 0.0000 0.01% 0.0100 114.58
99.77.220.28 1 0.0000 0.01% 0.0100 244.69
99.75.170.105 1 0.0000 0.01% 0.0100 283.87
99.70.58.18 1 0.0000 0.01% 0.0100 81.958
99.70.161.129 1 0.0000 0.01% 0.0100 160.11
99.7.226.93 1 0.0000 0.01% 0.0100 129.98
99.69.159.166 1 0.0000 0.01% 0.0100 224.17
99.66.248.83 1 0.0000 0.01% 0.0100 195.99
99.65.15.17 1 0.0000 0.01% 0.0100 11.292
99.63.181.108 1 0.0000 0.01% 0.0100 43.520
99.61.120.82 1 0.0000 0.01% 0.0100 29.195
99.56.157.59 1 0.0000 0.01% 0.0100 266.46
. 18 LTV a n nnnn A Ao nninn 190 ca
o 2| I
A

Figure 5.23.6: List of the sourc@dP address

Source and Dest IP Addresses with filter:

Topic / Item Count « | Average Min val Max val Rate (ms) Percent Burst rate Burst star

» Source IP Addresses 15000 0.0486 100% 0.5300 82.202

* Destination IP Addresses 15000 0.0486 100% 0.5300 82.202
10.0.0.5 15000 0.0486 100.00% 0.5300 82.202

]

I_DCopy @Savens -
L
hr 52?&?‘01‘ t@gstination IP addresses
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2.2.2. te e@g term
g, B‘a b 4
Ber the key feature otgse attack: send the attack packets at a low average

\low-rate DDoS attacker may keep sending attack packets for a long time. For

, it is essential to test a low-rate DDoS detection solution not only in the short

erm but also in the long term (Zhou et al., 2017).



DDoS attack scripts run to launch low-rate attack packets towards host h6
which is the host plays the role of victim. Once the low-rate traffic begins generating
towards the target machine, the scheme raises a warning of an attack occukrs When it
notices that the number of flows is getting increased while the number of jpackets
does not exceed the threshold. The scheme directly reacts to the,low-rate attack
packets by terminating the flows that contain these packets asyappeared in Figures

from 5.24.1 t0 5.24.5.
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Figures524.1: Detecting |ow-rate’attack packets from the first second
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Figure 5,24.3: Results after fifteen minutes
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Figure 5.24.5: The last results
Noticing the increase in the number of the attack flows instead of packets
“Wrhile the number of packets does not exceed the threshold shows the importance of

detecting the low-rate attacks at the time of no signs of a flooding attack appeared.



We increased the number of low-rate attack packets that accordingly increase the
packet-in messages to examine the proposed scheme in the case of low-rate attack
tries to congest the controller in the long term. The spoofed source IP add% hat

send packets separately to increase the number of single flows appe:eg'iDFigure

5.24.6. The list of destination IP addresses is shown in Figure 5.24.?_.

¥ Source and Dest IP Addresses with filter: A=+
Topic [ Item Count =  Average Min val Max val Rate (ms) Percent Burst rate Burst start
¥ Source IP Addresses 202378 0.0916 100% 0.7300 121.647 U
99.99.70.205 1 0.0000 0.00% 0.0100 99.737
99.98.244.185 1 0.0000 0.00% 0.0100 233.364
99.98.164.121 1 0.0000 0.00% 0.0100 37.092
99.96.169.128 1 0.0000 0.00% 0.0100 91.217
99.95.117.207 1 0.0000 0.00% 0.0100 188.998
99.93.3.220 1 0.0000 0.00% 0.0100 214.754
99.92.70.154 1 0.0000 0.00% 0.0100 175.541
99.91.138.71 1 0.0000 0.00% 0.0100 54.175
99.90.189.236 1 0.0000 0.00% 0.0100 39.932
99.9.122.206 1 0.0000 0.00% 0.0100 9.125
99.89.91.42 1 0.0000 0.00% 0.0100 12.145
99.89.255.133 1 0.0000 0.00% 0.0100 77.867
99.87.255.183 1 0.0000 0.00% 0.0100 94.515
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Figure 5&24.65 L ist of the source IP esses
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Source and Dest IP Addresses with filter:

Topic / Item Count = | Average Min val Max val Rate (ms) Percent Burst rate Burst start

b Source IP Addresses 202378 0.0916 100% 0.7300 121.647

* Destination IP Addresses 202378 0.0916 100% 0.7300 121.647
10.0.0.6 202378 0.0916 100.00% 0.7300 121.647
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Figure 5.24.7: List of the destination IP addresses




]

The graphs in Figure 5.24.8 illustrate the performance of the SDN
components under an increased low-rate attack in the long term. The X-axis
represents the number of packets while the Y-axis represents the time u@;
The graphs show that the scheme has protected the controller and thé, switeh from

performance degradation along the period of time of the attack genﬁg’
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Figures 5.24.8: Performance under the low-rate attack in the M (0-500s, 500s-

1010s, 1010s-1510, 1510s-1650s)

Figure 5.24.9 shows a summary of the increas W-rate M

term. We can see that the time for attack generation

packets has maximized.

Time
First packet:
Last packet:
Elapsed:

Capture
0s5:
Capture application:

‘\j °&

2019-04-02 20:31:40
2019-04-02 20:59:35
00:27:55

Linux 3.13.0-27-generic

increased

Dumpcap 1.12.1 (Git Rev Unknown from unknown)

the a \
Yv
‘g?’

[Capture file comments

Interface | Dropped Packets | Capture Filter | Link type | Packet size limit

sl-eth6 unknown
Display

Display filter:

Ignored packets:
Traffic
Packets

Between first and last packet 1675.293 sec

\ Avg. packets/sec
Avg. packet size
Bytes
Avg. bytes/sec
Avg. MBit/sec

none Ethernet 262144 bytes
none
0 {0.000%)
Captured Displayed Displayed %
202378 202378 100.000%
120.802
54 bytes
10899876 10899876 100.000%
6506.252
0.052

Marked
0

Marked %
0.000%

0.000%

Figure 5.24.9: Summary of low-rate attack in the long term



5.2.2.3 Test Case Three (Mixture of low-rate Attack and Normal Traffic in long
term)

In this test case, low-rate attack and normal traffic mixed in the same traffic.\I his
mixture of traffic generated in the long term. Hosts h2 and h5 designated to*launch

the low-rate attack and host h1 to generate normal traffic. Host h4 is,the victim.

On the POX controller terminal, no actions have displayed by the scheme
although scripts that generate the normal traffic are curréntly%unning. Figure 5.25

shows the terminal for the first twenty seconds of normahtraffic generation.

Terminal - ubuntu@sdnhubvm: ~/pox
Terminal Tabs Help

/pox.py Torwarding.l2 learning Detection_Mitigation
2011-2014 Jame: -auley, et al.

-86-01 1] connected

Figure,5.25ROX eantroller terminal within the first twenty seconds

Affter.twenty seconds of generating normal traffic, low-rate attack launched
from attack hosts along’with normal traffic that is still generating. Figures from 5.26
tond.30 show the detection andvmitigation processes of the low-rate attack packets at

different time slots after the attack traffic began generating.



Terminal - ubuntu@sdnhubvm: ~/pox

File Edit View Terminal Tabs Help
ubuntu@sdnhubs pox$ ./pox.py forwarding.l2 learning Detection_Mitigati
POX 6.5.0 (eel) / Copyright 2011-2014 James McCauley, et al.
INFO:core:POX 0.5.0 (eel) 1is up.
INFO:openflow.of_01:[00-00-00-00-60-61 1] connected
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Figure's.27: Results after ten minutes
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Figure 5.28: Resultsaafter fifteen minutes

Terminal - ubuntu@sdnhubvm: ~/pox

Terminal Tabs Help
iz detected

detected

5 detected
5 detected
5 detected
s detected
s detected
detected
detected

detected

attack 1

attack

attack

Figure 5.29: Results after twenty minutes




Terminal - ubuntu@sdnhubvm: ~/pox

File Edit WView Terminal Tabs Help
a scanning attack is detected

scanning attack is detected
anning attack is detected
scanning attack is detected

a scanning attack is detected
scanning attack is detected
anning attack is detected
anning attack is detected
scanning attack is detected

a scanning attack is detected

a scanning attack is detected

anning attack is detected

anning attack is detected

Figure 5.305The last results

As appeared in Figure 5.30the’scheme stops detecting attack packets as long
as the attack packets stop genesated. Although«the normal traffic is still generating,
the scheme has stopped detecting [packets.;, This~gives proof that the scheme

efficiently prevents produeing false positives anthfalse negatives.

List of sewrce 1P addresses‘appearged;in Figure 5.31 shows that spoofed source
IP addresses, have sent thelow-rate(attack packets separately in the long term to
create @,\vast, number ‘of«<flows. This is noticed from the different way used by the
legitimate source IP address.and spoofed IP addresses to send packets. As clearly
showiTin the list, the number of packets has sent by the legitimate host (10.0.0.1) was
only two hundred and sixty-four packets, sent as a group of packets while rest of

packets have sent separately.



¥ Source and Dest IP Addresses with filter: -~ -+

Topic / Item Count « | Average Min val Max val Rate (ms) Percent Burst rate Burst start

* Source IP Addresses 100523 0.0727 100% 0.8100 1294.673 U
10.0.0.1 264 0.0002 0.26% 0.0200 149.231
10.0.0.4 259 0.0002 0.26% 0.0200 149.231
45.187.189.106 1 0.0000 0.00% 0.0100 1273.751
99.97.91.48 1 0.0000 0.00% 0.0100 189.160
99.97.226.97 1 0.0000 0.00% 0.0100 891.118
99.97.134.201 1 0.0000 0.00% 0.0100 935.398
99.96.203.141 1 0.0000 0.00% 0.0100 396.281
99.96.14.235 1 0.0000 0.00% 0.0100 256.282
99.95.0.90 1 0.0000 0.00% 0.0100 1100.558
99.94.32.46 1 0.0000 0.00% 0.0100 1261.470
99.94.236.198 1 0.0000 0.00% 0.0100 412.149
99.93.26.184 1 0.0000 0.00% 0.0100 200.873
99.92.204.190 1 0.0000 0.00% 0.0100 1164.646

i = |
> |3V
R

Figure 5.31: The list of the source,JP addresses
|5
Figure 5.32 shows the list of mation Ip‘ esseswTo avoid

\

handshake. % \>
[

Source and Dest IP Addresses with filter:

Topic / Item Count « | Average Min val Max val Rate (ms) Percent Burst rate Burst start

» Source IP Addresses 100523 0.0727 100% 0.8100 1294.673

¥ Destination IP Addresses 100523 0.0727 100% 0.8100 1294.673
10.0.0.4 100264 0.0725 99.74% 0.8100 1294.673
10.0.0.1 259 0.0002 0.26% 0.0200 149.231

[ ]

I_DCopy @Save As -

E Figure 5.32: The list of destination IP addresses

In all graphs shown in Figure 5.33, the red dots represent the normal traffic

and, the black line represents the low-rate attack. In these graphs, we used dots



instead of line to represent the normal traffic due to sending normal packets at an

average of ten packets per second, and we need to clarify packets appearance. The

<

graphs prove that the OpenFlow switch and the SDN controller have not a% b
low-rate attack packets and were running smoothly at the timei@ attack
generation. These graphs practically prove that the scheme is efficiently protecting
the OpenFlow switch from being overflown by a vast nummwf w-rate attack

flows, and this is eventually protecting the SDN cont Ilw bottlenecks and

resources depleting. '
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Figures 5.33: The performance under the mixture of traWe long term

Figure 5.34 shows that the mixture of traffic generatio hWr twenty-

| 2

three minutes and seven seconds. Also, the summa ovides [detail a'o@ckets

4

that have sent in the mixture traffic scenario.

NS

> 3

Time
First packet: 2019-04-28 00:16:40
Last packet: 2019-04-28 00:39:47
Elapsed: 00:23:07

Capture
05: Linux 3.13.0-27-generic

Capture application:

.

Dumpcap 1.12.1 (Git Rev Unknown from unknown)

<

é\‘?

[Capture file comments

Interface  Dropped Packets Capture Filter | Link type  Packet size limit

sl-ethd4  unknown none Ethernet 262144 bytes
Display

Display filter: none

Ignored packets: 0 (0.000%)
Traffic Captured Displayed Displayed %
Packets 102257 102257 100.000%
Between first and last packet 1387.326 sec
Avg. packetsfsec 73.708
Avg. packet size 54 bytes
Bytes 5501070 5501070 100.000%
Avg. bytes/sec 3965.234
Avg. MBit/sec 0.032

Marked
0

Marked %
0.000%

0.000%

Figure 5.34: Summary of the mixture traffic in the long term



5.2.2.4 Scheme Performance Evaluation (low-rate SYN attack scenario)

Due to, researches we found were few and do not provide the percentag
performance enhancements achieved we provide performance achie& the
proposed scheme under low-rate DDoS attack in terms of CPU usag% cy, and

false alarms. Y.

5.2.2.4.1 Overhead (CPU Usage) Y\.)

To examine the effect of the proposed scheme on t@er' (!PU, e left the

simulation running with all the running processesfen a Linux PC ( inﬁ @ntu
NG

14.04).
\ Y}*

We left the system monitoring apph¢ation of E‘nux top) ﬂ@ﬁng during all
the time of the experiment. Figure 5385 shews the C sag@%ﬁle the proposed
scheme is in use at the time of t}%-rate a“\“fé‘;ﬁ‘gﬁ generation. The overhead

N
measured is only 2.5%. The Io%ﬂea eas dlsho@le scheme has a positive
reflection on the CPU usa m




¥ Terminal - ubuntu@sdnhubvm: ~
File Edit View Terminal Tabs Help

132, 171

@1:07:57

Figure 5.35: CPU usage undervlt)_'w-rate _a_t_tack sCeriario
5.2.2.4.2 Accuracy

The accuracy achieved by the proposed scheme under\the e;<per|mental scenario
(Low-rate SYN and Normal traffrc) is 99 47% The accuracy is calculated as in
chapter three, section 3.5. 3 2 By consrdermg {hat there are no false positives and
false negatives, then the accuracy of detectrng the Iow rate attack packets will be
100% and no DDOSZ_attack packe_t goeezunnotrceq; This result shows that this scheme
can, easily and__, aclc"urate-ly, d'_e.te_c‘:t__t.he atta_(_;k"-.sr)ackets that have been sent separately to

overflow the'switgf by creating 4 Jast filinber of flows.

.""Sihce:this sChé"m'e‘ha's beeh' tested under this experimental scenario for many
trmes no false positives have been appeared on the POX terminal at any time of the
traffrc generation. So, the false alarms produced by the scheme under this

--“experimental scenario are 0.



5.2.3 Experiment Three (UDP Flood, Low-rate SYN and Normal traffic
Scenario — long term)

In this experiment, a mixture of different DDoS attacks generated by di fe&l\ ack
categories with normal traffic mixed in the same traffic generatlo 0 ttacks
launched in this experiment were UDP flood DDoS attack and lows SYN DDoS
attack. Python scripts used to launch the attacks from hosts h44h5 and h6 manually.
While the host h4 used to launch the low-rate SYN att k, 5 and h6 used to

launch the UDP flood attack. The normal traffic lls riment is

normal TCP traffic and normal UDP traffic. Python scripts used rYeK\?g"the

normal traffic from hosts hl and h3. The host as used to [generate noT}'naI TCP

This experiment is meant

scheme under different DDoS att g g@‘me and, their packets

N
are mixed with normal packet ame?raffl enerati
&
S
It is importa n on her h@osed scheme will be under a
low-rate DDoS attack and ’floo ing ﬁ (high rate attack). This means that
the scheme has \t theISDN ompo s from performance degradation with

B
high accurac(Mw esheady _! (,)(J

*

\

n PO)Q’ nt }er ten@‘lal no actions have displayed by the scheme

alt%scrlpts that genera@ normal traffic are currently running. Figure 5.36

é%he terminal at the first eighty seconds of normal traffic generation.



Terminal - ubuntu@sdnhubvm: ~/pox

Figure 5.36: POX controller terminal within,the first eighty.seconds

After eighty-two seconds of generating normal traffie, mixture traffic of low-
rate DDoS attack packets and flooding DDOS attack!pagkets have “launched from
attack hosts along with normal traffic that is_still geperating, Figures from 5.37 to
5.46 show the detection and mitigation’praocesses ofrboth the.low-rate attack packets
and the flooding attack packets atedifferentstime slots\after the attack traffic began

generating.



.12_learning Detection_Mitigation
POX 6.5.0 (eel) / Copyright 2011-2014 James McCauley, et al.
INFO:core:POX 0.5.0 (eel) is up.
INFO:openflow.of_01:[60-060-00-60-60-81 1] connected
a scanning attack 1is detected
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Figure 587: Results after eighty-twoseconds
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Figure'5.38: Resultsrafter three minutes
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Termminal - ubuntu @sdmhubvm: —/pox
Fle Edit WView Termmnal Tabs Help
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Figure 5.41:Results after teh minutes



Terminal - ubuntu@sdnhubvm: ~/pox
File Edit View Terminal Tabs Help
('time elapsed between pa ts:', 8.166231689453125e-06)
a scanning attack is detected
1
a scanning attack is detected
2
a scanning attack is detected
3
2006

WARNING:Detection Mitigation:Attack is detected from 10.0.6.5 on 16.8.6.2 through 17.

['16.0.0.6', '10.0.0.5', '10.0.0.2', '10.0.0.2']

('time elapsed between packets:', 5.9604644775390625¢-06)
a scanning attack is detected

1
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2
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3

2536

WARNING:Detection Mitigation:Attack is detected from 10.0.0.5 on 10.8.8.2 through 17.

['16.0.0.6', '10.0.0.5', '10.0.0.2', '10.0.0.2']
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INFO:packet:(udp parse) warning UDP packet data shorter than UDP
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1672

3276
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Figure 5142~Reésults afterthirteen minutes
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Figure 5.48; ResUlts aftér fifteen minutes
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Terminal - ubuntu@sdnhubvm: ~/pox

File Edit View Terminal Tabs Help
a scan is detected

15 detected
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a Scanning attack is detected
anning attack i1s detected
scanning attack 1s detected

scanning attack is detected

a scanning attack is detected

E anning attack is detected
18

a scanning attack 1s detected
1

Figure 5.46: Fherlast results

As showmin the Figures from 5.37%10+5.46, the scheme detects and mitigates
both the lowrrate “attack packets and fledding attack packets. Although the normal
traffic is Qenerated in the ngtwork, the 1P addresses of the hosts h1 and h3 (10.0.0.1
and 10.0.0e3) did not appear in the list provided by the scheme during all the time of
traffic generation at all while"the IP addresses of the hosts h5 and h6 used for
generating the flooding attacks appeared. This means that no false alarms have been
produced at any second of the traffic generation. The host h4 is the attack machine

responsible for launching the low-rate attack packets but, it did not appear on any




figure of the mentioned figures. The reason is that host h4 launched the low-rate
attack packets separately at a low rate to increase the number of attack flows. For

this, we notice lots of attack flows have been detected and removed as sh(&gthe

terminals. : ,

The list of the source IP addresses appeared in Figures 5.4¢ show that the

packets that have sent in the network have generated from ifm spoofed source
IP addresses.

Source and Dest IP Addresses with filter:

Topic { Item Count - | Average Min val Max val Rate (ms) Percent Burst rate Burst start
- Source IP Addresses 151257 0.1245 100% 0.6200 1154.802 H
10.0.0.6 66725 0.0549 44.11% 0.2800 848.726
10.0.0.5 66429 0.0547 43.92% 0.2400 954.957

10.0.0.2 67 0.0034 2.70% 0.1200 35.231
10.0.0.1 71 0.0001 0.05% 0.0100 16.386
220.36.125.179 17 0.0000 0.01% 0.0100 203.863
142.180.178.66 14 0.0000 0.01% 0.0100 1188.783
155.218.244.95 8 0.0000 0.01% 0.0100 1200.418
234.180.88.113 6 0.0000 0.00% 0.0100 17.499
70.120.157.58 5 0.0000 0.00% 0.0100 133.516
45.51.162.1 5 0.0000 0.00% 0.0100 791.827
221.136.76.197 5 0.0000 0.00% 0.0100 1099.954
194.16.177.222 5 0.0000 0.00% 0.0100 936.959
185.223.20.131 5 0.0000 0.00% 0.0100 1033.162
128.226.197.225 5 0.0000 0.00% 0.0100 79.116
88.36.51.14 4 0.0000 0.00% 0.0100 581.218
234.236.236.137 5 0.0000 0.00% 0.0100 192.113
229.3.201.99 3 0.0000 0.00% 0.0100 806.671
177.228.236.89 3 0.0000 0.00% 0.0100 885.721
99.92.135.41 1 0.0000 0.00% 0.0100 1017.512
99.9.61.88 1 0.0000 0.00% 0.0100 1073.720
99.9.150.157 1 0.0000 0.00% 0.0100 202.377
99.87.138.102 1 0.0000 0.00% 0.0100 548.533

(Com =

Fl




¥ Source and Dest IP Addresses with filter: A=+

Topic / Item Count ~ | Average Min val Max val Rate (ms) Percent Burst rate Burst start
56.131.227.86 1 0.0000 0.00% 0.0100 125.609
56.120.46.23 1 0.0000 0.00% 0.0100 144.305
56.120.213.113 1 0.0000 0.00% 0.0100 1057.266 ~
56.114.248.83 1 0.0000 0.00% 0.0100 1104.958
56.112.84.50 1 0.0000 0.00% 0.0100 1125.719 y
56.108.230.57 1 0.0000 0.00% 0.0100 277.472
56.106.172.40 1 0.0000 0.00% 0.0100 1152.615
56.106.12.44 1 0.0000 0.00% 0.0100 123.725
56.101.31.85 1 0.0000 0.00% 0.0100 1076.873
55.97.128.211 1 0.0000 0.00% 0.0100 1068.582
55.93.238.148 1 0.0000 0.00% 0.0100 696.983
55.91.121.217 1 0.0000 0.00% 0.0100 1078.263
55.89.15.34 1 0.0000 0.00% 0.0100 360.208
55.8.52.162 1 0.0000 0.00% 0.0100 1084.077
55.70.222.179 1 0.0000 0.00% 0.0100 584.082
55.7.204.234 1 0.0000 0.00% 0.0100 244.408
55.6.99.189 1 0.0000 0.00% 0.0100 683.807
55.58.218.114 1 0.0000 0.00% 0.0100 708.023
55.46.249.156 1 0.0000 0.00% 0.0100 170.782
55.33.161.97 1 0.0000 0.00% 0.0100 850.920
55.32.46.90 1 0.0000 0.00% 0.0100 532.413
55.255.86.59 1 0.0000 0.00% 0.0100 1131.009 v
55.250.194.224 1 0.0000 0.00% 0.0100 1152.955

7 55.25.184.148 1 0.0000 0.00% 0.0100 1076.8)93

Source and Dest IP Addresses with filter:

Topic / Item Count « | Average Min val Max val Rate (ms) Percent Burst rate Burst start
CUSZEUT UL I x vy e Loy oo
203.224.156.124 1 0.0000 0.00% 0.0100 268.773
203.219.96.125 1 0.0000 0.00% 0.0100 1141.513
203.212.68.96 1 0.0000 0.00% 0.0100 1125.613
203.204.21.6 1 0.0000 0.00% 0.0100 231.938
203.199.236.236 1 0.0000 0.00% 0.0100 959.644
203.198.122.49 1 0.0000 0.00% 0.0100 282.230
203.187.41.105 1 0.0000 0.00% 0.0100 1070.178
203.186.146.86 1 0.0000 0.00% 0.0100 1126.928
203.185.69.230 1 0.0000 0.00% 0.0100 1137.156
203.184.28.97 1 0.0000 0.00% 0.0100 1059.885
203.184.193.162 1 0.0000 0.00% 0.0100 1032.453
203.183.23.144 1 0.0000 0.00% 0.0100 442.636
203.182.195.18 1 0.0000 0.00% 0.0100 274.743
203.18.17.109 1 0.0000 0.00% 0.0100 1039.964
203.174.181.167 1 0.0000 0.00% 0.0100 1042.722
203.166.90.56 1 0.0000 0.00% 0.0100 659.133
203.165.47.134 1 0.0000 0.00% 0.0100 530.348
203.165.228.81 1 0.0000 0.00% 0.0100 1154.847
203.160.11.134 1 0.0000 0.00% 0.0100 753.976
203.154.219.126 1 0.0000 0.00% 0.0100 891.216
203.152.32.187 1 0.0000 0.00% 0.0100 1153.104
203.148.26.94 1 0.0000 0.00% 0.0100 292.730
203.148.128.158 1 0.0000 0.00% 0.0100 64.073

£l




¥ Source and Dest IP Addresses with filter: A=+

Topic / Item Count ~ | Average Min val Max val Rate (ms) Percent Burst rate Burst start
100.57.68.162 1 0.0000 0.00% 0.0100 710.782
100.56.101.189 1 0.0000 0.00% 0.0100 1138.245
100.35.129.35 1 0.0000 0.00% 0.0100 1048.811 ”
100.34.183.232 1 0.0000 0.00% 0.0100 1112.140
100.33.205.118 1 0.0000 0.00% 0.0100 785.961 r
100.27.93.63 1 0.0000 0.00% 0.0100 1104.772
100.255.203.151 1 0.0000 0.00% 0.0100 54.262
100.255.17.109 1 0.0000 0.00% 0.0100 1117.837
100.248.93.32 1 0.0000 0.00% 0.0100 1050.167
100.247.145.81 1 0.0000 0.00% 0.0100 1135.681
100.243.163.152 1 0.0000 0.00% 0.0100 414.228
100.243.122.112 1 0.0000 0.00% 0.0100 1133.310
100.227.21.60 1 0.0000 0.00% 0.0100 1113.408
100.22.24.24 1 0.0000 0.00% 0.0100 1125.719
100.22.114.161 1 0.0000 0.00% 0.0100 706.724
100.207.200.149 1 0.0000 0.00% 0.0100 1117.584
100.197.175.40 1 0.0000 0.00% 0.0100 1074.839
100.197.175.199 1 0.0000 0.00% 0.0100 1099.682
100.193.185.200 1 0.0000 0.00% 0.0100 120.851
100.191.209.142 1 0.0000 0.00% 0.0100 643.189
100.185.87.88 1 0.0000 0.00% 0.0100 1136.853 _
100.185.83.12 1 0.0000 0.00% 0.0100 1107.526 ‘ ‘ I~
100.185.139.39 1 0.0000 0.00% 0.0100 1151.620 J
1nn 101 180 9N 1 n nnnn n nnox nninn 1190 208

| DCopy ‘ ‘ @Sa\.’e,&s |

- - -
Figure 5.47: List of the so&e IPﬁ \es E\Y‘
The two source IP addresses O.a and 10.0. thaéﬁt a large number

of packets were the IP addresses %sts tr%ged bé‘l’ooding attack traffic
while the next two source I%ses ﬂ the st (12;@'@\.2 and 10.0.0.1), the IP
addresses that established XTC W%e. I Amportant to mention that IP
address 10.0.0.2 is t ietim's IP addres bLft pears in the list as a source IP

4 ¥ g &
address because it Wof @Nes in %I’CP connection establishment.
& &

The IP address 10.0.0 '%fnedé*dddress generates normal TCP traffic and
the next addresses until t address 177.228.236.89 are the IP addresses
:
generate al UD traiﬁc.\'i,%ﬁ rest of the spoofed source IP addresses that
C.)
aw in the list are the\P addresses that generate the low-rate SYN attack

%ts. These packets sent separately to increase the number of attack flows.

Q In all graphs appeared in Figure 5.48, the red line represents the UDP flood

attack and the black line represents the low-rate SYN attack. In these graphs, we also



used another two different colours to represent the normal traffic. The blue line

represents the normal TCP traffic and the green represents the normal UDP traffic. In

D

all graphs, we can notice that no sharp increase in the green dots or thw in

>

during the time of traffic generation due to generating the normal acﬂga at a
average of not greater than ten packets per second from true sourc ddresses. We
can also notice that sharp increase presented by the graphs cleaw red in the red

lines more than the black lines due to the basic differenc een the flooding

attacks and the low-rate attacks in the attack rate. mq&? send the
attack packets in a large number of packets at a high,average of fate wherea$ t@'ow-

rate attacks send the attack packets at a low av of rate. In jaddition, thﬁ\fow-rate

b &

attack used in the experimental scenarios is ‘designe N d the Qt\aék packets

separately to increase the number of floxe}/ Q\ & E
')

N
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Figure 5.48: The performanN he mixtu rafflc@ng term)

We can observe from @ that the, Sche cceeded to protect the
&
i eax

OpenFlow switch and the SD ntrall ifferent types of DDoS attacks each

of which follows a dceren trategy f at clq the time of traffic generation.
:

Keep the SDN con oIIer dt ow switch running smoothly during the time

of the attack ge e n pr. that* the s@me accurately detects and mitigates the

O

attack packe schenle s't akﬁ‘@actlons against incoming packets once the

O
DDoS@(op ? é\\
v’
Y—-

N - - -
gure 5.49 shows thatthe mixture of traffic generation has last for twenty-

‘%mnutes and thirty-four seconds. Also, the summary provides details about

0 ckets that have sent in the mixture traffic scenario.



Time

First packet: 2019-04-29 02:46:30
Last packet: 2019-04-29 03:12:04
Elapsed: 00:25:34
4
Capture \
05: Linux 3.13.0-27-generic
Capture application: Dumpcap 1.12.1 (Git Rev Unknown from unknown)
{Capture file comments
Interface Dropped Packets Capture Filter | Link type  Packet size limit
sl-eth2  unknown none Ethernet 262144 bytes
Display
Display filter: none =
Ignored packets: 0 (0.000%)
Traffic Captured Displayed Displayed % Marked Marked %
Packets 151979 151979 100.000% 0 0.000%
Between first and last packet 1534.231 sec
Avg. packets/sec 118.612
Avg. packet size 890 bytes
Bytes 162049958 162049958 100.000% 0 0.000%
Avg. bytes/sec 105622.889
Avg. MBit/sec 0.845
e traffid (ong
Figure 5.49: Sum the fi @ng term)
0 0::)
5.2.3.1 Scheme Perform Iu Mﬁglo ow-rate SYN and Normal
traffic scenario — longter |
4 ¢ &
5.2.3.1.1 Overhe PU Usr N (./
\
To examine ect ft‘he qseqcﬁ)eme on the controller's CPU, we left the
simulatio, nn g with alljthe ru processes on a Linux PC (running Ubuntu
04 % 4 s
N

We left the system monitoring application of Linux (htop) running during all
time of the experiment. Figure 5.50 shows the CPU usage while the proposed
cheme is in use at the time of mixture traffic (UDP flood, low-rate SYN and Normal

traffic) generation. The overhead measured is only 29.9%. The low overhead



measured shows the scheme has a positive reflection on the CPU usage of the SDN

controller.

- Terminal - ubuntu@sdnhubvm: ~
File Edit View Terminal Tabs Help

148, 213 7
4,70 3.18
08:39:27

Figure 5.50: CPU us_a‘g'je.'urtde’r the“mi;}(tu";rie;tratff_i_t;@._;.__,_

5.2.3.1.2 Accuracy

The accuracy achieved by the proeosed schem.e lrnder the experimental scenario
(UDP flood, low- rate SYN and Normai traffrc) s 99.85%. The accuracy is
calculated as in chapter three sectreh 3 5. 3 y 3 By consrdermg that the last number of
attack packets appeared in the Iast termrnal was dropped by the scheme to be less
than the threshold the accuracSI a)ehre\/ed 4n this scenario will be 100%. This result

shows that thrs scheme can easrly, detect both the attack packets and attack flows

when--'rt |s-:d_est|ned to a-r-mctrm in t-he network.

v Since this scheme has been tested under this experimental scenario many

tlmes no false positives or false negatives have appeared on the POX terminal at any

Ny #time of the traffic generation. So, the false alarms produced by the scheme under this

experimental scenario are 0.



The comparison between the accuracy achieved and the false alarms
produced by the proposed scheme and, the accuracy and false alarms r

Machine Learning and Entropy solutions presented in literature revie

plotted in the Figure 5.51.

T
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Figure 5.51: An elapsed-time based scheme vs. Solutions based on different
techniques (machine learning technique, entropy technique)



Finally, we compare the results of this experimental scenario (overhead,

accuracy and false alarms) to the results of all previous works presented in table 2.4

(¢]

in chapter two. The comparison of overhead and accuracy produced by oﬁ m

le 5.

w

to the overhead and accuracy produced by previous works is provided in Ea)

and table 5.4. The false alarms produced by the scheme are also pr d. The results
in table 5.3 are compared to Machine Learning solutions While% Its in table 5.4
are compared to Entropy solutions. The results in both t bIeWeant to show the

performance enhancement achieved by our scheme ¢ pr@york&

The results in both tables are meant to sh

e enhance tﬁc&k}‘gd'by

our scheme in terms of decreasing the o

incr\oﬁs' e a%Wacy and

<
3

producing low false alarms compared to

Table 5.3: Comparison of results of lapsed-ti &Qme to various
mac)'@sarning SolLti A
% & N

Solution False
developer Overhead Alarms

Very high 0.46%

Machin '
. . er ackets, .
Lear Dillofi v Whberadf  bytes, Unknown | Very high | Unknown

sblaﬁ' s packetssymmetry.
Cormection
\ initiations  packets

and response
packets. 0 Measured 0
Dotcenko Additionally  input 95% on NOX. 1.2%

parameters for the
system may contain
statistical data from
switches are




required such
data speed of

selected flows and
ports and minimum

as

¥

An

st IR

pe, |
, Protocol,
Data Size, and TTE)
a large humber,
features e Ctea‘

99.85%

and maximum
number of packets
per one IP.
duration,
protocol_type, 0 0
Tang S1c_bytes, 75.75% | Very 19.51%
dst_bytes, count and V
srv_count.
Headers extracted Y‘
from TCP (Src IP, '
Window, Dst IP,
SYN, Src Port, .\d‘
ACK, Dst Port, \¢
URG,  Protocol, | _\"}
EISI\'II' TT[l)_atgusal)ze 2% (0.3% for
’ ’ OF the 2=, “Mhe 2-class
cl F\\ ¢ model)
From UDP (Sr ﬁl {\
. Dst IP, Src Po madql) :
Niyaz V igh
29”’ F;r?toc (95.6 (0.5% for
1z¢, e ~\r\@¥h <\ for the 8-
lass” class
N,
And M@ %del)%c‘) model)
IC VP A%




Table 5.4: Comparison of results of the elapsed-time based scheme to various
entropy solutions

Solution Parameters Accuracy | Overhead sse
developer ms

Mehdi | Parameters used in | (TRW-CB Measurg 70%

the four algorithms | and Rate on N
are connection | Limiting

initiations  packets, | algorithms

response  packets, on the

protocol type, home \)
destination port | network

number, all non-IP i

packets, all
incoming traffic,
TCP packets starting
Entropy after the first 100
bas_ed bytes and packets to
solutions any
address/port/protoco
combination if more

than 16 are regei
ina minute\%
r -

Giotis Src IP, Qﬂ?Src <
Port orth

N

Mousavi | Num fpdﬂﬁ
%IP' 9

a
Wang IP, number Jof!
packets  th. ave
same =D and(|

number of times
IPJISrepes ed.@
Kig Number of p , 90% high 10%
% Dst P, tetal aﬁ'r.ﬂber
% of DstIP ng-/
b ber es Dst
4| IP4s repeated.

of packets, 99.85%
numbeér of flows, Dst

~Measured 50%
" on NOX

78% 1%

high 25%

IP and packet arrival
time.




5.2.4 Experiment Four (UDP Flood, Low-rate SYN and Normal traffic Scenario
—short term)

In this experiment, the mixture of traffic is the same as the mixture ohg in

experiment three but with a difference in the time of traffic generﬂ'on. Dlixture
traffic generated in experiment three was generated in the lon but in this
experiment will be generated in the short term. Also, thresholds used’in the scheme
in experiment three were 1500 packets for the flooding Dchs detection and
is xp@they will
change to 5000 packets for flooding DDoS and for flows; for rafe DDosS.
. | &

DDosS attacks launched in this experiment wil e same as attacks Ia‘u\hched in

’ \)‘?‘
experiment three. Python scripts used to Iauncth atta M e th s?ne as scripts

used in experiment three. Hosts used to @!‘le a ;& 2

10 flows for detecting low rate DDoS attacks but,_i

xperiment three will be
in t@experiment is the

K4

the same in this experiment. The nor%vafﬁg@
no&%l traffic in experiment

same as experiment three. Host;‘seato SQ%VW

o
three will be the same in this%' ent. -$$
This experiment |Wt to evalu lhe e performance under a more
critical situation in terms ; minimizi a’t&i& of the attack and maximizing the

number of attac@ allml\/@each @ontroller. This means that the scheme
N
critical. Q.
& v

n the POX controlle minal, no actions have displayed by the scheme
A \aﬁf

xh scripts that generate the normal traffic are currently running. Figure 5.52

GEWS the terminal at the first eighty seconds of normal traffic generation.



Terminal - ubuntu@sdnhubvm: ~/pox

Figure 5.52: POX controller terminal withinithe first hundred Secends

After hundred-five seconds of generating fnormak.traffic;” mixture’ traffic of
low-rate DDoS attack packets and flooding DD@S attack packets have,launched from
attack hosts along with normal traffic that™s still genegating. Eigures from 5.53 to
5.59 show the detection and mitigationyprocesses-of both’theow-rate attack packets
and the flooding attack packetsat different time slots after the attack traffic began

generating.



¥ Terminal - ubuntu@sdnhubvm: ~/pox

File Edit View Terminal Tabs Help
a scanning attack is detected

. detected from 10.8.9.6 on 106.0.8.2 through 17. Drop it

e-96)

d from 10.0.0.6 on 10.0.0.2 through 17. Drop it
: '16.0.0.2
('time elapsed b s:', 1.90
INFO:packe warning UDP 0 - than UDP
. warning UDP 0 - than UDP
i r than UDP
~ than UDP
canning :
nning :

canning :

nning :

canning :

canning :

Figure 5:53: Results after hundred*five seconds




File Edit View Terminal Tabs Help
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nning &

Figlre 5.54: Resultsiafter twe-minutes




Terminal - ubuntu@sdnhubvm: ~/pox

File Edit View Terminal Tabs
anning attack is detected

anning :
anning :
scanning :

3£L03

WARNING:Detection Mitigation:Att

t'iEl.El.Er.E', '10.0.0.2']
('time elaps

a scanning atta

3913
WARNING:Detection Mitigation:A

['18.0.0.2', '10.0.0.2']

('time elapsed between packets:
warning
warning

a scanning :
scanning :

anning :

anning :
scanning :
scanning &
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scanning :

= DM DO =J O L
(=]

a scanning :
11

a scanning :
2

a scanning :

Figuréys.55: Resultsiafter three minutes
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Terminal - ubuntu@sdnhubvm: ~/pox

File Edit View Terminal Tabs Help

NﬁRNING:DEtE -k 1s det
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[ e e
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Figuse 5.56: Results after five.minutes
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Terminal - ubuntu@sdnhubvm: ~/pox -~

File Edit View Terminal Tabs Help

nning :

anning a
anning :

nning :

anning a
anning &
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Figure’5.57: Results after seven minutes




Terminal - ubuntu@sdnhubvm: ~/pox ~

File Edit View Terminal Tabs Help
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Figure 5.58: Results,after eight minutes



Tabs Help

g attack 1s detected
canning attack is detected

846

WARNING:Detection Mitigation:Attack is detected from 18.8.9.6 on 18.8.8.2 through 17. Drop it
['1
't

a scanning attack 1s detected
a scanning attack is detected
a scanning attack is detected
a scanning attack is detected
a scanning attack 15 detected

canning attack 1s detected

d Scannlng attack 15 detected

d scanning dattack is detected

canning attack is detected

ning attack is detected

Figukes5e59: Last results

As shown in the Figures from 5.53t@.5/59, the\seheme detects and mitigates
both the low-rate attagk paekets and flooding attaCk packets. Although the normal
traffic is generated in the petwork, theP addresses of the hosts h1l and h3 (10.0.0.1
and 10.0.0.3) did"ngt appear.in the list provided by the scheme during all the time of
traffic generation at allf This means that4no false alarms have been produced at any
second of'thestraffic generation. Thevhost h4 is the attack machine responsible for
launching“the low-rate attack .jpackets but, it did not appear on any figure of the
mentioned figures. The reason’is that host h4 launched the low-rate attack packets
separately at a low rate to increase the number of attack flows. For this, we notice

|ots of attack flows have been detected and removed as shown on the terminals.



The list of the source IP addresses appeared in Figure 5.60 show that the

packets that have sent in the network have generated from different spoofed source

IP addresses. \

Source and Dest IP Addresses with filter:

Topic / Item Count ~ | Average Min val Max val Rate (ms) Percent Burst rate Burst start

* Source IP Addresses 74323 0.1135 100% 0.7600 555.861
10.0.0.6 34292 0.0523 46.14% 0.7600 555.861
10.0.0.5 33769 0.0515 45.44% 0.2900 213.226
10.0.0.2 1842 0.0028 2.48% 0.1200 107.437
10.0.0.1 30 0.0000 0.04% 0.0100 0.000
114.22.160.7 16 0.0000 0.02% 0.0100 72.907
136.106.39.174 11 0.0000 0.01% 0.0100 576.488
133.224.69.191 11 0.0000 0.01% 0.0100 48.937
240.199.141.186 8 0.0000 0.01% 0.0100 650.105
145.106.43.6 6 0.0000 0.01% 0.0100 132.306
133.212.85.31 3 0.0000 0.00% 0.0100 26.510
99.97.230.29 1 0.0000 0.00% 0.0100 429.367
99.49.166.6 1 0.0000 0.00% 0.0100 240.837
99.31.196.73 1 0.0000 0.00% 0.0100 394.187
99.229.126.27 1 0.0000 0.00% 0.0100 354.368
99.192.225.234 1 0.0000 0.00% 0.0100 428.808
99.168.129.57 1 0.0000 0.00% 0.0100 289.809
99.116.242.40 1 0.0000 0.00% 0.0100 323.459
99.104.222.80 1 0.0000 0.00% 0.0100 294.005
98.55.55.205 1 0.0000 0.00% 0.0100 510.782
98.42.216.133 1 0.0000 0.00% 0.0100 236.411
98.38.141.90 1 0.0000 0.00% 0.0100 373.413
98.27.9.195 1 0.0000 0.00% 0.0100 169.630

@COPY

[




- Source and Dest IP Addresses with filter: ~=-+0

Topic / Item Count « | Average Min val Max val Rate (ms) Percent Burst rate Burst start
48.228.143.25 1 0.0000 0.00% 0.0100 329.291
48.20.184.47 1 0.0000 0.00% 0.0100 455.358
48.191.9.149 1 0.0000 0.00% 0.0100 245.223
48.18.117.153 1 0.0000 0.00% 0.0100 406.454
48.164.26.6 1 0.0000 0.00% 0.0100 423.879
48.161.153.112 1 0.0000 0.00% 0.0100 214.649
48.151.72.144 1 0.0000 0.00% 0.0100 511.704
48.151.166.235 1 0.0000 0.00% 0.0100 371.911
48.140.201.239 1 0.0000 0.00% 0.0100 231.165
48.139.157.44 1 0.0000 0.00% 0.0100 484.063
48.125.224.40 1 0.0000 0.00% 0.0100 433.093
48.114.76.238 1 0.0000 0.00% 0.0100 433.837
48.111.165.31 1 0.0000 0.00% 0.0100 386.509
48.105.34.32 1 0.0000 0.00% 0.0100 314.891
48.105.193.130 1 0.0000 0.00% 0.0100 15.206
48.0.75.119 1 0.0000 0.00% 0.0100 268.823
48.0.119.100 1 0.0000 0.00% 0.0100 144.394
47.64.193.24 1 0.0000 0.00% 0.0100 290.637
47.55.251.174 1 0.0000 0.00% 0.0100 403.240
47.44.48.42 1 0.0000 0.00% 0.0100 421.803
47.43.67.119 1 0.0000 0.00% 0.0100 469.843
47.32.164.30 1 0.0000 0.00% 0.0100 172.923
47.245.205.250 1 0.0000 0.00% 0.0100 386.012

L )

G e I
A

NTI

Source and Dest IP Addresses with filter:

Topic [ Item Count =« | Average Min val Max val Rate (ms) Percent Burst rate Burst start
21.243.190.189 1 0.0000 0.00% 0.0100 169.409
21.228.46.120 1 0.0000 0.00% 0.0100 204.700
21.225.55.249 1 0.0000 0.00% 0.0100 318.860
21.210.178.88 1 0.0000 0.00% 0.0100 343.172
21.2.109.156 1 0.0000 0.00% 0.0100 363.512
21.183.226.45 1 0.0000 0.00% 0.0100 160.921
21.173.243.45 1 0.0000 0.00% 0.0100 396.237
21.146.232.185 1 0.0000 0.00% 0.0100 403.545
21.145.115.171 1 0.0000 0.00% 0.0100 378.257
21.144.130.98 1 0.0000 0.00% 0.0100 299.363
21.141.66.119 1 0.0000 0.00% 0.0100 386.018
21.139.246.192 1 0.0000 0.00% 0.0100 385.606
21.130.149.117 1 0.0000 0.00% 0.0100 444263
21.129.143.236 1 0.0000 0.00% 0.0100 169.135
21.123.203.57 1 0.0000 0.00% 0.0100 182.972
21.12.179.148 1 0.0000 0.00% 0.0100 194.274
21.106.101.49 1 0.0000 0.00% 0.0100 323.252
21.1.199.66 1 0.0000 0.00% 0.0100 340.515
209.97.48.130 1 0.0000 0.00% 0.0100 234.294
209.93.123.115 1 0.0000 0.00% 0.0100 489.177
209.66.41.135 1 0.0000 0.00% 0.0100 514.513
209.66.209.163 1 0.0000 0.00% 0.0100 208.147
209.5.75.238 1 0.0000 0.00% 0.0100 269.932
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- Source and Dest IP Addresses with filter: A -+

Topic / Item Count « | Average Min val Max val Rate (ms) Percent Burst rate Burst start
IUL.o%. 7L 10U xr v.uuuu v.ouTo vuiuv [ N 4y )
101.50.239.120 1 0.0000 0.00% 0.0100 368.979
101.42.193.162 1 0.0000 0.00% 0.0100 106.798 4
101.38.184.172 1 0.0000 0.00% 0.0100 460.682
101.36.228.72 1 0.0000 0.00% 0.0100 139.047
101.250.10.135 1 0.0000 0.00% 0.0100 248.638
101.248.44.177 1 0.0000 0.00% 0.0100 221.124
101.244.253.7 1 0.0000 0.00% 0.0100 368.906
101.231.206.76 1 0.0000 0.00% 0.0100 289.272
101.228.159.175 1 0.0000 0.00% 0.0100 334.340
101.207.23.251 1 0.0000 0.00% 0.0100 231.292
101.202.47.87 1 0.0000 0.00% 0.0100 163.881
101.192.100.148 1 0.0000 0.00% 0.0100 203.535
101.169.35.251 1 0.0000 0.00% 0.0100 496.007
101.149.192.52 1 0.0000 0.00% 0.0100 507.173
101.145.64.101 1 0.0000 0.00% 0.0100 408.909
101.141.45.206 1 0.0000 0.00% 0.0100 203.310
101.107.196.68 1 0.0000 0.00% 0.0100 605.299
101.10.197.199 1 0.0000 0.00% 0.0100 248.748
100.89.221.42 1 0.0000 0.00% 0.0100 509.201
100.84.207.232 1 0.0000 0.00% 0.0100 112.699
100.76.151.220 1 0.0000 0.00% 0.0100 467.002 |
100.73.150.2 1 0.0000 0.00% 0.0100 269.565 H
100.64.177.40 1 0.0000 0.00% 0.0100 165.896
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Figure 5.60: List O@NCQ IPoédd

The two source IP addres 10.0.0. \N\OTO )’&1 sent a large number

of packets were the IP addre ostsfthat rateq@ flooding attack traffic
. : &

while the next two source | re list @.0.0.2 and 10.0.0.1), the IP

addresses that establi edml TCP ha srlal@%is important to mention that IP

4 s

ddress b appears in the list as a source IP

address 10.0.0.2 isathe victim'

address becausgfit eo ides izﬁhe TCP connection establishment.

:n C_)(.z

T ress/10.000.1 is théJP address generates normal TCP traffic and

the n e IP Jt'j sefuntﬁ IP address 133.212.85.31 are the IP addresses
N

g normal UDP trafffo‘.?l’he rest of the spoofed source IP addresses that

éred in the list are the IP addresses that generate the low-rate SYN attack

OCkets. These packets sent separately to increase the number of attack flows.



In all graphs appeared in Figure 5.61, the red line represents the UDP flood
attack and the black line represents the low-rate SYN attack. In these graphs, we also
used another two different colours to represent the normal traffic. The@:
represents the normal TCP traffic and the green represents the normal Q@ﬂic. In
all graphs, we can notice that no sharp increase in the green do the blue line
during the time of traffic generation due to generating the %X):ckets at an

IP addresses. We

ly Qaain the red
e e‘f@cﬁng

lines more than the black lines due to the basicdifference hetw
| &
attacks and the low-rate attacks in the attack . The flodacks nd the
at

average of not greater than ten packets per second from true

can also notice that sharp increase presented by the gr.

’ b 4§
}g&Q e h?esthelow-

n adQZu n, the low-rate

attack packets in a large number of packets at a'tigh av:

rate attacks send the attack packets at a @ag (:f\

attack used in the experimental scenari@s is desig

separately to increase the numbefaf flows. >y
[ >%

s&@he attack packets
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Figure 5.61: The performance under the mixture trzijfl (sh tteer_
\ N
X
We can observe from all graWred in Fi 5.61"that the scheme

succeeded to protect the OpenFIowW and the S con@er from different

Time (seconds)

types of DDoS attacks each of whli Io e t @gy of attack during the
time of traffic generation ntr nd the OpenFlow switch
running smoothly under di a ’k ch ens},@proves that the scheme works
efficiently under dlffe%tack sit Ji eme stops taking actions against

incoming packet@we DliloS SCripts st@
Fig \Q shows regl}re of traffic generation has last for ten
¢

minutes ifty=five

$
)

Is o.&h.e summary provides details about packets that

e

N
\C.)
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First packet:
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Capture
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Capture application:
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Linux 3.13.0-27-generic

Dumpcap 1.12.1 (Git Rev Unknown from unknown)

[Capture file comments
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me on the controller's CPU, we left the

processes on a Linux PC (running Ubuntu
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Figure 5.63: CPU usage undeFthe mixture-teatfic

We left the system monitoring applicaﬁon of Linux (htop)funning during all
the time of the experiment. Figurg 5.63 shows.the CPU usage while the proposed
scheme is in use at the time of mixtke traffic (UDP flood,, Iow-rate SYN and Normal
traffic) generation. The ovérhead measufed IS onlys ‘3‘1.4%. The low overhead
measured shows the sChemethas a positiveyreflection” on the CPU usage of the SDN

controller even if the attacK characteristics have changed.

5.2.4.1.2 Accuraey

The accuracy: achieved by/the pfop_osed scheme under the experimental scenario
(UDP _flood, Iow-raté 'SYN, ahd Normal traffic) is 98.13%. The accuracy is
_g:aiculated as in chapter three, Section 3.5.3.2. By considering that the last number of
rattack packets appeared in the last terminal was dropped by the scheme to be less

“fthan the threshold, the accuracy achieved in this scenario will be 100%. This result



shows that this scheme can, easily, detect both the attack packets and attack flows

Y.

Since this scheme has been tested under this experimental sc \nany

when it is destined to a victim in the network.

times, no false positives or false negatives have appeared on the PO%aI at any

time of the traffic generation. So, false alarms produced by the s %me under this

5.3 DISCUSSION ON THE RESULTS '

In order to validate our results, we must comp%olutlo sh 'n&@%ented
ffic ex|

and tested in the SDN. Results of each tal sc nario are

experimental scenario are 0.

compared to previous works of machine 4earni and\ y solu@g in separate

tables shown in sections 5.2.1.4, 5.2.2% and,5.2.3.1.

Compared to machine leafaing %seg i That 'Seve high accuracy but

with high resource usage, t sed S rod @)W measured CPU usage
in the SDN with achieving”a hlgh accurdac @ntage at the same time. The
proposed scheme achieved 99.2 %45 ra‘c ith 34.3% of CPU usage under the

mixture of UDP m]d n@fﬂc S |0, 99.47% of accuracy with 2.5% of
CPU usage \bw r te,?a;d nermal traffic scenario and 99.85% of accuracy

—-—.

with 29. ge un r$ ixture of UDP flood and low-rate SYN and
%c scenar Ithoug@h machine learning based solutions give high
S

aQK ith low false alarm\s\rates, they produce high levels of overhead when they

Q‘%\e as presented in the comparisons tables.

The overhead is high in the machine learning based solutions due to,

extracting lots of features from the network traffic and training the sets that contain



these features for a long time to learn the traffic behaviour which limits the
controller’s performance. The reason for that is the complexity of the machine
learning technique (Bawany et al., 2017) compared to the proposed scher& the
reflection of the selected parameters for attack detection on the perfmanc Cviti¢
et al., 2017). While machine learning techniques use several calculations with large

‘% usage, the

matrices to learn the network behaviour at a very high cost W

proposed scheme used in this research does all the fun iorw without the need

for any of the complicated measures used in them. .'\d
L ]

T
ts of

Also, the results of the proposed scheme compared tde _@t

entropy-based solutions. In this research, the d sché iev@.Z?% of

| traffic sce@g,‘%m% of

9.8@(& accuracy under

the mixture of UDP flood and SY@Sod, an \ma?tr 'y;:&enario. Compared to
ﬁz N,

up to 70% false alarms rate ;%1 by Qntro sedciaﬁjtions appeared in table

\k &
4.1 chapter two, the proposed s mel uced 0% f{éé alarms. Although, entropy-

accuracy under the mixture of UDP flow or

accuracy under SYN flood and nor a?fiascenari

based solutions sho ighvaccuracy in te’:tiﬂbDDoS; they produced high false
4 F &
\hiq lear b

alarms rates com 5{[0 thei ased solutions (XU et al., 2017).

However, entrgpy based i prod&s)%lower overhead than machine learning

8 l
solutions, th head still ¢ sie‘?ereﬂp' h.
o

N
i oposed scheme we?;:?ess and different than the parameters used by the

’ < .
ms of pa elgrs used for DDoS detection in SDN, the parameters used
I'%b

%ng solutions. Parameters numbers and types are one of the reasons for positive

Q negative effects on the detection solution. The number of used parameters must be

as low as possible and it is necessary to use parameters that have the greatest impact



when detecting network traffic anomaly (Bhattacharyya & Kalita, 2016). According
to (Cviti¢ et al., 2017), the selection of parameters to be used is a key component for

achieving an effective system of DDoS attacks detection.

In contrast to both machine learning based solutions an py-based
solutions, the scheme proposed in this research produced a very Iow overhead and

very high accuracy with no false alarms. V

iIZe of' existing DDoS
in the Wof attack
A X

packets as attack moves from the high volume of a to the low_v. Iu’ne_\ vice

According to (Behal & Kumar, 2016), there is

detection and defense solutions to detect the chan

versa. As appeared in the first and third experi nts,{ sed\s)aﬁ'eme has
detected the high volume of attack paclﬁ@ welbxas low ;ér:ge that was

generated at the same time in the sa affi¢'with 99. f a@acy and 34.3% of
CPU usage in the first experiment@f&%@;c ac @*29.9% of CPU usage
in the third experiment. ‘% f q Q(:}

N S

N
According to eh&(umar’ 201 lahg@”al.,ZOlB),the low-rate attacks
ct and/few

are difficult to dete % e-'cd@idered the low-rate DDoS attacks

detection in SD@ro o|sed scheme ted the low-rate SYN attack packets

N

that sent to g@\vas numbe o} flo ith 99.47% of accuracy and 2.5% of CPU

usage as d in the experim scenario (Low-rate SYN attack and normal
’
traffig). ’ X~
N
9

\The results obtained in the third experiment have been compared to the results

=9

d he fourth experiment to show the correctness of the results and robustness of the
s

cheme in a confrontation of different attack scenarios.



Table 5.5: Comparison of results of the elapsed-time based scheme obtained in
experiment three and four

Attack traffic scenario Thresholds Overhead | Accuracy ﬂ?v
values c%s
UDP Flood, Low-rate SYN | 1500 for packets | 29.9% 99.85% “0%

and Normal traffic Scenario | and 10 for flows

(long term) V

UDP Flood, Low-rate SYN | 5000 for packets | 31.4% i.lg% 0%

and Normal traffic Scenario | and 30 for flows

(short term) !
The comparison shows that results oWd

same. The reason is the selection of p@m S use

X~
eme arevalmost the
\e

scheme. As appear in

signif

o
o
S
et

table 5.5, the difference in the results

2017), as the selection of param ‘@ anﬂ i%ﬁhe /\brmance, it is also one
t

o
of the reasons to provide co& p%{ﬂe. T &ults in table 5.5 confirm
that the scheme produced wﬂverhe’d an?h ghéa@acy with low false alarms no
E l

matter how the confrontation scenarjo @.%

5.4 SUMMA A AN
SN
In this chapter, We have ?n Cc eq\@y.lr extensive experiments for evaluating the

perfor% d conf
xmh

gothe ¥_(_ ity of the results. Firstly, we have conducted an
e nt had three test cas&s\{o evaluate the proposed scheme under UDP flood

‘% attack. The first test case was used to test the detection function of the scheme
n

N,

positives. The second test case was used to test the detection and mitigation functions

er normal traffic generation (normal UDP packets) to see if it produced any false

of the scheme under attack traffic generation to make sure the detection function



produced no false negatives and, the mitigation function dropped the attack packets
successfully. The third test case was aimed to evaluate the detection and mitigation

functions under a mixture of traffic generation where the attack paﬂ%nd

legitimate packets are mixed and, generated in the same traffic simultangousl

Secondly, we conducted an experiment had three test caszaluate the
scheme under low-rate SYN DDoS attack. This experiment Wto evaluate the
scheme under a low-rate attack type that increases the nu ’-Y;cret-in messages.
This attack sends the packets at a low rate to look normal and s nw‘eparately
as single packets to increase the number of flows d of packet "hg{%?;test
case was used to test the detection functio schem r n%ml traffic

ny fa]@;itives. The

fu <f}ns of the scheme
O

generation (normal TCP handshakes) to w pr
second test case was used to test the % flO) and miti

under attack traffic generation (I%e SY \ke%) ;@ke sure the detection
N
function produced no false negati nd, ﬁe mitigation Q‘Rtion removed the attack

&
flows successfully. The Lq:mt js asjaime @evaluate the detection and
i

mitigation functions % ixturetof tr f}i(: g@ration where the attack packets
4

&
(low-rate SYN packets) and Ifi [ ack (.(.mormal TCP packets) are mixed and,

generated in t@ff' 'neoug*'
( ¢ ? (..)
T@/e
f a w

onu.uﬁi experiment to evaluate the scheme under a mixture
e attack nd,"floo\?ﬁg attack in the same traffic generation. This
ew t aimed to evaluane\ciae detection and mitigation functions of the scheme

% attacks that generate traffic at high and low traffic rates to put all SDN

oymponents under a dangerous situation at the same time.
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Finally, we conducted an experiment to confirm the correctness of the results

and robustness of the scheme under different attack traffic characteristics.

The evaluation and validation of the presented scheme were con@lsing

Mininet emulator. For each experiment, we compared the overhead; racy and,
false alarms to all previous works presented in chapter two, table 4.1%As a result, the

new scheme shows better performance compared to the eM solutions and

convergent results under different attack situation cc@Ce pfoposed scheme
N \g

itself.



