
CHAPTER FIVE 

RESULTS AND DISCUSSIONS 

5.1 INTRODUCTION 

This chapter presents the performance evaluation of the proposed scheme (elapsed-

time based scheme for detecting and mitigating DDoS attacks in the SDN 

environment). Three extensive experiments have been carried out to evaluate the 

proposed scheme’s performance, in execution time, under different experimental 

scenarios (different DDoS types, different scales of attack traffic generation in short 

and long terms). Thereafter, an explanation about the results obtained from each 

experiment is carried out respectively. Performance evaluation is provided after each 

experiment. The results of the mixture traffic scenario in each experiment are then 

compared with the results of all solutions given in chapter two table 2.4 for 

validation. The comparison is conducted based on the performance metrics namely 

overhead and accuracy. The false alarms produced are also compared to all previous 

works in the same comparison tables. The evaluation aims to show that the proposed 

scheme is able to provide better performance (high accuracy with very low false 

alarms and low measured overhead) under all traffic states. 

According to (Behal & Kumar, 2016), it has been observed that there is no 

appropriate dataset available for validating the DDoS research among the various 

publically available datasets because they suffer from a number of limitations. Most 



 

of the available datasets are obsolete, lack the required characteristics of network 

traffic or not made available to the research community for security reasons. 

 

            Another observation from the various solutions that have been proposed to 

detect DDoS attacks is that datasets are mostly used in the Machine Learning based 

solutions.  

            According to (Yavanoglu & Aydos, 2017), datasets are used in Machine 

Learning and Artificial Intelligent since they are the primary tools for analyzing 

network traffic and detecting abnormalities.   

 

5.2 SIMULATION EXPERIMENTS 

 

In this section, three experiments are conducted to evaluate the performance of the 

proposed scheme each of which has a different scenario. The scenarios applied in the 

three experiments are UDP flood scenario, low rate SYN scenario and a mixture of 

UDP and SYN DDoS attacks scenario. The first and second experiments have three 

different test cases which are normal traffic generation, attack traffic generation and 

a mixture of normal and attack traffic generation. The third experiment has one test 

case which is a mixture of normal traffic and UDP and SYN attack traffic. The three 

experiments are discussed in the following subsections. 

 
5.2.1 Experiment One (UDP Flood Scenario) 

 

In a UDP Flood, DDoS attackers send highly-spoofed UDP (user datagram protocol) 

packets at a very high packet rate using a large source IP range. The victim's network 

is overwhelmed by the large number of incoming UDP packets. This attack normally 

consumes network resources and available bandwidth, exhausting the network until it 

goes offline.  



 

 

5.2.1.1 Test Case One (Normal Traffic Generation) 

 

Normal traffic means noticing no variations happening suddenly in the network 

traffic as long as we know the maximum limit of the traffic normally used in the 

network.  

 

           In this test case, normal traffic will be generated from multiple hosts using 

Python scripts. Python scripts are running on these hosts manually and separately. As 

appeared in Figure 5.1, no indications of any sudden increases in the network traffic. 

 

Figure 5.1: The performance under normal UDP traffic 

 

            The traffic is generated from five hosts and the time estimated for generation 

is one minute and twenty five seconds as shown in Figure 5.2. During this time we 

monitor the reaction of the scheme against these packets that generated from these 

hosts across the network. Based on the information in Figure 5.2, the traffic 

generated from these hosts created more than a thousand and five hundred packets in 

this one minute. 

 



 

 

 

Figure 5.2: Summary of normal traffic 

 

            In Figure 5.3, POX controller terminal shows that the scheme takes no 

actions against these generated packets because the scheme has realized that this 

traffic is normal and carries no suspicious packets. Although the number of the 

packets exceeds one of the scheme thresholds, the scheme takes no actions against 

these packets. This is proving that the scheme does not produce any false positives.  



 

 

Figure 5.3: Results under normal UDP traffic 

 

5.2.1.2 Test Case Two (Attack Traffic Generation) 

 

In this test case, the attack traffic will be generated on two scales, a scale of low 

amount of packets and another of huge amount of packets. While the low amount of 

packets scale is used to generate a few attack packets to look as normal packets, the 

scale of large amount of packets is used to generate a huge amount of traffic to 

represent the flooding DDoS attack. The low amount of packets scale and the large 

amount of packets scale are used to simulate the change in volume of traffic that the 

attack does when move from high volume to low volume. Python scripts were run 

from the hosts manually. A tool called Scapy is used to generate UDP attack traffic. 

 

5.2.1.2.1 Low packets scale 

 

When number of packets that travel to a certain destination is low and these packets 

are coming to this destination continuously then, these packets are considered 

suspicious packets. This small number of packets will create a large number of flows 



 

to contain them and that will eventually deplete the storage capacity of OpenFlow 

switch. 

 

          Two DDoS scripts are running in this case on two hosts h1 and h2 to generate 

a low amount of attack packets. After the DDoS scripts begin running, the scheme 

begins showing the suspicious flows that detected directly as manifested in Figure 

5.4.1. These flows will be deleted from the switch once they exceed the threshold 

(ten flows). 

 

 

Figure 5.4.1: The first results of the low scale of packets  

 

 

             While the Figure 5.4.2 shows the continuous detecting of the suspicious 

flows and removing them when they reach ten flows by the scheme, the Figure 5.4.3 

shows that the scheme stopped taking any actions when scripts stopped generating 

traffic. This proves that the scheme does not produce any false positives or false 

negatives. 



 

 

 

Figure 5.4.2: Results after seventy seconds 

 

 

Figure 5.4.3: The last results 



 

 

To avoid being detected, the attack packets have been sent at a rate of lower than ten 

packets per second during the time of attack traffic generation as appeared in Figure 

5.4.4 but, the scheme has accurately detected the flows that created by the low 

amount of packets and removing these flows at the time of the attack as shown in 

Figures 5.4.1, 5.4.2 and 5.4.3. The average of sent packets per second was (7.268 

packets/sec) within about two minutes as shown in the Figure 5.4.5.  The total 

number of generated packets during this time was eight hundred and thirty-three 

packets. 

 

 

Figure 5.4.4: The Performance under the low scale of packets  

 



 

 

 

Figure 5.4.5: Summary of the low scale of packets 

 

5.2.1.2.2 Large packets scale  

 

Five hosts are used to emulate the attackers to send UDP flood attack traffic and the 

sixth host is used to emulate the victim. The idea behind this scenario is to attack the 

controller with multiple attack machines from the nearest point to the controller to 

put the scheme under a critical situation. 

 

               After running the scheme as it appears in Figure 5.3, we run the DDoS 

attack scripts from the hosts h1, h2, h3, h5 and h6. As we mentioned before, the host 

that plays the role of victim is the host h4. Once the attack machines begin 

generating the attack traffic towards the target machine, the scheme begins gathering 

the statistical information of the number of flows and packets. As appeared in Figure 

5.5.1, the scheme raises a warning of an attack when it notice that the number of 



 

flows is getting increased and the number of packets does not exceed the threshold 

(1500 packets). The maximum number that these suspicious flows can reach before 

removing is ten flows. It is important to mention here that the log message from the 

packet subsystem “(UDP parse) UDP packet data shorter than UDP len” shown in 

the Figure 5.5.1 is neither an error nor a necessarily indicative of any problem as 

stated in POX Wiki. 

 

            When the attack moves from the low volume to the high volume of attack 

packets, the scheme stops looking into the flows and begins checking the statistical 

information gathered about the packets. As we can see in Figure 5.5.1, the scheme is 

directly noticing that these packets are suspicious as soon as the number of the 

packets begins to increase rapidly and shows a warning message that says there is an 

attack detected from the source IP address 10.0.0.6 which is an attack machine on the 

destination IP address 10.0.0.4 the victim through the protocol seventeen which is the 

UDP protocol. This means that the detection method in the scheme was activated and 

it works in a successful way. 

 



 

 
 

Figure 5.5.1: The first results of the large scale of packets  

 

 

            After the detection work is finished the scheme goes forward to drop these 

packets using its mitigation method. We can see clearly that the packets have been 

dropped by noticing that the scheme begins looking into the flows rather than the 

packets. As we can see, the number of packets has been decremented from one 

thousand eight hundred and ninety-two packets to lower than the threshold which 

indicates that the mitigation method is activated and works properly. This is an 

evidence of the effectiveness of the mitigation function in dropping and terminating 

the attack packets and flows once they detected. It is important to notice that the 

number of flows begins from number one which means that the previous flows have 

been removed. Also, we can notice that the number of the packets goes above the 



 

threshold again and the detection function detects attack packets coming from 

different source IP address which is 10.0.0.2. The detected packets are directly 

dropped by the mitigation function. 

 

            Figure 5.5.2 shows that the attack traffic is coming from another source IP 

address to targeting the same victim and again the scheme is accurately detecting and 

dropping the DDoS attack packets. A list of IP addresses is provided to show where 

the traffic comes from and goes to.  

 

 
 

Figure 5.5.2: Results after five minutes 

 

 



 

              As appeared in Figure 5.5.3, dropping attack packets and removing the 

suspicious flows is continued by the scheme. 

 

Figure 5.5.3: Results after fifteen minutes 

 

 

             The Figure 5.5.3 shows that the number of packets has been decremented 

from two thousand seven hundred and nineteen packets to one thousand eight 

hundred ninety-seven. This means about one thousand packets has been dropped 

approximately. We can also notice that the number of the packets has sharply 

increased again because we are under a flooding DDoS attack. The attack packets 

reach the duple of the threshold in five seconds (time given to collect the statistical 



 

information) and the scheme’s detection and mitigation functions take a place to 

detect and drop these packets.  

 

As clearly demonstrated in Figure 5.5.4, the scheme stays notified of the number of 

flows that being created when the number of packets is still under the threshold. We 

also still notice that the traffic is coming from different source IP addresses and the 

time elapsed between packets is different in each detection process.  

 

            Due to sending only partial of packets by the switch to the controller, we see 

the subsystem log message that says that the UDP packet data shorter than UDP 

length is displayed from time to time. 

 



 

 
 

Figure 5.5.4: Results after twenty five minutes 

 

 



 

 
 

Figure 5.5.5: Results after thirty minutes 

 

 

Figure 5.5.5 shows the last results have been obtained by the scheme. By monitoring 

all previous POX terminals, we can see that the functionality of the scheme has 

neither affected by the increase in the number of attack packets nor by the increase in 

the number of flows in terms of detecting and mitigating attack packets that change 

in volume of packets.  

             

          The graphs shown in Figure 5.5.6, illustrates the performance of SDN 

components under a large scale of UDP flood DDoS attack. The X-axis represents 

the number of packets while the Y-axis represents the time in seconds. The graphs 

show that the attack is changing from the high volume of the attack packets to the 

low volume and vice versa during the time of the attack. The graphs also show that 

no performance degradation has occurred in the performance of SDN components 

due to this change. Therefore, we can say the scheme has successfully protected the 



 

SDN components from being unavailable to legitimate users while these components 

under a changeable DDoS attack. 

 

 

 

 
 

Figure 5.5.6: The performance under the large scale of packets (0-1000s, 1000s-

2000s) 

 

 

           The information displayed in Figure 5.5.7 is a summary of the time taken to 

generate the attack traffic from the first packet to the last packet, interface of the 

victim machine that has been received the attack traffic, the total number of packets 

and the average of sent packets per second. 

 



 

.  

Figure 5.5.7: Summary of the large scale of packets  

 

5.2.1.3 Test Case Three (Mixture of UDP Flood Attack and Normal Traffic) 

 

In this test case, the attack traffic and normal traffic are mixed together in the same 

traffic generation. The hosts h3, h4 and h6 are the hosts designated to generate the 

attack traffic while hosts h2 and h5 are used to generate normal traffic. The host h1 is 

the victim.  

 

            On the POX controller terminal where the scheme is running, nothing 

displayed although the scripts that generate the normal traffic are currently running. 



 

Figure 5.6 shows the controller terminal within sixty seconds of generating normal 

traffic. 

 

Figure 5.6: POX terminal within the first sixty seconds 

 

            After seventy seconds of generating normal traffic, the DDoS UDP flood 

attack is launched from the attack hosts along with the normal traffic that is still 

running. As appeared in Figure 5.7, the scheme detects and mitigates the attack flows 

and packets. Also, we can see in Figure 5.7, the IP addresses of hosts that used to 

generate the normal traffic do not appear during the time of attack detection. The 

results appear in Figures 5.7, 5.8, 5.9, 5.10, 5.11 and 5.12 are the results have been 

appeared after three minutes, five minutes, ten minutes, twelve minutes, fifteen 

minutes and twenty minutes respectively during the scheme running. 



 

 

Figure 5.7: Results after three minutes 



 

 

Figure 5.8: Results after five minutes 

 



 

 

Figure 5.9: Results after ten minutes 

 



 

 

 

Figure 5.10: Results after twelve minutes 



 

 

Figure 5.11: Results after fifteen minutes 



 

 

Figure 5.12: Results after twenty minutes 

 

           During traffic generation time, the IP addresses of hosts that generate the 

normal traffic do not appear. This proves that our scheme has not produced any false 

positives or false negatives.  

 

            In all graphs appeared in Figure 5.13, the red line represents the normal 

traffic and the black line represents the UDP attack traffic. All graphs show that the 

scheme is successfully detecting the change in attack packets made by the DDoS 



 

attack at the time of traffic generation. This practically proves that the scheme 

accurately detected the attack packets until the last second of traffic generation. 

Figure 5.13 shows that the scheme has protected the SDN components during the 

time of the attack from performance degradation caused by a changeable attack.  

 

 

 

Figure 5.13: The performance under the mixture of traffic (0-500s, 500s-1000s, 

1000s-1240) 

 

     



 

          The lists of source and destination IP addresses that used to send and receive 

packets generated in the mixture traffic shown in Figures 5.14 and 5.15. The source 

IP list shows the exact number of attack packets generated in the network as well as 

the number of legitimate packets.  

 

 

Figure 5.14: The list of source IP addresses  

 

 

Figure 5.15: The list of destination IP addresses  

 



 

             Figure 5.16 shows that the mixture of traffic generation has last for twenty 

minutes and forty-five seconds and, the packets have sent at an average of two 

hundred and five packets per second. 

 

 

 

Figure 5.16: Summary of the mixture traffic generation 

 

5.2.1.4 Scheme Performance Evaluation (UDP flood scenario) 

 
As mentioned in evaluation section in research methodology chapter, to evaluate the 

performance we test the scheme to obtain the results and then we compare these 

results with the results of all previous works provided in chapter two.  

 

 



 

 

5.2.1.4.1 Overhead (CPU Usage) 

 
To examine the effect of the proposed scheme on the controller's CPU, we left the 

simulation running with all the running processes on a Linux PC (running Ubuntu 

14.04). 

            We left the system monitoring application of Linux (htop) running during all 

the time of the experiment. Figure 5.15 shows the CPU usage while the proposed 

scheme is in use at the time of traffic generation. The overhead measured is only 

34.3%. The overhead measured in the network under the UDP flood scenario is the 

lowest CPU usage measured in SDN compared to all works presented in table 2.4, 

chapter two. This shows that the scheme has a positive reflection on the CPU usage 

of the SDN controller.  

 

 

Figure 5.17: CPU usage under UDP flood scenario 

 

 

 



 

5.2.1.4.2 Accuracy 

 

The lowest measured overhead is coming with achieving high accuracy and low false 

alarms. The accuracy achieved by the proposed scheme under the experimental 

scenario (UDP flood and Normal traffic) is 99.27%. The accuracy is calculated as in 

chapter three, section 3.5.3.2 (293850-2125/293850*100 = 99.27%). By considering 

that the last number of attack packets has been appeared in last terminal was dropped 

by the scheme to be less than threshold and terminated the flows created by the low 

number of attack packets, the accuracy will be 100% and no DDoS attack passed 

unnoticed. This result shows that this scheme can, easily, detect both the attack 

packets and attack flows when it is destined to a victim in the network.  

 

            Since this scheme has been tested under this experimental scenario for many 

times, no false alarms have been appeared on the POX terminal at any time of the 

traffic generation. So, the false alarms produced by the scheme under this 

experimental scenario are 0. 

 
            The comparison between the accuracy achieved and the false alarms 

produced by the proposed scheme and the accuracy and false alarms rates of 

Machine Learning and Entropy solutions presented in literature review chapter are 

plotted in the Figure 5.18.  

 



 

 
 

 
Figure 5.18: An elapsed-time based scheme vs. Solutions based on different 

techniques   (machine learning technique, entropy technique) 

 

 

             Finally, we compare the results of this experimental scenario (overhead, 

accuracy and false alarms) to the results of all previous works presented in table 2.4 

in chapter two. The comparison of overhead and accuracy produced by our scheme 

to the overhead and accuracy produced by previous works is provided in table 5.1 

and table 5.2. The false alarms produced by the scheme are also provided. The results 



 

in table 5.1 are compared to Machine Learning solutions while the results in table 5.2 

are compared to Entropy solutions. The results in both tables are meant to show the 

performance enhancement achieved by our scheme compared to previous works. 

 

Table 5.1: Comparison of results of the elapsed-time based scheme to various 

machine learning solutions 

 

 
Solution 

developer 
Parameters Accuracy Overhead 

False 

Alarms 

Machine 

Learning 

based 

solutions 

Braga 

 

Average packets per 

flow, average bytes 

per flow, average 

duration per flow, 

percentage of pair 

flows, growth of 

single flow, and 

growth of single 

ports. 

99.11% 

 
Very high 

 
0.46% 

 

Dillon 

 

Number of packets, 

number of bytes, 

packet symmetry. 

Unknown 

 
Very high 

 
Unknown 

 

Dotcenko 

 

Connection 

initiations packets 

and response 

packets. 

Additionally input 

parameters for the 

system may contain 

statistical data from 

switches are 

required such as 

data speed of 

selected flows and 

ports and minimum 

and maximum 

number of packets 

per one IP. 

95% 

 

Measured 

on NOX. 

 

1.2% 

 

Tang 

 

duration, 

protocol_type, 

src_bytes, 

dst_bytes, count and 

srv_count. 

75.75% 

 
Very high 

 
19.51% 

 

Niyaz 

 

Headers extracted 

from TCP (Src IP, 

Window, Dst IP, 

SYN, Src Port, 

ACK, Dst Port, 

(99.82% 

for the 2-

class 

model) 

 

Very high 

 

(0.3% for 

the 2-class 

model) 

 

 



 

URG, Protocol, 

FIN, Data Size 

RST, TTL, PUSH) 

 

From UDP (Src IP, 
Dst IP, Src Port, Dst 

Port, Protocol, Data 

Size , TTL) 
 

And from ICMP 

(Src IP, Dst IP, 

ICMP Type, ICMP 

Code, Protocol, 

Data Size, and TTL) 

and a large number 

of features extracted 

from these packets 

headers. 

(95.65% 

of  for the 

8-class 

model) 

 

(0.5% for 

for the 8-

class 

model) 

 

An 

elapsed-

time 

based 

scheme 

Wisam 

Number of packets, 

number of flows, 

Dst IP and packet 

arrival time. 

99.27% 34.3% 0% 

 

Table 5.2: Comparison of results of the elapsed-time based scheme to various 

entropy solutions 

 
 Solution 

developer 
Parameters Accuracy Overhead 

False 

Alarms 

 
 
 
 
 
 
 
 
 
 
Entropy 

based 

solutions 

 
 
 
 
 
 

Mehdi 
 

Parameters used in 

the four algorithms 

are connection 

initiations packets, 

response packets, 

protocol type, 

destination port 

number, all non-IP 

packets, all 

incoming traffic, 

TCP packets starting 

after the first 100 

bytes and packets to 

any 

address/port/protocol 

combination if more 

than 16 are received 

in a minute. 

(TRW-CB 

and Rate 

Limiting 

algorithms 

on the 

home 

network 

achieved 

90% and 

on the ISP 

85%) 

 

(Maximum 

Entropy 

and 

NETAD 

algorithms 

achieved 

90%) 

 

Measured 

on NOX 

 

70% 

 



 

 
 
 
 
 
 

Giotis 
 

Src IP, Dst IP, Src 

Port and Dst Port 

100% 

 

Measured 

on NOX 

 

50% 

 

Mousavi 

 
Number of packets 

and Dst IP 
96% 

 
78% 

 
1% 

 

Wang 

 

Dst IP, number of 

packets that have 

same Dst IP and 

number of times Dst 

IP is repeated. 

100% 

 
high 

 
25% 

 

Kia 

Number of packets, 

Dst IP, total number 

of Dst IP and 

number of times Dst 

IP is repeated. 

90% high 
10% 

 

An 

elapsed-

time 

based 

scheme 

Wisam 

Number of packets, 

number of flows, Dst 

IP and packet arrival 

time. 

99.27% 34.3% 0% 

 
5.2.2 Experiment Two (Low-Rate SYN Scenario) 

 
A SYN flood (half-open attack) is a type of DDoS attack which aims to make the 

target machine unavailable to legitimate traffic by consuming all available target’s 

resources. By repeatedly sending initial connection request (SYN) packets, the 

attacker is able to overwhelm all available ports on a targeted machine, causing the 

targeted device to respond to legitimate traffic sluggishly or not at all. 

 

              In contrast to SYN flooding DDoS attacks, the low-rate DDoS attacker 

exploits the vulnerability of TCP’s congestion control mechanism in two ways. First, 

periodically sending burst attack packets over short periods of time repeatedly. 

Second, continuously launching attack packets at a constant low-rate. To avoid being 

detected by existing detection solutions, these attacks reduce the average number of 

attack packets at a time of traffic generation (Zhou et al., 2017). 

 

 

https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/


 

5.2.2.1 Test Case One (Normal Traffic Generation) 

In this test case, the only traffic generated in the network is the normal TCP traffic. 

Figure 5.19 shows no indications of attack occurrence at the time of generation. A 

Python script is used to generate normal TCP traffic manually. Wireshark packets 

analyzer is used to capture the generated packets. 

 
 

Figure 5.19: The performance under normal TCP traffic 

 

         As shown in Figure 5.20, the traffic has generated in three minutes and thirty-

eight second and the average of packets sent in the network was less than three 

packets per second. The traffic generated is meant to establish normal connections. 

Meanwhile, we can observe the reaction of the scheme on these packets from Figure 

5.21. 

 



 

 
 

Figure 5.20: Summary of normal TCP traffic  

 

            Figure 5.21 shows that no actions taken against the generated packets because 

the scheme realized that these packets were normal packets used to establish normal 

TCP handshake. 

 

Figure 5.21: Results under normal TCP traffic 



 

        We can observe from the list appeared in Figure 5.22 that the traffic generated 

between hosts is normal TCP traffic. Figure 5.22 shows only two IP addresses with 

the number of packets that have sent between them. 

 

 

Figure 5.22: List of source and destination IP addresses 

 

5.2.2.2 Test Case Two (Attack Traffic Generation) 

 

In the contrast of test case two in experiment one, we will generate the low-rate 

attack traffic in two terms, a low rate of packets in the short term and another in the 

long term. SYN attack in this test case is meant to deny normal flows by overflowing 

the OpenFlow switch with lots of incomplete synchronization requests. This test case 

shows the importance of detecting the suspicious packets that have sent in a constant 

low-rate. Python scripts were run on the hosts manually to generate the low rate SYN 

attack. 

 

5.2.2.2.1 Low-rate packets in the short term 

 

To avoid being detected, a normal DDoS attack usually would not last for a very 

long time. For example, ten minutes is the normal duration of attack (Yu et al., 



 

2012). As a low-rate attack is continuously launching attack packets at a constant 

low-rate, therefore, it is essential to quickly detect short duration attacks (Zhou et al., 

2017). 

 

            Three DDoS scripts run to generate low-rate attack in the short term. DDoS 

scripts run on h1, h2, and h3 to attack h5. Once the DDoS scripts begin generating 

the attack traffic, the scheme directly shows the detected attack flows as appeared in 

Figure 5.23.1. These flows will be deleted from the switch once they exceed the 

threshold (ten flows). 

 

 

Figure 5.23.1: Detecting low-rate attack packets from the first second 

 



 

 

Figure 5.23.2: Results after three minutes 

 

 

Figure 5.23.3: Results after five minutes 

 



 

             Figures 5.23.1, 5.23.2 and 5.23.3 show that the attack flows created by the 

low rate attack traffic has detected and removed. Furthermore, Figure 5.23.3 shows 

that the scheme has stopped taking actions once the attack hosts stop generating 

traffic. On a hand, the scheme proved that OpenFlow switch has protected from 

being overflowed by creating new flows, on the other hand, the scheme protected the 

controller which is failure point of SDN from bottlenecks and resources depleting 

due to increasing in packet-in messages caused by the new flows. 

 

             The graph in Figure 5.23.4 shows the performance under low-rate attack in 

the short term. The graph also shows that there is no degradation in the performance 

of the SDN components during the short term of low-rate attack launching. Figure 

5.23.5 shows details about the low-rate attack packets in the short term. 

 

 

 

Figure 5.23.4: Performance under the low-rate attack in the short term 

 



 

 

 

Figure 5.23.5: Summary of low-rate attack in the short term 

 

            The lists of source and destination IP addresses used to send and receive 

packets were provided in Figures 5.23.6 and 5.23.7, respectively. The total number 

of packets generated in the short term was fifteen thousand packets in five minutes 

and eight seconds. As appeared in Figure 5.24.6, single attack packets sent from 

different forged source IP addresses to increase the number of flows instead of 

packets. Consequently, the low-rate attack succeeded to maximize the number of 

flows to fifteen thousand flows as a separate flow for each packet. 

 



 

 

Figure 5.23.6: List of the source IP addresses 

 

 

Figure 5.23.7: List of the destination IP addresses 

 

5.2.2.2.2 Low rate packets in the long term 

 

Because of the key feature of the attack: send the attack packets at a low average 

rate, a low-rate DDoS attacker may keep sending attack packets for a long time. For 

this, it is essential to test a low-rate DDoS detection solution not only in the short 

term but also in the long term (Zhou et al., 2017). 

 



 

           DDoS attack scripts run to launch low-rate attack packets towards host h6 

which is the host plays the role of victim. Once the low-rate traffic begins generating 

towards the target machine, the scheme raises a warning of an attack occurs when it 

notices that the number of flows is getting increased while the number of packets 

does not exceed the threshold. The scheme directly reacts to the low-rate attack 

packets by terminating the flows that contain these packets as appeared in Figures 

from 5.24.1 to 5.24.5.      

     

 

Figure 5.24.1: Detecting low-rate attack packets from the first second            

 



 

 

Figure 5.24.2: Results after five minutes 

 

 

Figure 5.24.3: Results after fifteen minutes 

 



 

 

Figure 5.24.4: Results after twenty five minutes 

 

 

Figure 5.24.5: The last results  

           Noticing the increase in the number of the attack flows instead of packets 

while the number of packets does not exceed the threshold shows the importance of 

detecting the low-rate attacks at the time of no signs of a flooding attack appeared. 



 

We increased the number of low-rate attack packets that accordingly increase the 

packet-in messages to examine the proposed scheme in the case of low-rate attack 

tries to congest the controller in the long term. The spoofed source IP addresses that 

send packets separately to increase the number of single flows appeared in Figure 

5.24.6. The list of destination IP addresses is shown in Figure 5.24.7. 

 

 

Figure 5.24.6: List of the source IP addresses 

 

 

 
 

Figure 5.24.7: List of the destination IP addresses 

            



 

           The graphs in Figure 5.24.8 illustrate the performance of the SDN 

components under an increased low-rate attack in the long term. The X-axis 

represents the number of packets while the Y-axis represents the time in seconds. 

The graphs show that the scheme has protected the controller and the switch from 

performance degradation along the period of time of the attack generation. 

 

 

 

 

 



 

 

Figures 5.24.8: Performance under the low-rate attack in the long term (0-500s, 500s-

1010s, 1010s-1510, 1510s-1650s) 

 

 

          Figure 5.24.9 shows a summary of the increased low-rate attack in the long 

term. We can see that the time for attack generation has increased and the average of 

packets has maximized.    

  

 

Figure 5.24.9: Summary of low-rate attack in the long term 

 

 



 

5.2.2.3 Test Case Three (Mixture of low-rate Attack and Normal Traffic in long 

term) 

 

In this test case, low-rate attack and normal traffic mixed in the same traffic. This 

mixture of traffic generated in the long term. Hosts h2 and h5 designated to launch 

the low-rate attack and host h1 to generate normal traffic. Host h4 is the victim. 

  

             On the POX controller terminal, no actions have displayed by the scheme 

although scripts that generate the normal traffic are currently running. Figure 5.25 

shows the terminal for the first twenty seconds of normal traffic generation. 

 

 

Figure 5.25: POX controller terminal within the first twenty seconds 

 

 

            After twenty seconds of generating normal traffic, low-rate attack launched 

from attack hosts along with normal traffic that is still generating. Figures from 5.26 

to 5.30 show the detection and mitigation processes of the low-rate attack packets at 

different time slots after the attack traffic began generating. 

 

 



 

 

Figure 5.26: Results after twenty seconds 

 

 
 

Figure 5.27: Results after ten minutes 

 



 

 

Figure 5.28: Results after fifteen minutes 

 

 

Figure 5.29: Results after twenty minutes 

 



 

 

Figure 5.30: The last results 

 

           As appeared in Figure 5.30, the scheme stops detecting attack packets as long 

as the attack packets stop generated. Although the normal traffic is still generating, 

the scheme has stopped detecting packets. This gives proof that the scheme 

efficiently prevents producing false positives and false negatives. 

 

           List of source IP addresses appeared in Figure 5.31 shows that spoofed source 

IP addresses have sent the low-rate attack packets separately in the long term to 

create a vast number of flows. This is noticed from the different way used by the 

legitimate source IP address and spoofed IP addresses to send packets. As clearly 

shown in the list, the number of packets has sent by the legitimate host (10.0.0.1) was 

only two hundred and sixty-four packets, sent as a group of packets while rest of 

packets have sent separately. 



 

 

Figure 5.31: The list of the source IP addresses 

 

              Figure 5.32 shows the list of destination IP addresses. To avoid 

misunderstanding about appearing two destinations IP addresses in the list, the two 

IP addresses are the IP addresses of hosts used to establish the normal TCP 

handshake.  

 

 

Figure 5.32: The list of destination IP addresses 

 

            In all graphs shown in Figure 5.33, the red dots represent the normal traffic 

and, the black line represents the low-rate attack. In these graphs, we used dots 



 

instead of line to represent the normal traffic due to sending normal packets at an 

average of ten packets per second, and we need to clarify packets appearance. The 

graphs prove that the OpenFlow switch and the SDN controller have not affected by 

low-rate attack packets and were running smoothly at the time of the attack 

generation. These graphs practically prove that the scheme is efficiently protecting 

the OpenFlow switch from being overflown by a vast number of low-rate attack 

flows, and this is eventually protecting the SDN controller from bottlenecks and 

resources depleting. 

 

 

 

 



 

 

 

Figures 5.33: The performance under the mixture of traffic in the long term 

 

             Figure 5.34 shows that the mixture of traffic generation has last for twenty-

three minutes and seven seconds. Also, the summary provides details about packets 

that have sent in the mixture traffic scenario. 

 

 

Figure 5.34: Summary of the mixture traffic in the long term 

 



 

5.2.2.4 Scheme Performance Evaluation (low-rate SYN attack scenario) 

 

Due to, researches we found were few and do not provide the percentage of the 

performance enhancements achieved we provide performance achieved by the 

proposed scheme under low-rate DDoS attack in terms of CPU usage, accuracy, and 

false alarms. 

 

5.2.2.4.1 Overhead (CPU Usage) 

 
To examine the effect of the proposed scheme on the controller's CPU, we left the 

simulation running with all the running processes on a Linux PC (running Ubuntu 

14.04). 

 

            We left the system monitoring application of Linux (htop) running during all 

the time of the experiment. Figure 5.35 shows the CPU usage while the proposed 

scheme is in use at the time of the low-rate attack traffic generation. The overhead 

measured is only 2.5%. The low overhead measured shows the scheme has a positive 

reflection on the CPU usage of the SDN controller. 

 



 

 

Figure 5.35: CPU usage under low-rate attack scenario 

 

5.2.2.4.2 Accuracy 

 

The accuracy achieved by the proposed scheme under the experimental scenario 

(Low-rate SYN and Normal traffic) is 99.47%. The accuracy is calculated as in 

chapter three, section 3.5.3.2. By considering that there are no false positives and 

false negatives, then the accuracy of detecting the low-rate attack packets will be 

100% and no DDoS attack packet goes unnoticed. This result shows that this scheme 

can, easily and accurately, detect the attack packets that have been sent separately to 

overflow the switch by creating a vast number of flows. 

 

            Since this scheme has been tested under this experimental scenario for many 

times, no false positives have been appeared on the POX terminal at any time of the 

traffic generation. So, the false alarms produced by the scheme under this 

experimental scenario are 0. 

 



 

5.2.3 Experiment Three (UDP Flood, Low-rate SYN and Normal traffic 

Scenario – long term) 

 

In this experiment, a mixture of different DDoS attacks generated by different attack 

categories with normal traffic mixed in the same traffic generation. DDoS attacks 

launched in this experiment were UDP flood DDoS attack and low-rate SYN DDoS 

attack. Python scripts used to launch the attacks from hosts h4, h5 and h6 manually. 

While the host h4 used to launch the low-rate SYN attack, hosts h5 and h6 used to 

launch the UDP flood attack. The normal traffic generated in this experiment is 

normal TCP traffic and normal UDP traffic. Python scripts used to generate the 

normal traffic from hosts h1 and h3. The host h1 has used to generate normal TCP 

traffic whereas host h3 has used to generate normal UDP traffic.  

 

              This experiment is meant to evaluate the performance of the proposed 

scheme under different DDoS attacks attacking at the same time and, their packets 

are mixed with normal packets in the same traffic generation.  

 

              It is important to mention here that the proposed scheme will be under a 

low-rate DDoS attack and a flooding DDoS attack (high rate attack). This means that 

the scheme has to protect the SDN components from performance degradation with 

high accuracy and low overhead.  

 

           On the POX controller terminal, no actions have displayed by the scheme 

although scripts that generate the normal traffic are currently running. Figure 5.36 

shows the terminal at the first eighty seconds of normal traffic generation. 

 



 

 
 

Figure 5.36: POX controller terminal within the first eighty seconds 

 

            After eighty-two seconds of generating normal traffic, mixture traffic of low-

rate DDoS attack packets and flooding DDoS attack packets have launched from 

attack hosts along with normal traffic that is still generating. Figures from 5.37 to 

5.46 show the detection and mitigation processes of both the low-rate attack packets 

and the flooding attack packets at different time slots after the attack traffic began 

generating. 



 

 
 

Figure 5.37: Results after eighty-two seconds 

 



 

 
  

Figure 5.38: Results after three minutes 

 

 



 

 
 

Figure 5.39: Results after five minutes 



 

 

Figure 5.40: Results after seven minutes 

 

 

 



 

 

Figure 5.41: Results after ten minutes 

 



 

 

Figure 5.42: Results after thirteen minutes 

 

 

 

 



 

 

Figure 5.43: Results after fifteen minutes 

 



 

 

Figure 5.44: Results after eighteen minutes 

 

 

 

 



 

 

Figure 5.45: Results after nineteen minutes 



 

 

Figure 5.46: The last results 

 

             As shown in the Figures from 5.37 to 5.46, the scheme detects and mitigates 

both the low-rate attack packets and flooding attack packets. Although the normal 

traffic is generated in the network, the IP addresses of the hosts h1 and h3 (10.0.0.1 

and 10.0.0.3) did not appear in the list provided by the scheme during all the time of 

traffic generation at all while the IP addresses of the hosts h5 and h6 used for 

generating the flooding attacks appeared. This means that no false alarms have been 

produced at any second of the traffic generation. The host h4 is the attack machine 

responsible for launching the low-rate attack packets but, it did not appear on any 



 

figure of the mentioned figures. The reason is that host h4 launched the low-rate 

attack packets separately at a low rate to increase the number of attack flows. For 

this, we notice lots of attack flows have been detected and removed as shown on the 

terminals. 

 

            The list of the source IP addresses appeared in Figures 5.47 show that the 

packets that have sent in the network have generated from different spoofed source 

IP addresses. 

 

 

 



 

 

 

 

 



 

 

Figure 5.47: List of the source IP addresses 

 

            The two source IP addresses (10.0.0.6 and 10.0.0.5) that sent a large number 

of packets were the IP addresses of hosts that generated the flooding attack traffic 

while the next two source IP addresses in the list (10.0.0.2 and 10.0.0.1), the IP 

addresses that established normal TCP handshake. It is important to mention that IP 

address 10.0.0.2 is the victim's IP address but it appears in the list as a source IP 

address because it is one of the two sides in the TCP connection establishment.  

 

            The IP address 10.0.0.1 is the IP address generates normal TCP traffic and 

the next source IP addresses until the IP address 177.228.236.89 are the IP addresses 

generate normal UDP traffic. The rest of the spoofed source IP addresses that 

appeared in the list are the IP addresses that generate the low-rate SYN attack 

packets. These packets sent separately to increase the number of attack flows. 

 

             In all graphs appeared in Figure 5.48, the red line represents the UDP flood 

attack and the black line represents the low-rate SYN attack. In these graphs, we also 



 

used another two different colours to represent the normal traffic. The blue line 

represents the normal TCP traffic and the green represents the normal UDP traffic. In 

all graphs, we can notice that no sharp increase in the green dots or the blue line 

during the time of traffic generation due to generating the normal packets at an 

average of not greater than ten packets per second from true source IP addresses. We 

can also notice that sharp increase presented by the graphs clearly appeared in the red 

lines more than the black lines due to the basic difference between the flooding 

attacks and the low-rate attacks in the attack rate. The flooding attacks send the 

attack packets in a large number of packets at a high average of rate whereas the low-

rate attacks send the attack packets at a low average of rate. In addition, the low-rate 

attack used in the experimental scenarios is designed to send the attack packets 

separately to increase the number of flows.         

 

 



 

 

 

 

 



 

 

 

 

Figure 5.48: The performance under the mixture traffic (long term) 

 

            We can observe from all graphs that the scheme succeeded to protect the 

OpenFlow switch and the SDN controller from different types of DDoS attacks each 

of which follows a different strategy of attack during the time of traffic generation. 

Keep the SDN controller and the OpenFlow switch running smoothly during the time 

of the attack generation proves that the scheme accurately detects and mitigates the 

attack packets.  The scheme stops taking actions against incoming packets once the 

DDoS scripts stop. 

 

            Figure 5.49 shows that the mixture of traffic generation has last for twenty-

five minutes and thirty-four seconds. Also, the summary provides details about 

packets that have sent in the mixture traffic scenario.  

 



 

 

Figure 5.49: Summary of the mixture traffic (long term) 

 

 

5.2.3.1 Scheme Performance Evaluation (UDP flood, Low-rate SYN and Normal 

traffic scenario – long term) 

 

5.2.3.1.1 Overhead (CPU Usage) 

 
To examine the effect of the proposed scheme on the controller's CPU, we left the 

simulation running with all the running processes on a Linux PC (running Ubuntu 

14.04). 

 

            We left the system monitoring application of Linux (htop) running during all 

the time of the experiment. Figure 5.50 shows the CPU usage while the proposed 

scheme is in use at the time of mixture traffic (UDP flood, low-rate SYN and Normal 

traffic) generation. The overhead measured is only 29.9%. The low overhead 



 

measured shows the scheme has a positive reflection on the CPU usage of the SDN 

controller. 

 

Figure 5.50: CPU usage under the mixture traffic 

 

5.2.3.1.2 Accuracy 

 

The accuracy achieved by the proposed scheme under the experimental scenario 

(UDP flood, low-rate SYN, and Normal traffic) is 99.85%. The accuracy is 

calculated as in chapter three, section 3.5.3.2. By considering that the last number of 

attack packets appeared in the last terminal was dropped by the scheme to be less 

than the threshold, the accuracy achieved in this scenario will be 100%. This result 

shows that this scheme can, easily, detect both the attack packets and attack flows 

when it is destined to a victim in the network.  

 

            Since this scheme has been tested under this experimental scenario many 

times, no false positives or false negatives have appeared on the POX terminal at any 

time of the traffic generation. So, the false alarms produced by the scheme under this 

experimental scenario are 0. 



 

 

            The comparison between the accuracy achieved and the false alarms 

produced by the proposed scheme and, the accuracy and false alarms rates of 

Machine Learning and Entropy solutions presented in literature review chapter are 

plotted in the Figure 5.51. 

 

 
Figure 5.51: An elapsed-time based scheme vs. Solutions based on different 

techniques   (machine learning technique, entropy technique) 

 

 



 

             Finally, we compare the results of this experimental scenario (overhead, 

accuracy and false alarms) to the results of all previous works presented in table 2.4 

in chapter two. The comparison of overhead and accuracy produced by our scheme 

to the overhead and accuracy produced by previous works is provided in table 5.3 

and table 5.4. The false alarms produced by the scheme are also provided. The results 

in table 5.3 are compared to Machine Learning solutions while the results in table 5.4 

are compared to Entropy solutions. The results in both tables are meant to show the 

performance enhancement achieved by our scheme compared to previous works.         

 

              The results in both tables are meant to show the enhancement achieved by 

our scheme in terms of decreasing the overhead, increasing the accuracy and 

producing low false alarms compared to previous works. 

 

Table 5.3: Comparison of results of the elapsed-time based scheme to various 

machine learning solutions 

 

 
Solution 

developer 
Parameters Accuracy Overhead 

False 

Alarms 

Machine 

Learning 

based 

solutions 

Braga 

 

Average packets per 

flow, average bytes 

per flow, average 

duration per flow, 

percentage of pair 

flows, growth of 

single flow, and 

growth of single 

ports. 

99.11% 

 
Very high 

 
0.46% 

 

Dillon 

 

Number of packets, 

number of bytes, 

packet symmetry. 

Unknown 

 
Very high 

 
Unknown 

 

Dotcenko 

 

Connection 

initiations packets 

and response 

packets. 

Additionally input 

parameters for the 

system may contain 

statistical data from 

switches are 

95% 

 

Measured 

on NOX. 

 

1.2% 

 



 

required such as 

data speed of 

selected flows and 

ports and minimum 

and maximum 

number of packets 

per one IP. 

Tang 

 

duration, 

protocol_type, 

src_bytes, 

dst_bytes, count and 

srv_count. 

75.75% 

 
Very high 

 
19.51% 

 

Niyaz 

 

Headers extracted 

from TCP (Src IP, 

Window, Dst IP, 

SYN, Src Port, 

ACK, Dst Port, 

URG, Protocol, 

FIN, Data Size 

RST, TTL, PUSH) 

 

From UDP (Src IP, 
Dst IP, Src Port, Dst 

Port, Protocol, Data 

Size , TTL) 
 

And from ICMP 

(Src IP, Dst IP, 

ICMP Type, ICMP 

Code, Protocol, 

Data Size, and TTL) 

and a large number 

of features extracted 

from these packets 

headers. 

(99.82% 

for the 2-

class 

model) 

 

(95.65% 

of  for the 

8-class 

model) 

 

Very high 

 

(0.3% for 

the 2-class 

model) 

 

 

(0.5% for 

for the 8-

class 

model) 

 

An 

elapsed-

time 

based 

scheme 

Wisam 

Number of packets, 

number of flows, 

Dst IP and packet 

arrival time. 

99.85% 29.9% 0% 

 

 

 

 

 

 



 

Table 5.4: Comparison of results of the elapsed-time based scheme to various 

entropy solutions 

 

 Solution 

developer 
Parameters Accuracy Overhead False 

Alarms 

 
 
 
 
 
 
 
 
 
 
Entropy 

based 

solutions 

 
 
 
 
 
 
 
 
 
 
 
 

Mehdi 
 

Parameters used in 

the four algorithms 

are connection 

initiations packets, 

response packets, 

protocol type, 

destination port 

number, all non-IP 

packets, all 

incoming traffic, 

TCP packets starting 

after the first 100 

bytes and packets to 

any 

address/port/protocol 

combination if more 

than 16 are received 

in a minute. 

(TRW-CB 

and Rate 

Limiting 

algorithms 

on the 

home 

network 

achieved 

90% and 

on the ISP 

85%) 

 

(Maximum 

Entropy 

and 

NETAD 

algorithms 

achieved 

90%) 

 

Measured 

on NOX 

 

70% 

 

Giotis 
 

Src IP, Dst IP, Src 

Port and Dst Port 

100% 

 
Measured 

on NOX 

 

50% 

 

Mousavi 

 
Number of packets 
and Dst IP 

96% 

 
78% 

 
1% 

 
Wang 

 
Dst IP, number of 

packets that have 

same Dst IP and 

number of times Dst 

IP is repeated. 

100% 

 
high 

 
25% 

 

Kia Number of packets, 

Dst IP, total number 

of Dst IP and 

number of times Dst 

IP is repeated. 

90% high 10% 

 

An 

elapsed-

time 

based 

scheme 

Wisam Number of packets, 

number of flows, Dst 

IP and packet arrival 

time. 

99.85% 29.9% 0% 

 

 



 

5.2.4 Experiment Four (UDP Flood, Low-rate SYN and Normal traffic Scenario 

– short term) 

 

In this experiment, the mixture of traffic is the same as the mixture of traffic in 

experiment three but with a difference in the time of traffic generation. Mixture 

traffic generated in experiment three was generated in the long term but in this 

experiment will be generated in the short term. Also, thresholds used in the scheme 

in experiment three were 1500 packets for the flooding DDoS attacks detection and 

10 flows for detecting low rate DDoS attacks but, in this experiment, they will 

change to 5000 packets for flooding DDoS and 30 for flows for low rate DDoS. 

DDoS attacks launched in this experiment will be the same as attacks launched in 

experiment three. Python scripts used to launch the attacks will be the same as scripts 

used in experiment three. Hosts used to launch the attacks in experiment three will be 

the same in this experiment. The normal traffic generated in this experiment is the 

same as experiment three. Hosts used to generate the normal traffic in experiment 

three will be the same in this experiment.  

              This experiment is meant to evaluate the scheme performance under a more 

critical situation in terms of minimizing the time of the attack and maximizing the 

number of attack packets allowed to reach the controller. This means that the scheme 

has to prove performance enhancement even if the situations are different and more 

critical. 

 

           On the POX controller terminal, no actions have displayed by the scheme 

although scripts that generate the normal traffic are currently running. Figure 5.52 

shows the terminal at the first eighty seconds of normal traffic generation. 

 



 

 

Figure 5.52: POX controller terminal within the first hundred seconds 

 

           After hundred-five seconds of generating normal traffic, mixture traffic of 

low-rate DDoS attack packets and flooding DDoS attack packets have launched from 

attack hosts along with normal traffic that is still generating. Figures from 5.53 to 

5.59 show the detection and mitigation processes of both the low-rate attack packets 

and the flooding attack packets at different time slots after the attack traffic began 

generating. 

 

 

 

 



 

 

Figure 5.53: Results after hundred-five seconds 



 

  

Figure 5.54: Results after two minutes 

 

  

 



 

  

Figure 5.55: Results after three minutes 



 

  

Figure 5.56: Results after five minutes 



 

  

Figure 5.57: Results after seven minutes 



 

  

Figure 5.58: Results after eight minutes 



 

  

Figure 5.59: Last results  

 

              As shown in the Figures from 5.53 to 5.59, the scheme detects and mitigates 

both the low-rate attack packets and flooding attack packets. Although the normal 

traffic is generated in the network, the IP addresses of the hosts h1 and h3 (10.0.0.1 

and 10.0.0.3) did not appear in the list provided by the scheme during all the time of 

traffic generation at all. This means that no false alarms have been produced at any 

second of the traffic generation. The host h4 is the attack machine responsible for 

launching the low-rate attack packets but, it did not appear on any figure of the 

mentioned figures. The reason is that host h4 launched the low-rate attack packets 

separately at a low rate to increase the number of attack flows. For this, we notice 

lots of attack flows have been detected and removed as shown on the terminals. 

 



 

            The list of the source IP addresses appeared in Figure 5.60 show that the 

packets that have sent in the network have generated from different spoofed source 

IP addresses. 

 

 

 



 

 

 

 

 

 



 

 

Figure 5.60: List of the source IP addresses 

 

             The two source IP addresses (10.0.0.6 and 10.0.0.5) that sent a large number 

of packets were the IP addresses of hosts that generated the flooding attack traffic 

while the next two source IP addresses in the list (10.0.0.2 and 10.0.0.1), the IP 

addresses that established normal TCP handshake. It is important to mention that IP 

address 10.0.0.2 is the victim's IP address but it appears in the list as a source IP 

address because it is one of the two sides in the TCP connection establishment.  

 

            The IP address 10.0.0.1 is the IP address generates normal TCP traffic and 

the next source IP addresses until the IP address 133.212.85.31 are the IP addresses 

generate normal UDP traffic. The rest of the spoofed source IP addresses that 

appeared in the list are the IP addresses that generate the low-rate SYN attack 

packets. These packets sent separately to increase the number of attack flows. 

 



 

             In all graphs appeared in Figure 5.61, the red line represents the UDP flood 

attack and the black line represents the low-rate SYN attack. In these graphs, we also 

used another two different colours to represent the normal traffic. The blue line 

represents the normal TCP traffic and the green represents the normal UDP traffic. In 

all graphs, we can notice that no sharp increase in the green dots or the blue line 

during the time of traffic generation due to generating the normal packets at an 

average of not greater than ten packets per second from true source IP addresses. We 

can also notice that sharp increase presented by the graphs clearly appeared in the red 

lines more than the black lines due to the basic difference between the flooding 

attacks and the low-rate attacks in the attack rate. The flooding attacks send the 

attack packets in a large number of packets at a high average of rate whereas the low-

rate attacks send the attack packets at a low average of rate. In addition, the low-rate 

attack used in the experimental scenarios is designed to send the attack packets 

separately to increase the number of flows. 



 

 
 

Figure 5.61: The performance under the mixture traffic (short term) 

 

 

               We can observe from all graphs appeared in Figure 5.61 that the scheme 

succeeded to protect the OpenFlow switch and the SDN controller from different 

types of DDoS attacks each of which follows a different strategy of attack during the 

time of traffic generation. Keeping the SDN controller and the OpenFlow switch 

running smoothly under different attack characteristics proves that the scheme works 

efficiently under different attack situations. The scheme stops taking actions against 

incoming packets once the DDoS scripts stop. 

              Figure 5.62 shows that the mixture of traffic generation has last for ten 

minutes and fifty-five seconds. Also, the summary provides details about packets that 

have sent in the mixture traffic scenario. 

 



 

 

 

Figure 5.62: Summary of the mixture traffic (short term) 

 

5.2.4.1 Scheme Performance Evaluation (UDP flood, Low-rate SYN and Normal 

traffic scenario – short term) 

 

5.2.4.1.1 Overhead (CPU Usage) 

 
To examine the effect of the proposed scheme on the controller's CPU, we left the 

simulation running with all the running processes on a Linux PC (running Ubuntu 

14.04). 



 

 
 

Figure 5.63: CPU usage under the mixture traffic 

 

            We left the system monitoring application of Linux (htop) running during all 

the time of the experiment. Figure 5.63 shows the CPU usage while the proposed 

scheme is in use at the time of mixture traffic (UDP flood, low-rate SYN and Normal 

traffic) generation. The overhead measured is only 31.4%. The low overhead 

measured shows the scheme has a positive reflection on the CPU usage of the SDN 

controller even if the attack characteristics have changed. 

 

5.2.4.1.2 Accuracy 

 

The accuracy achieved by the proposed scheme under the experimental scenario 

(UDP flood, low-rate SYN, and Normal traffic) is 98.13%. The accuracy is 

calculated as in chapter three, section 3.5.3.2. By considering that the last number of 

attack packets appeared in the last terminal was dropped by the scheme to be less 

than the threshold, the accuracy achieved in this scenario will be 100%. This result 



 

shows that this scheme can, easily, detect both the attack packets and attack flows 

when it is destined to a victim in the network.  

 

            Since this scheme has been tested under this experimental scenario many 

times, no false positives or false negatives have appeared on the POX terminal at any 

time of the traffic generation. So, false alarms produced by the scheme under this 

experimental scenario are 0. 

 

5.3 DISCUSSION ON THE RESULTS 

 

In order to validate our results, we must compare it to solutions have implemented 

and tested in the SDN. Results of each mixture traffic experimental scenario are 

compared to previous works of machine learning and entropy solutions in separate 

tables shown in sections 5.2.1.4, 5.2.2.4 and, 5.2.3.1.  

 

           Compared to machine learning based solutions that achieve high accuracy but 

with high resource usage, the proposed scheme produces low measured CPU usage 

in the SDN with achieving a high accuracy percentage at the same time. The 

proposed scheme achieved 99.27% of accuracy with 34.3% of CPU usage under the 

mixture of UDP flood and normal traffic scenario, 99.47% of accuracy with 2.5% of 

CPU usage under low-rate SYN and normal traffic scenario and 99.85% of accuracy 

with 29.9% of CPU usage under the mixture of UDP flood and low-rate SYN and 

normal traffic scenario. Although machine learning based solutions give high 

accuracy with low false alarms rates, they produce high levels of overhead when they 

operate as presented in the comparisons tables.  

 

           The overhead is high in the machine learning based solutions due to, 

extracting lots of features from the network traffic and training the sets that contain 



 

these features for a long time to learn the traffic behaviour which limits the 

controller’s performance. The reason for that is the complexity of the machine 

learning technique (Bawany et al., 2017) compared to the proposed scheme and the 

reflection of the selected parameters for attack detection on the performance (Cvitić 

et al., 2017). While machine learning techniques use several calculations with large 

matrices to learn the network behaviour at a very high cost of resource usage, the 

proposed scheme used in this research does all the functionalities without the need 

for any of the complicated measures used in them.  

 

           Also, the results of the proposed scheme have compared to the results of 

entropy-based solutions. In this research, the proposed scheme achieved 99.27% of 

accuracy under the mixture of UDP flood and normal traffic scenario, 99.47% of 

accuracy under SYN flood and normal traffic scenario and 99.85% of accuracy under 

the mixture of UDP flood and SYN flood, and normal traffic scenario. Compared to 

up to 70% false alarms rate produced by entropy-based solutions appeared in table 

4.1 chapter two, the proposed scheme produced 0% false alarms. Although, entropy-

based solutions showed high accuracy in detecting DDoS; they produced high false 

alarms rates compared to the machine learning based solutions (XU et al., 2017). 

However, entropy based solutions produce lower overhead than machine learning 

solutions, the overhead still considered high.  

 

             In terms of parameters used for DDoS detection in SDN, the parameters used 

in the proposed scheme were less and different than the parameters used by the 

existing solutions. Parameters numbers and types are one of the reasons for positive 

or negative effects on the detection solution. The number of used parameters must be 

as low as possible and it is necessary to use parameters that have the greatest impact 



 

when detecting network traffic anomaly (Bhattacharyya & Kalita, 2016). According 

to (Cvitić et al., 2017), the selection of parameters to be used is a key component for 

achieving an effective system of DDoS attacks detection. 

 

             In contrast to both machine learning based solutions and entropy-based 

solutions, the scheme proposed in this research produced a very low overhead and 

very high accuracy with no false alarms.  

According to (Behal & Kumar, 2016), there is a failure of existing DDoS 

detection and defense solutions to detect the changing in the volume of attack 

packets as attack moves from the high volume of attack to the low volume and vice 

versa. As appeared in the first and third experiments, the proposed scheme has 

detected the high volume of attack packets as well as the low volume that was 

generated at the same time in the same traffic with 99.27% of accuracy and 34.3% of 

CPU usage in the first experiment and, 99.85% of accuracy and 29.9% of CPU usage 

in the third experiment.  

 

According to (Behal & Kumar, 2016; Sahoo et al., 2018), the low-rate attacks 

are difficult to detect and few works have considered the low-rate DDoS attacks 

detection in SDN. The proposed scheme detected the low-rate SYN attack packets 

that sent to create a vast number of flows with 99.47% of accuracy and 2.5% of CPU 

usage as appeared in the experimental scenario (Low-rate SYN attack and normal 

traffic). 

 

           The results obtained in the third experiment have been compared to the results 

of the fourth experiment to show the correctness of the results and robustness of the 

scheme in a confrontation of different attack scenarios.  

 



 

Table 5.5: Comparison of results of the elapsed-time based scheme obtained in 

experiment three and four 

 

Attack traffic scenario Thresholds 

values 

Overhead Accuracy False 

alarms 

UDP Flood, Low-rate SYN 

and Normal traffic Scenario  

(long term) 

1500 for packets 

and 10 for flows 

29.9% 99.85% 0% 

UDP Flood, Low-rate SYN 

and Normal traffic Scenario  

(short term) 

5000 for packets 

and 30 for flows 

31.4% 98.13% 0% 

 

             The comparison shows that results obtained by the scheme are almost the 

same. The reason is the selection of parameters used in the scheme. As appear in 

table 5.5, the difference in the results is insignificant. According to (Cvitić et al., 

2017), as the selection of parameters has an impact on the performance, it is also one 

of the reasons to provide convergent performance. The results in table 5.5 confirm 

that the scheme produced low overhead and high accuracy with low false alarms no 

matter how the confrontation scenarios change. 

 

5.4 SUMMARY 

 

In this chapter, we have conducted four extensive experiments for evaluating the 

performance and confirming the validity of the results. Firstly, we have conducted an 

experiment had three test cases to evaluate the proposed scheme under UDP flood 

DDoS attack. The first test case was used to test the detection function of the scheme 

under normal traffic generation (normal UDP packets) to see if it produced any false 

positives. The second test case was used to test the detection and mitigation functions 

of the scheme under attack traffic generation to make sure the detection function 



 

produced no false negatives and, the mitigation function dropped the attack packets 

successfully. The third test case was aimed to evaluate the detection and mitigation 

functions under a mixture of traffic generation where the attack packets and 

legitimate packets are mixed and, generated in the same traffic simultaneously. 

 

              Secondly, we conducted an experiment had three test cases to evaluate the 

scheme under low-rate SYN DDoS attack. This experiment aimed to evaluate the 

scheme under a low-rate attack type that increases the number of packet-in messages. 

This attack sends the packets at a low rate to look normal and sends them separately 

as single packets to increase the number of flows instead of packets. The first test 

case was used to test the detection function of the scheme under normal traffic 

generation (normal TCP handshakes) to see if it produced any false positives. The 

second test case was used to test the detection and mitigation functions of the scheme 

under attack traffic generation (low-rate SYN packets) to make sure the detection 

function produced no false negatives and, the mitigation function removed the attack 

flows successfully. The third test case was aimed to evaluate the detection and 

mitigation functions under a mixture of traffic generation where the attack packets 

(low-rate SYN packets) and legitimate packets (normal TCP packets) are mixed and, 

generated in the same traffic simultaneously. 

 

           Thirdly, we conducted an experiment to evaluate the scheme under a mixture 

of a low-rate attack and, flooding attack in the same traffic generation. This 

experiment aimed to evaluate the detection and mitigation functions of the scheme 

under attacks that generate traffic at high and low traffic rates to put all SDN 

components under a dangerous situation at the same time. 

 



 

           Finally, we conducted an experiment to confirm the correctness of the results 

and robustness of the scheme under different attack traffic characteristics.  

 

           The evaluation and validation of the presented scheme were conducted using 

Mininet emulator. For each experiment, we compared the overhead, accuracy and, 

false alarms to all previous works presented in chapter two, table 4.1. As a result, the 

new scheme shows better performance compared to the existing solutions and 

convergent results under different attack situation compared to the proposed scheme 

itself. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


