CHAPTER 111 : RESEARCH METHODOLOGY T

3.1 Introduction Vv

This chapter is the discussion of methodology used in this@;h is specify

on the approaches selected to develop the research design with m of achieving its

research objectives and answer the research questions. Cess 0 s!lecti research

design is very important in determining the suitahility of research o' ed'lghnd
methodology in line with improving the validit esearch rejse@ design

} 4
addresses methods and strategies for each phase.q \ VP’
This chapter begins with an e at':a of the reSeafch gm and research

methods. The following sections pr 'nformat\n?es pc'\ﬁ\design that emphasize

f S
the techniques and procedure this research. ‘Egn the following sections
describe about data collecti@vnd’ ampling, a%analysis strategy, pilot study

and ethics considerati(% "Dj‘.' 0’
NGy

3.2 Researc@igm@ 40%
Resea%r dig iS a tﬂiffeféatiate between the set of beliefs, conventions

@,

and assu %’that’gj:e e ir@ and philosophy of the researcher in reaching
% v’

the knﬁle e needed to get CQ') sions for the study (Teddlie & Tashakkori, 2009).
\

that, the research paradigm influences the research design with the intention of

iding quality research outcomes (Cresswel & Clark, 2007). In according to this
u

dy, pragmatism for research paradigm was used in which application of mix method.

Pragmatism is well equipped than any other paradigm because of its power of
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complementary whereby the weakness of one technology is accompanied by the
strengths of the other methodology (Kalolo, 2015). Furthermore, it can be

accepted for usage in answering research questions and producing better s@\saults.

Teddlie and Tashakkori (2009) have listed out the characteristics of pragmatic
paradigm research which are suitable to the study, encourage thsﬁ:use of both

quantitative and qualitative approaches, the methods matc thewmse of the research

questions and the approach is practical and applicable ype of @resented.
Agree with that, this study presents the appropriate instruments ofia quanti atiV/e\QI’Vey
c,)

questionnaire and in-depth semi structure in ews for:d ta ollecq‘é)fs. This

pragmatic approach results in the application of%ntent M
insights into the study, particularly for cowns 'r)gto eachg stions in order

to meet the study's objectives. \
Yy ] : : \T ,<\

N
The components of theé i nce @‘féwork can be developed

by direct measurement and ssment

it. With that, in ensuri% nformi

according to the real Olqmizatim?
ébp

strat gi?\s‘fo get new

atioghhe framework when creating

p}ép@ framework has been constructed

ent, gwlidation was performed. An interview

was accompani ort tativ *&é(a by validating the framework developed
!
¢
from quantita ase. /After the fanéfan process took place, qualitative phase was

. %v N
contlnu% ide agy M of I’E@urity maintenance framework’s parameters. Then,

experts Eere nvited to give holiql_‘rjjp:inions explaining their perceptions of reality and its
N

Mss against the framework. All this research process flow can be review in the

u
Qéwing Figure 3.1 of research procedure.

81



METHOD DELIVERY

Problem Identification Research Problem
and Motivation and Questions

Define the Objective Research Objectives

of Solution ﬁ

Design and Develop Preliminary IT
Security Maintenance

Literature Review

Literature Review

Literature Review and

Pilot test the Framework | —
Framework
Quantitative: Close-Ended Verification of the Verification Result
Questionnaire and Framework [—
Statistical Data Analysis 1
Qualitative: In-depth Semi Validation of the Validation Result
Structure Interview and Framework —
Content/Statistical Data

Analvsis 1

Interpretation of Results Result and Discussion Research Report
and Findings
U} \) J AT
Figure '3«l: Research Procgture (..}

o
So
3.3 The Rationale of Mix-Meth ach%\

(
The mixed-met@signin\' r ewc@s to integrate the benefits of both

guantitative and ﬁh&/e apl)roac S to i&%ase the accuracy of research findings
A

and maximiz Mlity of the~da q(l(aghari, 2005). However, the quantitative and
4

NN

¢
qualitative@pproaches have goo advé.t&ges that counterbalance possible weaknesses

by pro We com{)r nsive e&ce and help to answer the questions that cannot
A o
n

be \ by either quantitati?t(\"o’r qualitative methods alone (Cresswell, 2003).

The quantitative method was utilized in this study to verify the components of
e IT security maintenance framework, which were derived from a literature review in

chapter two. Within the running of survey, numeric data made available would be
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useful to understand the absolute real requirements in the industry. An in-depth semi-
structured interview was conducted to validate the analytical results obtained f

quantitative data support in developing a realistic and valid framework a@ed in

the real requirement situations.

Then, in validating the quantitative results, the qualitativa@h~ was applied
in evaluate the the IT security maintenance framework’s ¢ mpw. The synthesis of
findings on determining IT security maintenance frame@w\p Jnts fram experts

he basic K;i'@)\ﬁe'for

achieving each of the IT security maintenance’s ¢ nents. In additian, th ‘ﬁalitative

? 4
approach can be helpful in explaining the veriflqtion \G.I.L

will guide practitioners properly on understandin sks

tloyﬁ security

S

maintenance framework in reality andit\u ess. 0\
Thus, this research has co@sed to a\% a@atic paradigm which

N
combines the quantitative and itative method te unde d the research problems

\B &
and answer the research q?& wh, willjbe di %ed further in the following

Qs
3.4 Researc@ Q

N
N\ N O |
Resea% gn essénti :efe(ritp the plan or strategy of shaping the research
(Henn, Wel & lipvdjl i t@ight include the entire process of research from
4

conceﬂall g a problem to (.-)i ng research questions, and on to data collection,

a N& interpretation and report writing (Creswell, 2017). It provided the framework

sections.

S

the collection and analysis of data and subsequently indicated which research
S

thods were appropriate (Walliman, 2016). The most common, useful purposes and
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main aims of research were exploration, description and rational explanation based on

data (Richardson, 2015; Babbie, 2017). T

The research design delivers a framework to perform a researc micting
how the data will be collected and analyzed in order to answer the h questions
(Bryman & Bell, 2003). A research design is compulsory forgvsvork of data
collection and observations including for linking the to 'cs.?e’esearch design is
designed to structure the flow of research, display th ions of the majer parts of
the research activities, and explain the contribution, of each p rtMe%sj\r‘@"the
research questions (Trochim, 2000). Therefore, t search cigsi ni ee(!@cc’)reﬂect

on the research questions and clarify what data g conc

be analyzed in order to achieve its researwve 0‘

The study used mixed meth@_ssearch a\(mmg % f ,k@‘t outcome and mixed

N,

method approaches research da% anananal &daﬁﬁwg both quantitative and
qualitative methods. Comb?\‘ﬁese odsymay géwith more in-depth answers

to the research queries% g the“ ﬂ}-ﬂow@r, quantitative data is better able
&

to answer queries like¥!What is f ctofy ﬁ.pdigital product?” and qualitative data

can illustrate hw hy 'obtai Q“fhese outcomes.
( @ ? (,)
Th%ﬁrch design Lonsist: \grjfour phases, which are background research,
’ iy
devel % d‘ﬁ

and verifi€ati o{‘/%'e framework, validation of the framework and

rewg f results. Backgrom research in phase one, literature review and analysis

were performed to gather research questions and study planning. In phase two,

Omework development and verification, it also about doing literature review and

analysis at the beginning of the phase to fulfilled objective number one. Then, research
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activities such as literature review and analysis, expert opinion and pilot study had been
done to fulfilled requirement of objective number two. Next in this phase, quarwlve
approach implementation by distribute a questionnaire and doing data an@'s the

result is done to fulfilled the objective number three.

Then in phase three, validation of the framework, qwli;ive approach
inw with the experts.

er four. In last

implementation had done by doing in-depth semi structur

Result of this interview is gather and analysis to fulfill

phase, research report is prepared for all findings based on arch o c’lvés\Rgure
(.3
3.2 is about the research design of this study. P Y‘_\
NV
N\

2] (]
D

D
é

&
Phase 1+ Research Justification: Methodology:
Background Research Questions and Planning ™7 Literature Review & Analysis
Research

- 1

Objective 1:

Methodology:

|

Literature Review on IT Security Literature Review & Analysis

Maintenance Framework

Phase 2: 1

Framework Objective 2:

Methodology:
Develement and

Phase 4: Report
the Findings

Research Reports

(/.

Verification ] Propose a Movel Conceptual ™= |jterature Review & Analysis,
Framework for IT Security Expert Cpinion and Pilot test
Maintenance

Objective 3: Methodology: Quantitative

Verify the MNovel IT Security [ Questionnaire and Data Analysis
Maintenance Framework

Phase 3: Objective 4: Methodology: Qualitative

F k

Vre:.n;e:.ror Validate the Novel IT Security [me—)" Expert Interview and Data

alidation
Maintenance Framework Analysis
Methodology:

Reports All Findings based on
Research Objectives

Figure 3.2: Research Design
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For the purpose of this research which is evaluating a novel conceptual security
maintenance framework for IT infrastructure by enhancing IT security manage A
exploratory descriptive research design had been chosen, becau{,}ould
conclusively describe the characteristics and state-of-the-art of the jon under
study. Exploratory descriptive research would suit best because accokding to Sekaran
(2010) an exploratory study research was performed wher%grcher had little

knowledge about the situation or had no information o imi‘ar problems or

research issues had been solved in the past. It embarks ominvestigati inding the
‘X
real nature of the problem. | .\C}
In addition, solutions and new ideas ¢ ace fro J type\)yresearch

(Richardson, 2015). A descriptive researchyon jthe ool‘er d wag;search that

described a phenomenon (Salkind, ZM )ocument esc@‘the phenomenon
of interest (Marshall & Rossman, Z%Drovidm\ol%r SWe of who, what, when,

N
where, why, and way (6 Ws) o arch‘?)robl «@and e@ were typically collected

&
through a questionnaire e\.Pri(:I dev@went of questionnaires, the
researcher had access,% e the g prop

and metrics for nov; nceptuT ty maintenance in IT infrastructure.
&
The n@\)ﬁws of this stu y)lh t iX-method approach will be on quantitative
t

data. Quar@& research ds s on objective measurements and statistical,
4
%’ énal

mathe:a or numerical \)7/33 of data acquired via polls, questionnaires, and
su% s well as modifyirﬁ*pre-existing statistical data using computing tools.

tative research is concerned with collecting numerical data and generalizing it

0035 groups of individuals or explaining a phenomenon.
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Whereby, in quantitative research the data were collected through questionnaire
and analyze using Statistical Package for Social Sciences (SPSS) in order Yﬂm
measurable objective. The setting of this study is non-contrived setting by it
can be done in the natural environment where events proceed noﬂ&whlch IS
preferred to analyze the organization’s IT infrastructure security. DaMIIected only
once so the study is based on statistical analysis. The extent her interference
will be minimal interference as the respondent only will to inswer the close

ended questionnaire.

According to Uma Sekaran and Bougie (2 unitofa n efers@he level

of aggregation of the data collected during the S sequ alys th-age In this

study the unit of analysis is individuals. Tw ri 'n\of 'stu is'cross-sectional

studies whereby the study can be unde% |ch re & cted just once.

\
3.5 Population n <§°
Population refers t ire Ir up.o peop interest that the researcher
wishes to investigate b% ma S

ara |;lp‘(BQ le (2013). The population of this

study involves abwT praf | in M ian public universities from different
f &

background. T aso ort lon o@s IT practitioners was their capability and
¢ DG
knowledge curi which,can b@_gepresent their population.

S
3
S
In this study, the technique used is probability sampling which is simple random
%g i

3. 6:8#)I|ng technique

ng. This is because the determination of who will end up in the sample is

Qermmed by nonsystematic and random rules, the chance that the sample will truly

represent the population is great. According to Salkind (2013), this technique allows

87



each member of the population to have an equal and independent chance of being
selected as part of the sample. Here, the selection of participants is determw
chance. It is equal because there is no bias that one person will be chose(g}than

another and independent because the choice of one person does not bm?*esearcher

for or against the choice of another (Salkind, 2013). Q
3.7 Sample size Y.

It is not always possible to collect data from ev; it of th !)pul on; thus a

L4 .
sampling technique is frequently required. As a resulty,choosing a suitable sar?fgglze
is critical for drawing reliable conclusions from r fln‘dln s. Itis, n@heless

frequently seen as a tough stage in emplrlcal rese ch de ! T

Despite the fact that there are num I rufes of tha@b for calculating
\ r ch

sample size in social science resear j L\Qure which one to use
ies,

(@rﬂcularly when survey
&
&

research is used to collect data\ A
\

Sample size w. theiumber 4 nfien at researcher choose from the
ple Q

population. The sam e to &'s yéﬁ hosen among IT practitioners in

Malaysian publl@tle ,n d m|n| e sample size in descriptive surveys, it

is followed K d Torga b’ke'as@(%réd in Table 3.1 (Krejcie & Morgan, 1970).

when determining the right samp fq;

O

The num mp Ie n tas m&is 272 respondents from the population in this
resear d X
Y
S

g
N
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Table 3.1: Determining Sample Size

TABLE 1
Table for Determining Sample Size from a Given Population
N S N S N S
10 10 220 140 1200 291
15 14 230 144 1300 297
20 19 240 148 1400 302
25 24 250 152 1500 306
30 28 260 155 1600 310
35 32 270 159 1700 313
40 36 280 162 1800 317
45 40 290 165 1900 320
50 44 300 169 2000 322
55 48 320 175 2200 327
60 52 340 181 2400 331
65 56 360 186 2600 335
70 59 380 191 2800 338
75 63 400 196 3000 341
80 66 420 201 3500 346
85 70 440 205 4000 351
90 73 460 210 4500 354
95 76 480 214 5000 357
100 80 500 217 6000 361
110 86 550 226 7000 364
120 92 600 234 8000 367
130 97 650 242 9000 368
140 103 700 248 10000 370
150 108 750 254 15000 375
160 113 800 260 20000 377
170 118 850 265 30000 379
180 123 900 269 40000 380
190 127 950 274 50000 381
200 132 1000 278 75000 382
210 136 1100 285 1000000 384

Note. —N1s population size.

S'is sample size.

e
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3.8 Data Collection

The data set for this research will be collected from the selected IT pr@s
in Malaysian public universities in mix method approach. Quesfignje for

developing and verifying the framework, on-site interviews to validate the framework,

and document reviews for the preliminary study make up the data. 2

This study uses a quantitative method to demonstrat rification of the
proposed conceptual framework in ensuring inform echliology security
compliance in IT security maintenance for small medium idssize rastr&_ure

especially in public university (Bojanc, 2012) xplores the tll)nsia how
information security management model, theo??-d be {?SYJ:Ed in IT

security maintenance and how the eXiStth

improved in small medium and mid- N
e

most suitable to attain the researc

i @pth understanding on
(..)

ai
IT and information security. ¥ Q%

The questionnaire’ devtop séd on omprehenswe review of the
related literature and% ided i

demographic in R of @ wwe%&"f’he second part comprises general
questions on t ra tlces pnr&g%}j%rmatlon security management in the
organizati T th| onta\ s) specific questions on factors influencing
mform O%\Z\OI \thZnty @pliance in IT security maintenance for small

me d mid-size IT mfrasf@:ture The questionnaire’s questions will pretest with

t 3‘ pa ! The first part focuses on the

the of academics, higher degree research scholars and information security
U titioners
Six in-depth semi-structured interviews was conduct with IT and IT security

managers and experts from the selected public university to confirm the validity of the
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proposed conceptual framework. Interviewees will select based on their knowledge,

experience and roles in information technology security. T
This study uses a qualitative method to demonstrate the validity of @osed
conceptual framework in ensuring information technology security ¢ nce in IT

security maintenance for mid-size IT infrastructure. It explores the questions of how
information security management can be ensured in IT securi ma enance and how
the existing practices of IT security maintenance can be im eZn s all medium and

mid-size IT infrastructure. ‘\d

Content analysis technique was used to analy: interview ﬁp@ally,

S N ' therx@%ased on
witt @& underlying

dominant themes such as mformauonWi)gy which atec@ﬁ)pears within the

'I%ﬂtles and differences

this study employed the theory-driven content

pre-existing theoretical concerns (Howitt, 2010).

data set, were identified to gener |gh S an e%l

between the responses of the i es
&
é
3.9  Developmento Rew Ins# %

quantitative pha&le qu

developed to@ objectiv e ree The survey is written in English and

e co I s of three sections. This survey is

The questlon aire s T used as ﬁf‘jﬁtrument for data collection for this

contaln Iﬂ? S.

“

ectlon 1: Demograp&b Profile

Qe b. Section 2: IT Security Environment

c. Section 3: IT Security Maintenance Framework (variables)
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Questions in Section 1 are divided into two (2) subsections which are known as
(a) company profile and (b) interviewee profile. Questions in Section 2 are abou
security environment exist in the company or organization which i@b into
information security management and practices involved. Questions m&[ion 3 are
about the components involved in developing IT Security maintenaanework. All
the components chosen were based on high frequency of m rew half percentage
agreed responses from respondents in reliability test o EE

1tudy. Then, it

strengthens from feedback of the expert opinion and descrigtive s ud.?\d
L

Y

c,)
For demographic profile and inform security (en onm@of the

\ksw hout glﬁuantitative

(<

respondents, nominal scales are used for labellingthe vari

value. It simply be called labels. C},

n{e\asy construction, high

The Likert scale is widely “% questio\‘h‘eg

reliability, and successful adap%m

(Lee, 2006). As such, the 'hale in @uestionnaire for IT Security

maintenance framework’ onentst Eve thb@ikert scaling has been criticized
4 ¢ &

for being subjectiv&.‘%ture, l’t \tHLone cgbe most frequently used measurement

instruments inw i

21

disagr ith a variety sta\ft&ﬁents on an intensity scale. For questionnaire in IT

yityp affective characteristic

enc
r sc~$ urvey, a respondent indicates agreement or

Seéurity maintenance frameW(hZ"s components, five levels of answer used through data

ion as follow (Likert, 1932): (1) strongly disagree (2) disagree (3) neutral (4)
Oee (5) strongly agree. The Likert scale is bipolar, measuring a positive or negative

response to a statement.
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3.10 Participating respondents

The respondents who involved in this study are IT practitioners and{q In

Malaysian public universities. The responds from the respondents wis%n into

account for further action in developing novel conceptual security maintenance

framework for IT infrastructure by enhanced IT security manage%

3.11 Validity of instruments i '

Factor analysis is part of a test to determine valid y‘)kzdc‘onstructs

(Conway & Huffcut, 2003). It was also carried ou st thel co uc# \@ty of

questionnaire (Segar & Grover, 1993). Eve h q\t re Qf&l'ls study
developed by researcher had been veri t pﬁrts relat Id which is
established measurement but also neeN rm validi t. T@hatter is required

because the questionnaire has made minor ¢ ?b d}{\ard unrelated question

and add several question from y the exp tsnn to suit objective of the
study (Paino et al., 2010; L 101 of q n structure and layout, each
es, I tl nd additions. All the proposed

panel included a deta%t f up

improvements W@f&I’ESSEd Tn porate O the news questionnaire.

Factor s ocedur er ormed using SPSS 25.0. This study has
identlfred condl ons/that m e met before conducting factor analysis test
4
[ mgl

ud{/ﬁests such as Test Kaiser-Meyer-Olkin and Barlett’s

=

such a ﬁ b|||ty whi
te fs ericity test. When th t}Kalser Meyer-Olkin Measure of Sampling Adequacy

@ value is 0.6 or above the all variables is significant and correlated between the

Q‘n and the study was high enough for this analysis (Brown, 2006).



3.12 Data analysis (reliability and validity)

Statistical Package for Social Science Software (SPSS) version 25.0{ sed
to analyze data after the entire questionnaires had been collected from th %‘ndents.
The data were analyzed using descriptive and inferential statistics, wheréby mean,

median, mode, percentage, and frequencies and supported by ill stratlz of tables and

graphs were listed. Y.

The transformation of raw data into a for ill mw easy to
| ]
understand and interpret, rearranging, ordering, andwmanipulating a'to %&;ate

descriptive information. ¥ X

T3S
In this research, descriptive met Med to information about the
present existing condition. The statisticw criptive an

Sis W@sed to analyze all

the variables. The purpose of e thi S ocgescrlbe the nature of a
@
situation, as it exists at the tj the s and t0 e@e the cause of particular

KN

phenomena. The researche??dto use thisgkind of research considering the desire of

|
the researcher to obtair%and dat‘a ro rp respondents so as to formulate rational

and sound conclusion recdmm ationzg@%{he study.

N
) (O
ghptls&tatlstlcal method that shows the number of

@,

occurrenges “f each srespopse ch@ by the respondents. When using frequency

‘v

analstS S Statistics can aL) alculate the mean and standard deviation to help
N

7y

'
‘ﬁm/

Frequ alysis

aﬁ?@

r Mers analyze the results and draw conclusions.

Q Normality test is a statistical process which is conducted to know whether the

data is distributed normally or not (Ghozali, 2013). Since that, the data can be

determined as a normal distribution when the significance value of the data is >0.05.
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Term of reliability analysis is measure indicate the extent to which without bias
(error free) and to ensure the consistent measurement across time and across the
items in the instruments. In other words, stability and consistency can b@(e an
indication the reliability. Cronbach’s alpha is a reliability coefficient t icates how
well the items in a set are positively correlated to one another. The highér the degree of

reliability of the instrument, the more accurate the data will b(Mned to produce

good-quality studies. Cronbach’s alpha is the tool to investi t intefnal consistency

iability, cow normally
Ay
ranges between 0 and 1 (Cortina, 1993). Table 3.2 the classifi ti[)n @e for
’ b 4§

reliability. Y- \ Yy
Table 3.2: Relia@m\s!ng nte é\

(i.e. reliability) of the measures, and Cronbach’s alpha

&
Reliability Range Description ,)
>0.90 Excellent
0.80-0.89 Good
0.70-0.79 Acceptable
0.60-0.69 Questionable
0.50-0.59 Poor
7 U
od: n-\h Semi uctured Interview

3.13 Qualitat;{ﬂgth

f6u5vey questionnaire is validated through the

process ew -depth semi-structured interview on qualitative

e
w
' el

approaﬁ is drawn for explaining @Jantitative result. In-depth semi-structured interview

is Nen because of to increasmderstanding and strengthen the findings on framework.

tive data collected to answer the research question 4 were used to synthesize and list

0 parameters for determining components of information security maintenance
framework which were obtained from quantitative analysis.
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Interviewing the IT expertise provides the benefit of gathering richer primary data
that provide synthesis results of components of information security main

framework in order to ensure the quality of information gathering and to m th

[¢]

framework. Interview questions were designed in order to get information %’ expertise
about their view on components of information security maintenance iwm to enhance
the quality of the framework. In qualitative approach, purposive sampling technique was
chosen. It was chosen based on three characteristics: 1) IT pr 'tioVs?Z) have experience
in manage IT and information security, 3) have experie T and informatibn security
for more than 5 years at organization. All the intervie ere conducted e-toff The

| .

interview f b in A dix C.
interview form can be seen in Appendix p \,Y.'

(<

The following Table 3.3 show th sof the fi espm@nts that participate
A
\T o

in the interview session for valid 'rﬁ@fraw@ N
n o
Table™8:3: Rewmoﬁ@
: AN

Label | Principal | Locat Po’itio 1w Interview | Remarks
Activity | ience | Date

R1 Quality at, §e' iord” F ‘2, ears 23/5/2019 | 45 mins
Audit Joho ~Qfficer (|

PR S
'O, XS

R2 Cerh7 Batu Pahat, ['DireCtor | 10 years | 30/5/2019 | 30 mins
JAPT Johor )

3.13.1 Participating Respondents

—X

«©«

Unit,
IPTA

U—

A NS
R3 ntfe of W “Director | 10 years | 19/7/2019 | 45 mins
PTA |N emﬁ’ila,n\jr
P

entre of | Nilai, 7 | Senior IT | 7 years 19/7/2019 | 45 mins
IT, IPTA | N.Sembilan | Officer

Centre of | Batu Pahat, | Assistant | 10 years 24/7/2019 | 50 mins

IT, IPTA | Johor Manager
6 Centre of | Batu Pahat, | Assistant | 10 years 24/7/2019 | 1 hour
IT, IPTA | Johor Manager
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3.13.2 Framework Validation

Normally, this step is undertaken as the final stage of the study. The impertant

of the validation process is to ensure the quality of the framework as an o (ﬁ}r this

research. Validation of the framework is obtaining by the getting opi% from the

experts and practitioners regarding its components.  According xzher (2009),

validations will make confirmation on certain value of th r meet specific
N

requirements. So, the framework in this research was valid ndL'ct questionnaire

survey and interview with the experts and practitioners. With t tMg fi&e_(S)

N
validation aspects which are appropriateness, objg@practi bility, rJIia,bi'my and

S : P 4
suitability that need to access to validate the frav'k (W

&
3.14  Pilot Study c}, 0\ {\

This is a phase where content of survey \quvai alidated through the

N
process of validity and reliabili%searﬁher I e to@bgnize the consistency of

&
the questions and understarm O:Lt onde§} performing to the survey

an b@ed to collect data, it is advised to

questionnaire. Before asu uestio

validate the instrument in orde M its competence to measure what is intended

&
¢ ? C—)
@) mpI;?h pi&%&&, respondents were selected randomly among

the st Data Ceniire Wnit inithe selected public university which not mentioned
Y
he\ e of private and corTF(’r?ential. Julious (2008) and Hertzog (2008) have argued

% respondents are minimum sample size of pilot study and precise enough to meet
Oiety of possible aims. The pilot study was a pre-test of the redesigned survey

to be measured (Zik d et
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questionnaire, and 20 sets of questionnaires were delivered, with 10 respondents filling

them out and returning them to the researcher. Y‘l

This pilot study focuses on reliability and validity of the dev oc@survey
questionnaire. With that, reliability test is conducted to acce lity of the
questionnaire (Chua, 2006). Reliable of the instrument happen% is repeat use
consistently that produce consistence result (Skinner et al. Otwmnsistency is about

when the same items are tested many times to the same subject a iﬁw intervals

will get the result nearly the same answer (Drost, 2014d). ¢ \Y'
| S
Reliability test had three (3) type whi test-rete abili.@z;plit-half
reliability and internal consistency reliabilitys, With thaty cons@n;;y reliability
nai@ﬁ'was the common
A
&
e,

test was used in this study to measure t 1abrlity of questi

approach used in researches (Pallanc;SO). \

—9

>

“« Q-
Reliability in this test& at abo umb&f‘df coefficient which known
N
as alpha Cronbach’s co ﬁm?t. A cco#ﬁng hg@%), the number of coefficient
higher show more reliable. Fhe m% e @lpha value is more than 0.7 (Hair et al.,

2007; Pallant, 20@@ !& Dennick, @ Then, the question scores of alpha

N
value more tk@sh Ik be rylned_ggcause it is consider reliable (Maiyaki and
Sani, 2011%-69Iiabil y test i thisipitot study had all questions score more than 0.7
4

of cmx ’8 alpha co fﬁcf;nt (Table 3.4). With that, there is no questions were
ed.

re

N



Table 3.4: The Result of Reliability Test for Pilot Study

Main Variables Number of Questions | Cronbach’s Alp
IT Assets Identification 4 0.878
IT Security Breach Identification | 3 1.0 c,)
IT Security Offensive Protection | 3 0.884
IT Security Defensive Protection | 7 0.907
IT Security Objectives 3 0.944Y~
3.15 Conceptual Framework V
Development of conceptual framework is based o nd r'zsult combining
many relevant concepts from various theories to explain, prexide bMe;st nding
ct a part s
or predict a particular research event, pheno problem d& 014).

Therefore, several concepts of IT Security origi froqQ i ratumx\'/iew are
_ o
combined to develop a conceptual frameveN “\

&
Model Input-process-output used in‘ec W y emnalysis and decision
fq A

analysis (Raghunathan, 1999; Coo 83). In thi mod&@he quality of the output
q

depends on the input and the ity of th S tha&éﬁverts the input into output
N
(Raghunathan, 1999; peREQSB). 4/ ad tlthe '%odel of theory, the conceptual

framework for this s%s op ssdé Wr{'@jﬂigure 3.3.
l

QD S
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IT SECURITY STRUCTURE
- Existing Concepts, Models , and =
Theories

INPUT [r—
IT SECURITY MAINTENANCE
COMPONENTS
PROCESS [ - IT Asset Identification, IT
Security Breach Identification,
IT Security , IT Security
Offensive Protection, IT
Security Defensive Protection
and IT Security Objectives

DEVELOP IT SECURITY

MAINTENANCE FRAMEWORK
OuTPUT ——

N O

Figure 3.3: Input-Proces utput M W p s(e&hEramework

In making the framewg@ systémati actl@s need to determine the
&/

detailed steps in planning the fm ent ;@perly Therefore, determining

the components of fra WOI’ im por nt a abas@ ide for practitioners to identify

\
\Z}H

and gatherlnformat , and"det nece@ﬁ/ steps.

re,is‘an imp rtant tpgrégment among participants of researchers and

4
practltloné‘ security ma tenaﬁce framework use a multiple concept in which
each c n ts repf'es s dh aspé\or construct of IT security items and is explained

by& features. Organlzatc@'ls need to develop comprehensive measures of the

=

%v of their IT infrastructure and to benchmark their efforts towards other
anizations. Therefore, by examining the components of IT security maintenance
framework in IT infrastructure can be formed. As state in Figure 3.3, the researcher

presents five main components of IT security maintenance which is IT Asset
100



Identification, IT Security Breach Identification, IT Security Offensive Protection, IT
Security Defensive Protection and IT Security Objectives which these five conwm\

are later influential to influence the IT security maintenance for IT infrast@ Five

(5) proposed main hypotheses are: A

H1: IT Asset Identification influences the IT security maintenancegor | ;infrastructure.

H2: IT Security Breach Identification influences the IT iz maintenance for IT

infrastructure. .\d'
Y-v
|
nt

S
H3: IT Security Offensive Protection influence IT sec;ri m

en '}e for IT
k'Y

N

infrastructure. q \ \z-
H4: IT Security Defensive Protectiommes the

infrastructure. (,)
N
et
t ym

H5: IT Security Objectives inw
S

The foIIowin%;A IS f‘rlsen :p!e p&osed structural framework. With
&
that, these Stfudt@]ew@- Iigrga(he five main hypotheses which are
ear &

uritd(aintenance for IT
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H1: [T Asset
"\\\
'\\
\\\
\.\
H2: IT Security Breach \\
Identification N
~ .
~_ \
— . \\4
Tk IT SECURITY
H3: IT Security Offensive MAINTENANCE
Protection -
-"‘7
H4: IT Security Defensive | //
Protection 7 Y,
// N
/ D
H5: IT Security Objectives /

AN e

Figure 3.4: Main Hyp%s f Resear ame@k
E") NS
3.16 Ethical A
ical Assurance o c,}

“« Q-
\ &
This study performqe wi hig:l vancﬁresearch ethics and code of
V #

conduct. This study do% e spo rn'anb’ndividual, group or organization.
's

:
The study conductecﬂ&inly foi pu@ The objectives of this research and
their choice to @me Wi i otifi the researcher in this study. Otherwise,

!
¢
the researche dered prop ansE}gations for collecting the data accurately and

objectiv, n, about t ‘pformo@n gathered is strictly confidential and the result

used,only, for research purposex@d informed by researcher to the respondents.
N .

Chapter Summary

Q This chapter described the research methodology and design along with the

research philosophy and paradigm. Pragmatic paradigm research occupies the mixed-
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method approach by using quantitative and qualitative methods. By that, it employs to
answer the research questions and achieve the research objectives. The research cowwr

three phases which are involved, literature review and framework development; fra ork

verification and framework validation. A

Literature review in the first phase guided researcher to ide% lacking in the
study and encouraged to develop a conceptual framework by uSL?b iterature review’s
findings. Mixed methods approach was applied to collec at e‘ch level in the

conceptual framework. During this phase, components IT Secur ant@nce

N | &
framework were determined using findings of the st S
s b 4§

S
A survey questionnaire, Likert scale type Was de and distfibuted among

tive data. Collected data

@D

information technology practitioners in or@ll

were analysed using statistical data analys&t' lysi @s used to determine

2.

and verify reliability of the componeats fa ITns rity‘ mainte m%e framework in the real
7]

the &Uexperts and managers was

applied again to validate the Wnents’of IT rit \ntenance framework.
'S

In order to Qn\for \'!;‘u\ that“téj('jeveloped IT security maintenance
framework thro@ quantitati met(hJ@J is properly designed and meets the
requirements &j} mation”se ity m&ﬁ“a@ement practice, the qualitative method was
used. Wi % se:ni vt.ru}“l d i@iew was performed to validate in terms of the

components *suitability and adeqacg}o be in the framework.

%\ .
gain, in conforming the quantitative results, the qualitative approach was used. In
r

requirements. Then, semi-struﬂr\ intervi

c

=

Q to determine the synthesis of IT security maintenance framework parameters, semi-
tructure interview questions were developed among five information security manager and

experts.
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approach also was used in order to

Besides that, the qualitative
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