REFERENCES

Ahlan. A. R. and Lubis, M. 2011. "Information security awareness in unive
Maintaining learnability, performance and adaptability through roles
responsibility”.  In Information  Assurance and Security (IAS), 2§
International Conference on (pp. 246-250). IEEE.

Allen. J. H. and Westby, J. R. 2007. "Characteristics of FEffectiag rity
Governance”. EDPAC: The EDP Audit, Control, and Security NeWsletter.
35(5). PP. 1-17.

Albrechtsen. E. 2007, "A qualitative study of users' view on inf
Computers & security, 20(4), PP. 276-289.

Alnatheer. M.. Chan, T. and Nelson, K. 2012. "Understand
Information  Security  Culture".  PACIS.  Pacific |
Information Svstems.P. 144, 7-15-2012.

Alnatheer. M. A. 2012, "Understanding and measuring inft
developing countries: case of Saudi Arabia".

Aiman-Smith. L.. and Markham, S. K. 2004. ”What y

survevs'. Journal of Rescarch-Technology

security”.

Measuring
Conference on

13,
Alshomrani. M. and Mchdim, M. 2012, "The Impor
In Information System". WIAR 20124/

Assurance Research, Proceedings of. .

Alfawaz. S. Nelson, K. and Mohannak, t\l : %}, eilimres &
behaviour Compliance Conceptual Frfgpewogk". X @(}/ the LEighth
Australasian Conference on I;%m'rm WS 15«0 105 Australian
(‘um;mh*rSnw’vn' Inc. PP. 47-3 N

RBada. M.. and Sasse, A. 2014, "Cylaggs AL
fail to change behaviour?'®
[Working Paper.

Rozic. G. 2012. "The role of,
cullurc”. [ U/PR.

paigns Why do they
apacity Centre: Drafi

model In theX

ent of information security
the 35th  International

"Information security policy

'ly-bascd beliefs and information

], 34(QJ )’PP. 523-548.

In araropology: Qualitative and quantitative

@ 978-0-7591-1243-8.

Brynjolfsson. n§NIssets, technology and organisation”.
Mane | 45-1662.

Burn. R.B.. ZQ§0. | &@rch method". Australia: Longman

Chou. (g Y- "The lnﬂuen&\ [ Personality and Organisational Citizenship
'Nours on Information Security Awareness: A case study of District

> of New Taiper City Government”. Shih Hsin University Department of

slic Policy and Management. Master Thesis.

C.. Medlin, D. B.. and Shaw, R. S. 2008. "A cross-cultural investigation of

situational information security awareness programs'. Information

management & computer security, 16(4), pp. 360-376.

Buleurcu, B.. Cavusogys,
compliance: ai

security awa N ] ™
Bernard. H. R. 701 e argh fict
) -

1A 4/1

Llppumul

S
(I




99

Cone. B. D.. Irvine, C. E., Thompson, M. k., and Nguyen, T. D. 2007. "A video game
for cyber security traiming and awareness". Computers & security, 26(1), pp.
63-12.

Cortina. J. M. 1993."What 1s coefficient alpha? An examination of theory
apphications". Journal of applicd psychology, Vol 78(1), pp. 98-104. \

Colwill. C. 2009. "Human factors 1n information security: The insider threa Sy C
vou trust these days?". Information security technical report. Vol. 80-
| 6.

Chan. M.. Woon. l.. and Kankanhalli, A. 2005. "Perceptions of informa
the workplace: linking information security climate to coml%

urity in
chaviour”
Jowrnal of Information Privacy and Security, 1(3), pp. 18-41.
Cavana. R.. Delahaye, B. L., & Sekeran, U. 2001. "Applied
Qualitative and quantitative methods". John Wiley
0471341260.
Da Veiga. A.. Maruns, N., and Eloff, J. H. 2007. "I
validation of an assessment mstrument". Southegn A
11(1), pp. 147-1066.
Darvishi. M. 2013. "An analysis on security awarof
Universitt Teknologr Malaysia, Faculty of
Svstem. Master thesis of Computer Science (
Dohertv. N. F.. Anastasakis, L., and Fulford
*}mlic}' unpacked: A critical study ff
[nternational Journal of Informati oM
Da Veiga. A. and J. H. Eloff. 2010. ”A fran
Information Security Culture”.
Furnell. S.. and Evangelatos, K. 24
Biometrics". Computer Frau
Fakeh. S. K. W., Zulhemay, M. N
"Information Security Agal
Applied Sciences Res
Furnell. S.. and Thomson, K
varving user acceptance

eSS research:

Oll\’b %ub
Ink/ﬁ'allon

; security

__ policies".
457.
nstrument for
pp 196-207.
Perceptions of

ul >
Nmbp’()()
' d Zalm M. K. 2012.
Librarians". Journal of

oAl obedience: Recognising the

. CJ@IU Fraud & Security, 2009(2).

pp. >-10. \

Field. A. 2009. "Discofagg Statl o SP » (3rd ed.). Third edition Thousand
()1l\s CA: Sa hing. l978 84787907-3.

Fowler. F. J.. Jr. 2( lrmu(\g " (4th ed.). Los Angeles, CA: Sage.

ISBN. 07 p%4-4 | .
Gerber. S. BN, K Y. % .”U.L\ SPSS for Wmdow Dala 8118]\’515 and

orapljf

| \aa,ummm“ the &gl
pchaviour of mdn@lx
73641-4.
= and Roback. E. 1995, "An introduction to computer security: the NIST
1dbook". DIANE Publishing. NIST Special Publication. 800 - 12.
y and Chengalur-Smith, 1. N. 2010. "Metrics for characterizing the form of
security policies”. The Journal of Strategic Information Systems, 19(4), pp.
281-29).

llOIthl]’) [)Ll\\’ﬁ'ul su,unly awareness and the
Nova Southeastern University. ISBN. 978-

Girant. G. .

(Gutt



100

Guo. K. H. 2013. "Security-Related Behaviour in Using Information Systems in the
Workplace: A review and Synthesis". Computers & Security. Vol. 32. pp. 242-
231

Gupta, M.. and Sharman, R. 2012. "Determinants of Data Breaches: A C alegori:&

Based Empirical Investigation". Journal of Applied Security Rescags

pp. 375-3935. |
Halim. A. Abu Bakar, A. Hamid, H. and Alwi, N. 2008. "A Study ol‘Abm 1]

Security Awareness Among USIM Staff™. Technical Report. USIM.

Huang. D. L., Patrick Rau, P. L., Salvendy. G., Gao, F., and Zhou,
affecting perception of information security and their effe
and  security  practices". International  Jowrnal — of
Studies, 69(12)., pp. 870-883.

Hight. S. D. 2005. "The importance of a security, education
program-. November 2005. hitp:// www
resources/pdi/SETA SHight.pdf.

"Factors

J. T
Qs on T adoption

n-Computer

'ﬂili]g and awareness

CWTY ers.com/text

descriptive analysis on a Malaysian public
Information & Computer Sciences (ICS 2011
Hacussinger, F. and Kranz, J. 2013. "Information &
and mediating effects on security complia

2013 International Conference on  Infgamag®
Milan. Paper 1149. Ny
aod
5S

Hair. J. F.. Money. A. H., Samouel, P. . M D
business'. Educationt Training, Vol. 49%ss:

Hair. J. F.. Black, W. C., Babin, B. |
"Multivariate data analysis (8
Prentice Hall. ISBN, 0130328

Hair. J. F.. Anderson, R. E., T

:09-601.

AW AIEINGSS,

N ‘
Y : -
;
i
-

A & Eatham. R. L. 2006.
addle)\chn NJ: Pearson

7 Q-
illizﬁ&-(“. 1908. Black 1998.

"Multivariate data analysy Q103074 S
Hazari. S.. Hargrave, W., & dog *

influencing mforma
and Security, 4(4),.pp. 3
Humaidi. N.. and BalakgpSWg
security techne

il'll‘ﬂl'lnﬂli(‘il'l \w |
conference /T &

] -6.
Ishak. I.S.. Isl

ards the implementation of health
I[‘mn >work". /n Proceeding of international
/’u'!gﬁt@:/ intelligence, Singapore. Vol. 35, pp.
" S\(di, Z., and Mansor, Z. 2014. "Information
A v actiggs In Malaysian IHLs: A Study at UNISEL".
). [9224/978-1-63245838-7-29 Conference: Second Intl. Conf. on
w in Computing, Ef&cq"r)m'cs and Electrical Technology - CEET 2014,
N [« Lumpur.

lasrom, M.. Sidek, Z., and Hamzah, D. 2010. "Framework to Manage
ormation Security for Malaysian Academic Environment". Information
™ ssiance & Cybersecurity, 2010, pp. 1-16.
#>(014."Cyber Security in the UK: A critical analysis of the threat to the UK and
the Government Response (National Cyber Security Strategy 2011)".

Technical Report RHUL-MA-2014-5 01 September 2014.

[smaa

[1¢Y



10]

ISF. 2003. "The standard of good practice for information security". Version 4.0.
[nformation Security Forum.

Jones. C. M.. McCarthy, R. V., Halawi, L., and Mujtaba, B. 2010."Utilizing the
technology acceptance model to assess the employee adoption of informa
svstems  security  measures”. Jowrnal of International  Technolog
Information Management Vol, 19(2). pp. 43-56. |

Jaw. G. Y.. and Chen, J. Y. 2007. "Asian New Generation s Perceptions

Network Fraud®. In Innovative Computing, Information and Conirog 2007.
[CICIC'07. Second International Conference on. pp. 278-278. IE
Kvavik. R. B.. and Voloudakis, J. 2003."Information technolo security:

Governance, strategy, and practice in higher education”. Ed
Kreicberea, L. 2010, "Internal threat to information security:
human factor within SME". Master Thesis, Adng
Sciences. Division of Information Systems Science!
Technology.
Kaur. J.. & Mustata, N. 2013. "Examining the effects of
behaviour on information security awareness: ARG
and Innovation in  Information Svstems '
(mmuuu on. pp. 286-290. IEEE.
Krueer. H. A.. Flowerday. S., Drevin, L., & Stwn
‘_ role ol cultural factors i informationgsecurl
Sccurity South Africa (1SS54), 2011 .pp g |
Kritzinger. E.. and von Solms, S. H. 201 of ho 4&.531-5; A new
way of pI'UlCCliL‘JI] lhl'Ongh AWarcness );;J[)HD' & Security,

20(8). pp. 840-847. I A
Kruger. H. and W. Kearney. 20006. " | %@ormalion Security

Awareness". Computers & S
esearch: Determining

Kotrlik. J. Bartlett, J. & Higgins
oplMe sample size in survey
rformance journal, 19(1).

appropriate sample size mn sul

rescarch". Information te LQJ%;;
43.

Lim. J. S.. Chang. S.. Mm-'nar(. A £g)9. "Exploring the relationship
between organisy adoh security culture".In Australian
[nformation S¢ YR e (p. 12). pp. 87-97.

[ cwis. P.. Thornhill: .” Research methods for business
students”. 978-0-273-71686-0.

Leech, N. L., g@) G. A. 2005. "SPSS for intermediate
statisticy: I chology Press. ISBN. 0-8058-4790-1.

P., Eberhagen, N., Skourlas, C., and
H uman Factor of Information Security:
ve". Procedia-Social and  Behavioural

Mmeasures and
tion and Social
A L'nivcrsily of

KERLEEN 4
Damage K&)]
s, 147, pp. 424- 428,
H010. "3RD Quarter 2010 Summary Report". Taken From.
s 'www.mycert.org.my/en/services/advisories/mycert/2015/main/detail/10
1/ index.html. (Accessed Date: 20 Aug, 2015).

dioca. G. P. Z.. and Macada, A. C. G. 2015."Measuring user satisfaction with
information security practices”. Computers & Security, 48, pp. 267-280.




102

Malcolmson. J. 2009. "What 1s bLLLllllV culture? Does 1t Differ in Content From
General Orgamisational Culture?". Security Technology, 2009. 43rd Annual
2009. International Carnahan C(m/uc’ncc‘ on. I[EEE. pp. 361-360.

Mecllwraith. A. 2006."Information security and employee behaviour. How to re
risk  through employee education, training and awareness".
0566086476.

Newman., . 1998, ”Quahmm e-quantitative research methodologey: E:
mteracuve continuum'. SIU Press. E- book. ISBN. 0-8093—5#150-

O'BRIEN. 1. E. S. S. 1. C. AL, Islam, S., Bao, S., Weng. F., Xiong, \
2013, "Information security culture: literature review". D¢
Computing & Information Systems. University of Melbourn Loy

ng Paper.

Parsons. K.. McCormac, A.. Butavicius, M., Pattinson, M., an C. 2014,
"Determining employee awareness using the Human of Information
Security Questionnaire (HAIS-Q)". Computers & Seculgl .. pp.ll 05-176.

Parsons. K.. McCormac. A., Butavicius, M., and Fergus (010, "Humagactors
and informaton security: idividual, culture and secMgy el ’IM‘ %_
DSTO-TR-2484). Defence Science and Techno oaniy /m/

(AUSTRALIA) Command Control Commniing i
[cchnical Report. |
Pavne. S. 2003."Developing security education an ucmm*
| (_)mu'h'rh' 26(4). pp. 49-53.
Pallant. . 013. "SPSS survival manu: ISBN.

omponen

\t'&‘Q % ehQr oi Philosohhy,

reggsy in higher education:

ﬁqp.m 253,

ey, Computer Security

Q7803 w‘:s (f"*s‘)\ |
Quaghata, K. M. 2010. "Factors Rclalh

Perceived Security Effectivenesg®. Thesis
University of Fairfax
Rezeut. Y.. and Marks, A. 2008. "In
An exploratory study”. Congguig &
Richardson. R. 2008. "CSI com m&im
Institute, 1. ppl-30.
Rhee. l-l S.. Kim. C.. and

F

0

S —Jil&b In mformation security: Its
llfﬁyllcu behaviour". Computers &

bumn_\.._\(\) )
Rotvold. G. 200s. f
[nformation M
Rov Sarkar, K. 2
- Technical
[echnig
SL.‘hI'lCiL‘I‘. B.
IVile
Schheng

ulture 1 Your Organisation”.

s’ " cats to Information Security Using
..H.Ln@llonal Measures". Information Security

ital security in a networked world". John

Andly/mn information sa,cunly culture:
qsed trust by an apploplmu, information security culture". In Database
xpert Systems  Applications, 2003. Proceedings. 14th /International
orkshop on (pp. 405-409). IEEE.

yhammadi. S.. Asadi, S., and Ithnin, N. 2013. "Main human factors affecting
information system security". Inierdisciplinary Journal of Contemporary
Rescarch in Business.  Department  of Computer Science. Faculty of
("mnpmf;w Universiti Teknologi Malaysia. 81310 Skudai, Johor. November
2013.VOL 5. NO 7. pp. 339-354.




Shahri. A. B.. Ismail, Z., and Rahim, N. Z. A. 2013."Security Culture and Security
Awareness as the Basic Factors for Security Effectiveness in Health
[nformation Systems". Jurnal Teknologi, 64 (2).pp. 7-12. |

Siponen. M., Mahmood, M. A.; and Pahnila, S. 2014. "Employees’ adherencc
information security policies: An exploratory field study". /nform
Management. 51 (2), pp. 217-224.

Siponen. M. T. 2000. "A conceptual foundation for organisational
security awareness’. Information Management & Computer Security,
31-41.

Schultz. E. 2004."Security Tramning and Awareness Fitting a Square
Hole". ('umpmfra‘ & Security, 23 (1), pp. 1-2.

Sekaran. U. 2006. "Research methods for business: A skill bui
John Wiley & Sons. ISBN. 1428813462, 97814288134

Sekaran. U. 2000. "Measurement: Scaling, reliability, validit
Business". Vol. 3, PP. 196-218.

Scarfone. K.. Souppaya, M., Cody, A., and Orebaugh.
information security testing and assessment”. N/EN
1 15. |

Sabbagh. B. A.. Ameen, M., Watterstam, T., & K
HI 2 Ping information security culture and a
and c-Technologies in Education (I1CH4

on (pp. 32-36). IEEE. Ny
Talib. S.. Clarke, N. L., & Furnell, S.x |
| rnart

a Round

P 0N
ppl oach Ed.:

arch lVIelhods for

ecial 3’:(/7/1 ai’mr

1

Lid(

Arning
onference

ing@“l’crsonalized
40& omputing and
~( -7 &
yeis @fNyiformation security
4ln @llﬂblllly, Reliability,
()}?A%’L'C’ on (pp. 196-203).
N

wis, E. 2008."Investigating
| gaps". Information

Information Security Culture". Inter (L JQuuirna
Multimedia Communications (1J
Talib. S.. Clarke. N. L., and Furnell, S:

awareness within home and

and Security, 2010. JRL.&L
IEEE.

Tsohou. A.. Kokolakis, S..
information securit
Security Jowrnal: A Glob

Takemura., T. 2010.". Nlltﬂll e .L 'anebu workers' awareness to
information scofifgy using §{e (20110% by web-based survey. American

Journal of Ec DM ' Adigigystration, 2(1), pp. 20- 26.
Tsohou. A.. Karyc | ) ¢ Kiountouzis, E. 2010. "Analyzing

m[mnmu- t @Lh networks of association”. In Trust,
reitalNSusiness (pp. 227-237). Splmgu' Berlin

 Von Solms. 2
wce'. Computers &urity. Vol. 23, pp. 191-198.
. and von Solms, S. B. 2006."Information security governance: Due

:)%}'Towards Information Security Behavioural

_and Ayobami, A. S. 2013."Relationship between Information Security

wareness and Information Security Threat". International  Journal —of

Rescarch in Commerce, [T & Management, VOL 3(8), pp. 115-1109.

Woodhouse. S. 2007. "Information Security: End User Behaviour and Corporate
Culture". Computer and Information Technology, 2007. CIT 2007. 7th IEEE
International Conference on. IEEE. pp. 767-774.



104

Wilson. M.. and Hash, J. 2003."Building an information technology security
awareness and traming program”. NIST Special publication, 800, 50.
Wang. Z. and H. Zeng. 2010. "Study on the Risk Assessment Quantitative Mclh(i of

Information  Security”.  Advanced Computer Theory and Engineerghb

(ICACTE). (2010) 3rd International Conference on. IEEE. pp. V6-529

Yin. R. K. 2003. "Case Study Research, Design and Methods". Sage Pi)'
cdgc

ns.
Newbury Park. 3rd edition. ISBN. 076192552X., 9780761925521
Zanoon. N.. and Gharaibeh, N. 2013. "The effect of customer knowl
security of e-banking". Vol. 7. pp. 81-92.

n the

Zakaria. O. (2004, November). "Understanding Challenges of Informat®gn Security
Culture: A Methodological Issue". In AISM (pp. 83-93). &

Y-




105

APPENDIX: A
Pilot Study Questionnaire

COMPARING SECURITY PRACTICES OF WORKPLACE AND HOME: A C
FOR USIM STAFF

1-Survey purpose:
This survey intent to elicit employee’s information security awarenexgm practice
besides their attitudes on information security issues. The use of thig surv®y is to study
the information security, behavioural content in general, and atti amd opinions of
employees towards mformation security in particular. Thank I agrgeing to take

and g#ractice.

part in this important survey measuring information secus
Today we will be oaining your thoughts and opinions a

survey should take 10 minutes to complete the ans

vou provide will be kept 1n the strictest confidentiaky
2- Instruction:-

You are expected to answer all questions b

ge \Q'.\th the options

S fo@:ing part of the

SECTION A: Personal informTv

|-Gender _ ,

~ Male © Female

Below 19 ™ | 2)-2% 035-39 040 and above

3-Ethnicity |
~ Mgy Y Indian ©oChinese

ducation level
Irtificate (ex, Spm, Stpm) DDiploma oBachelor oMaster oPhD

5- Your job role 1s
Academic staft oAdministration staff

{‘:.




|06

SECTION B: INFORMATION SECURITY AWARENESS BACKGROUND
Q1

How you rate yourselt on the information security culture
Very Low Low Moderate Hich Very

)2: The following terms related to information security threats. For CﬂCWplcase
indicate whether: V
- [ know 1t T

7- | do not know 1t

Information Security terms
Virus / Worm
Spam
Social engineering (Phishing)
Trojan horse
Denial of service
[dentity theft
Hackers

03: Do vou install both firewall and an

Option
Yes. | install both
Antivirus only
Firewall only
| do not know what anti

(irewall 18.

&
&

| My cor LS NQ mangto él&l(crs.. they do not target me

| @ 4 5
| Strongdy Qysagree, agree Agree | Strongly
| Disa A0TCe

)

This surely can cause threat to information security system

1 2 3 4 5
Strongly Disagree | Neither disagree, agree | Agree | Strongly

Disagree agree
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QO6:

~ When vou delete a file from your computer or USB stick, you cannot recover
that information again.

1 2 3 - D
Strongly Disagree Neirther disagree, agree | Agree | Stron N

Disagree 294

Q7:

| think it 1s ok to share your password with somebody else

. —

-

| ) 3

=
D
Neither disagree, agree

g
¢’

Strongly Disagr

Disagree

Q8: Are you using the same computer password at w W11 hm}c?
Yes
NO
Q9: Have you heard of the security team ¢
Y¢S

NO

| do not have an 1dea.

Q11: Can you usc &L :
.9
phone. 10 store or (NFSTgI Ol dent®

N ?
NO :

' 4
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SECTION C: INFORMATION SECURITY PRACTICESAT WORKPLACE AND
HOML

Q13: To what extent do the following statements are applied to you (Each statem

VCI

requires a response) (Always, Sometimes, Never) When using computer syst

N

my _workplace

|
Always | Sometimes

B - —

I log off my computer whenever I leave a
- computer sysiem

! .

| backup my data on disks or CDs

I click on hyperlinks m unsolicited/spam email
" messages and unknown websites
| report security incidents to the IT helpdesk as

soon as possible
| do download or install unauthorized copies of

| software

"1 do not open and execute an executable file
(.exe file) from an email attachment

[ use an encryption Key to protect my wireless

connection
My password consists of at least 8 characjgr
and uses the combination of letters (a-z).
- symbols (!@#5%) and numbers (0-9)

r_-_ ! 1 .
‘ | write down my password 1n order tc

my wagk

1
|
|
L
|
|
'f
|
|
|

remember 1t
1 keep my password secret, I do

- with anyone
|
1 change my password regularly

[ normally use simple passfog
L _

[ allow a web browser wlcme
Explorer(1E) Mozilla JRaggloxX¥ to gaVv

1d(s) and ]11155\\‘01115%5 b 2 p )
| make sure an anfivuuSNeofigvate 1gghallled

and updated

| scan with ar
drive /USB ¢
computer SN

[ | use lh‘\

computer at home

g —— —_— - —_—

1y extgrnafdigk/thiwdyb
#r1 Dt 101‘(:61 @11 1Q(Q)

psation’s firewall pm@lion

— =  —
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Q14: To what extent do the following statements are applied to you (Each statement

requires a response) (Always, Sometimes, Never) When using computer systems 1n

my house

—

Always

Sometimes

[ -
| log off my computer whenever [ leave a
- computer system

| backup my data on disks or CDs

| click on hyperlinks in unsolicited/spam email
- messages and unknown websites

| report security mncidents to the IT helpdesk as

soon as possible

|
|
" [ do download or install unauthorized copies of

- software

| -
| do not open and execute an executable file
(.exe file) from an email attachment

| use an encryption key to protect my wireless

connection

My password consists of at least 8 characters
and uses the combination of letters (a-z),
- symbols (@ #5%) and numbers (0-9)
| write down my password in order to

remember 1t

1 keep my password secret, | do not sh
with anyone

1r

| change my password regularly

| normally use simple password fi

- computer at home
[ allow a web browser (e.g {

|
|
Explorer(IE) /Mozilla Fire Jave m} *

11Cr

1d(s) and passwords for faster ad€es

and updated
| scan with antivirgs
drive 'USB driver'%
computer Systc}

'y

OINg

> plu

| !
Br=—

| use the pers
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APPENDIN: B
RESEARCH SURVEY

—
-

COMPARING SECURITY PRACTICES OF WORKPLACE AND HOM
FOR USIM STAFF

N§

Name: Hamida Omer Issa Asker

Faculty of Science and Technology
Master of Computer Science via Mixed Mode in Infor lap’sSecurity and

Assurance

My name 1s Hamida Omer and | am

Universitit Samns Islam Malaysia (USIM) 4

qu%onnaire consists of

.“\\’:gall progvidey qu@ns.

fry 2 w;u: ' ule Ew &ﬁ; cdncatinnal endeavare

Supervisor:

Contact detA

(018204£0, Dr. Mohd Zalisham Zal.

A | 3(c yahoo.con

(Zalisham(@ usim.edu.my)

(hai




[ 1]

SECTION A: (About vourself)

| -Gender:

Male I-emale | ‘\1

- 4 (T
F\HL1
L -

Below 20 2()-24 y  25-29 o 30-34 O 35-39 - 40 and above

_:']‘1;1'&.."&.‘: N
Malay Indian " Chinese  © Others

4- Highest Education Level:

(’crlil'ic;llc (LL._‘, QI)\] SNH)IM ClC) O Dip]olna

PhD
5- Your Main Job Role:

Academic staft O Administration staff

SECTION B:

Security AwarencW gr— e ] Home

No | Not Sure | Yes

assoctated with s 1ces.
1 . p
2| 1 am aware wigh the cNCry
aggrizedpcce
3

G vare with virus protegipon

Lware that requires 1‘1‘0@111

updates.




These questions related to Security Practice

112

Security Practice Workplace Home
Flements No Not | Yes No Not
| sure Suré
1 | | log off my computer whenever

| lecave 1t.

2 | I regularly backup my data.

3 1 do not download or install
- unauthorized copies of software.
-ﬁ | make sure  the antuvirus

- software 1s enabled and updated.

S | | use firewall prmccliml

[ — ==

SECTION C: (Factors effecting information secuf

the workplace and home.)

These questions related to Policy Fact

| Policy Factors

Elements

T'eam related to security 1s needed.

|
=

[ know who to contact if my compu
1s hacked or infected.

3 | The firewall on my computer 1s 4

| enabled.
4 My computer 1S confpdl
automatically update.
S | I have policies on which
allowed to visit.

or U4s ™

"nrl{alion? 1S

Home

Not

Sure

Yes | No

lv removed.

_ &y
iy _llml my PC is_su fe. \

ften take mformation from the
ffice and use a computer at home
to work on 1t.

| do not share my password.

-

|
1
| use the same password both for

- work and home accounts.
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These questions related to Iraiming factor

| Training Factors

- Elements NO Not Sure
| | I attended security training course lately.
~

| recerve adequate information security
- traming.
5 | T, _
3 | Traming make me more aware (increase my

awareness).

-4 | Traming promotes security awareness.

S | Training promotes security practices.

These questions related to Knowledge of I'T Factor

| Knowledge of IT Factors Workplace

Elements No Not

| | have installed. updated.
and cnabled, antivirus
software on my computer.

IJ

| know what the risk 1s when

opening e-matls from
unknown senders: especially
' 1f there 1s an attachment.

| know what an email sca
1s and how to identify 1t.
4 | know how to use any

software and how to ssamar
VITUSES. \

*JJ

Home
Not Yes
Sure

ny compulter.
My computer has no value to
1ackers, they do not target me.

| always download and install
software on my computer.

Question kEnd.

Thank vou for vour time answering the survey. God bless



APPENDIX: C

Statistical Analysis

Sccurity Awareness at workplace

Reliability Statisties

Cronbach's N of l[tems

Alpha

Security practice at workplace

Reliability Statistics
N of [tems

Cronbach's
Alpha

Policy factor at workplace

Reliability Statistics
Cronbach's N of ltems

Alpha

S
: ng_c of I'T factor \\'m'm

dCC

Reliability Statistics

| 14



Education factor workplace

Reliability Statistics

Cronbach's N of [tems

Alpha

Security Awareness at home

Reliability Statistics
Cronbach's
Alpha

=

J

Security practice at home

Reliability Statistics
Cronbach's N of Items
Alpha

Policy factor at home

Reliability Statistics
Cronbach's
Alpha

Cronbach's
Alpha

- d®¥cation factor at home
Reliability Statistics

N of [tems

723

Cronbach's

Alpha

—

[ 15



e Rcoression analysis security awareness at  workplace
behaviour. tramning, knowledge of technology and education)

Descriptive Statistics
S T TN VT
Awareness workplace
Policy workplace
Behaviour workplace

Know lL‘dj.__'L‘ E\'L‘ll‘k}}lilL‘L‘
I-ducation workplace
[ raming

N

[ 16

and factors (policy

Correlations

- Awareness | Policy | Be Trainin
workplace | workplace | workp g
B 1
- Awareness workplace 1.000 376
|

Po Icy workplace 526
FERrson | Be 1-'1\ lour w *ﬁhlucu 406
' Correlaton - .
| Know ]Ld“a. workplace . 435
' Education workplace 571
[ raining : 1.000
o Awareness workplace .UUU 000
' Policy workplace 000 000 000
: Sio. (1- Behaviour workplace 000 000 000
mﬂ ed) Knowledge workplace . 000 000
[-ducation workplace 000 . 000

[raining 000 000
Awareness workplace 285 285 285
:Pu 1IC umkpl..m 785 285 285
| Behaviour w mkpldcc 285 285 285 2835
N Knowledge workplace 285 85 285 285
I-ducation workplace R3 R 285 285
‘liuhnng 285 285 2835 285

\ln Sum
MMb Std. Error of the
LEstimate

“Pl .'\Wi_

Ors: (( nstagl). FranfdyBehaviour workplace. Knowledge
’}lacu. sJucation workplace
bl P :’\za\llsncsﬁ workplace

\ ANOVA'

pe nduu Va

>an Squal ¢

\L‘Hid lli.ll

[ otal

1. ependent Vartable: Awareness workplace

h Predictors: (Constant). Training, Behaviour workplace, Knowledge workplace. Policy

workplace. Education workplace




1

.l

(Constant)

[ raining
M —_— : A
a. Dependent \ artable: Awareness workplace

Pearson 2
Correlation | Traming

Sig. |
(1-tailed)

L1

Coefficients”

Bechaviour

workplace

KHLH‘. ]L'L{:.:‘_L.‘

HRUI'L\}”‘!HCC

|-ducation

\\ HI'L\}"':'L!L'L‘

e Regression analysis security practice at workplace ant

traming. knowledge of technology and education)

Po

Be

Practice workplace
IcY workplace
1aviour workplace
Traming
Know
-duca

cdge workplace
1on workplace

Descriptive Stutisti* :

Mea

| Sud. Nfiafion,,
e

NG

[Instandardized | Standardized 1 Sig. 95.0% Confidence Correlations
Coefficients Coefficients Interval for B
13 Std. Error Beta Lower Upper /Zero- Part
' Bound Bound
| 467 119 3.914| .000 232 702
Policy workplace | 242 070 249 3.4521 .001 104 379 135
- L182 B33 180 3.444) 001 078 285 134
251 051 2741 4.899 | .000 191
211 073 2161 2.895| .004 d13
| -.052 035 -071 ] -1.471] .142 - 057

4
Y

[

PI'“L‘“CL\ |1 Knowledge Education
- | workplace | gork workplace workplace
' Practice workplace . 606 682
olicy workplace 666 R16
Behaviour workplace 550 619
435 57

[ Knowledge workplace 55() 35 1 000 681
| l'.L{UL.'Ll.iUI"I \\ L‘il‘kpll_lL‘C‘ 61 Q .(131 | 1 000
| Practice workplace 000 000 000 000
 Policy “*”'kl"i“-‘*-“ j + 000 000 000 | 000
Behaviour w orkpla | 000 000 000

T | raining W 000 | 000 000
Knowledge gorkMyge 000 000 | 000
Educationgw 000 000 000 _
285 2835 285 285

' Po 285 85 285 285
Be 285 285 285 285
] ramim 285 2835 285 85 285 2835
vy edee workplace 285 285 285 S 285 285
camon workplace 285 285 285 283 285 285




. \
Model Summary’

Model R Square Adjusted R

Square
D ST

a. Predictors: (Constant), Education workplace, Training. Behaviour
workplace. Knowledge workplace. Policy workplace
b. Dependent Variable: Practice workplace

Std. Error of the
Estimate

W o
(L
N
D
D
o

ANOVA®

Mean Square | &
5 a1

279 _ \J

| %

Sum of Squares

Reoression

Residual

[ otal
a. Dependent Variable: Practice workplace
h Predictors: (Constant), Education workplace. Traming, Behavioul

Kplace

workplace. Policy workplace

Coefficients”
Standardized
Coetficients
Beta

Instandardize

d Coefticients

(Constant)
Pol IL"\

workplace
Behaviour
workplace

[Taming
Knowledge
workplace

IFducation
\k'UI'I\}‘*]HL‘L‘

Home awareness 2.7( 285

lome Policy 2.45 285
Home behaviour 2.62 285
Traming 2.43 283
Home Knowledge 2.62 283
Home Education 2.63 283

L

Yorrelations

N ClIO-

order

Partia

I

270

177

164

147

Part

156

119
074

110

098




119

Correlations

Home Home Home | Tramning Home Home
AWareness Policy | behaviour Knowledge |
T Home awareness 1.000 344 479 397 448
Jome Policy 344 1.000 413 446 .0 "\ :
Pearson ‘Home behaviour 479 213 1.000 ¥ 548
Correlation Tl'mimng_ 397 446 At 635
ome Knowledge 448 033 368 364
‘Home Education 630 480 548 .000
_ ‘Home awareness . 000 000 .000
| ‘Home Policy 000 | 000 000
Sig. (1- Home behaviour 000 000 . 000
qailed) | Training 000 000 000 000
‘Home Knowledge 000 277 .000
Hmm -ducation .000 .000 .
~ [ Home awareness 285 285 285
‘Home Policy 285 285 283
| ‘Home behaviour 285 285 283
) “Training 283 285 285
;_l]mnc Knmx'lcdgc 285 285 285
Home Education 285 285 285
Model Summgry
i I (> 4T 0y
I-Lwr ‘Qﬂ
a. Predictors: (Constant), HomggEducation. Megl VlcBoc-Blome
Policy. Home behaviour, Ira nh
b. Dependent Variable: Home @ga
\OVA®
RSN ST, [ [T 38 B ST
Regression .Y, 3
Residual
[otal N
a. Dependent Variable: | ' u'arcner |
b. Predictors: (ConstangMomeTdugglion, fine Ki >, Home Policy. Home behaviour,
[ raming
Modcl | Unstanda Slal*‘u' 1zed 95.0% Confidence Correlations
Coetf) Codhi pgee Interval for B
BB Beta Lower | Upper | Zero- | Partial | Part
LITOT Bound | Bound order
[(Constant) 148 000 235 816
Home 044 106] 2.0 040 004 176 344 123 .090
Policy
— 050 140| 2.623] 009 033 220|479 155 114
behaviou
' 'lminm; 042 011 A82( .855 -.075 090 397 011 008
S 17| 044 243| 4.995| .000 32| 303 448|287 217
Knowledge
| Home: 389 066 407| 5942 o000| 260 518 630 335 258
1 l'.L]lIL‘:.ll_tUH

a. Dependent Vanal

yle: Home awareness




e Recoression analysis security practice at home and factors (policy, behaviour,

trainine. knowledge of technology and education)

Descriptive Statistics
1 Mean | Sud.Deviation | N
Home Practice 444
Home Policy K 499
Home behaviour 4353
Traming 589
Home Knowledge ; 475

Home LEducation 443

L -

Iy Uhn

A0 N (N I 0SS
0 o0

& &
A

-

S ST

4/

Correlations
Home Home Home {ome
Practice | Policy | behaviou Kigowle . Ed mn

I :
| :}‘:;‘::C C 1.000| 426 670
! Home Policy 426 1.000 480
| l“c;u*r-;my Home behaviour ]2 2l ] . 548
Correlation Traming 402 446 635
Home Knowledge 447 . 1“% 364
lome Education 670 Ry, 5¢ 000
lome Practice . . % 000
Home Policy 000 000
Sig. Home behaviour 000 000
(1-tailed) Traming 000
Home Knowledge .000
Home Education |
Home Practice 285
Home Policy 285
| Home behaviour 285
& Tramning 285
Home Knowle 7R85 785 785
Home Educay 185 785 285

SuAimary”
Adjusted R Std. Error of the
Square Estimate

) T

Predictors: (Conslanl me Education, Home Knowledge. Home
Policy. Home behaviour, Traming
b. Dependent Variable: Home Practice

Model

ANOVA®

Regression
Residual

Total

a. Dependent Variable: Home Practice



——

b. Predictors: (Constant), Home Education, Home Knowledge, Home Policy, Home behaviour.
Traming

[21]

- - Coefficients®
Model [ Instandardized | Standardized 1 Stg. | 95.0% Confidence
| Coetticients Coefticients Interval for B
- B Std. Beta [Lower Upper Part
) l Lrror Bound Bound
(Constant) 175 | 144 1.216{ .225| -.108
'Home . ; |
| j‘*l”“- 175 | .043 197 4119 .000| .091 167
0 1O I
‘Home 163 049 166 3334 .001]  .067 135
jn;h;i\ O UI
' [Training 037 | .04 ~050 -918| 359] -.118 037
77— 043 , :
lome 213 : 228 5.012 | .000| .129 203
Know ledge
| Flome 434 | .064 434 6.792 275
| Educaton |

r____.__.-i-

Dependent Varia

hle: Home Practice

"
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A Comparative
Security Culture

Home Practices

| Hamida Omer Issa Asker & Mohd Zalisham Jali ]

4 bstract— .‘f:'rur:'r_r awareness can be p"ﬂcrf('fd ﬁ“ﬂm various
angle like within school, government-sponsored initiatives and
security providers. The aim of present paper is however confined to
investigating the behavior, practuces and nteractions at the
organization level and within home environments. Therefore, the
Ssurvey was conducted ro assess the information security culture
among workers in terms of their workplace and home practices;
and to determine 1f a relationship exists between information
security culture prac tices at the workplace and at home. The result
Jemonstrated that the awareness at home and within the workplace
appears 10 be of the same level, with negative practices are still

[H‘m‘n':‘t'h insecure behavior.

workplace practice, home

Keywords— Security awareness,

pr;u‘tifu.

Introduction

information security threats have experienced significant
evolution in terms of volume and nature, shifting from
rechnical savvy hackers with unerring skills to organized and
mn_muluuu. crackers aiming to gain financial benefits for their
work [1]. Consequently, cybercrime activities have increased
and end-users find themselves the recipient of threats
\Lundmﬂ to [2]. more than half (52%) of firms have beg

thre: atened 1n 2007 alone while [3]reported that 64% of the
study respondents admitted to encountering Phishing e

hreat that was not widespread 5 vears ago. In this r
qser’s pu‘rlu.lmn has been proposed in a range of secu
~ountermeasures. These sateguarding tools constant]) -

terms of sophistication and 1n number

L.

:_Ilolnnu threats. Nevertheless, th‘e successiu iug
cuch t00ls depends upon therr effeclive deply
~onfiguration and operation by end-users. M imporla
o a well-known fact that the strength ofgfecu 1S 01
~ffective as its weakest link, and the latt

not. the end user [4]. In an auempl

L\pLIILnLLd h\. end-users, Increasin (,on
directe

d towards information secur
and nformation disseminatior

é'

USIM)

Hamida Omer Issa Asker
[ Iniversiti Sains Islam Mg
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Study on the Information

Related to Workplac
\

1zation, efforts have been
mong workers [2] as
nterprise firms provide

not common for all
all-to-medium companies
ining. Several organizations
1 they intend to provide training
f Intgrnet users. The remaining
iIc.4phe concern lies on
ats and attacks [6].
/€ vaﬂou esources to

are provided

n
| m.': v ers, operating
1atw S

able tMmg programs and

f R' respectively, research
mg relayed and where,

evel of learning styles’
aMsecurity practice is still few
ard) security awareness can be

In the context of the org
expended towards enhancing awar
evidenced by the fact that 82% o
training. This scenario 1S |
companies [5] as in majQrity o
only 40% reported to pro
possess the training ré
but they only constitut
5% are home-usclisasm
the fact that 95% o
On the other Jjand,
enhance their off
with suppogy

L.

| N \@ | 3 rections like within school,
TOVEIMIMENNGDORS aiwes and security providers. The
sent i confined to investigating the

eractmns at the organization level
ents. The organization of this paper
sequence; the current information
d the security culture development are
1 11, followed by the study methodology in
[Me presentation of study findings in Section
»Orovides a discussion of the main findings,
V [ presents the conclusion and sets the direction

Related Works

th academic and commercial communities have given
attention to information security awareness in the past few
ars. Organizations are increasingly acknowledging the
1gmf' icance of their information assets and the development of
effective strategies to enhance awareness within the company.
This has been further supported by effective corporate
governance regulation and legislation [7]. In addition, a
considerable amount of studies have called for the need to
develop an information security culture in the organization and
to shift from surface learning to embedding good practice
among workers [8, 9]. Researchers are convinced that
establishing such culture in the organization, can lead to the
maintenance of long-term security practice and promote
awareness and education of security issues as 1t facilitates

employee engagement of the practice.

I1.
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With regards to home users, awareness raising initiatives
have been proposed: for instance, [10] 1s a U.K. Government
sponsored initiative that ofters general information concerning
risks and protection from threats. Such mmitiative offers
information from guidelines to particular information
concerning threats and 1s primarily text based information
coupled with a few video files. The U.S. and other countries
have a similar national-based websites catering to
awareness [11]. Several companies providing security
tware and operating Systems also offers web-based access
yased resources to educate and inform home users

also

SO1
reading-t
[12, 13]

Fvidently. it is a challenging feat to motivate home users
(o employ security measures as | security, althoughj a
requirement 1s not alwavs the user's primary task. ‘Pcuple often
f4i] to understand that they need 1o 10]105’ security measures
and those that do understand, have lllﬂ}&:‘d fime to So.
According to evidence, even when Users think they are well-
;11i‘twr'111L'Li about security and self-protection, they _oﬁen fall off
‘he mark. According to a study wnducle:d by [14], 75% Qf
home users think they are protected from spam., but In
Lctuality only 42% did. This gap between what they know and

‘he actual reality demonstrates a significant gap 1In
qnderstanding. Good security awareness has been investigated
by VArious :-;ludi::r:.‘in lhr; lmpt:; pi creating leamin:g
mechanisms ke face-to-face traming sessions, email

messages, online Lruinin%. \'iﬁdcui game, inp*unel-hased access
and poster campaigns [15]. Studies px_'nnmll}' concﬁenﬂ:aled on
what and how 10 c_duf;uc u-'o‘rkr.-:rs m'lhc orga*mzatlon and
shlighted the significance of measuring security programs

hi . * .
~tiveness o guarantee that education results in practice,

L‘ﬂ-L’
] ](1].

(1] identified that the majority of the learning abo
mﬂn'm;uiun security occurred in the workplace, wher
]]]leix'

ations. such as legislation and regulation, existe W
110 found that user's were more than willing to engage Vg

qwareness raising initiatives. From a comy of
Jractice between work and home CNVIronmentg |
Im;n this knowledge and ]‘!I'HCIIL","L? obtained a
was ransferred to the home environment. Given
| .1:~4t'u111hi11'1}' of knowledge and the wfvlllmff
how 10 remain secure, an opportumty ¢
crom specific urgaquu_unul awareness
awareness raising strategics

y-;llt.‘h

(ral

rowards . | ,
(he organization. will develop an all

culture for users independent of the
‘hey are operating.

[17] identified the ambigy
Jwareness approaches and (2
41 ouide to identify the ranges
and practitioners when (4

wmﬁ.

of End Users’

on information securit

Due 1o the™ ¥ literature focused on end-user awareness
and practice, determining the awareness and assessing

[ISSN : 2250-3757]

The most
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quondems (40%) perceived themselves to be moderate In

o

—

=

Publication Date : 30 April, 2015

information security culture in both organization and home
place 1s quite challenging. Additionally, 1t 1s possible to
assume that most employees perceive information security
culture from within the workplace and at ho ut the 1ssue
lies in determining the level of the relationshipyg€tween home

and workplace practices that encourage a% culture. For
e asSuy

this reason, a survey was developed for ment of such
factors where data were collected ar titative method
was followed. The survey’s primary #wes 1S to conduct
an assessment of the i1nformation ity culture among
workers 1n terms of workplace ar me practices.

The survey is divided mnto tIe namely demographics,
awareness, workplace

background of nformationfgsecun®
practices and home practices. M€ workplace practices are

gesent practice of the workers
The survey was distribution to
O}fﬁ‘-d' and are regular computer

within their place
random people who
uses at work and

of thefburVey gere m%ﬂred by analyzing
res’% In coefffent Cronbach alpha.
orsgter iter Wsistency reliability 1s

Alpht ¥eneral, reliabilities less
0 be,podr, those with above 0.60
& over 0.80 are good. The
rvey 1s 0.739 that considered

the ques

the

1. Rehability Statistics

N of ltems

'_[}"!l

=

Mg the demographics, it was revealed that the
ondents were male workers with 76.5%, while
£ 23.5% were female workers. Also, 41.2% of the
»< were from the age range 30-34 years and 35% of
respondents had at least a degree level of education.
SNMly be attributed to the author’s personal contacts who
¢)in the same age group and who have a tendency to be
e IT literate or have at least an email account. Most

UG

1eir awareness level of security culture as presented in Figure
[. It 18 believed that this proportion of users do not represent
the general population and that this would not bias the survey
results but 1t would provide a more informed and accurate
response to the survey questions. Therefore, the results
showed a positive perspective of the use and knowledge of
information security existing within the population at large.
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. Information Security Practices at
Workplace

With regards to the workplace, the re
requested to respond to several questionsgde
understanding common  security pa
pertaining to these practices are dividedg
practices, practices related to passwor
related to antivirus and firewall the
1t 1s the common simple practices that
I < from the respondents.

S were
ted towards

eral security
urity practices
Or these practices
Id be understood

e  (eneral Security Practices

n logging off computers
puter system where 71% of
do so, and steering clear of
heirpmails, a practice done by
e Faoure 3).

vers Hu 1g] \{oderate L o verv low | This covers the practi
whenever they are usi
Fioure | Level of information security awareness culture the respondents ¢@aim
‘ executable files re
77% of the re

. Information Security Awareness
Background

The understanding of the mformation security culture of
the workers entailed questions provided to them concerning
‘he information security threats, particularly in question
number 2 that 1s dedicated to Trojan, spam, social engineering I
(phishing). denial of service, i:_Jt:mit}_’ theft and hackers. The
entire respondents are aware of the virus and Trojan threat as

-

L

evidenced 1n Figure 2.

(
'

_I

| R08;
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Troun hoe s

0% 20% 40% 6R°

1 do not know it

. c Figure 3. General security practices

S5

Figure 2. Secunty thrg

\() e Practices Related To Password

These practices include the wuse of passwords
comprising of at least 8 characters and the use of combined
letter (a-z) symbols (!@#$%), where 64.7% of the
respondents claim to do so, and keeping passwords
confidential - a practice followed by 64.7% of the
respondents (see Figure 4).

¢ Installing Antivirus

All the respondents
home computers, indigalln

virus worm threats agg the
(installing antivirue

Valid Percent Cumulative Percent

have antivirus 1n

that they are all aware |
hploy the required saﬁ%ﬁard

|
|

e — — = e — e — —

100.0 1000 | 100.0

al o = K
- TN

o — [ —

OIGITAL LIBRARY

106




International Journal of Advances in Computer Networks and Its Security— IJCNS

=

Volume 5: Issue 1 [ISSN : 2250-3757]
Publication Date : 30 April, 2015

e — & -
e  (eneral Security Practices
[ »
— The majority of the respondents (82%) claimed to log off
of their computers when they are done using_the system (See
Figure 6).
If-.u
|

Figure 4. Practices related to password

e Security Practices Related to Antivirus and Firewall

This covers practices such as scanning external disk/thumb
drive/USB driver with antivirus prior to reviewing the files

within. As evident from Figure 5, 70.6% of the respondents
claim to follow such practice (see Figure 3).

| use the organization’s firewall | y .

protection

i .‘lﬁ\t‘ 2 wWeb

I I'."j,;;_‘:"'"

[ scan With antnvrrus any extemal
di<). thumb drive USB driver before
plug ping it 1nto computer svstems

W.vard sectet | do not | — -t

. " . 1 with anyone |

1 make UM an antvirys sotnvare 1s
enabled and updated

L} p.~ AW 1] 1 i o
b e i!
| FPassSWond consists 0l at least R } 7 7%
wiers and wses the conibination of Ao RN 529
e (R-7) symbols (! G ~8%) and — .2 4%

0% 10% 2009 300 40% 50 60% 70%
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e Security Practices related to antivirus and firewall

This covers the practice of scanning external
disk/thumb drive/USB drivers prior to accessing it in
computer systems and 71% of the respondents claimed to
follow such practice (Figure 8).

awareness at home, the respondents
aining 0 common security practices
egories, general security practices,

were asked (
in  three dj
practices rel:
antivirus and firewall.
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Future research will focus wupon the developing
information security awareness framework and in particular
o i aon Gz . look to incorporate other factors such as education
| Uity AN background, training, and user behavior, as w my 1dentify
1f there 1s transferability of the security & from work

place to home or from home to work well  as
| i U S i Y WY, o targeting larger number participafg different
| T R — . backgrounds such as education bacRgroungf ethnicity and
religious.
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