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APPENDIX: A 
Pilot Study Questionnaire 

COMPARING SECURITY PRACTICES OF WORKPLACE AND HOME: A CASE 
FOR USIM STAFF 

1-Survey purpose: 

This survey intent to elicit employee's information security awareness and practice 

besides their attitudes on information security issues. The use of this survey is to study 

the information security, behavioural content in general, and attitude and opinions of 

employees towards information security in particular. Thank you for agreeing to take 

part in this important survey measuring information security awareness and practice. 

Today we will be gaining your thoughts and opinions about information security. This 

survey should take 10 minutes to complete the answer. Be assured that all answers 

you provide will be kept in the strictest confidentiality. 

2- Instruction: - 

You are expected to answer all questions base on your knowledge with the options 

provided. your contribution to this research is appreciated; thanks for being part of the 

study. 

Contact address: haniida-'nl 3uv; tlloo. com 

SECTION A: Personal information 

1-Gender 
Male Female 

2-Age 
ße1o'' 19 : -'0-24 0 25-29 030-34 o35-39 o40 and above 

', -Ettinicih' 
C, Malay Indian ý, Cliinese o Others 

4- Highest Education level 

o Certificate (ex. Spm, Stpm) oDiploma oBachelor oMaster oPhD 

5- Your job role is 

o Academic staff oAdministration staff 
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SECTION B: INFORMATION SECURITY AWARENESS BACKGROUND 

Q1: 

Hove you rate vourself'on the information security culture 
?45 

Verv Low Low Moderate High very High 

The I()110VV'lllo terms 1'e Iatl; d to 111101111at1O[1 Security thl'CdIS. For each onc, please 

indicatc \\ hether: 

1I know it 
?1 do not knoxv it 

Information Security terms I know it I do not know it 
Virus \Vornl 

Sýlalll 

Social cI1g11iccrlll" (phis 1111") 

Trojall horse 

Denial of service 
identity theft 

Hackers 

Q,: Do you install both lircwall and antivirus at home and work computer? 

Option Work computer Home computer 
-1111stall both 

A IltlVIrIIS 11111V' 
ý 

t'IrC\1'21ll 11111V' 

1 l10 I10t K-Illl\V, \Vllllt antivirus and 

Ill'c\\'<11l is. 

Q-1: 

1 
Very Low 

NI computer is not important to hackers, they do not target nee 

2 5 
Disagree Neither disa-ree, agree A-ree Strongly 

Disagree agree 

Q5: 
You rccck C all email from an unknown sender, which contains all attachment. 

This surely can cause threat to information security system 

Low Moderate 
4 
Hio h 

5 
Very High 

2 4 5 
Stronýeiv Disagree Neither disagree, agree Agree Stron-ly 
Disagree agree 
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Qc,: 
\Vhcn v ou delete a file from your computer or USB stick, you cannot recover 

that information again. 
1 ? 3 4 5 

Strongly Disagree Neither disagree, agree Agree Strongly 
Disa, ec agree 

I think it 11 A lo share yoln' password with somebody else 

1 2 3 4 5 
Strom-lv Disagree Neither disagree, a-ree Agree Strongly 
Disagree agree 

Q 

Q8: \I v'ou using, the same computer password at work and home? 

ycs 

Q9: 11aß C you hc, u-d of the security team at USIM known as USIM CERT? 

Ycs 

\o 

I do not have an idea. 

Q1U: lave you attended security training course lately'? 

les 

No 

Q 11: (' in you use your rnvn personal devices. such as home computer or mobile 

phone- to store or transfer confidential university information? 

l'cs 

No 

Q12: In vour vVorkplacc. Flo you have policies on Internet websites which you can 

isit'' 

No 

1' cs 
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SECTION C: INFORMATION SECURITY PRACTICESAT WORKPLACE AND 
HOME 

QI?: To what extent do the following statements are applied to you (Each statement 

requires a response) (Always, Sometimes, Never) When using computer systems in 

my workplace 

Always Sometimes Never 
1 10,1 01'1'111y computer whenever I leave a 

I computer SvStc111 

I backup my data on disks or CDs 

I click on hyperlinks in unsolicited/spam email 
messa(-ICS and unknown websitcs 
I report security incidents to the IT hclpdesk as 

1 soon as possible 
1 d0 download of install unauthorized copies of 
software 

d0 not open and execute an executable file 
(. cxc file) 11'0111 all email attachment 

use an encryption key to protect my wireless 
connection 

N 1y passvvord consists of at (east b characters 
and uses the combination of letters (a-z). 
symbols (ý, ll -,;, 

Soo) and nlllllbel'S (0-9) 

I vv rite down my password in order to 
remember it 

I keep my password secret. I do not share it 

vv ith anyone 
1 chance my password recularly 

normally Lise simple password for my work 

computer at home 
I allow a \\ ell brow set- (eat. Internet 
Explorer(IE) \lozilla Firefox) to save my user 
Id(S) and passwords for ulster access 

make sure all anti\ Irus software is enabled 

and updated 

I scan With antivirus any external disk/thumb 

drive (iS13 driver before plllýggin It into 

computer syste111S. 

I use the 01', -, anisat loil's lire\\all protection 
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Q14: To what extent do the following statements are applied to you (Each statement 

rcyuii"cs ;1 

m% honisc 

responsc) Somnetinmes, Never) When using computer systems in 

Always Sometimes Never 
I long of I mV' computer whenever I leave a 

computer system 

I backup my data on disks or CDs 

I click on hyperlinks in Llnsollclted/spam email 
Inessaues and unknown websites 

I report security incidents to the IT helpdesk as 
soon as possible 
I do dO\V 111oad or install unauthorized copies of 

50ItvV are 
I do not open and execute an executable file 
(. CXe file) 11'0111 an email attachment 

I use an encryption key to protect my wireless 

connection 
My passvV Ord consists Of at least 8 characters 

and uses the combination of 
letters (a-z), 

symbols a =S°o) and numbers (0-9) 

I write down my password in order to 

remember it 
I keep my password secret. I do not share it 

\V ith anyone 

I change illy password regoularly 
1 normally use simple password for my work 

co111 puter at hollle 

1 allovN a web browser (e. g. Internet 
Explorer(lE) Mozilla Firefox) to save my user 
id(s) and passwords for faster access 

I make sure all antivirus software is enabled 

and updated 
I scan with anti\ i1-us any external disk/thumb 
drive USB driver before plugging it into 

computer Systems. 

I use the personal flrewall protection 

Question End. 

Thank you for your time answering the survey. God bless. 
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APPENDIX: B 

RESEARCH SURVEY 

COMPARING, SI_CURIT1" PRACTICES OF \VORKPLACE AND HO\1E: A CASE 
FOR USIM STAFF 

\amc: Hamida Omcr Issa Askcr 

Faculty of Science and Technology 

Master of ('omputer Science via Mixed Mode in Information Security and 

Assurance 

My name is Ilamida Omer and I am Masters Student at the 

1. niversitit Sains Islam Malaysia (USIM). For my research project, I 

am evaluating information security awareness and practices among 

I. 
_'SINI staff both on their workplace and home. Therefore, I and 

inviting you to participate on this research by completing the 

attached questionnaire. This questionnaire requires 10 minutes to 

complete. We will assure all provided answers you provided will be 

kept in the strictest confidentiality. This questionnaire consists of 

three main sections answer all provided questions. 
li inl vnvi Inr tal inri tiiivo in nccict n1P in mgr r'dn itinnal ýnrlsaý me 

Contact details: 

(018-104-10-15) 

(hamida? O1 ý,, a vahoo. com 

Supervisor: 

Dr. Mohd Zalisham Zali. 

(Zallsha111(1 Us111l. edU. lllv) 
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"I.: ('l IO\ A: (About N oursclt) 

I -(ender: 

1a1c I emale 

2-\ec: 

kcioNv 20 20-24 25-29 30-34 35-39 c 40 and above 

-Pace: 

\lalaý Indian Chincsc Others 

4- 1Iichcst Education 1 c\cl: 

Certificate (eg. SP\4. STPA etc) 0 Diploma o Bachelor C Master 

Phl) 

5- Your Main Job Role: 

: Academic staff Administration staff 

tiE(TION B: (Information Security Awareness and Practice. ) 

These questions related to Security Awareness 

Security Awareness Workplace Home 
Elements No Not Sure Yes No Not Sure Yes 

1 1,1111 a\\ are \\ ith the \ ulnerahilities 
associated with sharing devices. 

2 1 am a\\ arc \\ ith the cncrvptloll that 
can 1\1*e\ Cllt Ullallthollzed aCCCSS to 

confidential III 1,01-Illat 1011. 
3 1 and a\\ arc that it is Important to 

hack uh nl)' lilts. 

4 I and a\\ arc that inli\rnlatiun 
security IS 11CCeSSar\' to Protect 111V 

lillorlllation. 

11 ; 1111 a\\, 11'C \\lth \IRIS hl'otCCtloll 

soIt\\arr that requires Ii'egnent 

t ýI 
uhdates. 
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These questions related to Security Practice 

Security Practice ýt4lork lace Home 
Elements No Not 

Sure 
Yes No Not 

Sure 
Yes 

1 1 102 ot-t m\ computer \\hCnc\er 
I lea\ c it. 

I re_ularl\ backup my data. 
Z1 do not download of install 

unauthorized copies of'sott\\are. 
tI make sure the antivirus 

sol arc is enabled and updated. 
1' I use tire\\all protection 

SF ('1'1O\ C: (Factors effecting information security awareness and practice in 

the wworkplace and home. ) 

These questions related to Policy Factor 

Policy Factors - Workplace Home 

Elements No Not Yes No Not Yes L 
Sure Sure 

1 1 eanl rClated to Serurit\ is nceded. 
? 1 Llul\\ \\ 1111 to contact it' Ill\' computer 

Is IlacLed or II11CCted. 

3 -1 11C IIrC\\all on Ill\' c11111ptItClIs al\\a\s 
Cllaltlcll. 

4 ? vlvconlputer is eonligured to 
autonlaticall\ update. 
I hil\r policies on which \rChsltes I alll 

allu\\cd to \ isit. 

These questions related to Behaviour Factor 

Behaviour Factors Workplace Home 
I: Ienlents No Not Yes No Not Yes 

Sure Sure 
I I' II make Sure that \\ hen I delete a 

the trout the computer or USB 

stick. that the In i'01-Illat loll is 

totally remov cd. 
I IM that Ill\' PC IS Sate. 

I often take infornunloll Gone the 
oI lice and use a computer al hoille 

to work on It. 

4 1 
CIO not Shale IIIv' llISSvv Ord. 

1 use the same passvv ord both for 
\\ ork : 111d 110111e al'COLIlItS. 
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hest questions related to Training factor 

Training Factors 
Elements No Not Surc Yes 

E I allcndcd security training, course lately. 

2 1 recelvc aclCCjL1: ltC I11)01"1IIat1o11 securll)' 

1ra1111114_'. 

ý I ralllllll-I make ills I110rC aware (incl-casc Illy 

a\\'arellesS ). 

4 Training )1rc1111c11eS Security aV'1'arC11CSS. 

5E ralllllll-l )1rc1111L11CS SCCLlrlty'lractlccS. 

I'hese questions related to Knowledge of IT Factor 

Knowledge of IT Factors Workplace Hone 

Elcments No Not Yes No Not Yes 
Sure Sure 

I I We installed, updated, 
and enahled, antivirus 
sol are on Illy Computer. 
I kilo\\ \\ hat the risk is \\ 'hen 

opening C-Illalls Irolll 

llnkno\\ It senders: especially 
it'there is an attachment. 
I know what an email scam 

is and how to identitb it. 
4 I know how to use antivirus 

software and llo\\ to ,, call 1,01- 

viruses. 

These questions related to Education Factor 

Education Factors Workplace Home 
Ilemcnts No Not Yes No Not Yes 

Sure Sure 
I know what social cmgincering 
(IvhishinO attack is. 

2 1 kilovy what to do It Illy 

computer is infected with a virus. 
I never found a virus or a Trojan 

on Illy cons puter. 
4 \1y colllhulcr" has 110 value to 

hackers. they do not target me. 
I always download and install 
SoIl\\'are on Illy colll liter. 

Question Feld. 

Thank you for your time answering the survey. God bless 
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APPENDIX: C 

Statistical Analysis 

tiCCurit\ A\\ arcncss at x\ orkhlace 

ItcliahilitN Statistics 

Cn nharli' 
\lhh: ý 

N of' Items 

-; ý ; 

Sccuritý practice at workplace 

I2rliahilitý Statistics 
Io llhalh s N ol IiCllls 

\lhha 

. ;` ; 

I'ulicý I`actor at ý\ orkhlacc 

ILcliahilit) Statistics 

l RoIlharh s 
Alpha 

N llt llcills 

. 
^iil ý 

13chm\iour Cactor at ýýorl: placc 

Ilcliabilit Statistics 
CI'oIlharh's N of items 

Alhh3 
, 

--1 

I raining IýcICIOr 

IlcliahilitV Statistics 
CRoI1hllCl1's 

Alri1: 1 

N l1f Itrms 

hno\\ IcLII'c OC IT factor ýN orkhlacc 

llcliahilitýStutistics 

l'nonharh's N of Itcms 

\lhh; ý 
ýlll 4 
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L: ducatio» 1'actor ýýorkhlacr 

IlcliahilitN Statistics 

C'mnhach's 
Alpha 

N of'ltrms 

. 
^15 5 

JCCUI-II\ : A\V', llelicss ill hon1C 

Ilcliahilitv Statistics 
Cfllllhalll ,, 

Alpha 

N lll Ilrllls 

. 
--4il 5 

SccuritN' ppraetiee at home 

Reliability Statistics 
C1'oIlhach'ä 

Alpha 
N uI Ilcllls 

. 
7(l? ý 

I'olicv faýtýn- at home 

Rcliability Statistics 
C17111hachI s 

Alpha 
N ot'Itcros 

. 
7O? 5 

ßChav lour factor at home 

Reliability Statistics 
ý I'cýIl1Y, 1Chýti N of items 

. 
ý1ý l 

Kno\\lcclýýc oC I'I- läctor at home 

Kcliabilitý Statistics 

C'mnhach's N o1'Itcros 
Alpha 

i11 4 

L-Cillcalloll ("Ictor at 110111C 

Rcliabilih' Statistics 

('ronharh's N of Items 
Alpha 

ý; ý 
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1)escriutiN e Statistics 
Mcan Std. 1)c%la(IUn N 

\\\arrnr» \\ rkplacc 2.71 
. 430 285 

Pllllc\ \\llrkplacl' 2,65 

. -1-} i 
285 

our vvorkplacc 2.6 6 
. 
427 1 S5 

hnowvIr(i, -, c vvorkplarc 2.72 
. 
469 2S5 

l'ducation vvurkplacc 2.03 
. 
440 2S5 

Iraininý 2.43 5S9 28 5 

Correlations 
r-- ý 

: %\\arcnc: s PClicy ßchaýiour Knoýýlcdýze Ldýuatiun Trainin 

ýý, Wkplacc \k ýýrkplacc ýýorkplacc ýýorkplace ýýorkplacc ýý 
F-- 

u0u 

I'". lr: on 

10 11 analysis sccurity avv areness at vv orkplace and factors (policy. 
hchav lour. training. knowlcd-c of technology and education) 

I Polio \\urkhlIcc 
12ýýhaciýýur ýýýurknl. icc 

l, rrclati,, n __ 
Kno%\Icdec ý\orkhlacc 
I ducation ýýorkplacc 
l rainin 

: \ý\arcncss ý\orkhlacr 
11011cý ý\orkplacc 
lirha\iuur \corkhl: tcc 

tallCli Kno\clcii, -, c \rurkhlacc 
laiucatiOm ý\Ork ilacc 
I raininc 
: \\ýarrnc» \\urkplacr 
Poliýý %wrkhlacc 
licha%iowr ý%orkhlacc 
hno\\ Icd_c \\ oxkhlacc 
Edacatiom ýwukhlacc 
hrainim, 

. 677 

. 
816 

. 
619 

. 651 
1 . 

000 
ý-I 

. 
000 

. 
000 

. 
000 

. 
OUO 

. 
000 

ý ̀, 
285 

, s5 
ý ̀; 
ýS> 
'`; 

: ýýýarrnr; s Policv Behaviour Knowledge L-ducation Trainin 

ýýorkplacr \\orkplacc \\orkplacc ýýorkplace \\orkplacr ýý 

1.000 

. 
6`4 

. 
i93 

. 
655 

. 677 

. 
376 

. 
000 

. 
000 

. 
000 

. 
000 

. 
000 
'1Si 
-)Ci 
? ̀ i 
1S> 

ýsý 
ý8 5 

. 
684 

1.000 

. 
629 

. 
666 
S16 

. 
526 

. 000 

. 000 

. 
000 

. 
000 

. 
000 

? \i 

-) ý; ; 
2S5 
ýS, 
285 
25 

Model Sunuuan" 

. 
59 

. 629 
1.000 

. 
»0 

. (ply 

. 
406 

. 
000 

. OOO 

. 
000 

. 
000 

. 
000 

, ̀ ý 
ýý, 
-)`> 
1, ý ; 
2`; 
ýý; 

. 
(i5 

. 
666 

. 
550 

1.000 

. 681 

. -4 ;5 

, 000 

. 
000 

. 
000 

000 

. 
000 

ý ̀, 
ý`i 
2S; 
ýý, 
2S> 
ý ̀ ; 

\lo(lLI R R Square \dju, trd R 
Square 

Std. Error utthe 
I-stilliatc 

1 7,9" 
. 
570 

. 
569 

1S; 

a. Prcdictor": (C'Onstant). fraining. l3ch-, mour \\orkplacc. Knowledge 

\wrkplacc. Policý\\orkplacc. Education workplace 
h. I)cpcndcnt \'ariahlc: : 1\\ arcncss workplace 

: ý\ Oý': ý: ý 

\t. iý I Sum f Sýluarc, df Mean Square 

Rýsrr»ic, n 111.; 1ý ý 6.06, 7>. 910 
ý000r 

I: ý. iiual 2ý. 2 S4 L) OSO 

1 ilaý 52.600 ýS-} 

. 376 

. 
526 

. 
406 

. 
435 

. 
571 

1.000 

. 
000 

. 
000 

. 
000 

. 
000 
000 

ý8> 
. );;; 
285 
ýSi 
? tij 

'1`i 

,: Urprndcnt \ ariahlc: : \ýýctrrnrs; %\orkhlace 
h. I'rckiictrn,: (Constant). Iralnlno. IiCha6our \\urkhlacr. Knowledge \\orkhlace. Polio 

\\orkhlacc. I ducation \\orkhlace 
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cocfrcºents', 

NI odcl 1'n. tand: udiicd Standardized t Si, 
-,. 

! 9ý. 0°ý' Confidence Correlations 
Cocflicicnts Coefficients Interval for B 

13 titd. Error Beta Lo\\ er llppcr Zero- Partial Part 
Bound Bound order 

tCunaantl 1t. ' 119 3.914 
. 
000 232 

. 
702 

Policý \wrk plaec . 
(17() 

. 
24 9 3.452 001 101 379 

. 6841 IOý 

. 
135 

Bchaý irnir 
.l 

S_1 . ()S-) . 
180 3.444 

. 
001 

. 
078 

-85 
S93 13-1 

ý, rl ýIaýe 
1: nom Irk], 

-'c . ()5 1 
. 
274 4.899 

. 
000 l i0 3 655 

. 
'? e IS l . 

191 
Ork place 

fducan"lt 'll 073 , 
_16 

, 
-. 

89S 
. 
004 

. 
068 

. 35s . 
677 

. 
171 

. 
111 

or4. placc 
I rantim2 051 1133 071 -1.471 . 

142 121 
. 
017 

. 376 055 -. 057 

I) i irnt \ ariahic: : ýýý: urnrs> \\orkhlacr 

" Rcuression analysis security- practice at workplace and factors (policy. behaviour. 

t ainii . 
know ledge oftechnolon, and education) 

Descriptive Statistics 
Mean Std. 1)Cvtatlon N 

I'ractlcC vvorkhlacc 
-1.65 , 

447 ? ý_1 

Poltcv vvorklllacc 2.61 
. 
443 

ßrhaviour vvorklvlacc 2.66 
. 
4? 7 

I frainim! 1-3; 
. 
i8 9 ? \i 

1: novvlcýlýýc vvurkplacc I ?-I 
. 
469 

IllUcatlon vvvrklvlacc 2.6; 
. 
440 2 S5 

Correlations 

I'c: 
C k) 

Si 

( I` 

N 

- I'ractice 

orkplacc 

Polic\ 

VVork )lace 

Behaviou 

workplace 

1, rainin,.! hnotýledge 

workplace 

Lducation 

AVOrk )IaCC 
Practice tturk )laee 1.000 

. 696 
. 
454 . 606 . 

68-' 
Polic\ttork)lace 

. 
696 1.000 6ý9 5ý6 

. 
666 516 

r, un Beha\iour ttork )lace . 
5S2 

. 
6''9 1.000 

. 
406 

. 
550 . 

619 

relation Traininýs 
. 
44 

. 
5? 6 

. -406 1.000 . -135 . 
571 

VIýnrtt Ied, ýe tturkllace . 
606 

. 
666 

. 
55O 

. 435 1.000 . 
681 

Iducation ýýorkLlacc 6S' 
. 
816 

. 
619 

. 
571 

. (, 
51 1.000 

1'raýuee \torkl)lacc . (00 
. 
000 

. 
000 . 

0001 . 
000 

I'olic\ \\ork )lace . 000 
. 000 

. 
000 . 

000 . 
000 

Beha\iour \\ ork iIacc . 
000 

. 
000 

. 
000 . 

O00 . 000 

ýailedl 11a1111112 . 
000 

. 000 
. 000 . 000 . 

000 
Kno\\ ledýe ýý ork )lace . 

000 
. 
000 

. 
000 

. 
000 . 

O00 
Iducation ýýork )lace . 

000 
. 
000 

. 000 . 
000 

. O00 
I'ractiee ýtork, lare ý55 ý55 ýS5 ýS5 5 

_ 
285 

Police ýtork )lace 'S5 '_'85 ? 85 285 285 285 

lýehaýiotutýork, lace ýS5 ýS5 ? S5 ýS5 ý85 j _'85 
l rainin ý55 ý55 ý55 285 ýS5 255 

ýhnovlll'11ýevlofktlaee ý5ý ý5ý 'Sý -iS> 285 

I ducauon NOrkltlace 'Sý 285 285 285 285 ý8. ) 
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Model Sunuuan-l' 

Nlodc R R Square Adjusted R 
Square 

Std. Error o(the 
Estimate 

1 . 
750' 

. 
562 

. 
554 . 

298 

I'rcdictoi;: (Con, tant)- Education %\orkplacc. Training. Behmioun 

orkplacc. Kno\cIcdgc workplacc. Polic\ ý%orkplacc 
h. I)cpcndcnt Variable: Practicc \\orkplace 

A1OVA" 

\1"'icI Sum of' Squares df Mean Square 1= Siu. 

Rcsrcaion 31.576 5 6.375 71.561 000" 

Rc, idual -1 -1.55 6 279 . 
0S9 

Ional 56.7, , 7S->- 

a l)cpcndcnt V'ariahlc: Practicc %\orkplace 
h. Prcdictors: (('olist ant). 1. ducation \%orkplacc. Training, Bchmiour workplacc. Knowledge 

\wnkplace, Police \\orkplace 

Cocflicicnts" 

\1"Jcl I'mtandardlLC 
d Cociticicnts 

StandardrzCd 
Cocificicnts 

t S. 9-;. 0",, Confidcnce 

Interval for B 
Correlations 

13 Std. Beta 1_oýýer Upper Zero- Partia Part 
lýrror Bound Bound order I 

(Con; tant) -. 
512 

. 
005 

. 
106 . 603 

1'lic\ ý91 
. 
07-4 . 

289 3.936 
. 
000 14i 437 6)6 c ) 

. 
156 

ni. place 
13c1a\i010 

. 
168 056 . 

160 3.009 003 
. 
055 77 ýS? . 

177 . 
119 

orl. placr 

Irainim-, . 
069 

. 
U37 

. 
091 1.561 

. 
064 -. 004 

. 
142 

. 
484 . 

111 . 
074 

Kno%ý ledge 
1ý1 

. 1154 . 
158 1754 006 044 2 55 

. 
606 . 

164 . 
110 

ý on: placr . . 

I_d ucat10 n 
. 191 . 1177 . 

188 2.4 74 1114 . 039 . 43 3 65_ . 
147 0 )5 `' 

orlýlac . 

1)chcnkicnt V; mahlc: Practicc \\urkplacc 

" I: c,, ression analysis security amyareness at home and factors (policy. behaviour% 

nraining. knowledge of technology and education) 

DcscriatiN c Statistics 

A1can Std. Dc\iation N 

I lomc ausrcncss 2.70 
. -124 

281 

I lomc Policv 2.45 
. 
499 285 

I lllmc hcha\uwr 2.62 . 
453 281 

Ilalnln'S 2.43 
. 
589 285 

f Iomc hnom ledge 2.62 . 
475 285 

Ilomc IidUcatlon 2.6? "443 2281 
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Correlations 
Home 

avvareness 

I-lonle 
Policy 

I-Ionic 
behayiour 

Training Home 
Knowledge 

Home 
Education 

I Ionic awareness 1.000 . 
344 

. 
479 

. 
397 

. 
448 

. 630 
Honle Policy . 

344 1.000 
.? 

13 . 
446 . 

035 
. 
450 

1'ear. on Honle behaviour 
. 
479 

. 
213 1.000 . 

352 . 
368 

. 
548 

Correlation Irainine . 
397 . 446 . 

352 1.000 . 
130 . 635 

1 lone Know ledge 
. 
448 

. 
035 

. 
368 

. 
130 1.000 . 

364 

I Ionic Education . 
630 

. 
480 

. 
548 

. 635 . 
364 1.000 

I Ionic avval eness . 
000 

. 
000 

. 
000 

. 
000 . 

000 

Ilonle Policy . 
000 

. 
000 

. 
000 

. 
277 . 

000 

tiiý .t1_ 
Homc behaviour . 

000 
. 
000 

. 
000 

. 
000 

. 
000 

t; liledl Ill )g, . 
000 

. 
000 

. 
000 . 

014 
. 
000 

I Ionic Knowledge . 
000 

. 
277 000 . 

014 . 
000 

I 1on1e Education . 
000 

. 
000 

. 
000 

. 
000 

. 
000 

I Ionic avrarcness 285 255 285 285 285 285 

I Ionic Policy ? 85 285 285 285 255 285 

Honlc bchayiour ? 85 285 285 285 285 ? 85 
N llainine 255 ? 85 ? 85 285 ? 85 ? 85 

I lonle Kno\\ ledee 
_255 

285 255 255 285 285 
I10n1C Educatloll '? 85 285 285 285 285 285 

Model Sunuuan"' 
1vlodel R R Square Adjusted R 

Square 
Std. Error of the 

Estimate 

1 . 
68 S" . 

473 
. 
463 

. 
310 

a. Predictors: (Constant). I-Ionic Education. Home Knowv ledge. IIonnc 
Policy. IIonic behaviour. Training 
b. Dcpcndcnt Variable: 1-tome awareness 

A\OVA: ' 

Modcl Still) of Squares df Mean Square F Sig. 
Regression 24.117 i 4.8223 50.043 

. 
000 

Residual 26.892 279 
. 
096 

1l otal 51.010 284 

a. Ihhcndent Variable: I Ionic mvarcness 
h. Predictors: (Constant). II omc Education, Home Know Icd, ae. Home Policy. Home behaviour. 
I raining 

Coefficients" 

Iodcl Unstandardizcd Standardized t Sig. 95.01',, Confidence Correlations 
Coefficients Coel"ticients Interval for B 
B Std. Beta Lower Upper Zero- Partial Part 

Error Bound Bound order 

(Constant) 525 . 
145 3.560 . 

000 235 . 
816 

Ilonic 
. 
090 . 

044 . 
106 2.062 . 

040 
. 
004 . 

176 . 
344 

. 123 . 
090 

Polic\ 
1 tone 

. 
131 . 

050 . 
140 2.623 . 

009 
. 
033 . 

229 
. 
479 . 

155 . 
114 

hch. n our 
l rainine . 008 . 042 . 

011 
. 182 . 

855 -. 075 . 
090 . 

397 . 
011 

. 
008 

I lone 11, 
. 
044 243 4.995 . 

000 . 13-1 . 
303 . 448 . 

287 . 217 
Knkm 
IIonic 

3S9 (166 . 
407 5.942 . 

000 '_60 . 018 . 630 . 
330 '08 

I-. ducatlol) 
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" Rcuression analy sis security practice at home and factors (policy, behaviour, 

uainin,, knoww lcd, c of technology and education) 

Descriptive Statistics 
1\lcan Std. Deyiation N 

Ilomc Practice 2.64 
. 
444 285 

Ilomc Policy 2.45 
. 
499 285 

Ilomc behaviour 2.62 
. 
453 285 

Trainimý 2.43 . 
589 285 

l Ionic Knowledge 2.62 
. 
475 285 

Home Education 2.63 
. 
443 285 

Correlati ons 
llome 

Practice 
Home 
Policy 

Home 
behaviou 

t. 

Training Ilome 
Knowledge 

Home 
Education 

1111111C 
Practice 

1.000 
. 
426 

. 
5J-) 

. 
402 

. 
447 

. 
670 

Ilonle Policv 
. 
4'_'6 1.000 

. 213 . 
446 

. 035 . 
480 

1'ear: '11 Ilollle bchavlour 
. 
5I? 

.? 
13 1.000 

. 
35? 

. 
368 

. 
548 

(_Urfeýall(111 
1 rallllll`v 

. 
402 

. 
446 

. 
352 1.000 

. 
110 . 

635 

1lonic KnovvIcduc 
. 
447 

. 
035 

. 
368 

. 
130 1.000 . 

364 
I Ionic I". ducatloll 

. 
670 

. 
480 

. 
548 

. 
635 

. 
364 1.000 

Ilome Practice . 
000 

. 
000 

. 
000 

. 
000 

. 
000 

Ilonle 1'oli0, . 
000 

. 
000 

. 000 . 
177 

. 
000 

Si, -,. 
I Tome behaviour 

. 
000 

. 
000 

. 
000 

. 
000 

. 
000 

1-tailed) I Craining . 
000 

. 
000 

. 
000 

. 
014 

. 
000 

I home KnovvIedoe 
. 
000 

. 
277 

. 
000 

. 
014 

. 
000 

110111c Education 
. 
000 

. 
000 

. 
000 

. 
000 

. 
000 

I-10111C Practice 185 285 285 2) 85 2 8J ? 85 
Hollle Polio, 285 2 8J 285 "? 85 285 285 

" 
I lonle behaviour ý85 85 ý85 285 2) 85 285 ý 
7 raining ý85 ý85 ý85 85 
1lonlc KnovvIcdoe 285 '_'85 ? 85 

-85 
ý85 ý85 

Home Education '85 _'85 285 '? S5 285 285 

Model Sunuuan" 

Model R R Square Adjusted R 
Square 

Std. Error of the 
Estimate 

. 
730" 

. 
541 

. 
533 

. 
303 

a. Predictors: (Constant). 1-ionic Education. Home Knowledge. 1-lomc 
Policy. Ilomc behaviour. Trainime 
b. Dependent Variable: Honk Practice 

AnovA° 
Mýýdel Sum ul Squares dt' Mean Square F Sig. 

Regression 30.271 5 6.054 65.596 . 
000" 

Residual 25.633 279 . 092 

1 otal 55.904 284 

a. Ihhcndcnt Variable: Ilumc Yracticc 
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b. I'rcdicton:: (Crntaant). IIontc F: ducation. I{onie Kno\%ledge. IIonie Policy. Home bcha\iour. 
I r; iininc 

Coefficients" 
Atodcl 1'n: tandardi/ed Standardizcd Sig. 95.0", ý Confidence Correlations 

CocliicientS Cocflicients Interval for 13 
B Std. Beta I_o\ýer Upper Zero- Partial Part 

nor Bound Bound order 
I Con't: tntl .1 -5 . 

144 1.216 225 -. 108 
. 
459 

lnmc 
1-5 . 

043 197 4.119 
. 000 . 

091 ? 59 . 
426 2 39 

. 
167 

ýI lomc 163 . 049 . 
166 3.13 4 . 

001 
. 
067 

. 
255 

. 
512 

. 
196 

. 
135 

hca% lour 

rainin_ -. 03" 
. 
041 -. 050 -. 915 

. 
359 -. 115 

. 043 . 402 . -. 
055 -. 037 

Ilonnc , 11 
043 

225 5.012 
. 
000 

. 129 ? 97 
. 
447 257 

. 
203 

iýnoýýlcdu 
llrmc 434 . 1164 . 

434 6.792 
. 
000 

. 
305 . 

560 
. 
670 

. 
377 

. 
275 

du : uiun 

a. I)clundcnt \"aria hle: Ilonic Practice 
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A Comparative Study on the Information 
Security Culture Related to Workplace and 

Home Practices 
[ 1-Iamida Omer Issa Asker ä Mohd Zalisham Jali ] 

. 1h. ctruct- Securit awareness can he practiced from various 

urr"le like within school. ýorrrrrnumt-sponsored initiatives and 

security providers. The aim of present paper is however- confined to 

inve ctiýutirr, the hehavior. practices and interactions at the 

oroanizutiorr level and within home environments. Therefore, the 

sr rre_l' wrt. % conducted to assess the information security culture 

am... I worAers in terms of their workplace and home practices; 

and to determine if a relationship e-vists between information 

se evtritl' culture practices at the workplace and at home. The result 

demonstrated that the awareness at home and within the workplace 

appear: ' to he of the saint' /evei, with negative practices are still 

prac'ticccc insecure behavior. 

herwrcrdc- Sccuritý awareness. workplace practice, [ionic 

practice. 

i. Introduction 
Information security threats have experienced significant 

evolution 
in terms of volume and nature. shifting fi-om 

technical savvy hackers with unerring skills to organized and 

meticulous crackers aiming to gain financial benefits for their 

\% ork (I ]. Consequently. cvbercrime activities have increased 

uid end-users find themselves the recipient of threats. 

ýccunling to 14 more than half (52 ) of firms have been 

thrcat1'17ed 
in 2007 alone while f 3]reported that 64%, % of the 

study respondents admitted to encountering Phishing email, a 

threat that was not widespread 5 years ago. In this regard, 

u, cr's protection has been proposed in a range of security 

countermeasures. 
These safeguarding tools constantly involve 

in terms of sophistication and in number to counter the 

cvolvin 
threats. Nevertheless, the successful operation of 

such tools depends upon their effective deployment, 

-cmligurttion and operation by end-users. More importantly, it 

sa yell known tact that the strength of security is only as 

effective as its weakest link, and the latter is, more often than 

not. the end user 141. In an attempt to counter the threat 

experienced 
by end-users, increasing concentration has been 

directed tovNards information security awareness, education 

and infin-mation dissemination. 

1lýrmiýlýr (in, r Isla 
. -Isko- 

l'niýrrsiti Sains Islam Nialavsia (lS1M) 

\lalaý ýi: ý 

11uhd /. ýlichirn . 
/ýli 

l rrsiti Sams Islam \lalavsia (USIM) 
Malaý; ia 
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In the context of the organization, efforts have been 
expended towards enhancing awareness among workers [2] as 
evidenced by the fact that 82% of enterprise firms provide 
training. This scenario is however not common for all 
companies [5] as in majority of small-to-medium companies 
only 40% reported to provide training. Several organizations 
possess the training resources if they intend to provide training 
but they only constitute 95% of Internet users. The remaining 
50 are home-users or the general public. The concern lies on 
the fact that 95% of users are prone to threats and attacks [6]. 
On the other hand, home users have various resources to 
enhance their online threats awareness and they are provided 
with supporting information by anti-virus providers, operating 
system vendors, and government initiatives [1]. 

Moreover, despite the available training programs and 
initiatives at the workplace and at home respectively, research 
dedicated to understanding what is being relayed and where, 
the strategies effectiveness and the level of learning styles- 
role in realizing good information security practice is still few 
and far between. In this regard. security awareness can be 
viewed from various directions like within school, 
government-sponsored initiatives and security providers. The 
present paper is however confined to investigating the 
behavior, practices and interactions at the organization level 
and within home environments. The organization of this paper 
follows the following sequence: the current information 
security awareness and the security culture development are 
discussed in Section 11, followed by the study methodology in 
Section 111. and the presentation of study findings in Section 
IV. Section V provides a discussion of the main findings. 
while Section V1 presents the conclusion and sets the direction 
for future studies. 

n. Related Works 
Both academic and commercial communities have given 

due attention to information security awareness in the past few 
years. Organizations are increasingly acknowledging the 
significance of their information assets and the development of 
effective strategies to enhance awareness within the company. 
This has been further supported by effective corporate 
governance regulation and legislation [7]. In addition, a 
considerable amount of studies have called for the need to 
develop an information security culture in the organization and 
to shift from surface learning to embedding good practice 
among workers [8.9]. Researchers are convinced that 
establishing such culture in the organization, can lead to the 
maintenance of long-term security practice and promote 
awareness and education of security issues as it facilitates 

employee engagement of the practice. 

, Die TAL 
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With regards to home users. awareness raisin" initiatives 

have been proposed: for instance. [10] is a l'. K. Government 

sponsored initiative that offers general information concerting 

risks and protection front threats. Such initiative offers 
information th, rnguidelilies to particular information 

concerning threat. and is primarily text based information 

coupled vyith a lcvý video tiles. The U. S. and other countries 

also hase a similar national-based websites catering to 

awareness [11). Several companies providing security 

softssare and operating systems also offers weh-based access 

reading-based resources to educate and infirm home users 
[l,. 1 3I 

fv idctntly. it is a challenging feat to motivate home users 

to employ security measures as security, although a 

requirement 
is not alvsav s the user's primary task. People often 

tail to understand that they need to follow security measures 

and those that do understand. have limited time to so. 

ycconling to evidence. even when users think they are well- 

inharmedf about security and self-protection, they often fall off 

the mark. : According to a study conducted by 114], 75 % of 

borne users think they are protected from spans. but in 

actuality only 42 did. phis gap betkyeen tyhat they know and 

the actual reality demonstrates a significant gap in 

understanding. 
Good security awareness has been investigated 

by various studies in the hopes of creating learning 

mechanisms 
like lace-to-lace training sessions, email 

online training. video game, intranet-based access 

and poster campaigns [151. Studies primarily concentrated on 

s'hat and hots to educate workers in the organization and 

highlighted the significance of measuring security programs 

cffcctiyeness to guarantee that education results in practice 

[I01. 
[}[ identified that the majority of the learning about 

infi, rntation security occurred in the workplace, where clear 

ntoiiyations. 
such as legislation and regulation, existed. It was 

rlsr, finmd that user's were store than willing to engage with 

clt awareness raising initiatives. From a comparison of 

l, rrcticc 
bets'ren nyork and home environments, it was found 

that this knowledge and practice obtained at the workplace 

vas tanslcrred to the home environment. Given this positive 

uansfcr. +biIity 01 knotledge and the willingness to learn about 

Iu, w to remain secure. an opportunity exists to move away 

front specific organizanunal awareness programs and to trove 

tow. rrd; as'; reness raising strategics that, whilst deployed in 

the organization, will develop an all-round individual security 

culture for users independent of the environment within which 

they ate operating. 

[1 _I identified the ambiguous aspects of current security 

awareness approaches and the proposed classification provides 

a guide to identify the range of options available to researchers 

and practitioners when they design their research and practice 

on information security awareness. 

uf. Survey of End Users' 
Awareness and Practices 

information security culture in both organization and home 

place is quite challenging. Additionally, it is possible to 
assume that most employees perceive information security 
culture from within the workplace and at home, but the issue 
lies in determining the level of the relationship between home 
and workplace practices that encourage a security culture. For 
this reason. a survey was developed for the assessment of such 
factors where data were collected and a quantitative method 
was followed. The survey's primary objectives is to conduct 
an assessment of the information security culture among 
workers in terms of workplace and home practices. 

The survey is divided into three namely demographics, 
background of information security awareness, workplace 
practices and home practices. The workplace practices are 
geared towards examining the present practice of the workers 
within their place of work. The survey was distribution to 
random people who are employed and are regular computer 
uses at work and at home. 

iv. Results & Findings 
Reliability Test 

The reliability of the survey were measured by analyzing 
the questionnaire' results to obtain coefficient Cronbach alpha. 
The most popular test of inter item consistency reliability is 
the Cronbach's Coefficient Alpha. In general. reliabilities less 
than 0.60 are considered to be poor, those with above 0.60 
ranges are acceptable, and those over 0.80 are good. The 
Cronbach's Alpha value of this survey is 0.759 that considered 
an acceptable value. 

Cronbach'c 
Alpha 

. 759 

TABLEI. I. Reliability Statistics 

A' of items 

92 

After analyzing the demographics, it was revealed that the 
majority of respondents were male workers with 76.5%, while 
the remaining 23.5% were female workers. Also, 41.2% of the 
respondents were from the age range 30-34 years and 35% of 
the total respondents had at least a degree level of education. 
This may be attributed to the author's personal contacts who 
were in the same age group and who have a tendency to be 
more IT literate or have at least an email account. Most 
respondents (40%) perceived themselves to be moderate in 
their awareness level of security culture as presented in Figure 
1. It is believed that this proportion of users do not represent 
the general population and that this would not bias the survey 
results but it would provide a more informed and accurate 
response to the survey questions. Therefore. the results 
showed a positive perspective of the use and knowledge of 
information security existing within the population at large. 

I)uc to the lack of literature focused on end-user awareness 

and 1racticc. dctermining the a\\areness and assessing 
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Information Security Awareness 
Background 
l he understanLlii of the information security cultw-e of 

the workers entailed questions provided to them concerning 

the ]III -, rmation securit\ threats, particulars in question 

number -' that is dedicated to Trojan. Spam. social engineering 

tphishincl. denial of service. identity theft and hackers. The 

entire respondents are aýý arc of the v irus and Trojan threat as 

gcidenced in I io'ure 
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. InstaIIimg : \nti\ IRIS 

: A11 the resp dents (I 00°o) hair antivirus in their 
home cominncrs. indicating that the\ are all aware of the 
virus %ýorm threats and they employ the required safeguard 
(installing anti\ irus). 
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Information Security Practices at 
Workplace 
With regards to the workplace, the respondents were 

requested to respond to several questions dedicated towards 
understanding common security practices. Questions 
pertaining to these practices are divided into general security 
practices, practices related to password and security practices 
related to antivirus and firewall the chosen for these practices 
it is the common simple practices that could he understood 
from the respondents. 

General Security Practices 

This covers the practice of logging off computers 
whenever they are using a computer system where 71 % of 
the respondents claim to do so, and steering clear of 
executable files received in their emails, a practice done by 
77°(, ofthe respondents (see Figure 3). 

E 

Figure 3. General security practices 

" Practices Related To Password 

These practices include the use of passwords 
comprising of at least S characters and the use of combined 
letter (a-z) symbols (! (i S°o). where 64.7°, b of the 
respondents claim to do so, and keeping passwords 
confidential -a practice followed by 64.7% of the 
respondents (see Figure 4). 
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tircuritý Practices Related to Antivirus and Firewall 

-l-his co\ers practices such as scanning external disk/thumb 

drive l'Sß drive with antivirus prior to repievv'ing the files 

evident ti-ont Figure of the respondents 

claim to fiýllu« such practice (see Figure ý). 
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Information Security Practices at 
Home 

\\'ith regards, to their a areness at home, the respondents 
\\cre asked questions pertaining to common security practices 
in three different categories, general security practices, 
practices related to passvv ord and security practices related to 
antivirus and 1-11-c\\ all. 
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o General Security Practices 

The majority of the respondents (82%) claimed to log off 
of their computers when they are done using the system (See 
Figure 6). 

Figure t. General secu ity practices 

c Practices related to password 
The majority of the respondents (58.8%) change their 

passwords regularly as presented in Figure 7. 
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Figure 7. Practices related to password 

Security Practices related to antivirus and firewall 

This covers the practice of scanning external 
disk'thumb drive'USB drivers prior to accessing it in 
computer systems and 71%, of the respondents claimed to 
follow such practice (Figure 8). 
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v. Discussions 
Overall, the respondents appeared to represent a 

knowylcdgeable ý_roup of individuals concerning the topic of 
IS. o ith majority of them possessing a good level of 

awareness and practice. however, generalizing the present 

tudý's findings to a wider population has to be done with 

caution as it is anticipated that the levels of IT and security 

otwarcncss of the larger population is generally lower. 

It is identified that practices for both workplace and home 

could resulted in danger for example downloading/install 

unauthorized copies of software and click on the hvperlinks in 

, patt» email unknown vyebsite still for both practices 
participants were wrote down their password and use simple 
password . 

In addition, alloying browser to save user id and 
password could expose to insecure behavior if it is broken by 
hackers. 

Iloweycr. this does not affect the current study's results, 
although it is crucial to realize that the issue of information 

security awareness and practice still exists. On a brighter note, 
the respondents to the survey possess a good level of 

awareness and practice of IS security both at home and in the 

\/ orkplace. 

Vi. Conclusions 
(; uod information security awareness should be achieved 

in the population of Internet users at large if users are to 

remain security and if c-business is to develop. Awareness at 
home and výithin the ývorkplace appears to be ol'the same level 

as demonstrated by the survey findings pertaining to the 

scanning cytcrnal disk thumb drive U SB driver prior to 

accessing their contents. changing passwords on it regular 
basis and logging off of computers when done using the 

computer s> stem. 

On the other hand. it is identified that practices for both 

workplace and home could resulted in danger by considering 
to the sui\e\ finding in the following practices such as 
dov+nloadino install unauthorized copies of software, click on 
the h\pcrlinks in span email unknown \\ehsite and writing 
their password do\\n to remember it. 
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Future research will focus upon the developing 
information security awareness framework and in particular 
look to incorporate other factors such as education 
background, training, and user behavior, as well as, to identify 
if there is transferability of the security practices from work 
place to home or from home to workplace, as well as 
targeting larger number participants with different 
backgrounds such as education background, ethnicity and 
religious. 
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