CHAPTER 4 %\T
Ky

SYSTEM DESIGN AND IMPLEMENTATION Q

\4
4.0 Overview l\d
This chapter describes design and imple ation of fa pa ni s?ra’c&fion
learning. The system structure will be described &I pytjne@ system
flowchart, the system interface, use case diagram, and che diegiﬁ\."ﬁgure 4.1

Illustrate the flowchart of the patient s@r e




Account Register

Figure 4. 1 Interface Flowchart
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4.1 Use Case Diagram
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Figure 4. 2 Use Case Diagram
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Figure 4.2 illustrates the use case diagram specific to the patient si r
software, an integral component of game development. The user interface (@wmes
a pivotal role as it serves as the primary means of interaction between‘p&s and the
game. A well-designed Ul substantially enhances the player's exper&‘:.e' by ensuring
the game is intuitive and easy to navigate. Conversely, a poorl Md Ul can lead to
frustration and hindered gameplay. Within the patient %srftware, the Ul
encompasses essential elements such as the start game in ce, | irws, register
rs with cr allin@‘gion
cilj% ent,{r}%'ractions,
and other in-game features. Additionally, thw orpa\ates nus, bél'g;s and icons

to facilitate access to different sectionxh the optio

Effective Ul design prioritiz%ﬂtive@;\%s @derstanding, enabling
players to quickly grasp the g%hanigs. Visual ap c;amd consistency assume
equal significance as th }pla In iden@g important elements and
comprehending the ga% cture et)rtl i‘l); ﬂb‘ne context of patient simulation,

'3

_ I Iy _
the design of Ul %’ts is mio y usegqaerlence surveys to ensure they align
ons

with the expect dre 'ts ofééfarget audience. Moreover, accessibility

¢
plays a cru@n Ul design; e&es 'tgft%g game developers to consider players with
i

NN
disabiliti€s ncor, tures&h as larger text, alternative color schemes, and

T
adamﬁcontrol methods. \c.}’

\atient simulation stands as a vital application within the realm of game

interface, and score display. These elements furnish

and enable interaction through buttons or contr

enu %e login system.

evelopment, encompassing critical features such as cursor movement calculations and

rror handling through text displays. Prior to embarking on new game development
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projects, conducting an extensive study of existing game applications confers?ﬂl

benefits. Such an analysis grants developers insight into current marke@ and

popular gaming features, enabling them to identify opportunities for‘ﬂkation and
differentiation. By leveraging these insights, developers can create gmat stand out
in the market and resonate with a specific niche of players. V

In summary, studying existing game applications K; e'n indispensable

step in the game development process, yielding valu insi twe market,

’
competition, and overall industry landscape. @ith this 'ad&@,—)\‘g;me
developers are empowered to craft engagin uc\% es.@zh game
application requires user actions or interactiﬁJ;) ifi ne elé}?ﬂ; to activate
system functionalities. For instance, @ the pati imu@n game requires
users to press the start button, redirﬁsthem ﬁ\ey}ogi

gnu: Likewise, within the

S
simulation world interaction s%laye% mu maneé{;? their cursor to specific

regions of the programrr@toi ger esire@mctions. To gain a more
ing of t

comprehensive unders he intricaté intetactions between user functionalities

4 .‘Q/

and the game ap tion, jﬁ\ iagrﬁxare created, offering an insightful
L N



4.2 Sequence Diagram Y’

Sequence diagram are interaction diagrams which describe how oeﬁs' S are
performed. In the sense of a partnership, they catch the connection objects.
Sequence diagram are the time emphasis that physically demonstra&%rder of the
contact with the vertical axis of the diagram to di time as to whi Mges are received
and when. The diagram below shows the sequence dia r patient simulation

system.

User Login Controller
Page
|
| r
‘ :
Press Login ~
And Enter '
. User |
Information
- Data 1 @
> y

Exception

,Q‘:v Qﬁf T Hay

B
\ -o ! C,)b

Q’% Figure .3§iﬁ8equence Diagram
% B

Y-v

ure 4.3 illustrates @équence diagram specifically tailored for the login

S ithin the patient simulator software. As an integral part of the software's

0 ionality, the login system enables users to access the patient simulation
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environment by providing their credentials. The server's role in managing th?gm
process ensures secure and authorized access to the software. (‘}
To begin, users must first register their information, includingﬁ%al details

and account credentials, which is then stored in the software's databaSe. \When users

initiate the registration process, the server receives the registr 'cNest and verifies
ec

the availability of the chosen username. If the username y ir, use, the server

prompts the user to select an alternative username, ring nw‘for each
I _{—)\T

r % sto@ﬁﬁe user's
Y. _
ta suih as'passw sing hashing
techniques. This encryption adds an waer of secumity, sa@ﬁrding the user's
account information. Additionally, @'sue sesm%\f&gas g@\}to the user, allowing
N
gin a£t§3ts.

When users request \totl atie simé software, they provide their

username and passwor% thelg

&
and retrieves the wding |c \hﬂa S frc@b@ database. The server then compares
me

the entered user. ith tEE_%t’ored records to determine if they match.

account.

Once a unique username is chosen, t

information in the database, encrypting sensitive

for tracking and authentication ubseﬁ‘uent

in f ?' 'I‘hherver receives this login request

!
nﬁt@e server sends a failure response, indicating

If the provigé%enti S d‘
\
that the % mptiv. 'yccess@ The user is prompted to review their credentials
d Qin \/Y.
an ain. \c.3
\:onversely, if the username and password match the stored records, the server

roeeeds to verify the user's session ID. By cross-referencing the session ID associated

ith the user's account, the server ensures that the login request originates from an
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authorized session. If the session ID is valid, the server grants access to thew

simulation environment, allowing the user to begin practicing their medic

Throughout the entire login process, the server plays a crucial rﬁ'l*vanaging

user authentication and maintaining the security of user accountsi¢By encrypting
es\€ integrity and

e selrver guide users
in eWny login-
@
N4
| O

e Kﬂfe i ulaxQ},rsoftware
i d acc%g;)ntrol. The

passwords and verifying session IDs, the server guara

confidentiality of user information. Clear response message
in their login attempts, providing feedback and aiding
related issues they may encounter.

In conclusion, the login system wi

exemplifies the importance of secure usemaut

server's role in managing user registra %‘ying cre

IDs contributes to a safe and reliaﬂgjser experi Twi i:afhe patient simulation
# S
&
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Figure 4. 4 User Click On Interactable Sequence Diagram \z
Figure 4.4 illustrates the sequence diagram for user irm%oas with

interactable objects in the context of the patient simulator softwar oped using
Unity. In the Unity framework, buttons serve as essential coWnts of the user
interface, enabling users to interact with the game and tri rwic'actions. One of
the commonly employed methods for button functiona@ iWssociating
them with functions that are executed upon button c . These!funct n', E‘Eﬁ;{ing
of reusable blocks of code, enhance code organizatiofsand readability: b

The OnClick event in Unity facilitates tthsig?

when buttons are clicked, simplifying@ution 0 CIfic ¢ pon interaction.
Developers can create public functigns within % buttons and assign them
to the OnClick event through @ editor. F exa \to create a button that

l/ i ctioéfr’ned "StartGame™ in a script

Y
f fur@& to execute

Is

=

initiates a game, developers can te

attached to the button and asziate it with the OnChck event. Upon button click, the
L ? b g 4

StartGame functlonw/ edl, ?TNQ codgfsjﬁe it is executed to commence the

ol
!
In co@ b tor'ls?/ﬁ cr(u-}%ﬁl role in user interactions within the patient
simulato so%ﬁre dﬁy b?ﬂ u in@ty. By associating buttons with functions that
gfﬁ :
executewpon clicks, developeri) create reusable code, define distinct behaviors for
\

i t buttons, and enhance the interactivity and user-friendliness of the game.

Q raging the OnClick event simplifies the execution of specific code upon button

game.
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and the ability to call functions en

press,

engaging interactions within the software.

rithm

4.3 Simulation Algo



# Initialize simulation parameters
patient_eye_health = 100
pen_position = [0, 0] # Pen's initial position (x, y)

diagnosis =

# Simulation loop
while patient_eye_health > 0:
# Display simulation interface with patient's eye

display_patient_eye(patient_eye_health)

# Get user input for pen movement (assuming arrow keys)

user_input = get_user_input()

# Update pen position based on user input
if user_input == "up":

pen_position[1] += 1 # Move pen up
elif user_input == "down":

pen_position[1] -=1 # Move pen down
elif user_input == "left":

pen_position[0] -=1 # Move pen left
elif user_input == "right":

pen_position[0] +=1 # Move pen right

# Simulate diagnosis based on pen position and eye health

diagnose_eye_condition(pen_position, patient_eye_health)

# Update patient's eye health (e.g., decrease over time)

patient_eye_health -=1
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1. Initialization: YV

To initiate the simulation, we start by initializing essential parameters: (7

o Patient Eye Health (patient_eye_health): This variable represents%a th of the
patient's eye and typically ranges from 0 to 100. It serves as a critw!mric to gauge
the eye's condition during the simulation. V

e Pen Position (pen_position): The pen's location withi thW&tion is represented

by a two-dimensional array, indicating its x and y ¢ inates.” Ac r!te tragking of the
pen's position is crucial for diagnostic accuracy. *
N4

o Diagnosis (diagnosis): This string variable wi e the final diagnosis reac)ted by the
4

simulation. Y' \ Y}’
Additionally, we establish a loop that acts ascwof theﬁim on. T@op will persist

until specific termination conditions are nN

2. Simulation Loop: c) \T \/‘\-\

Within the simulation loop, sever. iti stepsQ)ccur' 9 <8\.
o Display Interface: Thmu tMce% displayed, encompassing a

I
representation of%zt's eye. ’his i erﬂic@ﬁmically updates to reflect changes
in the patient'sKehe _health) and the current position of the diagnostic
M

pen (pen_| istic graphics a@ualizaﬁons are essential for an immersive

experi%\ ? J" C—)(J

o US%: User interagtion is tial for controlling the diagnostic pen's movement.

:wethods us id’mw\§3’bointer, enable users to navigate the pen within the
\ ulation. \(?

Pen Position Update: Based on user input, the algorithm updates the pen's position

0 (pen_position). Depending on the simulation's level of sophistication, realistic physics
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3. Simulation Termination:

To conclude the simulation, w@eco%jr |ts;§&natlon
I

@d of Simulation: \c')

and graphics are incorporated to accurately mimic the pen's movement and mL?!ﬂh
with the virtual eye. (}
Diagnosis Simulation: The heart of the simulation lies in the diagno%ess

The algorithm determines which region of the eye the pen is curren racting with,
leveraging the pen's position (pen_position). Various dia ti¢ procedures are

simulated. These may involve algorithms to detect al orw, analyze the eye's

response to stimuli. The realism of these algorithms,i ci foWacy of the
diagnosis. .

N4
Health Update: The patient's eye healt ient eye ea is @ated to
reflect the cumulative effects of dlagno stig/proce ks\l realis@imulation,

spe&ig changes based

O

this could entail gradual health de% ove

on the diagnostic actions perform

1§

>

*

Termination WM

circumstances, as w a ond'l

Final Diaﬁ\' he a‘gorlt det m?n’hes the final diagnosis by considering

\
the cucme diagnosti ?’bc s and observations made throughout the
sin@. This diagnos sﬁr’as the outcome of the simulation.
& v

is is made.

he ? u g«é\ may end under specific

Conclusion: The simulation reaches its conclusion by presenting the user with

the final diagnosis. This diagnosis is based on a comprehensive evaluation of
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the virtual eye's condition and the diagnostic actions performed duere

simulation. @

4.4 System Interface v

rRememBERME (@D

Figu

Figure N%r tes i in‘t'agﬁ'ce for logging into the patient simulator
¢
software. TQeg'Dusin the=ap Iicét@ users are required to provide their username
d

and pa % nce tFn eﬁary@entials have been entered, users can proceed by
e@b&we login button, whh&}v,

sel ill grant them access to the game interface.

\?n the event that a user does not possess an existing account, the login interface

Uers the option to register before being able to engage with the game. By opting to

register, users are directed to a separate process where they can supply the essential
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information needed to establish a new account. This typically entails creating a
username, setting a secure password, and potentially providing addmon@x for
user identification purposes.

The login user interface within the patient simulator softwareWes a pivotal
role in ensuring secure and authorized entry to the game. By Ming the input of
valid credentials, the interface acts as a gatekeeper, per %I* registered and
authenticated users to proceed. This login process adds amextra layer ectlon and
accountability, contributing to a more controlled and arded/gami eﬁv_@nent

The login user interface embedded wit ati nt‘gl or sq@ére holds
significant importance in user authentlcathyai agem@v;hrough the
provision of username and passwor , ers ain entry @‘é after successful
verification. Furthermore, thelnterf com mo\ng '\oyofferlngaseamless

account artake in the immersive

N

registration option, enabling t eate

>

patient simulation experien ’

") S

/77
4‘4/
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SIGN UP

| AGGRE TO THE TERMS AND CONDITIONS - (D

)
In Figure 4.7, we can obsefve_the re@?a he patient simulator
) N,
software, which serves as a pi forflsers o'crea account and access the
complete range of application features ssful@eglster, users are required to
diligently provide all the r Zted ianmat n hs@%ted on the page. This typically

s $
includes personal d%s ch l M email( address, and any additional pertinent
information nec@{or a
e

n Pag

Figure 4.6 R%Wo

e‘qﬁred information, they are prompted to press

e

Once ave entere
the register n, ipitiati :the pr@ess of securely storing the provided data within

the we database. By presg'ron}:he register button, users grant their consent for the
\

S Rto retain and utilize the submitted information for account creation and

6 quent interactions within the patient simulator software.
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The registration page plays a crucial role in ensuring the accuracy and i
of user data, while also maintaining the security of the software's databas@ asa
pivotal checkpoint to verify that all necessary information is captﬂ&nd stored
correctly. This meticulous registration process significantly contributeS to the overall

user experience by establishing a reliable foundation for user iquMon and enabling

4.

personalized engagement within the patient simulator so

J*

3RD NERVE PALSY 6TH NERVE PALSY

scene, Which allows users to e’;&e and assess patients with specific disabilities,

N
fgw a realistic and engaging learning experience. Within this scene, users

eneounter two distinct patient disabilities: 3rd Nerve Palsy and 6th Nerve Palsy. These
sabilities serve as authentic scenarios that prompt users to carefully analyse patients'
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symptoms and medical backgrounds, enabling accurate assessments and inwﬂw
decisions. %\

By offering a range of patient disabilities, the patient simulator ﬂkre aims to
provide a comprehensive educational platform for medical students and professionals.
Each disability presents unique challenges and opportuniti Mraging users to
apply their theoretical knowledge and critical thinking skill mi mersive virtual

environment. ‘\d
@

Y'
interactive .and le@ional
as@ ion@iing, and

diagnostic capabilities. Through active ici iono"n a Iysingg diagnosing
patients with specific disabilities, usew luable hands-on @Yience and refine

The selection scene serves as a gatewa

experiences, allowing users to enhance their clini

Figure 4. 8 Virtual Patient Demonstration
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Figure 4.9 showcases the dynamic interaction between players and the
patient in the patient simulator software. An intriguing feature depicted inthesmage is
the synchronized movement of the patient's eyes with the virtual pen CMNed by the
user. As the user moves their cursor, the pen mimics the motion, and the software

accurately calculates the corresponding eye movement of the virtual“patient.

This interactive element serves multiple purposes inithe []atient simulator

software, elevating user engagement by simulating realsworld cWhere eye
tracking plays a vital role in medical examinatior@aessm ts. obs ing the
patient's eye movements in response to their acti ers{ p an@;fine their
ed@bnal value of the

9

observational and diagnostic skills. \,E

Moreover, this feature contrib sigpificantly t

patient simulator software, offeri@jsers an\'ﬂ%s'

N,
experience. Through the seaml%actioﬂ between thzzl@ual pen and the patient's
rofi@ in conducting eye-related

eyes, users can practice enfianc
examinations, such as ing gaze patter iﬁen@ing abnormalities, or evaluating

&
neurological respo \ é.}
The int '&mn
e\ b
the advances ilities of t

pen Crﬁ“fhe patient's eye movement exemplifies
NN
immersiye training eh nt. Bé\accurately calculating and responding to user

,{}d hands-on learning

D

!
pﬁie tcs?mulator software, providing a realistic and

inp software creates ak entic simulation that enables users to refine their

c§§mkills and deepen their understanding of patient interactions.
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4.4 Simulation Mechanics Y'

In the field of medical education, simulation has proven to be an in@ tool
for training future healthcare professionals. Simulators allow student ctice and
refine their skills in a controlled environment before they interact real patients.
This essay evaluates a specific scenario in a patient simulator | M eye diagnosis,
where students are tasked with moving a pen to various p &:1 re patient's side
and lifting the patient's eyelid as required. This evaltuation n twssses the
technical proficiency of the students but also unders the importange t)f @A?ing

precise instructions and attention to detail in i ral,iKnﬁ. igure 4.;@;710ws the

evaluation or assessment of patient simulatN 0‘ g

84



Evaluation

: the pen o the left of the

Student move the pen to the top left of
the patient's side

e pen W the middle
bottam of the patier e

Student move the pen to the nght of

85

Result

PENDING

PEMDING

PENDING

FEMDIMNG




The first aspect of the eval@ perta \t\t% t bn\}sal proficiency of the
N,
students. In steps 1 through 9, s@re reﬂhired oV pen to specific positions
&

on the patient's side, corresgom to r oint@ an eye chart. These 9 steps

_— -3
SRS

N
1. Students,mo ep \Qﬁ o{ﬁ?patient's side.

!
2. Studer%vet p;%f‘{ to ﬁat of the patient's side.
3. * move t th@\@ttom left position on the eye chart.
3, 5

4. Sud nts move the pen t@_%)be middle top of the patient's side.
\
&tudents move the pen to the middle bottom of the patient's side.
0 . Students move the pen to the right of the patient's side.
7. Students move the pen to the top right of the patient's side.
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8. Students move the pen to the bottom right of the patient's side. Y'

9. Students lift up the patient's eyelid to examine the eye. (ﬁ\

This demands precision and dexterity, as even a minor dewiation from the
instructed position could affect the accuracy of the diagnosis. Successin this part of the
evaluation is indicative of the student's ability to pe eIic'te and precise
movements, which is crucial in real-world medical exa ions. .\d

X
to detail. E s’e@elist

moved. e to{‘fow these

The evaluation also assesses the student's attenti

specifies a precise position to which the pen s

instructions exactly can result in an maccu nosis. T unde@es the critical
importance of attention to detail in %ractice, a n n@ﬁ' errors can have
serious consequences for patients. %nts whoN ti Iﬂq‘s\m their execution of
these steps demonstrate a co t to patie safet d the accuracy of their

diagnoses.

While the first %; invol ueﬁ sle ments, the ninth step presents a

different challenge Qq*hls stelo U|red to lift the patient's eyelid to

tep test r technlcal skills but also their critical

examine the ey\
thinking an &@blllt The d;t @Rnlze when and where to apply this action,

demonstfati eir abi ?nnk c&\welr feet and respond to the specific needs of the

patlmkhls aspect of the ey{@ahon assesses the student's capacity to apply their

k ge in a dynamic clinical setting, where deviations from standard procedures

G be necessary.
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Result

Wen detail, successful

N :
omr@catlon and interpersonal

& _
‘aé@lg their actions and ensuring

ocess. 'Iihi@teraction reflects their ability to
F 4 's

W forrféi in a clear and empathetic manner,
raetice. &

!
of 0 gruhent performance in a patient simulator eye

skills. Students need to interam tj

the patient's comfort t%‘t the
ents an

i d
l

build rapport with

which is essenti@l cli

#
In con%n, the eval
diagnosis' s i0 assesse "a |0u%acets of their readiness for clinical practice. It

evaIHatE their technical profic'@%cg/j attention to detail, critical thinking, adaptability,
\

a personal skills. Success in this evaluation not only indicates their ability to
rm precise movements and follow instructions but also highlights their
mmitment to patient safety and the accuracy of their diagnoses. Ultimately, it
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underscores the comprehensive nature of medical training, preparing students t I

in the multifaceted demands of real-world healthcare settings. %\

4.6 Assessment Actions Dataset
Nerve palsies involving the cranial nerves can lead a:ty clf eye movement

disorders and visual impairments, often requiring detailéd, asse deiagnosis

L 4
o
essmefts - one 'or@mrve

c% f com?r'ehensive

eye examinations. We have organized the aﬁw ts h‘o tables to p@ﬁg a clear and
systematic understanding of how heal@)fessiona Iua@‘ése conditions.

and treatment planning. This essay explores two cruci

palsy and another for 6th nerve palsy - which a

S’
,
/}},

Table 4. ve Fﬁlsy ions et
A? R
Action Description ’ ,\4

patient's sidec\

Student
t(ﬂ{ left of the ' for any deviations or difficulty in these movements.

t's side
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Students move the pen
to the bottom left
position on the eye

chart

Test the patient's capacity to gaze downward and to th Ywhich can

help identify any limitations in these movement@ by 6th nerve

A

b

palsy.

Students move the pen
to the middle top of

the patient's side

Assess the patient's ability to look s% ward to evaluate vertical
eye movements. '

NY.

Students move the pen
to the middle bottom

of the patient's side

Evaluate the patient's abili d to check for

any vertical gaze impai

N

Students move the pen
to the right of the

patient's side

&
yfit (lateral gaze to the right)

oth

Assess the p t's-ability to lo

and identiw Iimitatke%e a(ic}fs caused by 6th nerve palsy.

R A

% “ &
\j .S\<Q

Students move the pen

to the top right of th% y abng

patient's side

Students moveﬁerﬁ

to the bot riat of

E?\ghe tﬁ@‘bilit@aze upward and to the right, checking
ali e}’n T&e movements.

the pa% e &

lift up the
eyelid to

S\
t's
amine the eye

Exaﬁfvﬁé the patient's eye condition, including checking for any
associated ptosis (drooping eyelid), assessing pupil size, and

evaluating the overall eye health.




The table Assessment Actions for 6th Nerve Palsy focuses on the asse?!ﬂt
process for 6th nerve palsy, also known as abducens nerve palsy. This con \fects
the sixth cranial nerve, which primarily controls lateral eye movemeane case of
6th nerve palsy, students are taught to assess lateral eye movement cmnd identify

limitations or deviations in horizontal and vertical gaze directi s}}‘onducting these
&e

assessments and examining the patient's eyelid conditi nt' gain valuable
insights into the location and severity of nerve dama nabl g\h{do‘ develop

informed diagnostic hypotheses. ' _\q

Action I&

Students move the pen to the left {"Assess the \‘tfqu aﬂlj@fﬁo look to the left (impairment
N\
latefdl eye)-m ven@

of the patient's side

Students move the pen to the t Erxﬂ'ﬂ!ﬁ'&T patia@ ability to gaze upward and to the left.

left of the patient's si z J ( §
J ' £ &

Students move twn to l St the patient's ability to gaze downward and to the left.
e

%y

bottom left pasitiofiyon t {Q
chart ’ f?"' C”(J
Q| ))&

Stude the? en[? the<Assess the patient's capacity to look straight upward.

7

. e LY
middle'top of the patient's mde:.}’
N

s move the pen to the | Evaluate the patient's ability to look straight downward.

dle bottom of the patient's side
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Students move the pen to the right | Assess the patient's ability to look to the ri pairment

of the patient's side in lateral eye movement to the right;(,}

Students move the pen to the top = Evaluate the patient's ability to pward and to the

right of the patient's side right. q

)
Students move the pen to the | Test the patient's ability@wnward and to the right.

1

Students lift up the patient's eyelid | Examine for ptosis ping eyeh g assess the overall

arld @nse to light.

The table Assessment Actions for EJ i ies of actions a

healthcare provider might perform WN

nerve palsy, also known as oculon%nervcwﬁ}&%i c@%\l’tion affects the third

)
ntrollj g‘éye@vement and pupil dilation.

X

bottom right of the patient's side

to examine the eye eye condition, i ing pupil si

cranial nerve, which plays a pi in

The assessment actions en S a fange,ofj eye ‘g/ements and gaze directions.
.’ A # } .

Students learn to eva patient's abil y% ontrol eye movement, identify

abnormalities in wrectiqns,\d examine” associated factors such as eyelid

conditions and pupil resp ci acti@c%ollectively equip students with the skills

o
>
N 72

necessary tesassess the e/te 0 e{ve@nage and contribute to accurate diagnoses.
&ion{ t tables ~f)c?/ide a structured learning for students to follow
whe%osing patients wit and 6th nerve palsy. By mastering these assessment
ac\,students not only hone their clinical skills but also contribute to the early
q?t ction and accurate diagnosis of cranial nerve palsies. Ultimately, the knowledge and
roficiency gained through these assessments empower students to become competent
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healthcare professionals capable of delivering targeted care and improving pws

lives. \
_{'J
‘Z’

4.7 Game Security Implementation

The advent of technology has revolutionized various secto Yh: thcare industry,
and one such area is the development of eye diagnosis lations. ‘Thegdmulatlons
play a pivotal role in training healthcare professio tudents, relse@rs in
understanding eye conditions and their tre 0 e ve i thejﬁcreasmg

mtegratlonoftechnologymtothehealthcar m ,|tkﬁco mpe@‘e.topnontlze

user database security. This essay ex S ta significa fa @re database login

system and registration process, wi cu on te o@es, within the context

S
of an Eye Diagnosis Simulatlo Q-
So

1. Importance of tab

I ec
Confidentialit% ntD b}“l
platf user data primarily includes patient

In an Eye'%osm SI[n
informa n, di i dlagnostlc records. Ensuring the

confi | ty 0 t is nftl\e/ ata is paramount. Unauthorized access to

g

t| nt'data cdh prlva& breaches, legal implications, and a loss of trust

the platform. A se@database system is essential to safeguard patient

‘%\nformat.on.
S
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Protection against Unauthorized Access Y’
User database security is not only about protecting patient data b@bout

preventing unauthorized access to the simulation platform. Unéﬂ&zed users,
such as hackers, can potentially disrupt the system, compromiSe Its integrity,
and even exploit the resources. To prevent this, a robuii logim and registration

system is required. '

2. Password Security: Hashing .\d'

% 9y
ing usgr passiatd Qahin a
sworddin xedd&th string
X

iS;2 onesway cess,@ning it cannot
be reversed to reveal the orig\opaword, making it é\'table choice for

protecting user credentials. c) \T ,‘\'\

S
3. Secure Registratio%s: Pz%swo m@%“?\y Requirements

esj ers should %ncouraged to create strong

During the registra% %

passwords. This,i s a mix of ‘eér and lowercase letters, numbers,
4 &

and special acters. l ting ord complexity requirements helps

Hashing is a fundamental technique used in
database. It involves converting a plain

of characters, known as a hash. Has

mitigatedhe risk of Fam%ééssable passwords.
R
&
d p-): ‘Zg\
&
e

(a)
&
N
N
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