CHAPTER 4

THE DESIGN AND DEVELOPMENT OF THE PROTOTYPE \i

4.1 Introduction {)

The designed conceptual model of RiICCA as described in

be further tested with a larger size of dataset to verify its feasibily

is developing computationally in this study is following 1deiine from the

immunology simulation framework proposed by Figuer ed ersaAY ) & Foan
.
(2012). This has been discussed in Section 3.2. ' C—}Y.
Previous studies have developed prototypes sm} I a100®m for

computational purposes. Some samples of prototype¥gevel 1 AIS ncluding

libtissue (Jamie Twycross & Aickelin, 2010) a@s (

known as Lightweight Intrusion detection %

and focused for intrusion detection stud 0
The processes involved in Rl %‘}d d Opmem is depicted in

Figure 4.1.

T & Q)IE'CSI, 2000) or

qd <Q
Biology ‘§) Theoretical and
characteristics "y conceptual model of
(Polly O the proposed model
Matzinger) C—-’ (Chapter 3)

2.5
d ¥
L %VY
\ \ A 4
Design, develop and
0 implement RiCCA

prototype

In Silico

Figure 4.1: The Connection Of Biological Studies With RiCCA
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Scientific research usually releases a prototype which intended to represent a
working system of an idea rather than a theoretical one. This research is objectively to
produce a working or a form of prototype, which is modelling a risk assessment product
that is implemented and act as an assistant in decision making. This product is imitating

the human body defense system. Illustrated in Figure 4.2, a concept mﬁ S

represented between the biological perspectives of Human Immune Syster Vo),
computational theory, Artificial Immune System (AIS), and the real imp tation of

AIS in computer security field, text spam risk assessment (in silico).

) O

e ) ~ ST
Ly Danger Theor JAn ad*}_stat.lokn of
— Dendritic Cell (DC) (DT) X in ris
. asspsément of text
; i ] S am message
- i Al D'enA)1 tl <$, -
As an Antigen gon\s ha ‘
Presenting Cell — able to m8surenhe a A prototype that

(APC) and natural

anomaly detector

c tration O
w2 €ioysiTCss

able to classify the
level of spam

severity

A

O
;!wéau Biological (Theoretical) And
lo Model

Qoped in 2000 by meyr and Forrest (Hofmeyr & Forrest, 2000)

is a nctwork-x intrusion detection system (NIDS) with a distributed structure. It is

bascd& :rn-matching technique of analysis, self non-self theory of AIS. The self
o :

is des! s the set of frequent connections between local computers and between
local and remote computers. In other words, a connection frequently detected in a long
period belongs 1o the self. The non-selfis represented by rare connections. It is designed

for anomaly detection that analyses the header of TCP/IP packets. LISYS is the most
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important AIS for intrusion detection; in fact, many researchers (Gabrielli & Rigodanzo
o )
n.d.: Kim etal., 2007) based their work on that system.

In 2010, Jamie Twycross & Aickelin has implemented an AIS algorithm library
in C programming language that is based on properties of innate immunology. This is
known as a libtissue, a prototype software system for constructir ’%/zsecond
generation of AIS and applying them to real-world problems (J. TWYI&S ¢ Aickelin
2006). It is implemented as a library; algorithm can be compilev run on other

researchers’ machines with no modification. Libtissue is used WW e Danger Project

(Aickelin et al., 2003) for testing of ideas and algoritifgs, § shown in works of

Greensmith (2007) and J Twycross (2007).
This chapter includes the whole descriptiondgf the" pr Ot\g%@ ke
algorithms (flowcharts) and pseudo-code. The pl’%that A 16151 'dg—f{iCCA s

developed based on its functionality in measurinwﬂ'iskﬁé pah%szgsaoes This
ges.

assessment is suggesting the potential risk E it nnp?ft 1eYel as$out00me of the

RiCCA. \ O‘«
4.2 The Design And Developr THE Ri P@)type

NS
N
The designation, devele \an odd} eva uggn of a prototype is part of
data mining process. As lhi%%is bl
intensity from text spam ggessage, ¢ \s@
task. A summary OW"&x‘h oW qUCl\ f the entire process is as follows and
the detailed explar Nbo t #hig yr; Ee@%ﬁ practical data mining can be found in

Monte F. Hanco 7)) .&J
S melg{n : 'ﬁilic$
A N

2: Data E\'aluatib&)
\?p 3: Feature Extraction and Enhancement

0 Step 4a: Prototyping Plan
Step 4b: Prototyping / Model Development

Step 5: Model Evaluation

ically lb@retrieval information of severity

&
s @iust medium to execute this mining

Step 6: Implementation
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An algorithm is normally described in a semiformal notation such as pseudo-
code and flowcharts. Flowcharts are used mainly for the high-level description of the
algorithms and pseudo-code for describing the details. Pseudo-code is a notation that
uses a few simple rules and describes the algorithm that defines a problem gglution. It
can be used to describe relatively large and complex algorithms. It is rela%Zeasy to
convert the pseudo-code description of an algorithm to a computer im e%ation ina
high-level programming language (Garrido, 2012).

In this research experiments, all the processes are elaboRd-via flowchart

diagram; the pictorial representation of the whole logic and t will be further

explained step by step. Then, an advance description of mﬂrn is intricate via
pseudo-codc to illustrate the entire process. EVG““‘%WYIWCSS Sl b
developed as a set of the prototype, implementedgusing high-legel p?ag&'mming
language. The developed prototype of the model t%il bge al ed’i%i;’nns of its

\ N

functional and performance. Yw

o Flow Chart

Algorithm
Description via:

~
N~ S
Figure 4.3: Pl-occss%‘ esigld A _,beQIopment Of A Prototype

&

N =
The develoj w A PI ne is <<’icted in Figure 4.4 and articulated in
Table 4.1. % P 4 o)
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SMS Messages .
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Tokenization
r—— Wordlist
4 Term Weighting
Schemes

v
Numerical and
Word Vector
Representation

/

Pre-
processed?

6 Classifier
(DCA or dDCA)




Table 4.1: Risk Assessment In Text Spam Messages

Phase Process

Description

1 Preparation

Data, which consists of SMS messages (ham and
spam) are collected and prepared for an initial

database of the prototype. A new spam messa
be processed once this initial database hgs ?en
developed. Messages must be in text fom]c S as

Axt and .doc

Pre-processing

[\

The corpus (for initial population) o message
have an option either to run throufy text pre-
treatment or not. Tokenization is Nt process if
decided not to have the pre-p ing in place.
Otherwise, the full cycle of z-pr cessing will
be executed,  which gugiltIufle [)oke ization,
capitalization, stemming g a so\k&yn as
lemmatization and remdgl of stop w fromhe
data. The testing lha@uoug#e' r'w‘\\ﬁ)re_
processing or withogt it Mms a dff{er

enf effedfon the
\’E{‘o

final result. QV' \
Ny N

This wordligt %1 ¢ con{@in ken'qeﬁ words with
the inl'ommN s total ar t occurrences
uen

oc
and its fee y \w‘n % ham document
'8

3 Wordlist
Term
4 Weightigg

umerical and
Word Vector
Representation

category
o P U

TernWEr&guency InfaMeation Gain Ratio (IG
R gl 1d 1&((‘ are the available term
veidting sfheny®s andyact as feature selection
sghemes will calculate the
-y(wprd in the corpus that indicates
am (risk) category. The value
from this method is further
input signal in the classifier. This

nple

v

nfogmytion §s)stored as an internal database library.
,\]}2 : m@alculate tokenized word as in between
ofl wigeh

\\'ivg suggested that the closer the value to 1,
the cl«@f it is to malicious level.
oy

Calculated value for every term in the previous phase
then will be mapped to the risk scale. Every derived
value will represent the term’s severity degree, for
example, PAMPs, Danger and Safe. The range for
risk scale is user-defined.
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Table 4.1, continued

Phase Process | Description
' This phase consists of three (3) sub-process which are:
| e Signal processing — identified input signals in a

| message will be correlated and processed d ds
‘ on the chosen classifier, either DCA or :
e Context assessment — the content of the ngsage
is assessed for its risk concentrati l‘%/el in
numerical value; and

o b | e Risk flageing — classified risk le ; exan
6 Classification o5 1o < 3 1ple,
I

high, medium, low will be n d to SMS

message accordingly. V

The weightage scale use iffejentiate input
signals and output signajslk Tvels) aregeferring

to Table 4.3 and 4.4 for T '4.5onr

dDCA. % d; | -{:’\
v/ ¥

es W&ch cover the

The following chapter will elaborate (Wtype i My
w and dDCY prdPocessing of the

general process, the function of classifier

corpus/message and term weighting scl%. The%%e ?S%f designation and
development of a research prototypg in®ude wc<l°‘ 2 and pseudo-code as
depicted in Figure 4.3. The source COdC\' thg Ré e pradxdmming written in JAVA

Y. N
is attached in Annexure D. l §
To show the interrelationgip b,< ilg 4yoposed models of RiCCA as

depicted in Figure 4.4 wi Mcncli a )ritlnzQ DCA as reviewed in Chapter 3

(Algorithm 3.1), the h‘tN]g ‘al‘) e
tic fC

172]

m&@d all the related integration that is

involved in the desi . Thg d» é\@yurs of connections indicate a different
phase 1n RiCCA 1 : ' 4 f 4
Vv
e
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Initial population Testing phase

—
— SMS Message

SMS Dataset
Peptides with associated
input signals value

r 3 t
J’ " -pr;cessing
T | {PAMPs, Danger, Safe}
ext ‘
Pre-processing ! :F i
: erm Weighting

‘L Scheme

Term Weighting
Scheme

<
1
i
i
i' 4‘
{
)
‘

Risk Level-

/1 loput signals Antigen with associat
/ signals value
| {High, MediumgJ.ow -
'\\\
M, ~J)

The entire process ft
fundamentally exhibited

signals value preparatydn gl tl
s

integration of algoritsmsTcl:

The text mining 1ts
Risk scale 1s ¢ %Io def
1

value pre—% 1ed in risk scale.“‘l‘@e same risk scale is also utilized to conclude the

level o%ﬂ:d risk.
f the above-mentioned processes are elaborated in detail in the following

sectl

1

.,

n 1119’1@\@261‘ input and output signals associated with the

—t
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4.2.1 General Process

4.2.1.1 Diagram And Process Flow

Initial Population

SMS
messages

corpus

Tokenization

Feature Selection
Methods
(TF, 1G Ratio, CHI?)

Tokenization
Capitalization
Stemming
Stop Word

Classifier
Database Library {0 (DCA ordDCA)
. S4
Numcrncal%’or
R P PRI e o 8 R b AT
\ Spam message
with risk label
S5

Figure 4.6:

Stepl Inilia@ion Inigla eﬁen and signal pool to the library by

the corpdls fat c§msists of both ham and spam messages. All

N

pl'O SS
IQD »s at least need R@e tokenized. The weight assigned for every

is determined and dependent on how the weighting schemes

OE:m‘Iion. These chunked of antigen or peptides in numerical value are
stored in the database library. Basically, this initial population is

referring to process phase number 1 to 5 as depicted in Figure 4.4.
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Step 2 : Initialize a DC (immature state) w :
P ) when a new spam message (antigen)

Step3 : Map each term (tokenized message which is known as a R'
%g]

flow into the model for processing. There is an option to run the message

with or without pre-processing phase.

e in
immunology) with the weight that is initially stored (Sts% the

database library.

Step4 : Calculate the context assessment by employing the iw;e classifier

\Y

Step5 : Spam message then will be marked or e foqr Vits gisk level
y wit V

AN W~

N QN

16

18
19

accordingl h its context assessment. .
g
¥
L 4
Y~ \ \fv

4.2.1.2 Algorithm cV

input : message dataset (spam and ham) an@pre-c o
output : spam message with risk concghtration val
parameter :anomaly threshold A
% ]
initialize assessment;
while dataset of messages or w/‘/)u.\‘m hle
get messages T

tokenize message
calculate weights for 1
store assigned weiggts for

endwhile
g

for every new spam \qt d
[ila

tokenize me ’
scherge

choose W,
map evgry \\'illkil nut
S ’\

meas, ngext assess ssifier
print Sgamw¥hessage with the cal ted risk concentration value and its label accordingl
end \ gly

\? Algorithm 4.1: General Process of RiCCA

S




4.2.2 Pre-processing Of The Corpus/Message

Corpus/
Message

Tokenization
Capitalization
Stemming
Stop Word

Figure 4.7: Diagram And l@r Pre-Psgdesspm> Phase
S NP2
Step 1 : To begin the process, a&glQ dz}l' pus gg to be collected and

9 Q
prepared. A‘Q
e Jﬁjs
Step2 : L Execute lh@ ‘odiessi %Et@ which include tokenization,
capitalizaggon, sten

_pl

K l w.aMd rer <‘{ng stop word.

[T Ifsch &)I t ccgfl th -processing, data must be at least
x 0§ ?!)t aking a stream of text up into words,

neaningful elements called tokens.

e §

PS

‘E—
.:'J‘/: v
i
©
PR
@]
o]
%

being stored as input signals.

121



NN W~

O Co

10
1
12
13
14
15
16

4.2.2.2 Algorithm

input : message dataset (spam and ham)
output : tokenized message

initialize text processing:
while dataset of messages or corpus available
if with pre-processing
then \
split every message into single term or word %
change all capital to lower case
convert word to its root word
remove all stop word
else q
split every message into single term or word V

store all tokens into the database library
endif
endwhile '



42.3 Term Weighting Schemes As Feature Selection Methods

4.2.3.1 Diagram And Process Flow

Corpus I
Message

S1

»| Tokenization v
ICIETEIEIE S . A R |
. o11Qy - Te"m Frequency, TF ' S3

P Al

reate,wowglist

Tokenization
Capitalization
Stemming
Stop Word

&
Createfmatrjx for ]
num‘r urre x

d O /€

alcylate spam
ﬁl!l?y for every
C—} erm

ate spam probability
list for every term

&\ Stored as spam probability

(} _____ list in the database librarv | _ _ :
\ > :' (')
Fisure 4. 1 ger Al 10\\{501’ Term Frequency, TF Process

=]

am
&y fel
The figure oglyNemonstrated the ca@;ion of Term Frequency (TF). TF also referred
o

N :
as the stre NI‘ a term in spam category. The IG Ratio and CHI? values are derived
eind

from 4R¢ Miner.

Step 1 To begin the process, a set of data or corpus need to be collected and

prepared.
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Step2 : I Execute the full pre-processing stages which include tokenization

capitalization, stemming and removing stop word.
[1. If choose not to execute the pre-processing, data must be at least

tokenized, the process of breaking a stream of text up intvg’ds

phrases, symbols, or other meaningful elements called toE&

Step3 : The tokenized word then further fed into weighting ichemgs (TF) for

Step4 : The calculated weight for every

O o Ny N Wt~

NSNS~
AN W~

17

calculation its spam probability, S, value.

Sp (term) = z
I

frequency of term occurence in s

total frequency of term occurence in all me ges ® Y.

*a]] messages refer to total number of @Ad haﬁa&eﬁ
P 4
\ \fv

4.2.3.2 Algorithm \
input : message dataset (span\%)
output : list of spam probabilN .
initialize text processing: ? ’
while dataset of messages Racomy¥available ( 0
if without pre-processing jghen F g P g <<,

then

split dgery Messagé into §
else

: o

; Ny njesgage Mo {in m or word

all cgpital t@lower gas
oIt WO IO})I \u&’

pove ?l Sto :’Old é

endi
mn frequency (TF) do \3.
ate wordlist ~N

\«:rcalc a matrix for a number of occurrence for every term/word between spam and
ham messages
calculate spam probability for every term
create spam probability list for every term

endfor

store spam probability value for all term into the database library

A

endwhile

Algorithm 4.3: Process For Term Frequency, TF
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4.2.4 Dendritic Cell Algorithm (DCA) Process

4.2.4.1 Diagram And Process Flow

Initial Population : S2 SMS Spam

S1 ! Mel

Set value for
risk scale,
signals weight
and anomaly
threshold, tm.

S41 Identify Max,
Min and Average |
weight of terms

S411

and
s value

\ 4

Sig)

\ 4

Calculate

Output Signals |

Yes

Sel

No

assifier Process

Initialize antig & sigadhpoPt by ﬁécting SMS messages/corpus that

|
consists of l%n m fnd s m §§3ges. The messages entry is recorded
as an ar Whl}sl 1d §(Equation 4.2). This ty, value is further
ulilizi%‘ I

0%nomaly threshold, tm =

Then, execute text pre-treatment with or without pre-processing. All

Step 1
C,
7
<&

No.of spam messages

(4.2)

Total messages (ham+spam)

messages must at least need to be tokenized. The weight assigned for every

term is determined and dependent on how the chosen weighting schemes
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Step 2

Step 3

Step 4

function and the antigen with its calculated weight value are stored in the

database library.

Initialize a DC (immature state) when a new spam message (antigen) flow

into the model for processing. There is an option to run the m ag with
or without pre-processed stage. When this new antigen insta v.%ailable,
%r

they will be further processed and added to the database 1iB

Set value range for risk scale (Table 4.3) and werNgg(Table 4.4) to
transform an input signal to output signal. Set u&or tm as recorded in
Step 1. Then, map the term (tokenized messa ich'ls l@? a peptide
in immunology), that initially stored (Step d) in Wie dhtabgge iBr@-wnh
the defined risk scale. | _{”

Y- \"
[. Identify maximum, minimum w dia

%y
5 ge)$l value for
every level (PAMPs, Dang %of an n; aé‘
I1. Identify terms with high@iiu n \GHQT ‘1%5 value (refer Table
BN

o

4.3).
Table 4.3: Propose

vel of Risk, MCAV
(Output Signals)
High
Medium
Low

. K
; ¢ ! C%)

’

I Cal% 1€ 0 1puP51 na!.,@ [CSM, smDC, mDC] for that particular

cp by c{n fliflg thgmput signals (refer Equation 4.3 to 4.5 and
A)c 4.4). The ou@signal is calculated for three (3) cycles to

E\prcscm the maximum, minimum, and average value of the signals; and

QOutput signals:

o ()/(‘SA\I/:( \\'I)I *PAMPS) uy (\\!dl*Danger) + (\‘%]*Sﬁf@) (43)

O[ smDC]=( Wp2*PAMPs) + (Wa2*Danger) + (Ws2*Safe) (4.4)
Of mDCJ]=( Wp3*PAMPs) + (Was*Danger) - (W.:*Safe 4.5)
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Table 4.4: Proposed Weight Matrix For Signal Correlation Value

The calculation of output signals must be done in tl

demonstrate the maximum, minimum and average

Input =\ pAMPs | Danger | Safe
signals

CSM Wi Wai Wi

smDC Wp2 Waz W2

mDC W3 Was -Wg \q

=

) cycles to

1 value. For

example, the calculation for the cycle ofmaximuWUG, first cycle as

ax w Sa femu,\-)
x) T N D* Sfﬁma,\')
C1flax \'&3@ e,,m,\-)

&y

second cycle

hé&utput signal value
janyvalue) then compared

follows:
Omax [CSM]=( Wp1*PAMPSs0x) + (War*D
Omax[ sSmDC]=( Wp2*PAMPSs,10,) + (Wy2*
Omax [ mDC]=( Wp3*PAMPSax) + (WY

s for

or normality of the K
11. Calculate thc%t valu.s

of wor

the numb

comparg¥! ar gshold, tm,

higls (and medium signals value. Then,

) 1”71.0 ]—6;7&cg({nature_count (4.6)
\

:%‘1 J 7 antigen_count
’

Step 6 @ MR the find gs‘rin Sgep 4 and 5) to get a final assessment of antigen
O (. Match and com@rc to each other for the measured values.
%\)/’”DCY > O[smDC] and MCAV > tu - this is to indicate that spam
0 message is malicious and MCAV result should return a value as High
or Medium; or

1. O/mDC] < Of[smDC] and MCAV < ty, - this is to indicate that spam

message is benign and MCAYV result should return a value as Low.



These conditions are based on discussion by authors Greensmith &
Aickelin (2008) and Greensmith (2007), which has been articulated in

Table 2.6.

4.2.4.2 Algorithm

input : message dataset (spam and ham) and pre-categorized signals (Wei"hts’
Yt’-r

1

2 output : spam message with risk concentration value

3 parameter :anomaly threshold

4 V

i) initialize assessment:

6 while dataset of messages available do T

7 get messages '

8 tokenize message

9 calculate weights for signal generation \d
@

g

10 store assigned weights for tokenized words
/1 endwhile ' (4,
12 for every new spam message do P *

13 tokenize message

14 choose weighting scheme i

15 set value for risk scale with three (3) diff=w Is
to transform input signal to output signal‘ﬁ

16 identify for the maximum, minimum m 'oe value oPyight <§

17 calculate OUTPUT SIGNALS, CA for three (3) cycles;

: T ISM ~sgnD
maximum, minimum and avc%gnals va q‘(ﬂ n4.3-4.5)

18 if O/mDC] > O[smDC] th q
79 spam message 1 S inghcate t@alicious message:
20 MCAV 1~csuhk§Ecalcula gh (M&(tdium (refer Tablgi’.;)nd

21 else N
) spam 1y -ss:Wssigljd as in 1% the benign message; and
23 ; MCI‘Al esultShould cculaff ad L&refer Table 4.3) ’
24 identify words with high, n lum ar \aftals,va T
25 calculate MCAY (refcr L 4 %) @& Rt
26 identify anomal y€hresWpld, tmKrefer Jquationed®®)
57 if MCAV, - n the&)
28 noxpal&)&)
29 else
30 UéJ
37 eydi F 4
32 TSR m messag AV concentration value and its associated risk level
33 end NV
S S

#inal algorithm for DCA can be found in Greensmith, Aickelin, & Cayzer

(2010), and Greensmith (2007) or Algorithm 2.1 in Section 2.5.2 of this thesis



4.2.5 Deterministic Dendritic Cell Algorithm (dDCA) Process
4.2.5.1 Diagram And Process Flow

S1

Set value for dDCA Classifier
risk scale and

83 identify Ti V
\ 4 z '

S4 Calculate Sk, Kq
and CSM

y
Identify value é S
of Ku ’

w
N

|

1

1

1

1
Tk\gITd compare :
with K i
o ;
\J i
I

1

I

1

1

1

1

Ka> Ty

No

SSI1

T, o o ;

Figure 4.10: Di %Anc‘ Floy ForPCA Classifier Process
S | é‘/

c ¢
ang sign ;fg C-)

@ the library by processing the corpus that

Step 1
a pam&essages. The messages entry is recorded as an

T

anoﬁhﬁl | Mreshold value, '&uefer Equation 4.2, equal as ty,). This T value is
fi Nutilizcd in Step 5. /m messages at least need to be tokenized. The weight

wened for every term is determined and dependent on how the weighting

yemes function.

Step 2 Initialize a DC (immature state) when a new spam message (antigen) flow into

the model for processing. There is an option to run the message with or without
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pre-processed phase. When there are new antigen instances, they will be further

processed and added to the database.

Step3 : Set value for risk scale with three (3) different levels, in between 0 to 1 and

identify value for T as recorded in Step 1. \Y'

Table 4.5: Proposed Scale Of Risk Level Value, In n0 To I
Signal Value Range of Value L f Risk, K,
(Input Signals) 5‘0 put Signals)
Danger (PAMPs) High
In between 0 to 1 Danger I Medium
Safe ! (N @ium

Below 0 Not applicd 0
| -
4 5
Since only Danger and Safe signal is coqempl }&\t en alﬁut signal with
PAMPs value can be considered a%yr Si \ é

the term (tokenized message whN

initially stored (Step 1) in the %ase Iibl\’:%. \&\
o oy
% e

eas calculation. Map

o

7

&
Step4 : Calculate: \ e
e Sumofall inpcsitflzl, Sk (1’fer qa@lﬂ), k (stored internally by each

2 s
NP

\‘. magnitudes of k value (refer Equation 4.8);
0 Kq= Sk/ 0m (4.8)

K. cenerates real value anomaly scores and may assist in the
o
polarization of normal or anomalous process, am number of

antigen presented.
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Step 5

e  Anomaly threshold, Tk (refer Equation 4.2)

The similar threshold value can be derived from the MCAV using the ratio of

total danger signals to total all signals presented in the used dataset hsmith

& Aickelin, 2008). \

Identify the value of Kq (positive value indicate anomalo d negative value
is zt

indicate normal) and compare with the value of Tx. For gh

put signal, value
Low risk level is

bolh of the following

.o

| £

wg-message; or

1. Ko < 0 and Kq < Tx - spam message 1Qagg N begmessage.
These conditions are based on dis@b auth
b i

(2008) and Greensmith (2007 .%h has
(|}

A
.}j&‘%
=

Safe in risk scale is considered as Medium risk si
negative value, below 0 (refer Table 4.5). This r

conditions are fulfilled.

[ Kq> 0 and K¢ > Tk - spam message is ed as}h mglici
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4.2.5.2 Algorithm

] input : message dataset (spam and ham) and pre-categorized signals (weights)

2 output : spam message with risk concentration value =

3 parameter : anomaly threshold

4

5} initialize assessment:

6 while dataset of messages available do

7 get messages i
8 tokenize message \
9 calculate weights for signal generation %
10 store assigned weights for counted words A

71 endwhile

72 for every new spam message do

13 tokenize message

14 choose weighting scheme V

15 set value for risk scale in between 0 to 1 T

16 calculate :

17 e sum of all input signal, Sy (refer Equation 4.7), k -eqWhtel le byseach DC)
18 e K. magnitudes of k value (refer Equation 4.8), Kf

19 e  Threshold, Ty (refer Equation 4.2) ]

20 Ny
2] if K, > 0 and K, > Ty then, ' .f’
27 spam message is tagged as the maliciotSymessage; dnd Y"

23 else Y

24 spam message is tagged as th bcniz megsages h, o

215 endif V é

26 print spam message with it’s tagg l%lormal alo

27 endfor \ ﬁ

“
Original algorithm for dDCA can 1-011& nsnﬁ%jckeﬁOOS) or Algorithm 2.2

in Section 2.7.

4.3 Summary

59
Ctails of process flow via multiple

ed in details including the mathematical

This chapter b

diagrams and algory
il defgtopment process in writing the prototype in

equations involvi,
& programmixN» age. The pmlol_\*&-’s reliability is required to be validated with a

series of e ‘nts and hence to confirm the flow is well functioning. The design and

develgpm? Jf the prototype are basically following the immunology simulation

framewol roposed by Figueredo, Siebers, Aickelin, & Foan (2012). This is further

tested with a larger size of the dataset and the prototype implementation is referring to

the simulation part which is explained in Chapter 5.
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