CHAPTER 8: CONCLUSION :(O

This chapter summarizes the research project, restates the research profem and lists the

research questions. Contributions of the current study to exiW

examined. Implications for academia and for practice rered, followed by

l

NY.

.
18

limitations of the research and recommendations for future resgafSh.

>l

Information security and its management are comgerne NGOp] Processes and

technology. Whilst the technology itself is r N-ob' na?gr the people and
processes are influenced by the environmfN

are influenced by human behavior wii

knowledge are

8.1 Overview

erate.@ople and processes

4 @a’ntially influence the
Y

management of information securi argued that the human

LI vitable’ for
4

“
est i‘ﬂ‘ (S. M. Alfawaz, 2011:

nnq@, 20135). Thus, the creation of
' igmﬁons to enhance the effectiveness
fawaz,(2¢11; M. A. Alnatheer, 2014; Knapp
curre\%%tudy lies 1n 1dentifying and exploring
successful socio-te% % iniuggo’the effectiveness of information security
and develop a s ity<famepvorkyto m’p@p the effectiveness of e-government security
. TH ?nt s@ was one of the earliest in the information

dimension in information secu

AlKalbani et al., 2015; Da Veig

a security culture 1s essenti

of managing informationﬁi 7 (Sw
& Ferrante, 2014).The&1 anoe

acgorg th

in developinggc

security areagom the socio-techn'q.b aspect to develop a reliable and valid security

culture urement framework as}naj or contribution to this area of research.

ArfteMyive literature review revealed that there is a resulting lack of attention in the
ligerature on socio-technical factors and how these factors relate to generic attitudes
towards information security and its management. This lead to the research problem that

this study addresses:
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The research problem addressed in the current study was: \i

devglop and

What socio-technical elements need to be addressed or managed

deploy an effective information security to help the government’s top mantigement in

ensuring the security of e- government environment?

In particular, the variety of perception and behavior of pe M may make e-
th§

to l@?successful
socio-technical factors that influence the effectivenegs of Mforghatiog ecﬁr@'The
outcome of the literature review revealed that lack oé—tech cal@€cutitAfactors is
a major concern 1n security frameworks and mode bK ped J proposed
for developing countries e-government. Quany atm ToRts werﬁ to develop

and validate the framework. To address @h fourdgesearch questions

were formed, which were: \ O
7. D at @
A comprehensive review was condu®

ect thakecur \o e-government?
socio-technical aspect. The rpRe W
ans '

Y &
ion gesdurity current literature from
conceptual framework. To
Mors rflate

government services insecure needs to be addressed. To ad esegrch problem, an

exploratory review analysis of literature was conducte

RQ1: What are the socio-technical fac

¥’ § of candidates for building a

0",4@'5 study explored and identified

MoTmation security in organizations. It

the )

successful social-techni

grounded on the S

adapting earlieg%

@&curity By Consensus (SBC) model, and
* %\ 003; Straub Jr, 1990), to address concerns

\ o factors influencing security culture were found

e ﬁldi

w, Compliance, B&&Dal Conduct, Security Policy, Security Awareness,

about securitx veness. n

ming, Top Management Support, IS structure. The importance of these
security culture creation and improving the effectiveness of information

as discussed i1n various literatures.
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RQZ2. How significant are the various factors in influencing information Secuwﬂ’ e-

government? \

Quantitative analysis of the organizations’ employees’ experiences Aalyzed and

discussed to examine the influence of these factors on the organiza curity. After

identifying and investigating the factors, the framework was deve

effectiveness of e-government security.

RQ3: How the proposed framework can be validated?

\Q}ating and

hich %ented SEM

done|Q gain an initial

Structural Equation Modeling (SEM) was employe

validating the relationships between the framewo

components of a measurement framework. J
understanding of the relationship betwee

Nc
culture to improve the effectiveness of i( ormatio

10

f the review of literature

rk wétested using SEM technique
@d a nomological validity to the
e.'th) ramework. The findings in this

Nhfluench the effectiveness of the information

& 1 &ompliance, Ethical Conduct, Security
R, Top Management Support, IS structure,

mediated by sechltu}e.

The securl c%u'e measureme Q;mework instruments that were demonstrated

we ent reliability es%ates, and evidence also supported their content

produc

valids pcriminant validity, convergent validity, and nomological validity. The

indiWgg Thdicated that factors influence security culture are positively associated with
Le

Security Training, Top Management Support, IS structure, and all of these factors have

& law, Compliance, Ethical Conduct, Security Policy, Security Awareness,

positive influence on security effectiveness and mediated by Security culture. In addition,
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positive correlations, consistent with theoretical predictions, were obtained en

factors influencing security to improve the effectiveness of information t N for e-
vali

government. These correlations provide further support to the nomologica& ty of the
C

information security culture measurement framework. The outcome rrent study

th
consolidates security culture literature and could serve as a basis for f{ure inquiries in
this area. However, certainly the current study cannot claim thaNramework 1s the

final word on information security. Therefore, more work in R re islexpected.
‘s Nd.

put S
8.2 Research Outcome Contributions ‘k

The majority of past research on information scWr v;cz%!eat deal of

\portRy critical aspects
ev@f&le socio-technical

ybstantially examined

andpojn®™in e@ to fill the research gap
and to contribute to the existing OW dge:i& research developed an
information security culture m 3 study framework is strongly

supported by empirical evi% | itatgve &s®nent.

knowledge concerning the current state of the

uﬁ

factors’ influence or drive security effgetiveness

affecting the creation of information sec

and particularly not from an empiric

8.2.1.1 Fram

N
This rese pcussed the socm-@mcal factors and the importance of these factors to

create 1n 10n security culture. This includes providing an initial understanding of the
between factors influencing security effectiveness - areas in which no prior
erglc literature had addressed the relationship specifically in Malaysian context. In
order_to fill an existing gap in the literature, the current study developed an information

security measurement framework which was designed to assist in better understanding the
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relationship between these factors and the influencing of these factors to im

effectiveness of information security. A better understanding of such relgtio:
provide a better picture of how to develop an effective information séuri

the
Ps can

In more

effectively in Malaysian e-government sector. This understanding_will 1mprove the

understanding of securing e-government amongst information security pfgctitioners.

Y,

8.2.1.2 Methodology

\J.
S@ were

ity, alv— Iscriminant
dditi®R, satisfactory fit

on @een the theorized

adJidate instrument and
A

validity for each of the constructs within & e N

indices with significant pathways 1n thﬂ ' .
gy expl \t@Ty
1

at% !

constructs were evident. This method

ire framework.

framework were developed to assess t i ¢f

Y

8.2.2 Industry Contributioc ? ,

8.2.2.1 Information Sec% om
This study is a s1 %t
Previously, securl pha
research, it “@1& 3

insights to he prmation

a@ess the human risk of e-government.
dfiﬁ the technological solutions. With this

5 @:ulture on information security. It provides

W li} '
culfty %?ﬁld be done in an effective manner using a socio-

Clo-technical factors to determine how it affects

technicalag.a ch. It examined

informatit curity. This study indicates that creating security cultural is significant to

@ e effectiveness of information security.
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8.2.2.2 E-government Community

The outcome of this research is to provide the information security culture f% ork for
e-government environment. The proposed framework can be used as a direct e-

government practitioners to focus on information security from diffe le — socio-

technical perspectives. It would be beneficial to the e-government pra ers to classify

the suitable controls and solution to increase the awareness of t jliployees towards

\Y

security.

8.2.2.3 Other E-Services Community ’ 033-

f o
Although the validity framework of this r was *tegie on\e?éovement
environment, it is flexible enough to be ad t:ﬁ' f\?mic Q&ges that may
occur in the future. Moreover, it can be us@the ces sQgh as e-learning, e-
Ic was“tested 1n Malaysian

fram
)~
€ thi e{gaphlcal and contextual

couptmes ‘gc'?use In studying any e-

~

health, and e-commerce. In addition, the

environment. However, it 1s applic

domain. It can be implemented g

government systems. \
:' ) 4

In addition, the study@uti@v e: %
* The current w Pgh I id@ 1ed what are successful socio-technical

fec&x‘;&ess of information security through an
+ lﬁeing able to understand critical socio-technical

of reflSgT information security is a major challenge that

Y
(erature findings. This will serve as a foundation for

a synthesis of th

ly understanding of information security creation. This constitution of

Q %ormation security reflective behavior is considered very important contribution

o the information security research area since there is otherwise a clear need to

identify these factors. This work substantiates the claim that factors influencing
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information security effectiveness are: Legal & law, Complialgﬁcal

Conduct, Security culture, Security Policy, Security Awaren curity

Training, Top Management Support, IS structure. So if indiviﬂa s QVithin an

organizational setting demonstrate high awareness of informaf®n security

practices and procedures by good training program, follow the sEurlty policy, and

feel the responsibility legally and ethically for protecting Wg§Prmation security

with top management support, a security culture is osm to be created and
the effectiveness of the security improved. |

e The outcome of the current study was an §rma OM#y
measurement framework which was found %«eliabl t dl @bach’s
alpha and item total correlation. The informafga secypity cyfture feasurement
framework was the first study, as far as the ¥€sear \s.qware Q?t’), empirically

validate the conceptualization of ch ';‘ng
f

e earliest

lture

secury effectiveness.

X

1€S alidate the security

ith .- | a)‘éh techniques such as
€ategthe rel ions@, etween constructs and
fina cgnes g@ided robust structures that
rk @ssment. The framework was

th Ji‘p|fc» tion security effectiveness area

Additionally, the current study 1s o
culture measurement framew
exploratory factor analysis to
confirmatory factor analys\

‘ Tamey

serve as a basis for st ent l

tudy

1

refined and then t

, A .

assessed using adgce Stat \ibu]\ trumgn)S such as SEM techniques to ensure
the nomologic& ty € the earckﬁmework. In addition, to establish the
full nomol Nli tyg01f T

N
ﬂar@g\uﬁrk, a mediation check was performed. A

* Kﬁ,ﬁlone in stages, and confirming the results

~This 1s a thorough approach to assessing the

There are two implications (Research and practice) for the current study.
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8.3.1 Implications for Research

information security 1n order to create a security culture to improve t tiveness of

It 1s essential to assess and understand the existence of important factors \ﬂuenee

information security. To achieve this goal, the current study devel()Tn information
security culture framework 1n order to understand security culturw on in Malaysian
lies 1n providing a

, tl"x—: framework will

>ssful ow;ical factors
. . . ®

that influence security effectiveness. The following fgadings symma 7 thQBEearch
implications for the current study. é

| esea.%é_'ivgaps in the

to
, ina@hg identifying

l@n‘ent study assists
| om socio-technical
aspect. This includes developmgg™

framework that could be refff&1cd in af + il'bnr@ Furthermore,

 From a methodological gtandpoint}) t}
resegrch.

e-government sector. The current study’s major beneficial contr
reliable and valid the socio-technical security framework.

also initially assist in assessing the relationship between

e The current study assists academic rese

information security field from soc

further empirical research needed 4

in filling a major gap in the ag

information systemn secu

research design u:ing%;ua
security. The mmdy'
assist in de& 17

developin

e‘@ can be conducted in information

@oratory review of literature that could
i.on @rity culture measurement framework in

ash I\/Ef)a?sia. The methodological contribution is

ratiPwalisation of information security culture

mea:E t frame orl{ c@ﬁ-ucts_ The current study demonstrates that
* ive assessment Wﬁ{’ valuable validating the nomological net of the

a
%ped framework. Additionally, the quantitative assessment assists in

loring the 1nitial understanding of the relationship between framework

lconstructs. This methodology provides a useful tool to assist researchers in

carrying out empirical studies associated with information security.
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8.3.2 Implications for Practice Y_

The current study presents a quantitative assessment that can be usei rmation

efulness for

security managers and practitioners to measure security culture and
T security. The

tg® across multiple
tested for validity

MPlaysm (JPA). The

anagers in

e'ffecnﬁﬁess of

creating a security culture to improve the effectiveness of the info

instruments presented were designed with academic rigor an

phases with empirical data. The research framework was stat

and reliability with 312 participants from Public Service De
research framework offers a number of observatio

to impr@ve tl

organizations to enhance the creation of a security cul

the information security. The observations are:

eveldping important

tion @ecurity culture
8ﬁty The research

& implement effective
ese Qproaches will provide a

>

igfofm &' security to inculcate an

e The current study assists information sec an

aspects of information security that

\
ent t

pro

é

nag

that improve the effectivenes

framework provides manage

information security manag

single point of reference

ppro 3 1nclude providing guides to

ge @p management support for the
\h i l& &y enforcing and communicating the

rs substantially positively influences

acceptable level of sec

“m

managers in unde

creation of securi

security policy '

the creation &

e This resea%

pose

l
indl mtg)"ﬁte threats that the behaviors of employees

ﬁlzatlon s information assets. The information

lture asu{emeﬁ' framework facilitates the understanding of

1on security cultm;Q and of elements that could reinforce the security

e. By understanding these factors management can assist in directing the
eraction of humans with information security in order to contribute to the

protection of information assets.
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8.4 Limitations

The following points summarize several possible limitations of the curre:%

 The framework testing results had not taken into consideration$ e following

-
*

control variables (which may produce different statistic resul%’ @ducation level,

Y,

work, the empirical

job title, and job experience.

e Time constrains was the major limiting factor of thig re

study in this research was limited to only one deieloping countries

yantit tin method in
' 3 @stions,

oﬁe studies or

(Malaysia), Additionally, although the choice of

this research was adequate in obtaining data

future research may employ qualitative resed

observations. Integrative triangulation apw '
can be used by combining both qua w an
depth interviews with top-level n@nt.

e The finalized framework had gaot taKen

Wite,_c@hsi t-';‘e'gons for the following
é} ist Manajemengand change management

factors such as risk assess
. Y
QN S urlty:@.lre).

(which may have influencg 0

8.5 Future Research %

Future research may @h
. Understan%}ff '
.

what fa

'IL)QJilture from different perspective such as

sea\{gg'ty culture to improve the effectiveness of

onment.

sioh of our framewo;l'b)w: other countries in the region.
ding other socio-tanical factors such as risk assessment, assist

agement, and change management in the proposed framework and

Owestigating the influence of these factors on security culture to improve the
W effectiveness of information security.

* The study could also investigate the effects of adopting cloud computing security

services 1n the studied environment.
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* Conducting a comparative analysis between Malaysian e-governmeNg=gag other

developed countries such as Australia or the USA. \

* Replicating the study in different environments (Europe, N&hm

Australia) with different demographic groups.

erica and

Y\.'

8.6 Conclusion

‘y onge-government.

=

This research 1s a study that looks at security in e-se

It has uniquely highlighted the cultural view of peoplg to

The research study was conducted in response to

ped to help e-

LISpE. &hieve the aim of the

focus on the development of information securt |
mmork comprising factors

as erT
eg IVORES og’@ information security was

re and data nsﬂys@hdimgs. Then the framework
q %ative techniques, specifically
Exploratory Factor Angfysis

f
ajo ctor Analysis (CFA), Structural
Equation Modeling (SEM), n

fﬂjty. These techniques were conducted
based on the data ol@om ‘
scnt i iy,

result, an information security culture

n@dmework. As a

government providers to manage the 1

study, an information security ¢

developed based on review of Ui

was assessed and refined

que 'onnag}éurvey of Malaysian e-government sector
ed t@xisting knowledge by providing a valid and
edn ng?ement framework, in addition to providing an

employees. The C\K
security 0 1IMpro thg e@, fiveness of e-government information security. The
curreng S provided practica'i&&plications to Malaysian e-government by offering a

that could explain and provide information about a security culture

he geldtionhlp between socio-technical factors influencing

ment framework. The framework could improve security effectiveness for

S
stian e-government sector. This research has emphasized that information security 1is

the responsibility of everyone and the way of enforcing this is by addressing cultural views.
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closed with future work reco endations tha
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Finally, the current study
h

searchers
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