CHAPTER 4 %\Yv

USER-DEVICE AUTHENTICATION MODEL DESIGN ¥

4.1  Overview z '
This chapter presents the User-Device Authentigation Mo g Digital

@
Certificate for Smartphone users which in%he propose Ps&@‘g/ice

Authentication Model implementing Digital Cextificat® for Snfa e U,@as well as

the diagrams related to the proposed m \ i

. These d‘la S ch@e the Unified
Modelling Language (UML) such as @ Diagra O<<

?: @
“« Q-
4.2  Flowchart Diagram \ A%
Y’ NS -
Flowchart represents‘the workflow or'the 5%3 of the authentication model
hroua I

where it shows step-t

flowchart of th@ev' J Authentic Model with Digital Certificate for

SmartphoneL%\ / .?:I (’)O

83



User-Device Authentication M

Register

Already have account

YES

~—YES——NO \

| -

Control Server generate
Public key and private
key for both user and

device and store in
server.

Server will check the
input data and matches
with the registration data.

v
Server will calculate the
digital signature by

 fetching user's public key,

device's public key and
certificate authority’s
public key and compare
with digital signature
generate by Certificate
authority to authenticate
both user and device

NO-

Both User's data (ID and

Password) and Device
Data (Phone number and

IMEI Number)is < . -
encrypted using RSA
encryption and stored in
Control Server

v
Certificate authority will
fetch User's ID, and
Device's IMEI Number for =
generate certificates
using RSA algorithm for
user and device

respectively

S5
Figure 4. 1: Flowchart @ser-Device Authentication Model with Digital Certificate for Smartphone User
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4.2.1 Explanation of the Flowchart
Based on the flowchart shown in Figure 4.1, the process flow of the User

Authentication Model with digital certificates for smartphone users com@with
the required registration of both the user and the device. The user asked to
furnish their user 1D and password while the device is required to re&e’their phone
number and IMEI number. Subsequently, the registered informatiom’ is stored in the
control server. The control server then generates the public OY;e eys for the user
and device respectively, which are securely preserved in its o'ﬁﬁqu‘he public
key and private key generated for both user and deviséafeyused to encrypt fne@’s ID
nce{ s ID .@{g’ device’s
IMEI number are encrypted, the encrypted dq@ orecki ontro@‘v;r. After the

user and device complete the registrawass, they proeéed t@bividually request
their Digital Certificates. The cr@'ﬁ of th\dig'

Au@ity being entrusted with

and device’s IMEI number using RSA encry

g«{r\ﬁficates requires the

involvement of a third-party u the eertif'

this responsibility. The %e ] certi@ion authority retrieves the

necessary information contr r
' ’ &
certificates. The j@erﬁﬁia Xgenera%b'y signing the user’s ID and device
IMEI’s numberasing RSA di natu@éorithm.
\ ¢ (')
Af@;

gital [certificates been successfully created and stored by the
certifi thority,

ha |

4

Lﬁsequéét\login process requires sequential authentication
of and the device. Tmcﬁ?e,r will be asked to enter their user 1D and password
e device will require them to enter their phone number and IMEI number.
thentication calculations are performed in which the user and the device are verified

by comparing their public keys and digital signatures acquired from the control server

and the certificate authority. The prerequisite for successful login of the user and device
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IS joint authentication. A further explanation of these processes is provided in detail in

4.3  User-Device Authentication Model with Digital Certificatv.

Smartphone User V

This subchapter presents the flow of the User-DgviceVAuthentication Model

the subsequent subtopic 4.3.

with Digital Certificate for Smartphone as depicted in ki 4. until!\.4?>w. There
are three phases of this proposed model, which aré,the Registratio Piasg\b) gital
Certificate Issue Phase, and Authentication/Verification Phase. Eac phas@rrelates

Y- NV
to the other phase to authenticate the user. \ g X~

4

S

The process flow of t uthentication“Model for Phase 1, or the
registration phase, is shown elow!In tk}@tage, users register by entering
(}[Jpﬁaat corresponds to it. The Uid and

&
Upw are then safel Minsidf t %&J (CS). In addition, users proceed to
register their de‘@ obtaifi

¢
number (Dim)from'the device,it If’an@tering their phone number (Upn). The control
server % stores @ﬂ?pent@‘: (Upn and Din). The Control Server (CS) utilizes
a d@'&d random number \r,ator to generate two large prime numbers, p, and q,
@m to begin computing the user's cryptographic key. This is a noteworthy
oach. The value n is calculated by multiplying both p and q as shown in equation

.1 below.

(Y

86



n=p.q

(Equation 4. 1): Value of n s )

Once the value n is obtained, the next step is to calculate the EulerWnt with the

formula shown in equation 4.2 below. V

o) = (- 1(g- 1) ¢ |
(Equation 4. 2): Euler’s Totient .\do Y'

A
| O
The equation Euler’s Totient above is used to calcu he puyic Xp, entiak-e. Public

exponential, e, is selected by e € {1,2, .. d)(z—l} su\[ht gcd(é@ﬁ)) =1. The
private key d is calculated based on e&% - é

(Equation 4. 3): Private Key,\ '(quéﬁ

g'“(
o
9

The private key user isgdepictéd as Kp

key, the public key of the i I u
N
\ b(ub (n,e)

| _ ‘?:' “

(Equation : public key ofyUser. \Q/
&k o

The prace is repeated t

(..)
wfﬂare represented as Kpu&tr) and Kpr(d), respectively. ASCII encoding is used to

({ 0 tzﬁ? the Public Key and Private Key for the device,

t the Uid and Din into their respective ASCII values. After that, the value is

Orypted using the User's Public Key, Kpub(u), along with the Uid and the Device's
Public Key, Kpub(d), for Din.
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' Choose two large prime number, p and q based on random number generator

computes by the server

Computen=p.q

Compute ¢(n) = (p-1)(q-1)

Select the public exponente € {1,2, ..., ®(n)-1} such that gcd(e,®(n)) = 1.
Compute the private key d such thatd - e = 1 mod®(n)

Public Key User, Kpub(u) = (n, ) and Private Key User, Kpr(u) = d

Choose two large prime number, p and q based on random number generator.
Computen=p.q
Compute ®(n) = (p-1)(q-1)
Select the public exponente € {1,2, ..., ®(n)-1} such that gcd(e,®(n)) = 1.
Compute the private key d such thatd - ¢ = 1 mod®(n)
Public Key Device, Kpub(d) = (n, e) and Private Key Device, Kpr(d) =d

Q'e Figure 4. 2: Phase 1: Registration Phase
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4.3.2 Phase 2: Digital Certificate Issue Phase

The process flow of the proposed Authentication Model for Phase 2,
particular emphasis on the digital certificate issuance phase, is shown i(ﬁbxe 4.3
below. In this stage, users have to request digital certificates for t ices and
themselves. The control server (CS) provides the Certificate Authority(CA), which is

in charge of issuing these certificates, with the user's public, ENE ub(u)), user ID
b

(Uid), and device IMEI number (Din) as shown in equatio

W.

Sa(U) = sigKpr(ca), CA(kpub(u), Utd, Di \dﬂ NS
N
| S
(Equation 4. 5): Digital Signature of User. 2 o
Y

The CA then signs the certificate with its vate,\ke r(ca)é&bich includes

the user's public key, user ID, and (@IEI nu he 6~keeps the user's

certificate after it is issued with the @f}jmation vw i ion 4.6 below.

CertUs= [(kpub(u), d,“Dng&'a(U)]
N
(Equation 4. 6): Digita erti%ate ofhls %

er. |

S .
The information in i the Wisers is as user’s public key which

<

Deu@s IMEI number (Din), as well as the

includes the us &(Ui
. \ o, J %@ . .
Signature of w tal gertificate,JTh ps below are repeated to obtain the digital

certifica %e'deyjcb.j

ce o@ the certificates are created, both the user and

"-Y'

their dai'ce eceive a notificatl,g_gg;\/erifying the successful creation of the certificate.

N
Nar, these certificates must be renewed to preserve the security of the user's key.

: process is reiterated to procure a certificate for the user's device, with the CA
g

ning information within the device's certificate, including the device's public key

(Kpub(d)), device IMEI number, and user ID, using its private key (Kpr(ca)).
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1. Fetched Uid and Din from CS
2. Sa(U) = sigKpr(ca) ,CA(kpub(u),Uid,
- Din)
Certificate Authority s certU = (kpubw),Uid, Din), SaU)]

(CA)

reated

1. Fetched Din and Uid from CS

2. Sa(D) = sigKpr(ca) ,CA(kpub(d),Din,
Uid)

3. CertD = [(kpub(d),Din, Uid), Sa(D)]

— N

Qﬁsure 4. 3: Phase 2: Digital Certificate Issue Phase

90



4.3.3 Phase 3: Authentication/Verification Phase
Phase 3, or the authentication/verification stage, is represented

progression of the proposed Authentication Model in Figure 4.4. The us@enter
their UserID, (Uid), password (Upw), and device’s phone number (Umis phase,
which expands on Phases 1 and 2. The IMEI number of the device, Dmso obtained.
If the user enters Uid, Upw, or Upn incorrectly, an error messa eMem to enter the
correct information. The Control Server (CS) performs an Y;.ati n calculation to
confirm the user's signature after receiving accurate in This nMining the

" Y.
Certificate Authority (CA) (Kpub(ca)) and user (K@Ub“C eys nith;@ The
ca)

authentication calculation uses the public key of t to@pute the

user's verification signature (Sa(U)") basedQ\th9 rovided Uid and ﬁ’etched from

the device) as shown in equation 4.7 N)
Sa(U’) = sig ’9@), ¢ \5 |
é @ “'t)tp
e

0,

(Equation 4. 7): Verification si

The Authentication C% then Will r qubs@ value of Sa(U) from CA and
4 b o

compare them with value

when the Contrel S

device authen(@)n, i
used to% e ther
SUCQ

sful user and device ad;éntication whereby both are shown as “1°. It is
N

i ible to authenticate the user and the device together if one of them is not

Q nticated. The suggested User-Device Authentication is described in these

lagrams and protocols. This proposed model will be used for expert review validation
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in the future. This

to verify the potential of this model to be adapted to smartphone users

in Chapter 5.

expert review verification will be explained more
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1.

2. Use the Uid and Din from user

3. Sa(U)’ = sigKpub(ca) ,CA(kpub(u),Uid,

Din)

4. Request SA(U) from CA. : f»

5. Compare Sa(U)’ = Sa(U) 7OT
6.  Sa(U) = Sa(U)’, User is authenticate. ContrOI Serve ‘
7. When the result of Authentication of User is

true, it depicted =1
Both User and Device Authentication

Result =1

alculation

1. Fetch Kpub(D) and Kpub(ca) from server.

2. Use the Din and Uid from device

3. Sa(D)’ = sigKpub(ca) ,CA(kpub(D),Din,
Uid)

4. Request SA(D) from CA.

5. Compare Sa(D)’ = Sa(D)

6. Sa(D) = Sa(D)’, Device is authenticate.

7. When the result of Authentication of Device
is true, it depicted =1

\

re 4. 4: Phase 3: Authentication/Verification Phase
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4.4  Summary \2
This chapter presents the proposed User-Device Authentication E&’ith

Digital Certificate for Smartphone User as well as the step-by-step process of the
proposed model. There are three phases of the User-Device % ication Model

which are the registration phase, the digital certificatevv phase, and the

authentication/validation phase. Moreover, although the Useér-Device Authentication is

in the proposed model stage, presenting the Unified Modelling L nMML ch
N

as flowchart diagrams helps to understand the fl the proposed aﬁd(,')can be

o
Th&& er alﬁfpfvt:sents the

used as a reference for future development of t@el.

development and validation process of tENSEd z;athe i atiog< del where the

authentication model is carefully develo ferring to literature review as a data
S

a@ated by presenting and

source. Furthermore, the propose e ticat%el is
[} Y,
| to

. . . “ - .
answering the questlonnalre5\ the osed aut cation model.

N
The proposed el REances #e se ri{y @artphone users in several ways

compared to existing authemticati ‘P‘n ds‘g' the proposed model authenticates

both the user anw% evit@ntrast@wany other existing models that only

authenticatet@(e. , using.pa , biometrics, or OTP). With the help of this

two-fact ticil'ti s}te , @attacker cannot access the user's credentials

iy
/

. . S . .
withoutalseyrequiring the autheng&’ted device such as the user’s smartphone in order
t plete the login proces} Because an attacker would require both the user's

entials and the actual device to assume the user's identity, this greatly lowers the
Ok of unauthorized access.





