CHAPTER FIVE

FINDING AND DISCUSSION -\
5.0. Introduction ‘V
tl

Despite the importance of the user information pri m shapi doption of
®

Ttxo&)’@?vacy
ults %%senled n

cloud based e-learning, there is a dearth of research e;

1ining thg inf

concerns in the cloud based e-learning context. In

ssed based

S. Th&polheses are
éﬂascd E-Learning
Users' Information Privacy Framework is pré®mtedsalon 'h&e guide of using the
research framework. Finally, this chap %ﬂins ALXHO@DC@SS and results.
.}j &
N\
S

5.1. The Factors That Inflygnce i; Informpatiop Rriy™¥ of Cloud Based E-Learning
Users \.‘ f((y
This research deva swfor Q\f&c@tﬁ(mework for cloud based on e-learning
]

Fry ”10113 (IUIPC) as well as the factors likely to

chapter 4 are discussed in more detail. The findingg

nZernqNM cloud based e-learning. In this respect, the
I’L{I(CL‘VUSCHI'CII hypotheses are proposed. A validated

conceptual fig
instrumcn\ ;cloped, and then ﬁ@conccplual framework is tested by means of this

¢ items are clarified by exploratory factor analysis (EFA). Then. a

test tested all the measurement constructs. Thus, all the items demonstrate a reliability

value at the satisfaction level. Structural equation modeling using AMOS version 23 is



employed to investigate the relationship between all constructs. The finding of each

This section presents the result of examining the dirag eff®ts relationship

hypothesis is described as following,

5.1.1. Direct Effect

between the independent and dependent variables.

H2 : Control has a positive effect on Information Priva% S Wd Based-E-
T i

[Learning. ! ’ o}
The measurement items for (Control) con areNgXitr. intb}:ree items

slmc@ rated high by
the respondents and the mean score for a\% ems cené(]()) and (5.83), as

shown in Table B.1 of Appendix B. Thge meafsc QI re&items is higher than 4

(the neutral scale) which suggest tl ¢

&

(questions). The findings reveal that all items sglatin® to

w'r@the control construct.

@'conslrucl is (0.953) (see

has the strong reliability of

Furthermore. the Cronbach’s alph:

Table B.3 in Appendix B), which mtes

the measurement item. T
In the theoretical .an\ork thi
as independent \'zu'iu&.\ ile ¢
g 4 @
As a result, the find®S§onfigm an
effect on ini‘orta%ri\}‘_ co

4
p=0.000). X
N

d significant relationships with information privacy concerns. The result tends

jcscarchg=phe control construct is conceptualized

&S

imli(@yl'ivacy concern is a dependent variable.

sufpoct}ti?: hypothesis H2 that Control has a positive

s WY a path coefficient of beta for H2 (f = 0. 255.

with the findings of the previous research (Malhotra, Kim, & Agarwal, 2004;
Yang & Miao, 2008; Zheng, Shi, Zeng, & Lu, 2010). This means; the users are more
likely to consider the control factor when they use the cloud based e-learning system. The
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findings of this research have approved the cloud based e-learning users can reco e the
danger of letting information control out of their hands and storing data with a&zde in
public cloud computing provider. That happens because the data and pr S are no

longer in the total control of the cloud based e-learning users., SoméoncWyse will be

dealing with it, both data and processes might reside in different physi cations. The

information could be disclosed or used by the cloud computing pmw self or the third

party. In addition, the users' concerns about the potential lackgof I and transparency

when a third party that holds the data. Thus, the CSPs and xilics‘ should consider

this issue when they implement cloud based e-learning sy$ to Incremed’ e levels of

L ] Y-
information privacy. CSPs must ensure that users an ucatio insti u(’on(%we
possible maximum control over the users' data. ? Y.'

H3 : Awareness has a positive effect on Infor

[Lcarning.

deihs \\S)etwecn (5.84) and (5.9), as

Fork Qb] the items is higher than 4 (the

r@e with the Awareness concern.

e val@ Awareness construct is (0.959) (see

\Calgs l&&)}lis construct has the strong reliability of
e

S

In the coretical 1‘1‘;1111C\\'01'1L?9§" this research, the awareness construct is
)

conceptufMyged as independent \h les, while an information privacy concern is a
riable. As a result, the findings confirm and support the hypothesis H3 that
has a positive effect on information privacy concerns with a path coefficient
or H3 (p = 0. 171. p= 0.005). The result tends to agree with the findings previous

research Malhotra et al. (2004); Quah and R6hm (2013).
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The above results show that Awareness factor had a positive effect on information
privacy concerns of cloud based e-learning system. That is because it is very dmprtant
for the users to be there are clear and obvious privacy policies for the cl(% ed e-
learning system. In addition, the users are aware the education institutio, ho want to
collect users™ information must tell them what information they want tow‘l, how they
want to use it, how long they will keep it, with which they will slage it¥and any other

uses they intend for the information. They must also notify usersy want to make a

chanee in how the information is used. Thus, the users of clo c~'caming system

should be aware of the privacy compliance requirements icable Yauvs gff culations,

L]

standards. contractual commitments that govern this infmS"ttion. ’ (}
1 Cl :

H4 - Access has a positive effect on Information Tr Cogcert dng' Based-E-
[_carning. 4\1

(questions). The findings revealed that é&ﬂstruct was rated high
by the respondents and the mean scQ reen (5.9) and (5.97), as
shown in Table B.1 of Appendix ems was higher than 4
(the neutral scale) which s plc@ ed with the Access concern.
Furthermore. the Cronbach’s alp ccess construct was (0.930) (see

al P 1eworld o 1s research, the Access construct was
\'uﬁabla.'while an information privacy concern was a
e. As a result, théS#dings confirmed and supported the hypothesis H4
X a positive effect on information privacy concerns with a path coefficient

0. 175, p= 0.003). The result tends to agree with the findings previous

Mouratidis, Islam, Kalloniatis, & Gritzalis, 2013; Mowbray & Pearson, 2012; Pearson,
2009).
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In summary, the above results show that Access factor has a positive effect on

information privacy concern of cloud based e-learning. The results also suggest tha
have a strong concern about cloud based e-learning system regarding this fa% at 1is
because the users of cloud based e-learning system are concern about how can access
to their information and how the educational institutions to comply \VT&' requests.
Because also, how to prevent others from unauthorized access and 1% 1e users” data

especially in public cloud.

H5 : Storage has a positive effect on Information Privac 1cerns OWBased-E-
g

[earning. E ’ ‘6
€ e mkour
1St e surement

Four items (questions) are used to measure the e C 1

—_—

item (I am concerned if the data of cloud based % g 1'ansf$vi(hou[ the

knowledge of my universities) (ST3) i1s dK e i ding (as shown
Table B.7 in Appendix B). However, the mean or%\QY st reT items are greater
cht

ls'a&\lhc respondents are

than 4 andwere between (5.95) and &0%).)whi e

agreeable to the three measurement avics. 1@1’@1@ be implied from these
findings that storage factor affe lsm:riv m i@lrds using cloud based e-
jability festin tfs@ storage construct is (0.892),

learning. The Cronbach’s ajgha r

a
which suggested good internal cogglste

&

In the lhcorcli\&mm
conceptualized as il%lld@l vari til? e an information privacy concern is a

f d@confinn and support the hypothesis H5 that

n,g( f((y

lh'(}wsearch, the Storage construct 1is

dependent varia

Storage has ¢ ¢ effect ¢ inform&ﬂ)n privacy concerns with a path coefficient of

beta for | DI 2035p= 0.()00)@6 result tends to agree with the findings previous
research ( >r et al., 2009; Pearson, 2009; Pearson & Benameur, 2010; Singh & Goel,

20173

The above results show that Storage factor has a positive effect on information
privacy concerns of cloud based e-learning system. The results also suggest that users
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have a strong concern about cloud based e-learning system regarding the location of their
information. The location of information in the cloud has significant cﬂ‘ec& the
)

privacy and confidentiality protections of information and on the privacy obli ‘he

users who use the applications provided by the SaaS and process theiradaa it public

cloud do not know where the data 1s stored or is it transferred to anot! center in
al location at

another country. That is because; the users' data may have more thangne 1

the same time with differing legal consequences. In addition, oud computing

6 : Retention has a positive effect on Information Priva

[earning.
Y,

The measurement items for Retention cagstr g cXmgcted 1t YHII'CC items

(questions). The findings revealed that all itgm Ing & cQhstry (Qre rated high by

i 'ee&Qﬂ) and (6.1), as

shown in Table B.1 of Appendix B. Th SCOr; AUl 1 &QQ is higher than 4 (the

neutral scale) which suggest that 1¢ Retention concern.

Furthermore. the Cronbach’s alpha

Table B.3 in Appendix B), wigkch if qon %t had the strong reliability of

the measurement item.

In the lhcm‘cli@nc“

. - @
conceptualized as 1 ndenf varig

& 11}11

=
ve effect®n i{form‘ﬂ’mn privacy concerns with a path coefficient of

arch, the Retention construct 1is
t’iu’c an information privacy concern is a
@conﬁrm and support the hypothesis H6 that

dependent varia

Retention has
beta for | ). 171, p= 0.008)NRe result tends to agree with the findings previous
et al., 2009; Singh & Goel, 2015).

research (1

> above results show that Retention factor had positive effect on information

privacy concern of cloud based e-learning. That is because, there are concerns of cloud
based e-learning users about how long the data will be stored in the cloud. It is important

131



users'

for the users to know how much time they can access their data on the cloud. Th

data can be more at risk from privacy breaches if the data remain in the Cloug ong
IFR

periods because the data exposure time is much greater. In the traditional IT g ent,
users or educational mstitutions usually own and manage the data. But 1s to be
migrated into cloud, it should be considered on that how to maintain the wnership.

Therefore, the educational institutions ownership rights over the w 1st be firmly
established in the service contract. The contract should state clear the educational

institutions retain ownership over all their data. '

\d

L ]
[7 : Destruction has a positive effect on Information Pri » Concefins o udBsed-
E-Learning. ; Y.-k

ol fou 1 and@ item (I am
the

1ten

ervp roviders didn’t

Tlu alifes which is less than
w th@@e mean rating for the
7]

and (@ﬁ) and are greater than 4
Apgefdix 1§1ggest that the respondents
v Jln iddit' My the construct also shows an
;1 ] aSLfl"

EJ 1t items with (0.867) reliability

X B@mugh this value is above the strict
0\2‘,' mpared to other constructs.

O

0 1s research, the Destruction construct 1is

'k
'

1111L\@'whilc an information privacy concern was a

e. As a result, 1he~ﬂndings confirm and support the hypothesis H7 that

dependentdgaria

s a positive effect on information privacy concerns with a path coefficient

_..
(9%}
o



In summary, the above results show that Destruction factor has positive and

sionificant relationships with information privacy concerns of cloud based gglea¥ing.
The results also suggest that users have a concern about cloud based e-le: 1%% stem

recarding destruction factor.

HS : Compliance has a positive effect on Information Privacy Concdggs loud Based-

E-Learning.
The measurement items for (Compliance) construc extra e&']lt#rec items
(questions). The findings reveal that all items relating t@agh -
the respondents and the mean score for all three iter betw
shown in Table B.1 of Appendix B. The mean score al
neutral scale) which suggest that the samplefger w'ﬂ? t
Furthermore. the Cronbach’s alpha estimat "1%’Comp YaQC
Table B.3 in Appendix B), which indicat h

S ‘lru? t_l&strong reliability of
the measurement iten. t , \&
6 Q(?

Y ‘Q
this*fcscarch, h@(‘omplianee construct 1s

mation privacy concern is a

ce€ concern.

con ot 18 (0.930) (see

In the theoretical framev

conceptualized as independ vaRables, whilepfaif
dependent variable. As a result, ﬁn% ﬁﬁt‘yd support the hypothesis HS that

Compliance has a positi Mt on fnformgption @acy concerns with a path coefficient
0

of beta for H8 (p = 0, _p~ 0.00 "esu@nds to agree with the findings previous
rescarch (Gellman %Mo Fatidi S&n(jl(?lloniatis, & Gritzalis, 2013; Mowbray &
Pearson. 2012; $inMgx Gogl, £0 1§, Z o@nang, Xie, Qian, & Zhou, 2010).

The -A results show lhﬁ&%omplianee factor had positive and significant

relatiops vith information privacy concerns. That is because, one of the most

ympliance issues facing an organization is different regulations of data

locMwaad? The users' data in the public cloud usually has more than one legal location at
the same time with differing legal consequences. When data crosses borders, the

ooverning legal, privacy, and regulatory regimes can be ambiguous and raise concerns

J
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about information privacy. Moreover, the characteristic of many cloud conguting

services is that detailed information about the location of an organizationdgd is

unavailable or not disclosed to the service subscriber. This situation makcsi%cuh to

ascertain whether legal and regulatory compliance requirements are met. In

e

contrast., if the cloud computing providers will expose themselves to aws of all

countries from which the services are used, it could be potentially a lw rden indeed.

19 : Audit and Monitoring have a positive effect on Informs: riva‘y Concerns of

Cloud Based-E-Learning

<

items (questions). The measurement item (It is \’CWOF N e if @/ulli\'ersity
urcs)@ﬂl code name

e 1@“’611]6111 item (It

ask_applicable in cloud

(AM4) is dropped due low factor loading
is very important to me what specific r
based e-learning system of my universi i Al\@ls rated highly among

[7]
‘AJ&;uct is (6.19). The mean

nd the mean ratings for the

the respondents of the survey with

are

scores for the three items are
¢ meé/emenl variables. It can, therefore,
d moyforing affect respondents’ information

g

privacy concerns t e-learning system. Cronbach’s alpha

coefficient value 69) as shown in Table B.3 in Appendix

B. A%

c

V

-onceptual framework :f;?lis research, the Audit and Monitoring construct is

In

=

as independent variables, while an information privacy concern is a

conge
dgpen ariable. As a result, the findings confirm and support the hypothesis H9 that
Auc d Monitoring has a positive effect on information privacy concerns with a path

coefficient of beta for H9 (B = 0. 163, p= 0.014). The finding tends to agree with the



findings previous researches (Singh & Goel, 2015; Zhou, Zhang, Xie, Qian, & Zhou,

!&si’vc and

1ung. The

2010).

In summary, the above results show that audit and monitoring ha

significant relationships with information privacy concerns cloud based e-lcY

results also suggest that users have a strong concern about cloud based carning system

regarding audit and monitoring. For the reason that the educational 11 ions that adopt

is?m‘plex to audit and

monitor. The traditional monitoring and audit tools are fl:ctive in cloud

cloud based e-leaning system creates a new environment that

f iftern? ation

kd
institutions need to monitor not only actual levels of perf nce byt also 1#\bl: em to
analysis the cause of any problems occur. Also, they d to PO ito 110lewnges n
policies that control cloud computing resources and v cl M‘ ‘ces Zi‘@eing used.
natéﬁrivacy Concerns

environments as they are in monitoring the performan

ffect It

a

H10 : Information Privacy Breaches has NDC
of Cloud Based-E-Learning. c \T

4

All the measurement ilu\ (Informgtio, pri&’&y breaches) construct are
he findiggs rcv«@hat all items relating to this
‘ﬁbﬁm score for all three items is

extracted into three items (quest

construct are rated high by
between (6.11) and (().17)'1&511( /
all items is higher than &cn utre

Information Privacy

~

¢ theoretical framewor

of this research, the information privacy breaches
const; miconceptualized as independent variables, while an information privacy
conccggis” a dependent variable. As a result, the findings confirm and support the
hypw#is H10 that Information Privacy Breaches has a positive effect on information
privacy concerns with a path coefficient of beta for H10 (B = 0.214, p= 0.005). The
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finding tends to agree with the findings previous researches (Mather et al., 2009;

Mouratidis et al., 2013: Singh & Goel, 2015).

In summary, the above results show that information privacy l'@& !1,5 have

positive and significant relationships with information privacy concerns of clo

based e-
learning. That is because, the data from various users and organizations sNffe together in a
cloud environment, any privacy breaches of the cloud environment Nlemially attack
the data of all the users. A single incident could expose informgtiorNffom many users. The

cloud computing environment becomes a high value target fc 11 ‘o'mali n privacy

d

breaches. Cloud based e-learning users need to be vigilant 1

g risks of

eltan
hsure llw'l.@cloud

H11 : Information privacy concern of @floud Ba

Risk Beliefs. E a
The Risk Beliefs cmlslrtvcus red ] s and the measurement item
(There would be too much 1ty ass@ci i iving the information to cloud

Q Lni] N gt name (RB1) is deleted from the

based e-learning system

analysis due to the low actor ¢ &
B. The results revea m d ofgdained three items of this construct were
higher than the poinf§ whycly c 1@16(1 participants’ acceptance of measured

items. In slmrw crugf g cm‘c@all measurement items of this construct was
between (5 Z8Wgnd (6.03) as shown Qbic B.1 of Appendix B. In addition, the reliability

statisticsgomgelarity construct (ushmwn Table B.3 in Appendix B) revealed that

XIpha reliability is (0.920), which suggested adequate reliability of this

f=le)
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In the theoretical framework of the present research, an information privacy

concern of cloud based e-learning is conceptualized as independent variables, whi

concern of cloud based e-learning has a positive effect on risk belich with a paths
coefficient of H11 (B = 0.360. p= 0.000). That means cloud baswamina system
users are concern about information privacy risk when they us thevsu.m While the risk
belief is commonly thought of as the felt uncertainty regar Sblbl negative

consequences of adopting a product or service, the results ¢

tudy’ u1 od the

[ l"ll@blull
ing lhp Systgi. H(V'evel the

1

users believe there is an information privacy risk of using
That is because they do not sure about consequences o

users feel more comfortable with risk when they havetore over t 1101111;111011

rather than someone else controls it. In order tgPre the rigk

e-learning users, it should the education in {1
information privacy 1ssues. : ?
e q Q-G)
H12 : Information Privacy Conc lou
on Trust Beliefs. Y.

The Trust wnslu S meas

eis& 1e cloud based

s take t clua@ps to reduce the

While the trust beliefs construct
negative effect, the 1l\L e measurement item (Cloud services

provider is In genery

1‘1 legang (}1';155,&4 egarding the usage of the information)
with code name nithe @y is due low communalities (less than 0.5)
as shown Tabl /\p[{l lhu verall mean score of all items of this construct
is between 2. W) and (2.17), which W t that respondents has reservations about their

trust in based e-learning system. This is evident from the low mean rating which

TN ® that respondents are concerned about the privacy of the cloud based e-
pystem which reflects on their trust belief of cloud services provider. In addition,

the roMability statistics of the trust belief construct (Table B.3 in Appendix B) indicated
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(0.921) Cronbach’s alpha reliability for this construct. which shows the good internal

N\

In the theoretical framework of the present research, an infor jon¥privacy

consistency of measurement items of this construct.

concern is conceptualized as independent variables, while a trust belieiyaade dependent

a statistically

variables. The finding also shows that the privacy concerns faclNha

significant and negative relationship with trust beliefs. It also cor s¥nd supports the

hypothesis H12 that information privacy concerns factor ‘1gni"1cant negative

relationship with trust beliefs with a paths coefficient of H 368, p= 0d00).
® Y.
The above results show that information priva ncerns irff th ol Gﬂ%@d e-
learning system has negative and significant relatior itl us€r whigh Jnean less
privacy concern results in high levels of users’ . InfoilfwQtion privacy
literature shows the important positive role plafg ﬁnd&ggs from multiple

studies concur on trust being the most salient
Smith, 1993; Malhotra et al., 2004). H \%
negative relation between inlbmmlioé

and trust beliefs of the users. 'l‘huN USGIS

Because they have a concerggabo their irfformyg i(ian*y issues on cloud based e-

learning system. 2 b .

io&any (Cespedes &

L=,

clo@ased e-learning system

trugs=dompletely on the provider.

11 U‘ﬁ'ﬁthis study, there is a
SN )

5.1.2. Testof

%

Pk

hfe von prgsenty (e r ’S{of examining the mediator of information

reen the YC cfcndw\-(comrol, awareness, access, storage, retention,

NV

sliance, audit ;uul\&nmiloring and privacy breaches) and dependent

privacy conc
destruction?

variables W NrBeliefs and Trust Beliefs).



5.1.3. Test of Mediation Effect of Information Privacy Concerns in The

Relationship with Risk Beliefs \T

As shown earlier, hypothesis (H14) explains the medigu8n ;fect of
information privacy concerns in the relationship between the control angmiisk beliefs. As
outlined in Table 4.10, the information privacy concern does me% ¢ relationship

between the control and risk beliefs. Thus, this hypothesis is supp ¢ Table 5.1).

The hypothesis representing the mediation of infQgrmaygh privacy
concerns in the relationship between awareness and risigbeliels Hf5 isegu p&'@see

Table 5.1), the complete mediation occurs since indire ect < Dirdet ctl ‘—awn n

Table 4.11. Y. %3
The hypothesis (H16) explai@dia } of il@mlation privacy
1. o

concerns between access and risk beliefs is tedsee

e 5,1y According to the
results presented in Table 4.12, it is lati

L@;llypolhesized (Since
a ey

indirect effect < Direct effect). r q &
\ \A
Hypothesis (Hgv) :gscms t iati ‘%

e n Tu fect of information privacy

concerns in the relationship BEwgkn storg®ee: ﬂs@cliefs. As hypothesized, storage
has an indirect positive @ risklbe S hroué{s influence on information privacy
concern is supported & Hle . shox@{) Table 4.13 indirect effect < Direct

effect. ¢

concerns retention and rh&))clicfs Results in Table 4.14 indicate that the

complet¢ WgdWetion occurs, and the hypothesis was supported (see Table 5.1).

0 The hypothesis (H19) explaining the mediating role of information privacy

concerns between destruction and risk beliefs is rejected (see Table 5.1). According to the

139



results presented in Table 4.15, there is no mediation found in the hypothesized (Since

indirect effect < Direct effect). T

The hypothesis (H20) explaining the mediating role of inform imgri\'acy

concerns between compliance and risk beliefs. Results in Table 4.16 gudicate that the

complete mediation occurs, and the hypothesis was supported (see Taple 5°

The hypothesis (H21) explains the mediating rig ofgnformation privacy

'dilWe results
presented in Table 4.17, it has been found that compleje med¥itiof occyy’ Tﬁus-&his
hypothesis was supported (see Table 5.1). ' _{')
s b %
N
The hypothesis (H22) explaining the meWati infogrion privacy
concerns between information privacy breachgg Iis 1 1S rq'Ec ed (see Table
5.1). According to the results presented in Ta .18Q | m;@tion found in the
hypothesized (Since indirect effect < Dire%:cl). ;
|} o
5.1.4. Test of Mediation lil‘l'c\ pPrivag ‘cms.ﬁhc Relationship with
. g NS
I'rust Beliefs Infogmat | Q‘é
, ’ Ly
icr, \

As shown \ o1y (H24 (&plained the mediation effect of
information privacy co@
outlined in Table 4.%1 '

between the cmm@rusl blicty 1 uss‘e&{ hypothesis was supported (see Table 5.1).

&3

> hypothesis 1'01)11\51'}{11(5 the mediation effect of information privacy

concerns between audit and monitoring and risk beliciy

(¢

ship'&ﬂveen the control and trust beliefs. As

1'i\f9€) concern does mediate the relationship

7

relationship between awareness and trust beliefs H25is supported (see

the complete mediation occurs since indirect effect < Direct effect as shown in
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Hypothesis (H26) explains the mediation effect of information privacy

concerns in the relationship between access and trust beliefs. As hypothesized, Acc@vs
an indirect negative effect on trust beliefs through its influence on infomm@vacy
concern was supported (see Table 5.1). As shown in Table 4.21 indirect g{¥ect € Direct

effect. T
lealion privacy

ilrlicale that the

abl%
’

12'role off in m‘i@ivacy
complete mediation occurs, and the hypothesis wgs su

Ta%hl ndi@ that the
. (b S g blC@T
) &

The hypothesis (H29) explainindgge mgdiating
concerns between destruction and trust,l N 1\(‘

The hypothesis (H27) explaining the mediating rol

concerns between storage and trust beliefs. Results in Ta

complete mediation occurs, and the hypothesis was suppor

The hypothesis (H28) explaining the m

concerns between retention and trust beliefs. Res

lei){ ormation privacy
Ahlc 5.1). According to
the results presented in Table 4.24, tl

indirect effect < Direct effect).

w 38 cx‘}zl-ams the mediating role of information privacy

ppothesis
A} audit and moni{&jng and trust beliefs. According to the results

ble 4.26, it has been found that complete mediation occurs. Thus, this

The hypothesis (H32) explaining the mediating role of information privacy
concerns between information privacy breaches and trust beliefs is rejected (see Table
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5.1). According to the results presente

hypothesized (Since indirect effect < Direct effect).

TABLE 5.1: Results of Testing the Hypotheses

-d in Table 4.27, there is no mediation found in the

X
O

‘ Hypotheses esult
H2 | C nnlm'l has a pmm\ effect on information privacy concerns? upported
has effect on information prl Supported

Awareness has a positive

I
|
\
| concerns.

H4 | Access has a pmm\ effect on information privacyg

HS | Slmmm lms a 1)05111\ ¢ effect on information privacy ¢
effect on informdgp priva

H6 | Retention has a positive

[ concerns.
H7 | Destruction has a positive

effect on 11

S%m'ted

| concerns.

HS8 l(kwmpliancc has a positive

effect

1121[18‘1 prijacy

2) 4

e
{ﬁlpported

~S

concerns.
' Audit and Monitoring have

a positiviyglfec{ on mﬂnaudﬂ—

) Supported

|
|
! px‘i\";lcy concerns.

H15 | Awareness

e
: ﬁn@yvacy concern.

through 1

H10 | Information privacy Breache @ Supported
information privacy concet %
W Information privacy copcern p{hon risk Supported
g beliefs.
lil 5”71551111(111011 plT\dL\ ct on trust SUppOrted
beliefs. S
H14 | Control has any ive oycct On,@'bdlds through Supported
its influence ¢ ¢ LOI};&%I
v ect on risk beliefs Supported

cff&on risk beliefs through its

Not Supported

tion has an indirect positive
enfluence on information privacy concern.

jas an indirect pos'\@cﬂ‘ccl on risk beliefs through Supported
uence on information privacy concern.
e effect on risk beliefs through Supported

ostruction has an indirect positive effect on risk beliefs

Not Supported

through its influence on information privacy concern.
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>lgl§t7)_‘}r‘za'mpliuncc has an indirect positive effect on risk beliefs Supported
' through its influence on information privacy concern.
H21 | Audit and monitoring have an indirect positive effect on risk Sup, %g
| beliefs through its influence on information privacy concern. ‘g

122 | Information privacy breach has an indirect positive effect on wgorled
risk beliefs through its influence on information privacy

concern. g
H24 | Control has an indirect negative effect on trust beliefs throug upported

its influence on information privacy concern.

H25 | Awareness has an indirect negative effect on trust S 'Supported

through its influence on information privacy concer

) LY
H26 | Access has an indirect negative effect on trust beliefs Wygoug grted

its influence on information privacy concern.

H27 | Storage has an indirect negative effect on trus Su
its influence on information privacy concern. \Y

1128 | Retention has an indirect negative effect tru ﬁhe‘f %fponed
through its influence on information pri cern. é

H29 | Destruction has an indirect ncgalivx n trust usc"‘Not Supported

~_ﬂthmugh its influence on information privegy cageert \

130 | Compliance has an indirect neg% cffect %\ c@s Not Supported
through its influence on informati va@yy conce@n. AC:)\

H31 | Audit and monitoring have ativyefte trust Supported
beliefs through its influengg on FOTT Dy1vacy.Loncern.

H32 | Information privacy

’gy effect on | Not Supported
niion privacy

trust beliefs througl

concern

SNERYN
: ' Frgmeyy ‘or ud Based E-Learning Users

5.2. Information Briva
N
3

The inllﬂm 1 privacy I‘mnm\%x of cloud based e-learning users is constructed
based o% ocial Contract le‘;?y as well as Internet Users Information Privacy

amework (IUIPC) (Malhotra et al., 2004) and based on a broad literature

nt has identified the information privacy issues of cloud computing. The
¢ identifies nine factors. These factors are clarified by exploratory factor analysis

and measured again by confirmatory factor analysis to validate the framework. Structural
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equation modeling is used to test pathways between the factors. The analysis result
indicates that the factors show a high degree of the Unidimensionality, cowr:)m
validity, discriminant validity, and reliability. The findings indicate lh?‘ IE actors
Control, Awareness, Access, Storage, Retention, Destruction, Complign8e. Audit and

Monitoring, and Privacy Breaches have a positive effect on informati vacy concerns
of cloud based e-learning users. Besides, information privacy cloud zqsed e-learning

T&t on trust belief.

Learning Users.

Control
Awaronsss
Access
Storage
Retention

Destruction Risk Beliels

Compliance

Audit and

Monitoring > Positive Effect

Privacy

Buau:s : Yv ————— » Negative Effect

g RE 5.1: The Proposed Information Privacy Framework for Cloud Based E-
[earning Users
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5.3. The Guide of Using Information Privacy Framework for Cloud Based E-

Learning Users \

This section demonstrates the guide of using of cloud based %1 g users'

information privacy framework.
a)  Control Vz
The loss control on users” data of cloud based e- ilz syslem.
e LEnsure the users' right to exercise control and aut@uomy over decions gb@mw
their information is collected, used, and share ’ -i-)

e Maximize effectiveness of secure data lranslT \ '\;:

e Increase control over information disclo% 1 él
b) Awareness

The users’ awareness

n Lii 1%

1
C

@‘Bsues of cloud based e-

d and shared.

learning system and how their i

e Disclose the way the dat

ni
% - e d, and used on the cloud based e-
&

i@sure of privacy policy

Q.

° l.'b C

° lé users information is used on the cloud based e-
$

e En th ers’ privacy policy and practices are effectively

sut
cagmuntcated and undcrstomv

o %sc awareness of data ownership.



c) Access

The access rights of the users and complying with the user's rg \Ll' add,

modify and delete. Also, prevent the others from unauthorized access an ¢ over the

data. T
e Optimize access controls T
e Minimize third party access to information '

e Minimize unnecessary access to information \d
®

e Provide the users with access to all personal

gy matiof on IC'Jd &gd e-
learning system. 2 %

e Comply with all user requests (Add, ModinyDe }\ 7

e Ensure that all of users’ informatiogeh cen_ ddlet

learning system. \%

d) Storage

The physical locati

e Maximize cﬂ‘ccli\w 0
country. &

e Disclose wi NL dhtasof,

e Notify ll@ vhenftheigpdalk

e Mini \% comfhi Sers
1hAcluud services pro@(

0‘: Retention

The period for storing users” data in cloud computing.

ta with data from other organizations that use
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e Determine retention period.

e Optimize the retention policy that governs users™ information in the cl(@e—
learning system %
e State clearly that the retain ownership over all its data. A
e Lnsure the ownership of the data. T
N
f) Destruction
l
The process of delete users™ data at the end o ccten ow
| S
e Ensure the destroying of users' data at the end ofgQe 1'6101}i0v%d. %
e Ensure that its data is destroyed at the rigWH s Mot av@lc to other
cloud users. V é
. %lain additiopfal u@&g

Ensure the cloud service providers N
e Ensure the destruction completelgerases lhcﬁ\?

L]

.}j ,,
The list of

commitments that governgoud

e Ensure ther .Nzu‘ riygacy ) et requirements govern the information in

) Compliance

0

e LEnsur g a 1Ce @luws, regulations, standards, and contractual
nynents that govern inwalion in cloud based e-learning system.

N

ize the existing privacy compliance requirements to be suitable for by cloud

° )
0 uting environment.



h

Audit and Monitoring

How users and institutions can monitor the cloud based c-lc;u%\_ stem

and maimntain the assurance that privacy requirements are met.
e ['nsure the different levels of requirements for different swzscrs in cloud

based e-learmning system of my university.

e Optmize the regulatory requirements are applicable S pd brscd e-learning

system of my university. \d
] Y—

Provide assurance to the users that privacy requirdgents are njet. ’
pof’l&ﬁ:s and

Optimize the audits for compliance with and sgcu

procedures
1)  Privacy Breaches

wtify the users when

; 12&’0( notifying breaches.

S

ill C based e-learning

a breach occurs, and who is responsi

';u‘hq‘ have odcurrg

e Ensure how the cloud servite provift it users when a breach occurs.

e Determine who i thl«l Ilmuginﬂ * breach notification.
N
\ ¢ ! og-’
g O
1 S

5.4. The \;1li(@‘rulfn \m‘: Yg\

N

Vahd s the process of cu&rjmg that the model is sufficiently accurate for its

e Insure how privacy |

PUrpose \« n. 1986). The validation process is an essential step to obtain the expert

pelcdge about the research findings. After the research framework is developed. it is

sortP to evaluate whether the framework reflects the needs of the information privacy
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of cloud based e-learning users. This section presents validation process, selection of

experts” panel and reports the findings validation results. T
5.4.1. The Validation Process s )

The main aims of the validation are to obtain opinion of a\ganel of experts

to determine the degree to which the research framework and re meework guides

are clear, sufficient, understand, usable and applicable. The @alidaon ii conducted after
the research framework is developed and experts are invi pafticipale togpbtain their
opinion.

| S
ainin£ i ef lee/vim of the
N

rk, e ﬁlalion of the

The validation survey is organized

research, the construct of research framework, the pr
research factors, and the guide of using this fi k.
1

questions using a five-point Linker (Strong oTe

Disacree and Strongly Disagree). The %\

This research invites five experts to

survey is sent to the experts by c—ma\
X 'S
5.4.2. The Panel of pcys Es ;%

Five c&&csp( Qh’ z} tion of the validation survey. All the
experts have an zu% agd *es gh b&)ground and they are working in public
universities I I\%‘ Expgrt Ljis Beny L‘l',cclure and Head of Learning and Teaching
[nnovation ¢ %:rsity 0 aﬁya 1 experience 3 years. Expert 2 is Associate
Professor >puty Director (I(‘@)port) in Universiti Kebangsaan Malaysia (UKM)

tiou@&ile contains eight

eithngree nor Disagree,

o

ound in Appendix C.

esearch framework. The

JMge more than 10 years. She is the head of Personalized Education Research

r rescarch area includes E-Training and E-Learning Design, Development,
“valuation, Assessment and Modeling. Expert 3 is Associate Professor and
Director of Teaching and Learning Centre at Universiti Teknikal Malaysia Melaka
(UTeM) with experience 3 years. Expert 4 is a lecturer and Head of the Department for
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Centre of Academic Development, Universiti Tun Hussein Onn Malaysia (UTHM).
Expert 5 is an Associate Professor and the Head of e-Learning Centre for A ic

Planning, Development and Quality, Universiti Malaysia Terengganu cm with
experience more than 15 years. &
5.4.3. Validation Results Vi

This section presents experts’ opinion on th 'CSZI‘C]} lframework and
ouidelines. All experts' responses are presented in 1 [Q?section is

organized into sub-sections according to the survey quesigons. ’
| &
5.4.3.1.  The Clarity of Framework T \0' J'

In order to insure the cldag e fr. to I)Qeasily adopted, it

is important to validate if the factors define CRggly. % q eQn (to what extent
do you agree the framework factors def arly?) 4 é he results show that
tha@ framework factors are

o
defined clearly. This result confirms gt th of t{é?éedbacks from the experts

are positive with regards to clgrity §f the fra y\ v @
5:4:8 2 88Th wciently . me\\%}
& &
P | &g’ : =
ts"agye€ ghat MGclements of framework are sufficient and
n pfivicy oud based e-learning. Two experts strongly

adsweny & the question (to what extent do you agree that

(&

one of the experts strongly agrees a exp&ts a

Ty

[§9]

be able to cnsurc%
agree, and thy w
the eleme; 1e framework al'cé“\a{cient to ensure the information privacy of cloud

based C-EN?)
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5.4.3.3.  Representing the Current Information Privacy Issues

This validation survey also finds that the resear Ngwork

ouides represent the current information privacy issues. The result is (ope&ft experts
strongly agree and, three of them agree). This result of the question what extent do
vou agree that the guide the guide of the framework represents cuMgnt information

privacy issues of cloud based e-learning?). The expert 4 commeys thW(Should consider

also copyright issues. Ownership of the materials or res avui/ab/e via cloud.

jeow However,
in this research, the access and retention factors considegthe oWherghip i a9e< ined
in using guide and subsection (2.3.5.4). é ' _{')
5434. The Appropriately of Fra% °\ \ é
The proposed ﬁ'amr' consists
represent the various information pri f:%s
essential to validate if appropriate tQed

ninthors; these factors
research addresses the question (N youaa¥ree that it is appropriate to

N
include these factors in one {3 mc?rk?) tofthe c¥p 1'@ result shows that two experts
1 ¢

strongly agree and three of C¥Perly agree 4!1636 factors in one framework. The

Flexible rules or procedures for education purposes shoi

jo)

g ‘{ﬂ,e—leaming. Thus, it is
in@ framework. Hence, this

result has been proved it 1s I’Cl roprias®”to include the nine factors in the
framework. \ | (\“
5.4.3%\01‘&1 sfng thie ;hfo ion Privacy Protection

This researc \’s roposed framework in order to improve the
proj

ivacy protection of cloud based e-learning. To ensure this objective is met,

informathg

tholagudsgon (to what extent do you agree that the framework helps educational
witutfhs to increase the information privacy protection of cloud based e-learning

users?) is addressed and the result is (two experts strongly agree and three of them agree).
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Based in this result, it has been found that the proposed framework is very helpful to for

In order to ensure the framework andouidines are casy to

the users to increase the information privacy protection.

5.4.3.6.  The Understandably of Framework Guide

understand, the question (to what extent do you agree thatfigis Qasy 'o understand the

engly agrees,
th

d thiat Tanfewrk and
J’ il
hs

framework and guidelines?) is addressed and the resu

and four experts agree). The result indicates all experfg agr
ouidelines could be easy to understand.
5.4.3.7.  The Usability of The Fra%

While it is imporlm\cns
%% the que
experts strongly Agree and three Ag

oeneral the framework 1s usitlc 1%1‘30&0@

education institutions to be put into p

that the framework usable in practig

tes if the framework and guidelines can be

> result is (two experts strongly agree, two

1 ghe ot comment (It may or may not apply to most

Ll

itution depending fﬂ) confirmatory result of the study). However, the

N
ro



TABLE 5.2: Evaluation objectives, Question and Results

Objectives

[ Evaluation Question Resctsé:

1. | Clarity of | To what extent do you agree the 20 % Strong o1 e
framework framework factors define clearly? 80% Agree

2. | The sufficient of To what extent do you agree that the | 40% Stro1 bree
framework elements of the framework are 60% Agree i

sufficient to ensure the information
privacy of cloud based e-learning?

3. | Representing the To what extent do you agree that the o trongly Agree
current information | guidelines of the framework g 4
privacy issues represent current information priva
issues of cloud based e-learning? \d
4. | The appropriately To what extent do you agree that { y /}vre \z
of framework appropriate to include these fagigg _{')
one framework? o~
s. o Prdhaly Agrte

Helps to increase To what extent do you agree
the information framework helps education

privacy protection institutions to increase N
information privacy pr ;

cloud based c-lcan% !
6. | Understandable To what extent dg you a¥ee

easy to understa framewo 3 &Aaree
ouidelines?

7. | Usability To what ex 070 Strongly Agree
framework 80% Agree

8. | The significant of To wha
guidelines and the

capability to apply

140 % Strongly Agree
40 % Agree

casy@undcrslandable, usability, sufficiently,

The result prmc\&
clarity of research (gaewor ndeyThe validation process by an expert panel

believe that the involvement of such a high

has proved the @ 'S
expert panel 'w‘ighl ! esults.

—
N
(8]



5.5. Chapter Summary

T

This chapter has presented the cloud based e-learning users' infom% hrivacy
u

framework. In addition, this chapter demonstrates the guide of using based e-

learning users' information privacy framework. The users, educatid stitution and

cloud service providers would be able to understand the inforn rivacy of cloud

based e-learning framework. The findings are explored in thi er. All hypotheses

developed in the framework are discussed in relation to liter 1d find inferences for

the future. Results indicate that the control, awarer , Sglorgdf. retention,
destruction, compliance, audit and monitoring and, inff§gmation prfvacy r°ac'1§ 1ave a
positive significant influence on information privac erns whille onna‘&sn privacy
nforition privacy

\.@UX this chapter

n from the panel
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