CHAPTER 5

RECTANGLE LIGHTWEIGHT BLOCK CIPHER \q

5.1 Introduction

This chapter highlights the overview of RECTANGLE Ilgh@ock cipher. The

structure of the cryptographic algorithm which is divided into th ryptlon algorithm and
key schedule algorithm are technically explained in detai addi oL th strengths and
weaknesses of RECTANGLE are discussed in this chapter to highlig js cac)ﬁ@graphlc

design issues. Lastly, the preliminary study conductéd,on R LE i#eck cipher is

presented. O}Y-
\

5.2  Overview of RECTANGLE \T ,é.
R

RECTANGLE block mphe%ﬁeagﬁ‘ed f aI(lSSEHbedded devices to provide
} mﬁh@ 64 bits block size and accepts

security at a lower cost (Zhan%, 20
80 or 128 bits key indic ECTANG I;b d RECTANGLE-128 respectively.

enables lightwei i
g QEN |
RECTANGL rovides excetle mance in both the software and hardware

environm WCh 0 erixzifmer@(lblhty for multiple application platforms (Omrani

&’

”Zq

ion rounds using SPN structure. This algorithm

&
tptlmc‘@mng bit-slice methods (Tezcan et al., 2016).

Ny
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5.2.1 Cipher and Subkey States

The cipher state consists of a 64-bit input data for the encryption KW The
reason for naming the cipher to RECTANGLE is that it presents a ciph.e@n the form
of 4 by 16 array of bits. Let W = wgs]|... ||w; ||lw, represent the cipher state. In the first 16
bits, wys||... ||wy |lw, are positioned in Rowo and the following 46 bitS'ws, || ... [[wy71lwie

are positioned in Row:1 and so on. Furthermore, a 64-bit su e)w be employed as 4 by

16 array bits, which is identical to the input data block. e ofd i,1itio a cipher state
(a) is expressed in a two-dimensional manner as s%ﬁgure .1.73 ' ‘Q}
. o
Wis | Wig | o« | W2 | W | Wy Gp15 [Qoga | ~ | Qo2 | Qo1 | Qop [
Wqp | Wag o | Wyg | Wy | Weg ~ Q15 Qg | o~ | @z | @1 | G
W7 | Wag Waq | Wiz | W3z ) G215 Q214 Qzz | G271 | Q20
Wez | Wez Uz | U3

RECTANGLE @es inl a stitution-permutation network. Every
f t

round is composedsQ
| (Q 2.9 |
There is anoQ dRound aﬁ@e last round. The encryption process for
thrﬁl

s€rib the following pseudo C code (Feizi et al., 2015).
N

RECTAN algori

3
Ny
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GenerateRoundKeys (Key)

fori=0to 24

{
AddRoundKey (State, Ki)

Yv
SubColumn (State); @
<

ShiftRow (State);

}
AddRoundKey (State, K2s)

subkey (K) as shown in Figure 5.2. '\d
@
N I Y. &T
|k |k | | k |k |k |k ‘ | K |kn |k |k ‘ ‘ k, | Kuo |k |k ‘ ‘k | K |
@
as, az14 | Az, A3, as, as ‘ Az, Az, %11114 ‘ as, A10 110,< Qy, ‘ Ao, Qg
\ 9 «

ed in Figure 5.3. The input

ubColummpis«ill
N & |
of an S-box is Ca?—.g&j”,zlj MNlao,;for 0 <j <15, and the output is

(Col;) = by ;|82 ;||b1 ;|| Pog--T FgEQZg\IGLE S-box operates as a 4-bit to

4-bit S-b@own‘n Table 5.1<z>>
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Table 5. 1
i AN

X
npuy |© %2 5@;“ o[4|gft

S(x)
S

w
.b

(Output) 6|5/C|A E 9/B0

\L
=
% :
iii) ShiftRow: Every ro ft rot s,Qg‘ﬂfled position. Rowo remains
\
constant whllﬁoﬂ ROWz,‘ vya eft rotated over 1, 12, and 13 bits

' # .‘
respectlvel as pr ente§ ure 5
- \ m
Ag,15 | e o2 do,1 ago | << (O)I Ag,15 | wereee Qo2 do,1 Qo0
a a a a << (1) a a a- a
2 B I 12 1,1 1,0 > 1,14 | e 11 1,0 1,15

<<< (12
A 15 | oo 2% ay (2% (12) L PR [— dy 6 az s Qg

<<< (13)
—

4
S -
§ Figure 5.4: Shift Row

as1s s | Q32 as;y Qs
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5.2.3  Key Schedule Algorithm

RECTANGLE utilizes 80 or 128 bits keys. Let V = v,o]|... ||v1 ]|y %Qa key as

shown in Figure 5.5 (Dahiphale et al., 2019). EG)

Vis | Vi w v | V1 | Vg koais [Koaa | o | Koz | koa | Koo
V31 V3o Vig | V17 | Vie kiis | k114 kyz | ki1 | k1o
Va7 | Vae V34 | Vaz | Va2 = |kzis | K214 kzo | ka1 | ko
Va3 | Vez Vso Vag | Vag k3is (K314 ksz | ka1 | k3o
V79 | V7g Ves | Ves | Vea ks K414 ko | kay | kao

=™

1, k0,0)'
&

N‘L eneralized Feistel t%sformation isapplied, i.e., Rowy, = (Row, <<< 8) @

Qe Row;, Row; = Row,, Row, = Row;, Row; = (Row; <<< 12) @ Row,,

’

and ROW4 - ROWO.
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iii) 5-bit key state is XORed with the round constant Rc[i], i.e.,

(k'4,0||k’3,0||k’2,0||k’1,0”k’o,o) = (k4,0||k3,0||k2,0||k1,0||k0,0) S% K[lzfor 0<

i < 5. Lastly, Kzs is derived from the revised key state. 3

5.3 Strengths of RECTANGLE \,:

The design of RECTANGLE consists of a nonlinear e%at applies a 4-bit S-box

4 rr%eanwhile, the
@

r oné}?K‘ofthree
A

to each column of the state, which is represented as a

o : 0 .
its cipher structure (Dinu, 2017).%AN LE has small\goede and RAM requirements,

while being very fast on all m?\g)latrrm
The study shows th%i hms ‘ﬁ“ h

logical operations an@@ns sdch\ﬁe REQ&NGLE block cipher is efficient and can
be accommodate Niou sg\ft\? imgl;@ntations.
tf) ’ 4

|
a rT‘apI ﬁcture that is based solely on bitwise
&
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5.4 Weaknesses of RECTANGLE

RECTANGLE is chosen as the focus of the study because the block c{&acquires

a very competitive encryption speed performance compared to the S&Uightweight
f

algorithms. Although RECTANGLE performed efficiently, its lac focus on security
deserves further investigation. Based on the literature, two weakngsses*were addressed in

RECTANGLE block cipher which related to the S-box and Rﬁ!y schedule algorithm

implemented in the encryption algorithm. .\d
a3

D | &
54.1 S-box 2 \T

It is found that RECTANGLE is Iackln%zfus[%n
by an encryption algorithm (Zhang et a@). Confusi ro@v can be achieved by

introducing different classifications blt id % )i%wever, the weakness of

N,
RECTANGLE S-box is identifledéxe arﬁly5| und@bed bits.
Undisturbed bits are mx%\)ut;r ffere of S-boxes and can be seen as
nt

probability one truncate |al.} ‘(;r}g,dx ezcan, 2020). For a fixed input

difference, an outpu&?‘alled Pn : bed if{g—ﬁlﬁerence remains invariant.
From the e@aﬂ i pre{r_lgjmstrlbutlon Table of RECTANGLE (Senol,
i hat

’
2017), it can Q' or ayfixed |Qﬁut difference at last two bits do not change and
reundis urb‘z\'ts as:shown in Table 5.2.

these two §
N
N

rty tétsgﬁould be offered

o
e
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Table 5.2: Undisturbed bits of RECTANGLE

Input Output q
1x 217 \
4 | 71 (‘)
5x ??0? -\
8x 7771
Cx 7?70 Q
Undisturbed bits can be used to find longer differenti %racterlstlcs leading to a
more effective differential attacks. These bits can to fi r differential
@
characteristics leading to more effective differential [ Q}Y'
A
\,‘T
5.4.2 Key Schedule Algorithm 0\

Another weakness of RECTA %)lscovere i I‘éroor distribution of

RECTANGLE key bits on the dlffus th of t Wp qn:\p rations which opens it
N

to cryptanalytic attacks (Yan 01 D| sion <g(;?perty can be achieved by

implementing the key sched@ rith ver, weakness of RECTANGLE is
identified from the analy ual k )';IJ?LB tio AKI)

AKI depicts th tlo®n the‘;Q hedule and the round function of block

ciphers(Yan et aI In gt 19&an et al., 2019)(Yan et al., 2019). Given the

e

key schedule ck c?h set Il key variables is defined by K and the size of

theset K i md by |K| et 0. KLC K, K' is areduced set of K, if |K'| < |K,| and all
A <)

key v Ies in K, can be der\éd from the key variables in K’ according to the key

b e WhICh is denoted by K' = K.

N

[
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The AKI of a key set K|, is the minimum size of its reduced sets which is denoted by

X
i‘) (4)

AKI is denoted for simplicity if the context specifically indicates the t K.

AKIy, that can be represented by the following equation (4).

AKIg, = min (Kl

On the other hand, the theoretical key information (TKI) o ey-guessing set K,

|
Y. - ©)

where m is the master key length. If AKI < TKI,@S is consi d,i
s b 4

indicated as key bits leakage. \ Y}z

2, 3, and 4-round

is defined by the following equation (5).
TKIKO = mln{lKol,m}

icient and

Results in Table 5.3 show that theEN ke Qﬂits kage

&
forward paths in RECTANGLE-80. MeaNi N&@lZS, there exists key

bits leakage in rounds 2, 3, 4, 5, aahe kni%fwtetygé}n the diffusion of the key
n

7]
schedule and the diffusion of ﬁ& d fuhetio res@ AKI are insufficient in 4

e, for RE

consecutive rounds for R

respectively.

| and its Theoretical Value TKI

* denote the insufficient AKI. The search aborts when the AKI covers the whole key space

]
@J A ’ RECTANGLE-128

- TKI AKI

1° 4 4
: 2 20 *18
3 56 *44
\ 4 120 *83
% 5 128 | *103
6 - 128 *120
7 - 128 128




Insufficient AKI permits the adversary to get some subkey bits from some other
subkey bits for free. The missing of those key bits will further reduce the ti@exity

of attacks or even lead to more attack rounds. If the AKI of the kei-&@ing sets is
erd

insufficient, then it is possible to lower the attack complexity. With pr,qs ata complexity,

it is also possible to get more attacked rounds. \/
5.5 Preliminary Study on RECTANGLE .'\d

A preliminary study on RECTANGLE is perfo&to get a bet ?nd’@ﬁding of
: o~

the block cipher. Also, the preliminary study verifigs the ginfor tion\that has been
Y/

ialy thg&ﬁat are related to

arr@hg the research scope

,@servation were conducted
N,

, e cement of the key schedule

discussed by the previous researchers on the %zm, g\s
the weaknesses found in the block ciphe\ggudy helps.

in order to solve the existing highligh@gues.

that includes the randomness ana\%R
algorithm, and adoption of B@in T ithm. s
'S
% o'ja'

&

5.5.1 Randomneﬁb}ysis of R ANG&"

&
Randomne importa per%@‘a cryptography algorithm to ensure that no
’

¢

7 <

using the tatistica Suite: A total of nine data categories were applied to

)
generaﬁ input sequences fa(:%ach algorithm. From the experiments, RECTANGLE-

pattern can bed ified fr Dj c her.r&xt output. The randomness testing was performed
est

%CTANG LE-128 passed 98.73% and 98.48% of the randomness tests (Zakaria et

5 0c). The analysis shows that both RECTANGLE variants seem to be non-random

based on the 0.1% significance level.
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5.5.2  Enhancement of RECTANGLE key schedule algorithm

Key schedule algorithm is one of the core elements that significa@:t the

security of an encryption algorithm. However, non-robust round keyi wation from
of th

RECTANGLE key schedule algorithm seems to be the weakest poiqi the block cipher.
rf

Improvements to the RECTANGLE key schedule algorithm Wereqw ed to increase its
randomization and confusion properties against high corre ticw as well as the speed

and throughput performances (Zakaria et al., 2020b). perimental results show that

the modified designs have produced lower corrélation key§s by '165/2}‘%'&’)~ 0.45%
of 6 ﬁ? to OOO%-passmg rate,

and better performance that recorded 1.30‘V to 9. J? d m::g%?ed by 1.33% to

improvement, more random ciphertext with an mcre

10.06% throughput than the original R LE. 6&

<}

5.5.3  Adoption of 3D C|pher TANGLEp «

L -
6\4)
Ry
/7),

RECTANGLE block as L fflci$( encryption speed performance
s.

among the existing Ilght»% Igorlt‘h

efficiency, the algori short|of sion

RECTANGLE achieves such high

’E*c‘g-
2

dlffusion characteristics which are the

cryptographic se Mrop rti‘es. rpfo&()}ECTANGLE is modified using a 3D cipher
to improve i ty features by e@dncmg the algorithm confusion and diffusion
properties a et aI ﬂj S\e/tzurlty analysis and performance tests were performed
to verﬂ&t strength of the p?Oposed 3D RECTANGLE. The results show that 3D

E%:LE performed better than its original version in terms of the correlation between

ata Jinput and output with an increased of 1.58% for non-linearity results, recorded

102



approximately 50% bit error rate for sensitiveness against both modifications of plaintext

and key, and increased the passing rate in the randomness test by 22.22%. \Q

5.6 Chapter Summary

This chapter identified two technical design issues assoc@; RECTANGLE

lightweight block cipher. The first area that deserves attentio he lack of confusion
property offered by the encryption algorithm which pai ted S-box in
RECTANGLE. From the analysis conducted, urbed its ‘are foagf@~ in the
RECTANGLE S-box. These undisturbed bits can d by an a cker\te find longer
differential characteristics which lead to effe t|ve er cks e algorlthm
The other area to be highlighted |s@ key sc aIgCS&tm of RECTANGLE
lightweight block cipher. From the an of act ?ﬁ I@wn (AKI) and theoretical
key information (TKI), there eX| blts akage dn b{itjéi:key schedule algorithms of
RECTANGLE-80 and REC E vul b|||ty permits the attacker to
reduce the time complexi% cks an Tle 5)6 attack rounds on the algorithm.
Besides the we Ns foup I|te<rQ , a preliminary study was conducted to

verify the hlgh|l Ssugs | TA(I\'I)@E design. Observation, modification, and
analysis wer %cted thaty i |T: the randomness analysis of RECTANGLE,
enhancem We key schedule aIgQH hm, and adoption of 3D cipher in the algorithm.
A to address the h@?ﬁghted issues of the RECTANGLE lightweight block
cm%ew algorithm is developed in Chapter 6. The development of the new algorithm
is focused on providing the confusion and diffusion property that is lacking in the

cryptographic design of RECTANGLE lightweight block cipher.
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