CHAPTER 3

RESEARCH METHODOLOGY %\

3.1 Introduction

This chapter presents the research stage and the proposedw]. This research
adopts Design Science Research Methodology (Vom Br etyal., 2'020) to achieve
three research objectives. This research is divide thre i ges, each

@
delivering one of the objectives mentioned in Chapte hese stages e‘oo_f%exzj in

Figure 3.1 and discussed in detail throughout Section 3.2. NexXt,-the opqgjrdesign is
discussed in detail. The formulations whieh,_en ced:.iso ion that@ﬁ select audio
based on the trade-off between all c@tics on ve@ﬂio selection and

improves the performance of dyna@jecurity \rac ris (;Q*ﬁudio steganography
o S

are discussed in this part. % q 4{_
\ ~\<°

X | >
3.2 Research Stage %

N
s &
There are thre%ges corl \fed..l this ggmrch. The research question, research
objective, research preeess S 'ch o@bﬁ for each stage are presented in Figure
¢
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Research Question

Research Objective

Research Process

Research Outputs

Stage 1

How to design a
solution for audio
steganography that
could:

improve the
performance of
the dvnamic
security
characteristic.

select audio
based on the
trade-off’
between all
characteristics
for audio
steganography.

| To designa solation

for audio
steganography by

Formulating
enhanced
solution that
irproves the
performance of

Literature review

v

Experimental study

Execution of
experiment on
L=E behaviour

In depth analysis,

for cover audio

selection used in
audio
seganography
that can select
audio based on
the trade-off
hetween all
characteristigs.
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Research Outputs

Evaliation

Dataset

detrics and
attack code

Research Question Research Objective Research Process
Stage 2
How toimplement [ 7| T© implernent the M Experimental setup
the algorithm of the solution in an in matlab
solution for caver algorithrn that .
audio selection that satizfies the trade- Cower audio
considers the trade- off between all dataset
off between characteristics on _ i
characteristics on the cover audio Metrics design
the cover audio selection and and attack
; i configuration in
selection and improve the M tatlah
irprov e dynamic dynarnic security ala
security? characteristic
performance.
—> T o evaluate the

How to evaluate and
compare the
performance of the
proposed algorithm?

performance of the
proposed algoritho
UsIng Maxiriil size
secret message can
be ermbedded,
Square Error,
Signal toNao
Ratio (

Idaticn results

Cormnp arison
results

Analysis and
discussion

Evaluation results

Cotnparison
results

Analysisand
discussion

L )
S
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Evaluation &
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Evaluation results

Cotnp arison
results
Analysis and
dizcussion
¥
Doomentation and | Documentation and
repott

Figure 3.1: Research Stage, continued
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3.2.1 First Stage: Design Proposed Solution
This first stage was covered in Chapter 2 and Chapter 3. The first par?ﬂ&
research process in this stage is literature review. The existing work, Iirr@\jkgap,
and research problem are presented in Section 2.4 and Section 2.5H§4 the new
classification for cover selection is presented in Section 2.6. Then,'d@n experimental
study is presented in Section 2.2.2 to produce an in-depth_analysis, attributes and
ze istics. The last

parameter definition focused more on dynamic securi

research process under this stage is to design a solution b atin re‘h\eqdmulations
g

is section di m’ss_&é%‘lock-

% Iatic@;ﬁd Multi

'm\lu I flowg@:ﬁormulation
of keys, parameters, MODI and formuwa‘itness functi &@mosome. Several

important components under BCM-G%re 1)c \n'b\qoc wﬁl‘ch IS based on chaotic
l\dsy N
map and variable bit embedded%ple, %d 2) undignggx?echanism which is based

on fully utilising the audio?\&bs. O’v e other h@e important components of
the MCAS are the 1) e% metri‘c and2) §e|e&bn rules.

S5
3.2.2 Second S% ple of Eﬁ\‘dosed Solution

!

¢

Thes hagef cuse a?ﬁly@] he implementation of the proposed solution
\

empiric%h

blo%

g Matlab }ﬂch 'm\%lves changing the parameter settings used in
d chaotic multi-level\c@‘B (BCM-LSB) and multi-characteristic-based cover

to reflect objective 1 which is discussed in Section

based Chaotic Multi-level Least Significant

Characteristic Audio Selection (MCAS) fo@U

lection (MCAS). These two proposed methods are then combined as Cover-

N
thion-Based Audio Steganography (CAS) which is discussed in Chapter 4.
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3.2.3 Third Stage: Evaluation of Proposed Solution

The third stage of the research involved evaluating the proposed solution
main parts of evaluations are structured which are: 1) audio steganography@&rison
experiments and 2) cover selection comparison experiments. Section 3:273w discusses
the audio dataset used for the evaluation. Section 3.2.3.2 discusses(the evaluation
environment used on steganography comparison experiments, while' Section 3.2.3.3
presents the evaluation environment used on cover selecti misrn experiments.
The results of evaluation on algorithm’s parameters co pwudies are

oy

analysed and discussed in Chapter 5. Documenting work is th sﬂs‘@n the

research workflow. The documentation process b(th\&r e thesjs chapters

%
S
O

3.2.3.1 Audio Dataset >\ A
udio Datase % \ - Y \&
S% e

and publishing papers.

4

Many audio parameter an i mCt(@ e experimental result.

Therefore, several paramet %as o format, é ling rate, audio sample size
and audio duration ra zxed. T #) fo used in this research is a mono
nd 1

4 -‘40

wave file with a 44 &%samp\lilﬁ& gﬂ’per sample, selected based on audio

length from the% atio fro@feech and music. They ranged from one
[

!
(1) to ten &aonds whic w«.&e @c\?nloaded from a free online audio library,
* NN

www.fr% org. F et used in this research is added as media files (CDs) in

Ap;m&lz
65 .2 Metric Used During Evaluation

Metrics used in the existing research are presented in Section 2.2.2 to measure

4y
{4

algorithm performance. The selected metric(s) for evaluating this research are i)
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imperceptibility, ii) capacity, iii) robustness, iv) dynamic security and v) quality and

quantity of solution found. The evaluation metrics are presented in Table 3.1 anT!e

3.2. ‘ :
Table 3.1: Evaluation Metrics Used for Audio Steganography teristics
Characteristic Metric Used Formulation Intérpretation
. Hig SNR indicates
SNR Equation 2.2 imperceptibility
Imperceptibility MSE Equation 2.3 | Vt‘]’s: : h’;/'e?;ptilgﬁiltc;tes

. ighér "PSNR) indicates
PSNR Equation 2. hi herkmg@mbility
. . L . Higher fhaxifum
. Maximum possible Explained in‘Section . ]
Capacity bitsembgdded P 999 p@ssible blgt e ded
indic ighe acity
BE

BER on AWGN . Lowe indicates
Robustness attack EW' \“ i robustpness
. .Lower t e'spike produced
Se\%_ifl:\;?_rsegltke E ine‘n Se % in th -SNR graph,
( .2.51_7’indic teSvhigher dynamic
Dynamic Security J segug{y
Difference Signal lained,in Secti Béttef d'St.”bUt'o.n shown
the wvisual indicates
A.higher dynamic security

Visual Test 2.2
it S
Table 3.2: Evaluation Metricv%xr SolutionyFound over Selection Method
N

< Description._ Interpretation
Higher NPS indicates

/ .e
N areto 3 . .
PS) quat 2 better quantity of solution
¢

r
r

Characteristic Met
be

founds

4 :
SN Wesgy IN {8 | | jioher Best Sol indicates

st Solution, ™ [“highest alized value > ;
better quality of solutions
est Sol betw e several values

\—\ cal q found

1

% DSchompared with the other better quality of solutions
. : C-}, Higher Worstg,,

solution in algorithm’s found
Worstgy Lowest value of Best_Sol | indicates better quality of
é ; solutions found

uar%:algs?;d i ¢ r of solutions
! ¥ounc‘i: r 4 | dontinated when solution Lower NDS indicates
< ,\(jnlalgorithm’s Pareto front
™ | Pareto front.
0.3.3 Performance Evaluation Environment on Proposed Algorithm Parameters

The evaluation conducted on the proposed algorithm is divided into two

subsection which are evaluation on the BCM-LSB parameters and MCAS parameters.
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e BCM-LSB Parameters Evaluation Experiment
There are four evaluations conducted on two parameters, bps anw
steganographic key used (key x, key nand key r). The audio used @nted

in the evaluation experiments presented in Table 3.3. A

Table 3.3: Cover Audio Used With its Duratw:

Name Duration{(Seco
Music 1
Music 2 2 @
" 4 \Y.

Music 3 éﬂ ! r ,—{')

Music 4

Music 5

Speech 1

Speech 2
Speech 3 :

p a ;
Speec\ 3 } : 5@
Y &
S 366
| To) &

p
el
The evalua ironments Ipt% ow are presented in Table 3.4.

’ ion ucted on BCM-LSB Parameters

w
/B—
=2

|
{J ¥ fdtﬁ?ctive Setting
?nve e the bps against | ¢ Ten random audio files from
their imum capacity. the combination of music-
,' Y— based and speech-based as in
\0}' Table 3.3.
Impact of bps used | To investigate the bps against | ¢ The same ten random audio
on imperceptibility | their imperceptibility at files from the first set of
maximum capacity. capacity evaluations are
used.




Experiment

Objective

Setting

Impact of bps used
on robustness

against their
performance.

To investigate the bps used
robustness

Three random audiofi e
used.
Half maximal W ed

Impact of set of keys
used on dynamic
security

performance

To investigate set of keys used
against their dynamic security

capacity of ea LSB
variations aldori m, used

e Seg-SNR Visual Test
are used.
e Oneran io is used.

maximum embedded

caw BCM-LSB
algorithm are set at 25% and

e MCAS Parameters Evaluation Experiment

u@ee p

duplicated solution. The evaluatio%‘meqn\ \eﬁsted i

There are three evaluations cond

generations used, size of population use

arameters, nJ
S
d im?Ie entation utremoval

N
Hble 3.5.

of

k
Table 3.5: Evalumgnducted 0 CA@rameters
£ -\ _? =

Experiment

Impact of number
of generations
used on quality
and quantity of the
solution found

N

To e pthe
nu nerations
us% t the quaki
and ntit

(

2 s

A&

1 /AN Setting
<= v " N
. 0 aud@es were set in the database.

Gloss%g?probability value = 0.8

mut probability value = 0.05.
Ewéd

ding method parameters:
s =1-8
Qtey X=92

key r = 3.64
o keyn=1024
) |

J

Impact of N
populati don
quali d

gua
u

b
S
ofs._ population

i quali d
guanti }f’the;@%ﬁon
fou 2

L Similar setting as previous experiment.

‘3

solution found

o

inve the
mentation of
duplicated
l% against the

nd quantity of

ution found

solut|

qu
the

Similar setting as previous experiment.
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3.2.3.4 Performance Comparison Environment Against Existing Algorithms
The evaluation conducted on the proposed algorithm is divided into threeY'
subsection which are comparison on LSB embedding level, cover selectio@\s\nd

audio steganography model level. The evaluation environments are lis W.

e Comparison at LSB Embedding Level VY'
There are four comparisons on capacity, impercew, robustness and
dynamic security against the existing metho%m el(istin methods
are discussed further in Section 4.3.1. The comparisons jdi\lid iniable
| &

n
3.6.
4 \/‘T

e\ESB En\p&aing Level
Seiting

Table 3.6: Comparison Evaluation ndu&ﬁ
Experiment Objecti '
Comparison on the | To compare the,BEM- | « Thregaudio files(Music Box, Speech-

imperceptibility. LSB against existi \\ d dmsic-based)withdifferent
algorithm gny terms of ur a(dJengthsare used.

imper@eptibility. 0"' o UMUsic (Box is exactly 1 second in
uleng Purpose: reveal  the
pe (&mce of the methods within
thi&pecific second

. ‘%eech-based and Music-based with
( Qpe duration around 3 seconds.
urpose: show a difference in

4 <'U performance when the nature of audio
)" is changed.

\ | % e The existing methods used for
(Q comparison are discussed in Section
-_ a 431

| |
Co hon e pT are the;BCM- | o Similar  setting as  previous
LSB aipst _existing experiment.

terms of

re the BCM- | o Similar  setting as  previous
ainst existing experiment.
ithm in terms of

\ robUstness.
Comparison on the | To compare the BCM- | ¢ Similar audio files are used as
dynamic security LSB against existing imperceptibility comparison.
algorithm in terms of | e uses the Seg-SNR Spike Visual Test
dynamic security. and Difference Signal Visual Test.
e embed 25% and 35% of the maximum
capacity.
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e Comparison at Cover Selection Level
There are two comparisons on the dynamic security formulation u
trade-off consideration during cover selection against the existin @ The

selected existing methods are discussed further in Sec 3.2. The

comparisons are presented in Table 3.7.

Table 3.7: Comparison Evaluation Conduct

Experiment Objective

Comparison on | To  compare the
trade-off MCAS algorithm
consideration which consider the
during  cover | trade-off against
selection existing cover

selection  algorithm
which do not consider
the trade-off in ter
of quality and quantit
solutions found.

|
\ key 4
NSy
\‘
Comparison on | To compare sag€l)| ¢ 300%udio si'fegwere set in the database.

the ~ Dynamic | 0 proposed | e cfosSove ability value = 0.8
bability value = 0.05.

f n
Security dynaN security utati
Formulation MELILIC USEd In MS- Size dfssecret message = 4 KB and 8 KB.
Used against existingy’," N of generations: 20.
%aﬂ%n Mgl o\ size)of population:300.
ol of ‘q“rg':m d e &bbssdglggsmethod parameters:
\?uanti solutions S key x =92
& ound. ‘% y
O o keyn=1024
% 3 :' (,) o Modified dynamic security metrics by Xin

)" © key r = 3.64
(_} and Jiaojiao (2018). are used as

comparison. Equation 3.1 represents the

Q ? é\ modified metrics:
1
di == -
: 2 fsample SiZzesample ~SZ€sampleused

\g}f (3.1)
S
N
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e Comparison at Audio Steganography Model Level
There is only one comparison at audio steganography mod@} The
selected existing model are discussed further in Section 4.3.2. ﬂkmparison

conducted is discussed in Table 3.8.

Table 3.8: Comparison Evaluation Conduct

i
Experiment Objective etting
Comparison on | To prove that a cover | e s essage =
the audio | selection algorithm is | e . Py
steganography needed to enhance the o “TE:;K.AS
model Used audio steganography exlgw S
without depending on =0
the user’s knowledge.

ﬁf‘“
5 the embedding
X

, 6, 32, 64, 128, 256, 512,
’ 48, 4096, 819

3.3 CAS Design ,
[ q
This section pres@ pro@us_ojipnw e research objectives. As several
@

issues were menti mlier i|1 Chapter 2 W@h are the direct unauthorised detection
N
and the existi Ndilff J)e en|dy&)§m«c security and capacity. The proposed
t

solutions t above-mentione issuédre described as follows:
A oid th dJessagée\retrieval attack, a new embedding method must
\ designed to embed*@,secret message in a manner which does not provide
an obvious pattern.
2. To satisfy the capacity and dynamic security trade-off, sequential and multiple
embedding levels must be implemented as well as spreading the secret message

throughout the cover audio.
52




In addition, the audio steganography needs the cover selection method to enhance
the performance of its characteristics. The current cover selection domain focwm
the cover image steganography which left gap in the audio steganography @lo be
filled. The cover selection method, in general, does not consider the tr between
steganography characteristics. The unbalanced characteristics jeoparm security of
the created stego-file. Lastly, there are no specific dynamic se Nluation metrics
for cover selection. However, there is a metric which &sLth ratio between
maximum capacity and the size of the secret messa S n.ﬂ'oogdflroughout
Chapter 1 and Chapter 2, high dynamic security e achiev ﬂe@}gd'ing
maximum capacity inside the cover audio usedwhi esu@ essags%'preading
throughout the cover audio. Following the@tm\as omthe co@sglection, the

as f@(ﬁms:

proposed solution to the above-menti |s;aes is descr

1. To select a cover for audio&ﬁnograp ,\se$ct' @e or metric should be
ﬁ'\?y N,
formulated to suitably% the audio.2 « 4859

2. To consider and s mmtjﬁr,jall cteristics must be evaluated

simultaneousl%Zsure the s ei'cfiosb)rocess does not neglect any
g <Q
characteri lﬁ\ e é.)
3. To ev &yna Yy p ely, a new evaluation metric must be
’ (.?
desi calculate c&m@}l security value accordingly.
% NN
I additi ?rmulﬁ must be created to combine both solutions to

N
. | | |
ma new proposed algon@{ sound. Therefore, the solution for the first part is

o

p in Section 3.3.1, the solution for the second part is presented in Section 3.3.2,

3 he solution combining both solutions 1 and 2 is presented in Section 3.3.3.
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3.3.1 BCM-LSB: Formulation

The proposed solution to the above-mentioned issues related to LSB are de?ﬂsd

as follows: (ﬁ\
3.3.1.1 Chaotic Block Q

The proposed method was inspired by the usage of the Ehao map, sequential

embedding, and multiple embedding levels. However, give that' the sequential
embedding failed to have high dynamic security, anew m nis nwotic block
L ]
| - | ol
was needed to improve the dynamic security and ca: simultane y]T@aotlc
block was based on the idea of treating the who au% nati@‘ﬁ;c smaller

blocks of cover audio and the embedding ess'in eaﬁh b IS d& the chaotic
manner. By implementing this idew essage C e e@ﬁjded chaotically

throughout the cover audio while azﬁ'ﬁj'-ng high b_e;g w ,<\
%) o m@?\

As discussed previously, lock

chaotic map. A chaotic ?\LCO %
information transmiss% et 020). P‘re@s research has utilised chaotic
behaviour during t ncodingi

2016; EI-Kham%., 201
The lo &@

!
ap iswidel esgar@;)and is the simplest one-dimensional chaotic

tal., ).

NN
P thisxé\ap to identify the embedding location for each

size of the audio sa p%*ber block, and the secret message embedded size per

b%\quation 3.2 is presented below (Alwahbani & Elshoush, 2016):

S

Xner = 1X(1 = xp)
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where x,, is a real number within the range (0,1) forn = 0, 1, 2, ... and r is the method
parameter within the range (0,4). The value of r should exceed 3.57 to malnwme
chaotic behaviour (Alwahbani & Elshoush, 2016).

The prerequisites of this mechanism included the 3 variables hﬂke logistic
map which are key x, r and n, the bit embedded per sample and the length of the secret

message in binary. The process began by calculating the log 'ii as in Equation
culate

4.1. After that, the embedding location for each block can c' p indicated the

initial embedding location within the current block do Me Usmg

Equation 4.2, p was rounded to two decimal place@eterml ei nJI ﬁéoe For
2‘.t e flrs&beddmg

3. 3?3 presénted bq&

example, if the size of block number, y is 100

initiates at sample number 22 of block,,.

=710 —
After the initial embedding p as ietermln usm@}quatlon 4.1 and 4.2, the
N
secret message size embeddedw ock, e ckc ca&%’ computed. using Equation
3.4. Equation 3.4 is defined b%w: | %

g b o
loo

sg[ \ r ?ﬁ'/_msg/n)

(3.4) -
N
where lpin ms Msen the Secre t]mﬁ)gage size in binary. Since there were some
probabilltl@ remainder ﬁ&fﬁ the calculation in Equation 3.4. Hence, the
b 4

rem& expecteddto b em ded in the last block. The remainder of the secret
m ze was calculated u s Equatlon 3.5 which is defined below:

Thin_msg lbin_msg —tm

ere tm is defined using Equation 3.6.

3
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M = Sinfo block * M
(3.6)

By USiNg 7Tpin msg AN Sisg piock, NEW SeCret message size embedde hZIast

block audio sample, s;st msg biock Was computed using Equations 3.7 el

Slast _msg_block = Smsg block + Thin _msg
- Y/

Next, the audio sample size per block, Ssampie biock Yhe computed using

Equation 3.8 as below:

Ssample_block = flOOT' (laudlo ample ' Y'
(3.8) _\C}
where lgyaio sampie represents the audio sampl o M : there@fs a chance

.8, vﬂﬁwas a similar

that a remainder was produced from the @J

situation in Equation 3.4. Hence the rem der to e@md the last block

A\
audio sample. The remainder of t g saw z @bulated using Equation
3.9, which is defined below: A%
o_samplel = io._sa — s
(3.9 % T §
where ts is define j@ u®
mpl(_é&gk *n

(3.10) ¢
By aud 2 d Q{,le plock,» NEW last audio sample block size,
Siast Sa}qulem was computed sing Equations 3.11 as below:

Slast _sample_block = Ssample block + Taudio _sample

0 The last block was extended to ensure that no audio samples were left

unprocessed, as doing so would compromise the dynamic security of the stego-file. In

addition, it also extended to ensure that the remainder of the secret message can be
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embedded there. However, there was a case in which there were many unused audio
samples in the other block while there was no audio sample left in the last blw

could be used to embed the remainder of the secret message. Ther@}ome

modifications were needed to cater for this kind of situation. To calcul available
sample Equation 3.12 below can be used. ?
Ssample_available = Slast_sample_block - Ssamp w

(3.12) v“
|

WhEre Ssampie neeaea Was calculated using Equation 3 ow. .\d
L ]

(3.13)

where bps is a bit embedded per sample.

value, the modification on the size of@
rmi

sample block were recalculated. To dete e

to be readjusted their size, Equatio was

numbloch jus

= aitabte * (—1)
(3.14) r
After calculating%rea -u,;,,vj ion 3.15 was used to adjust the size of
all the sample blo s\ : %
N
\n :(%Jmple_block -1 (D
samplep; sample_block — 1 (2)

% Ss?n epl ] Ssample_block — 1 (3)
‘D-J:: :

% Ssampleblock@ = Ssample_block — 1 )

@. A D

ere j represents numpiock reaajustment- After completing the block size

0 justment, Sygse sampie biock Was recalculated back to update the current size of the




last block. s;45¢ sampie biock Was calculated with the updated equation which was shown

in Equation 3.16. Y’
n-1 \
Slastsgm = lgudio - (Z Ssample ) 3
plepiock sample i Dléplock

(3.16)
After finalising the size of each audio sample block, the |n|t|al bedding point

of each block can be calculated using Equation 3.17 as foIIow

y—1
index, = Z Ssample_block; + initial g ty
i=1
(3.17) o
| ‘%
where initialembeddingpoint,, was calculated uation _\
initialembeddingpoint, = ssamp,e bl p

(3.18) é\v
In summary, these series of equ\ re utilise ete@ﬁe the embedding

_.ﬂ

location for each block, the size of the d|o sam glo the size of the secret

message embedded per block, \%as eséential ing @mbeddmg process.
N So
Yoidsd ) S
Blo

3.3.1.2 Parameters S% haoti
g
This section dwthos M
factor, embeddu@

and impleme rB M-L

at afg}'e BCM-LSB method. An additional
as |®‘ﬁdfled in the previous section, is defined,

. ﬂnse}ebc}lon also presents the algorithms integrated

into BC%%to improve overall p&formance.
&CM LSB varlablekc.)

The performance of the BCM-LSB method is mainly determined by the bit
0 embedded per sample and the number of blocks.
» Bit embedded per sample
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Bit embedded per sample, or bps, is the variable that has the most
significant impact on the performance of BCM-LSB in terms of rob%
imperceptibility, and capacity. bps is used and manipulated to @rlety
of characteristics’ performances. A high value of bps to high
robustness and capacity, while a low value of bps lead to high

imperceptibility. As mentioned previously, as th ays a trade-off
Z I

between these three (3) characteristics, both h

acceptable to be used as there is no pinpoint e tha Wo |mprove

these three (3) characteristics simultane . The hig ljps,_\@d for

o value of bps is

hes lu es were

resTrc such é& hmed et al.,
2010; Bender & Gruhl, 19®ani, 202

> Number of blocks T ,<\
N
The number of epregbnted Vi kezg%?s special to the chaotic
block. It heavn%\gted'lt yhamic rity characteristic of BCM-
LSB. The umbert of l(s@'ends heavily on the size of the
’ &
secret& andlt ftheé&dro sample. As an example, the bigger
th

sizeqf ove eded(éﬁgher number of sample audio blocks to

E

BCM-LSB was eighth (8) while th

common and were reported in Previ

| bIo 5|ze a‘ fb?strlbutlng the secret message without a big
throug COV&UdIO which resulted in low dynamic security.

However, on the o It%“hand if the number of blocks is too high up until the
%\ size of the block is small enough, the secret message also cannot be
Q distributed properly throughout the entire cover audio.

> Size of cover audio
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The size of the cover audio is represented by the number of audio
samples. It impacts the total number of audio samples per block as -
LSB divided the cover audio as equal as possible. The higher t?@hf the
cover audio, the higher number of audio samples per block: ce, more

message is needed to satisfy the ratio of the secret messageto the size of the

audio samples. V
» Size of secret message z '

The size of the secret message is repres by hewthe secret

audio,jthe secret @e is

ed% g tc\tBG block of
ecm\ mesSsage, th Vi.er the secret

message embedded per blc\) é

e Embedding behaviour C'J
& N
As explained previou edding be mur@ave a significant impact
on performance. The%ial edding b?gw ur is adopted in BCM-LSB
because it has % st capacity !)st'r sequential embedding has a

H
’ &
dynamic swjisadYa and %&)een adapted using chaotic block
embeddi &
N ,?‘J c.)(-’
) *

3.3.1.3 edding K Security

Y—v

anography's securit@fased on Kerckhoff's principle, which considers that

message in binary. Similar to size of the
divided as equally as possible and t

the audio sample. Higher the siz

th xker has comprehensive knowledge of the embedding process but lacks the

Q dding key (Fridrich & Goljan, 2002). Therefore, embedding keys are required for
Vi

ery effective steganographic technique. The subsequent embedding keys are used for

BCM-LSB:
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1. Key x, r and n: These three key combinations are important to determine the
initial embedding point. An attacker with prior knowledge of this set?ys
can use his knowledge to find the difference between the clean a@}tego

parts of the signal. *

2. bps: Even with the assumption that the attacker has comprehenSive knowledge

of the embedding, it is difficult to retrieve the secre rme as bps is also
Z’ch

impacted the number of samples used for embedd r'akes it vague to

do the direct retrieval attack as there is also th sed arwhe sample
L ]

block. [ _\c}
3. Message size: The number of sampl per blo d th@mber of

messages embedded per block can4e ret vedoiasi ence @S:omising the

chaotic block entirely if the w ize is knowpto th@%aeker. Therefore,

the message size is kept asﬂﬁs. \? I<\
N,

Like many existing audio%gra ﬂ/ methods, thiS.proposed method assumes
N RN
the usage of the shared key I N

D, uj e
g b o
3.3.1.4The Rour;%\Mecharll \ CJQ

Capacity \ 0 'ee E-’ééf important characteristics of audio
steganogr@hout iga ¢ ac,‘ty(tﬁe’)sender has a problem sending a huge secret
messag% cover. ?eds to.@}/ide the secret message into several parts and
emhmside several cover mﬁ)' Although BCM-LSB has a high capacity in general

%ﬁhlements sequential embedding behaviour, there are some cases that it cannot
if

w

QD

G est its capacity full potential. There is always a loss in capacity in BCM-LSB due
the usage of chaotic blocks. In the chaotic block, the initial embedding for each block

is always depends on the key x, r and n. In all cases except the value of p is 0.01 which

61



means that the embedding process starts at the first index sample of the block, there is
loss capacity in whatever unused sample is at the beginning of the block. Theref?‘m

rounding mechanism is implemented if needed. The rounding mechanism % ated

in Figure 3.2. A
Y

Without rounding

0 1 1 ‘ 0 0 0
1 2 3 4 5 6 7 8 9 10
\
\
With rounding ‘b ’ J | _\q
0 1 0 1 1 0 0 0

o A\
1 2 3 4 8 @ 10

Figure 3.2: Visual reprgsentation ro g mechanism
PN
Based on Figure 3.2, 1 byte I character fa’ Wafy}lcoded in the 10 audio

“« Q-
samples. The ASCII characterw the M bin&Qdata value. Assuming the p
N
is 0.5, hence the emb%‘grocess

needs eight (8) samples to

L2 P

arts ipd%. Since the embedding process

ecf.dévbrocess of the letter ‘a’, data cannot

P
fully embed, Whi&u es |ca ty de@ having unused samples. However, by
implementing% injmech 5"! wﬁeth}he secret embedding process arrived at the

@,
last ind@ﬁt b}c to the beginding index to continue the embedding process.
e
€, FQ, ;l
C.)

There&l implementing a kQunding mechanism, the capacity of BCM-LSB can
\

gits full potential.

.
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3.3.1.5 The General BCM-LSB Flowchart

This subsection presents an abstract flowchart of BCM-LSB, as iIIustF?N’h
Figure 3.3. In this figure, the creation of a chaotic block starts after the s \serts
all the input needed. Then, the creation of a chaotic block took pm&astly, the
encoding process begins to produce a stego-file by using the variables‘groduced during

the creation of the chaotic block stage. \,

Input “ ' Q}Y'
1. Secret Information, info *
2. Secret Key, x, n,
3. Cover Audio, ¢ 4 <
4. Bit per Sample, bps Y.
PV 2 Q
&

Creation of Chaotic Block O

P i 07) A
Embedding Frocess \&
5

- ‘L \? “ ¥ 4
\ Output
Y' / 1_Stego-file, sf
A
QI re 378 enere?CM-LSB Flowchart
¢ 2 C,)

3.3.2 MCAS; Formulation
% *
T% n pr@s hae pr@d solution to the research objective. Based on

the ’s knowledge after Qg@ﬁcting the LR on the cover selection, there has been
@ cover selection proposed in the past. Most of the cover selections were focused
e selection of the image cover. They introduced the selection rules based on the

etrics that can be used to evaluate the cover objectively. With the same logic applied,

the proposed solution must be able to evaluate the cover audio objectively. As
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mentioned in Chapter 2, the trade-offs between characteristics were not considered by
the current cover selection methods. Hence, the newly proposed solution must cw
the characteristic simultaneously. Lastly, the current dynamic security evaln@% etric
failed to consider other aspects related to dynamic security except fo tio of the
size of the secret message embedded to the size of cover audio. Therefare, the proposed
solutions to the above-mentioned issues are described as follo s:\,

1. To introduce cover audio selection, a metric w &'ev luate the audio
steganography characteristics must be formulat

NY.
2. To consider the trade-off between the audi anography.c arﬁct_@{-a'ics, a
e

new cover selection method must be desi to eval ch@ﬁ:teristics
. X
simultaneously. o\
3. To introduce a new dynamic ntDvaIuation ic, @‘r aspect including
the ratio of the secret mesﬁqsize e@d‘o g@e of the cover audio,
N,
must be considered. é q <§)
Therefore, the formul*':xén the’ﬁﬁn}is ‘géfibed and explain in the next
subsection. ( 0’
4 ¢ &
& @)

the stege-fi duced r/ell- ded performance and not just skewed heavily to

=

oneAwteristic. Therefore@ét of evaluation metrics that considered capacity,

‘@ptibility and robustness which can be used in audio steganography need to be
rmu

@ lated. Basically, there are three objectives which need to be fulfilled which are:
1. Ensuring the capacity of cover audio is enough to embed all the secret message.

2. Maximising the imperceptibility of the selected cover audio.
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3. Maximising the robustness characteristic of the embedding method.
The capacity of the cover audio depends on the audio size and the em
method itself. However, since CAS used BCM-LSB for the embedding n@hich

implemented sequential embedding, Capacity, C, can be modelled as ion 3.19:

C=bps*srx*d q
(3.19) \,

where bps is the bit embedded per sample, d refers to th duWof cover audio in
second and sr represents the sample rate of the cover audi '

Next, imperceptibility can be represented by many metrics; However, SN\RWas
used as the metric to quantify the imperceptibilitv%cterisﬁlc. he NR' T}:L)Jlation

can be modelled as Equation 2.2. ? \ ng

Lastly, robustness refers to the ab@“the Q‘)e megza e to withstand
attacks. Since there are too many attacks%ﬁ ca&QrT‘ en_{gg destroy the secret
a

message, CAS only focused on th%&l aHa!%?G &
of"AW

@)sk can be done at various

9 Q
levels. However, a higher Ie\\ G Wou~l§<destroy the secret message
N
he

embedded by any emb diWhod. r ole,S le point low level of AWGN
attack was introduced to th&tegoﬁt&eﬂsﬁs&}@re is a differentiation between low

and high robust s@ . T elrobu ess 0@ stego-file can be tested using the Bit

N
error rate (B@?ﬁich calcula }lhe r from the secret message retrieval and
evaluates Qeof the/number of emigdded message bits that result in an error during
’
the '%ocess tot 0\)€rall

rets
EW\ 5. Therefore, bysmﬂplementing this formulation, which is suitable for

ko

|

e of the secret message. BER was calculated using

84

ing the audio steganography characteristics, the cover selection for the audio can

Oimplemented.
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3.3.2.2 Trade-off Consideration

Although existing cover selection methods proposed the robustne
imperceptibility metrics for the selection criteria, these methods provide @t list
of cover depending on either robustness or imperceptibility. To select Awer which
produced a well-rounded performance, all the characteristics meaSured must be
considered simultaneously. \,

In several scientific domains, including engineerin X;io,s, and logistics,
where optimal decisions must be made in the presence ef,tradesof en two or

23
more competing objectives, multi-objective optimisat s beenuse k‘erg{s}o one

solution that concurrently maximises all audi@?g; og aplfy cter@-@ for the
) -

all i.éggracteristics.
ract@cs. The solution

multi-objective optimisation issue that at%

Therefore, MCAS selects a solution% as better

selected was called a non-dominate&*tion. \con¥p @ninance was applied
N,

to this to multi-objective probl%ompa e tw duti@fgndidates, solution, and

solution, and determine if,0ne Iuti[ ominates other one. In another word,
for

dominance is a catego%v pproz}: olt'Jtibb'that assures the selection of the

'3 &
optimal solution.Wtion' \rsldere(&u‘uinates solution, if: 1) solution, is
not worse than q{tl , fo

i)bjec@e , and 2) solution, is strictly better than
¢

solution, a;f I&st one obje i\/g. @}implementing this concept of dominance, all
NN
istics

the cha%

ranki ne of the methods @ptimises the selection based on this multi-objective
crE&s the Multi-Objective Evolutionary Algorithm (MOEA) technique. Hence, this
search implemented NSGA-II, which is a method under MOEA. NSGA-II is

Qplemented due to its low computational time, and it is effective on smaller multi-
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objective optimisation (two or three objectives). The flowchart of NSGA-I11 is presented

in Figure 3.4.

Initiate population.

!

Calculate fitness function. '
l ﬁ A .\d
Fast non-dominated sorting ‘ \Y'
S [ !.S
A 4

Reproduce and implement genetic operator \‘r
(selection, crossover and mutation). X~

As
> X
=)

(L 14

Calculate fitness function.

Stopping
criteria met?

&

Fast non-dominated sorting

S FF

¢

@ \
% ’ re @Iowchart of NSGA-II

N
d on Figure 3.4, thgﬁSGA-II started by initiating the population where all

the\/idual inside the population represents the actual solution for the problem multi-
d ctive optimisation problem. Next, the fitness functions for each objective were
calculated. Then fast non-dominated sorting was conducted. After the desired solution

was selected, all the solutions went through the crossover and mutation process. New
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solutions produced are sorted alongside the old solution. These processes were repeated
until the stopping criteria were fulfilled. This NSGA-II is personalised and twm

become MCAS which is explained further in Chapter 4. ('}

3.3.2.3 Dynamic Security Evaluation Metric q
Dynamic security often is measured using two types%t\gg which are the
Difference Signal Visual Test and the Seg-SNR Spik Altl|ough both are

commonly used visual results to determine the dynami urity ch |§tic level,

Seg-SNR Spike Test, which represented through raph, Is r'to_\\asure

ike_Téstyandther gréph which
_ _ N\ \ o

represents the Seg-SNR spike Test is pres w m\3.5. é

&

“~ O

Segmented SNR for 1 Second Audio

objectively. To get familiarised with the Seg-

250
200 200 200

200 °
2 150
= 96
o 83
(% 100 A 60

50

0

0-8819 8820-17639 17640-26459  26460-35279  35280-44100

Array Number Audio Sample

=—@—Stego-file A ==@=Stego-file B

& it
: Figure 3.5@9-SNR Spike Test Example

\Qspike presented in Figme 3.5 indicates that there was a difference between the

laced by 200 dB for the sake of visual representation). The difference often resulted

0 ed and clean audio samples (The seg-SNR value which has an infinity value was
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from the size of the embedded secret message not matching the maximum capacity of
cover audio. Y

There is an existing cover selection method which uses a ratio bemé%\ size
of the secret message with the maximum capacity of the cover audio t the cover
audio. Although this idea is quite accurate, however, it does not repk€sent the whole

situation that happened. It is understandable that the spikq IS ted due to the

difference between the clean and modified audio sample vep it al'so common that

there are slight up and down trends throughout the NR [gra erally, to
@

maintain high dynamic security level, the graph be stable o'g&‘u}each

segment. Therefore, two situations were deriv?g' etermin yn security

level. \, 0\ g
1. The increased number of se nts }1

at has va nfir@f"mdicates that the

stego-file has lower quaIit3°) \Y
[y i >

2. If the number of segm has value infinity e same, high difference

&
between the segmeﬁ\tiin atj steg@has lower quality.
Based on these % tions" new. (?/haﬂb'security evaluation metric was

7y

&
e fogdated and defined using Equation 3.20

N

AY S

r_segment — infinity_region) * 10000

sd = Y segment; —a

where
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n segment;

a=) (—=h
(3.23) \Y~
The nis represents the non-infinity value segment while sd repre &De total
segment difference. nis is introduced to determine situation one (1) .above while sd is
used to determine situation two (2) above. 10000 is selecte@ixed value.

Sometimes sd  can be high enough hence a higher fixed uch as 10000 is

appropriate to ensure nis value does not lose its significance'to the s E’y implementing

3.3.2.4 The General MCAS Flowchart %
This subsection presents an absﬁ%owc rt of

3.6. Based on Figure 3.6, cover ctia1 s}?r%e in

q
audio database. From there, th% selection ev, uat(ﬁt?e; audio repeatedly until the

- N . .
conditions were met. TEen,Wuce brjI?flsol5t.-@'rs that satisfy the characteristic

of audio steganography \4' "é)(/

S _{Qustrated in Figure
&

‘the’ cover audio from the

*

y

Set of

Cover selection process . solutions

NN 7y

Figure 3.6: General flowchart of MCAS
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3.3.3 CAS: Formulation

This section presents the proposed solution which combine BCM-LSB

MCAS. Figure 3.7 presented the general flowchart of CAS. C}

Secret message

/

A 4

MCAS
BCM-LSB

Search process
based on
imperceptibility,
robustness and
dynamic security

Cover audio
database

:

List of non-
dominated sorting

/

Select the optimised solution

A 4

g

BCM-LSB

Generate chaotic
block

Embedding

[

¥,

imple@fe

e MCAS was

ongside the index cover audio in t

‘o,

<

3.7General Flowchart of CAS

Y-

p
&
I(')(J
&

v

Optimised stego-file /

r

¥
End

d to select the cover audio used by BCM-LSB, it

ected to use the parameters that affected the performance of BCM-LSB

he database as a representative of the cover audio

tself. Based on Figure 3.4, the NSGA-II was started by initialising the population.

Therefore, to personalise the NSGA-

Il into MCAS, the individual inside the population
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IS customized. As a recap, BCM-LSB needs a set of keys X, r and n alongside the bps to
initiate the embedding process. Therefore, these parameters were set Yﬂe

chromosomes inside these individuals alongside the index cover audiogj the

database. Therefore, the chromosome of the individual inside the po initiated
by the MCAS is described in Figure 3.8. ?
Index audio bps Key r Key x Key n
|
Figure 3.8: Example of parameters used i 0moso W
L ] \T
Next, the BCM-LSB only needed one cov. 10 to hide t c'et_’é'e’ssage.
However, the MCAS, which was inspired by th A- §TJa ame ou}z\:vith a set

of solutions, all of which were not domilawthe . Since m&olutions were

KN

dynamic security character?\. henlt ey.were s@ed together with a weight of
I

0.3, 0.34 and 0.33 reswy. The.g

normalized objecti&Wtion \‘alu S sel%t{ as the best. The best solution can be
calculated usin uation 3. HEquation*3.12. However, to avoid an overloading
S W o i P .

situation, research faut ically_ set all the imperceptibility, robustness, and

dynamiwl y chara tics t lowest value. This setup was made to indicate

!
uti 'uv@ highest combined value of the

the um capacity is Iowo@mpared to the size of the secret message; hence this

au?hould be avoided. By setup the individual chromosome with the parameters used
q’ CM-LSB alongside with cover audio index and providing the formulation of the
est solution, the combination of the BCM-LSB and MCAS can be done feasibly.
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3.4 Chapter Summary
This chapter presents the research stage and CAS design. The researcw
explains how a set of tasks fulfils each research objective presented in Cr% : The

proposed design discusses and justifies the design of the proposed so achieve

the research objectives. Q
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