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CHAPTER 2: LITERATURE REVIEW

2.1 Introduction

Chapter two discusses the key definition and concept emR throughout this

research. Accordingly, the focus of this chapter is on the QNG atio'm and evaluation

aMsnt in this

implication of worm attacks in cloud environme

methods of these attacks. This is because % INfR
network, in which, cloud worm is able tmad nd pr¢

and therefore, harming the whole clo:wastr

2010).

2.2 Cloud Computing

&
&ervice which delivers information
an,@sfl). Cloud can also be explained as a
chEiJfl?tion of applications, services as well as
N

Cloud computing has be
with the use of techno
form of technology

an enormous da a@e large number of computers over a shared

4
arekhé’&' Sridaran (2013) on the other hand, defined

2008).

network (McF&yr

>

cloud as :%’n of support servi& to store and access large forms of data and

resourc d application employs the use of the internet in order to provide

acc% between service providers and clients 1n order that both could
commufficate with ease as well as having access to various services (Carlin & Curran,

2011)

As for this research, cloud computing i1s perceived as a technology that is able to

provide Internet services with applications and resources which allow users to be able



| 1

to access and store a large amount of data by using web services anytime and

anywhere.

2.2.1 Cloud computing characteristics \q

A total of five different characteristics are defined as cloud seWIm%cordmﬁ to
Carlin and Curran (2011). The first characteristic is that: cloud se?

are the same

uses shared

resources among different users. This allows different userw
application from the web at different times. The second ch amc of cloud 1s that;

it has a huge scale of accessibility. Cloud service offers the bWy t l]SE thousands of

e S as well as
bility fo 14 ier‘i‘Bnab]mg
S req{l‘ ma,@!é It more

' e ﬁé&.m to pay for

as_they do not have to

different systems and applications, with huge amounts oTNgtor

bandwidth to 1ts users. Moreover, cloud also provide

them to increase or decrease the amount of r

organised and easily accessible for the users. C%d ser

resources that they are using or have used v%
pay for the resources that are not used h r@

opportunity of self-provisioning of r S ';[ eqlt)@l such as additional
network resources or physical reso@ INg o'l'an en required (Mather es
al., 2009). “s
S
S ’ &
A \ &
wwc S 3 ffg@ by cloud computing (Sowmya er al..
;;aupt 23_ w@ er al., 2016; Noor ef al., 2016) as shown

>AVES™

ers also have the

2.2.2 Cloud service models

There are three types
2014 Freet et al..

2 A >
a service (Saa@oud service provider runs the services and

acceSSIblllty to 1ts users through the internet. These services are

in Figure 2.1, wigc

sed by organisations and individuals.
11.4 orm as a Service (PaaS): PaaS provides a centralised operating system,
whereby 1t provides access to process, execution, and running of software and
applications.

[11. Infrastructure as a Service (I1aaS): This form of service is handled and managed

by cloud providers that are in charge of different operations including



networking and hardware management. Physical machines or servers can be

rented through this service.

Application layer
(SaalS)
s

Infrastructure laver
(IaaS)

T

\.(30@,‘:1 al., 2014)

_\O
N
>

-

Figure 2.1: CION a ce mode

(ﬁ . A T
2.2.3 Cloud deployment model \e > i

" &
s

rge, 2011; Parekh & Sridaran,

According to several resear%;e.g., ‘?]-l};"gq

2013; Carlin & Curran, 2 /mentaddels are focused on four different

é@uniry clouds. These are explained in

L, / )) S
(1) Public clor:&se are al ong thémost used clouds, in which, multiple users are

able to hav to web and serﬁ'{a applications over the internet. Individual users
are goin@ve access to their individual resources which are often hosted by
separataglo™ service providers with many data centres.

(11) Private clouds: Users of private cloud will be on a private network whereby they
will have access to data and services in a controlled network. This form of cloud

environment provides users with the supervised process of data management as well

as tighter security measures.
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(m) Hybrid clouds: Hybrid cloud system incorporates the public and private cloud

features within the same network. This provides advantages for organisations; they

could benefit from both sets of cloud features. For instance, an organisation can have

control over confidential and private information on the private cloud sys(Yyhile
1

the general public are still able to use public cloud to have access to largg

(tv) Community cloud: Cloud computing also has another mggel. which 1s the

community model. This model can be shared by a number of differen§organisations to

facilitate a particular community that shares common interes ncerns. This type

of cloud 1s often handled by a service provider and is ofte blelwhether the user

\d'\'s"
0 a.bﬁ"response

model that can adapt to all types of cloud comymy % et Pﬂﬁe cloud 1s

Q@E'horised users
Y. clﬁﬁbecause It 1S open

Aorm attacks because 1t

A

this research helps to

1s on the premises or off the premises.

As for this research, the main focus 1s to develop a

considered as more secured but 1t could be
(Modi er al., 2013). More thread could
for all users through internet. Even hyby
1s the combination of public and pM

improve security by developing a d response technique.

2.3 Worms attack in de

machine to her through a ne@k without any action by the user (Saudi, 2011).

Addition \ cloud computing, worm attacks can be serious due to the large scale
of
ab

L users involved. Cloud worm 1s known as a malicious code that has the

d _
W togoropagate and replicate itself which causes damage, interrupts or stops cloud

resource or services (Biedermann & Katzenbeisser, 2012).

According to Zunnurhain and Vrbsky (2010), the worm injection attacks launched n a

cloud environment makes the worms form a real service operation in cloud system.
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The worm 1s often injected by a malicious user or through a malicious service, into
cloud system. As a result of this, cloud’s data and information becomes corrupted,
making 1t difficult to use and access. In some cases of worm attacks, users are forced
to wait until the attack i1s over, since the worms modifies the data in cloud, which

causes deadlocks. This does not allow for any user to use the system. \Y'

C—)

wOorms arc

Qaisar and Khawaja (2012) also mentioned that worm attacks occur

TT

wcrm attack 1S

injected mnto a computer application or system. Here, the attacker’ motive is to

create a personal spiteful attack. Hence. cloud environmem damaged 1n

terms of service, application or through virtual machine.

they would not

tg 1gsert the
s

Jiu&cm upload
S ead\)ﬁ' oss cloud

' e

successful, users will request for the use of the spiteful

know that 1t 1s a2 malicious service. This makes it easier ttacl

spiteful code into the system. Following this, the atta may

different viruses in the form of programs, whg

applications and structures. These instances s%? e

to detect worm attacks and handle these at fo
system. Therefore, it is necessary to Iool&ffer

t

{
od%

tC ud

y cjpull s@mces have been affected. The

. P to sniff password from cloud

'\re YA hen(ﬁe hacker applies the collected FTP

/1 arﬂ.gf{rtual machine. In this case, the hacker
1@9&0 the service instances in order to attack

Q. This way, hacker can inject his malicious

ganis Jons to be able

roysgntormation in the

cli ion models betore

N
&

attacl( 1s spreading rapidly

developing a new and more efﬁment

Another study by Mishra (2014)%&
these days through the net\@j d
1ate A

method of this attack 1s 1

system and send it ba

password to get acc
can exploit 1ts pri
the service Ins
\ﬁfork with the same virtual machine or services.

code and inf er cloud users

This caus \king of the services, and users are not able to get into cloud services.
Also,4ge Magker has the ability to gain control over the user’s data in cloud system

Meanwhile, hypervisor is a type of software which grants multiple guest VMs to run

simultaneously at the distinct server. It is liable to implement isolation between VMSs

and hardware resource management (Arya er al., 2013). Additionally, it can control
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the access to the VMs and physical resources. Once hypervisor 1s attacked by the
worm, 1t affects all the VMs because all VM operations become traced unencrypted
(Bouayad er al., 2012). As for worm attack on VM 1n cloud, the worm might benefit
from the vulnerability in the virtual machines to spread its malicious code and damage

as much as possible within the virtual machines in cloud (Bharadwaja er g/. ®011).

Hence, hypervisor needs to be carefully monitored to prevent worm att§ rya ef

al., 2013). Worm injection 1s an attack method where worm attaches ‘maMgious code

mmto cloud applications to gamm access to user’s information, clomsources, or

databases. The worm then performs tasks like stealing personal 1n tion, changing

5,2 ganldurra & Lupu,
Y.

According to Stephanakis er al., (2015) worm com@te wgb se vi’:e‘iigs;k In
cloud where it scans all the ports of virtual machines™d hogt % 'inesyr order to

find open port. Then, the worm can take advantze 0 \53 ope &'rwce ports.
Therefore, hypervisor should not grant @\(e ‘:a

data, or further spreading the fake code (Duncan er al..

2016).

loug,m chines mn 1its

O

environment.

2.3.1 Issues related with cloud W{%
. R.\ S |
One of the vulnerabilities cagsedNBy cloufl wqQ} @s causes the nefarious and

abuse of cloud computing, due tg relati rﬂmjy of cloud subscription. Worm
attacks caused by malic&
their attacks. Also, r

virtual networks

upslma se cl space as platform for launching
catél by cloud worm attacks 1s through

@c't? virtual circuits in cloud. Through

NN
ormé\'tacks could lead to unscheduled system

unregulated dat%
rollback which Say result in the regs{gmg of known threats and also lack of policy
\

» server migration. Cloud worm attacks are also able to infect

el I

regulation Jthy

hypery rrams, leading to new vulnerability within cloud. Additionally, cloud
woré infects the virtualised environment which also leads to data loss and

leakages (Hashizume er al., 2013; Watson, 2012; Archer er al., 2010; Wu er al., 2010).

In this case, once cloud worm affects the virtual machine and hypervisor, 1t incurs

more damages and can control the whole cloud at the same time (Nalinipriya er al.,

2016; Sgandurra & Lupu, 2016).
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Another 1ssue caused by cloud worm attacks 1s the challenges they cause for cloud

computing models. Cloud worms affects cloud service models such as SaaS, PaaS and

laaS which may lead to loss of personal and confidential information, and data?u

(Parekh & Sridaran, 2013). c
dvs stored 1n
k using the

: mallmous user

Cloud worm attacks are also able to easily find and access the IP a

cloud servers. Thus, 1t will be easier for malicious users to plan

location of the user leading to data copying and saving. As a’

elebes 1ts data due

Wn still be

thep
accessible and they may still be at risks. In addition, %&sed plic tlpn v1de
hackers with the opportunity to host a worm applicati wingtd t factwhat cloud
service providers offer their services to any le@ '\'HQWS (R'Er to easily

cause worm DDoS attack against cloud pro e h%\ ng of another

O
A

lty t?lreat 1A d%@m ways. One of these
att IN1t1g atlon process during VM
Ifj w@ and stores itself within the

@Qr threat caused by cloud worm

could access the data even after cloud service provider chan

to the attack. This causes long term impacts on cloud use

cloud user’s account (Sabalnu, 2011).

Cloud worm has also caused numero

security threats by cloud worm is tha

repository, causing threats t*ra/l
1s the denial of service e
processes which initia

(Hashizume er al.. @

Another thre sed by cloud wo@'s the snoop attack which takes place during
VM migra \ocess which puts the network at risk. This 1s because data can be

Ima

creation. It does this by mnje

* adl f the system resources with junk

o ;jsta,Qeadmg to instability in cloud system
&

access tly and stored into an unknown host during the migration (Sun er al.,
201 6W%Clohd worm attacks can also lead to user account hiyjacking through weak

password choices including social engineering. Such hijacking leads to the stealing of

sensitive and financial information of user (Kazim er al., 2015).
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Worm 1s a big threat for cloud computing and it 1s handled by malicious codes. These
worms follow various strategies to attack cloud and challenge the security of cloud.

By classifying cloud worm attacks and behaviours, threats could be minimised to

Yw

2.4 Companson of worm attacks with other malicious attacks in l%\

make cloud more secure.

There are different types of malicious attacks that are facing clot mputing In

recent times. With the coming of these threats, cloud computinworks has been

Wes of distortions

t and any more
problems. Such types of these significant malicious attacks ai )
1. Side Channel Attacks: - Side channel aﬂacks&oy tyo Bte
CO-Residence and Placement. The attack§ reg w_plac s instance

eNv -
€ side chedinels @obtain and learn

cker t\ - .kover cloud system

information from a device. Th%a %
through nserting a malicious% maa]iner ase 4‘&@ targeted cloud system

d"l. nown to be weaker than DoS

witnessing a lot of security 1ssues that have been causing

which relate to either stealing online files, slowing down

within the physical machine or dewi

possible for the malicious instance 1

and commence the side channéng ta'l\

1.  Denial-of-Service attack aOS ;
attacks because @' uslrs thy
which causes QOS Attac ped‘)a,magmg. Cloud computing operating
system begipmyto gbera T org(cpmputational power. In this process, the

%_ to restrict. In this situation, cloud system

t ar %ing cloud service and resources,

by increasing @-’c omputational power thereby, helping to do
o mgrage to the service availability through single attack entry point
%0]3; Singh er al., 2014).

iii.  Authentication Attack: - Authentication is known to be a weak point 1n cloud
computing services which 1s repeatedly targeted by an attacker. In recent
times, most of the services still use simple usemame and password for

authentication. These attacks consist of Brute Force Attacks which are used by



V.

18

attackers to break passwords. The success of this attack usually depends on
how powerful the computing capability 1s. This 1s because thousands of
possible passwords are needed to be sent to a target user’s account i cloud

until it finds the correct one to access. Another attack related to authengucation

attack 1s the replay attacks. This attack which 1s also known as playb& tack
1s a form of network attack in cloud in which a valid data tr %sion 1S

maliciously repeated or delayed. The next attack related to autMentication

2

attack 1s Shoulder Surfing. This 1s a substitute name of “‘sEyin in which the

attacker spies on the user's movements to get his passwortwIn this type of
g W

attack, the attacker observes the user; how he enters

o[ld for example,

- Smgw.
2

what kind of keyboard the user has pressed (Cho

vulnerabilities in the scheduler of hypervi

the hypervisor uses a scheduling mech

1t % o detect the
account of Central Processing Uni(xv &poorly behaved
virtual machines. This failure can al | sers 1o have access to

) hted

cloud services. This attack 1s m

charged by the amount of tigic
of CPU time used (Zhou

fffensive behaviour in which an

Phishing Attacks: \s
attacker hosts a@ng

te o *‘élfmd by using one of cloud services

and hnack a 's fnd

techniqueg % purpdse f Phighwhg 1s to try to have access to personal

| Qi' P“ 4 . . o . |

mformaSn Wom unsu pecthctlm by social engineering techniques. It 1s
ac

leved by Sending\cc%bpages links through emails. These links look

\‘ce&j?n cloud through social engineering

USu;
) uthentic site, that 1s, a legitimate site such as credit card information or

account login, but n this case, user 1s taken to fake locations. Through

%nick, the attacker can get sensitive information such as passwords and

credit card information from the target user (Khalil er al., 2014).
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V1. Cloud Worm Attacks: - Worm attacks in cloud are located in the networks
where the worm intrudes. Here, the worm looks like an authentic service

operation thereby making cloud services unethical. Cloud worm attacks are

complex and can change data or results significantly in a gn

congestion which forces cloud user to wait until the attacks are con% . The

worm operates in cloud computing operations and obtai 1ghts and

concessions to control all cloud surroundings (Marhusin er al., 201¥).

vii.  Worms can be a serious threat to cloud computing and W:k due to some

characteristics 1t may possess. According to Shahige (° J and Biedermann

&S aning

within the cloud. Worms can also hide cloud | an A&% delete

the logs. Other worms that can infect

(Shahine, 2014; Biedermann, 2012).

_ mQ{)Rﬂc WOTrms
l@&lﬁe ability to
makele signature based

1s kMOwn as a modified

version of virus but 1t does nogon c}‘ } /\fh any executable files

within the cloud. It simp@s ite_codg t a@ectory within the cloud

expecting 1ts new copies ont VB ecu@y the victim or cloud user.
%‘ﬁrm,

rdertto

change 1tself during its propag

detection difficult to trace. As fo

us :dif{iant type of propagation method

¥creat

Lastly, for the multi-

within the cloud 1 ore duplicates into the cloud that

offlivel

| (_)(J

are vulnerable fd C pagate behind the firewalls.

The comparison 4¢k rm’a ac
summarised 1 (3
A\ &’

Table W ®Comparison of worm attacks with other malicious attacks in cloud

VarioaM alware Attacks Impact | Affect Confidentiality,
Integrity and Availability

(CIA)
Demal of Service e Flooding of cloud network e Availability
e [.ossof availlability on
Attacks cloud services.

(ind other malicious attacks in cloud is
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Side Channel e Inscrt malicious VM o Confidenuahty
e [‘acilitate the attaimmment of
Attacks secret information from a
device
Authentication e Steals usemame and e Confidential

passwords
Atlacks e Dala transmission 1s
maliciously repeated

Theft of Service e Allow malicious users to
have access to cloud
Attacks services through
hvpernisor failure |
Phishing Attacks e (Gam access 10 personal fidentiahity

information within cloud
e Hnack accounts and
services in cloud
Cloud Worm e [sed to steal sensitive data
n cloud
Attacks e [ide user files and delet
cloud logs.
e Change data signi
or results in a cong
which forces
until the att

conclud
e Alter or desHmy

ialil\-:

PasSWOord Y=g

i

‘\.

This research concentrates n mﬁh@us attack due to the fact that

cloud worms are serious v'_ . efously destroy an application and

system 1n cloud enwro 15 attacks against cloud computing

software and platfo é‘fome increasingly alarming in recent

times. It 1s a mal ode the functionality of cloud and also can

tem act ufby cking the wvirtual and hypervisor machine.

minimise clouy ,
These we also shared b)k{dl ferent researchers in the same field; these

researchers . being trying to come up with other ways to tackle such problems.

Thesée e W are shared in write ups by researchers such as Singh er al., in 2014,
Wats al. in 2015 and Qaisar and Khawaja in 2012. For more explanation on CIA,

refer to page 53, section 2.13.



2.5 Cloud Worm Classification

Classification 1s a systematic arrangement in groups or categories according to

established criteria. In the aspect of worm classification, it shows that classifigation is

the systematic arrangement of worm characteristics and sub-categories in
order to help measure the efficiency of detection (Pratama & Rafrastara;

classification can also be based on its structure. These structures includ® infection

propagation. One of the features discovered in worm’s structure shozs its capability

[J Mf to a new file

§ use'script language

€S

to take control of a remote system which it does by transfer

path within the system. It shows that the creator of the wor

ontrol and

or any document to damage a computer system which 4 10t

update Interface. This 1s known to be another featur

Worm 18 also known to use the communication 1

remote control in order for the author to control t]Wr

messages to the worm copies. Secondly, hif] w man
oa

worm 1S run by its author for a pre-set pe ime. It h

send@ of control
)

ure where the

eeé‘seovered that the
worm contains bugs and continues to rweate Wth @e 1s payload. As for
the payload feature, the activity in the It pﬁoﬁs is@ally different from the
code 1tself. This feature totally de@N on the cke&%easons and 1magination,

| N |
which shows that different am ma’r ha e| c@nt ways of reaching ends
directly. Lastly, self—tracking%featurg‘ 1 twe usually sent in order to track
\senc‘s Nmatic%(.{)y e-mail regarding an infected
N S
understanding on wQIT (
they behave ang;hoWw t :t e )@(ms behaviour. However, the experiment

IS v@ﬂe-up have aided in gaining better
carried out by S sevauthors was limpggr to the PC environment, which focuses on the

» (2015) also explained different types of worm classification with their

any system path. The

computer to monitor

P?c? with the worm itself, by showing how

computer

Rajes
uniq tures. In their own research, they classified the computer worms in two
categories. The first 1s classification based on behaviour and the second is
classification based on scanning. For the worm classification that is based on

behaviour, 1t 1s listed in five parts which are stealth worms, Polymorphic worms, File
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worms, Multi-vector worms and Email worms. As for the worm classification that 1s
based on scanning, the features are listed as Random scanning, Localised scanning,
Sequential scanning, Topological scanning and Hit list scanning. Somehow, similar to
other research, this study 1s also limited to PC and the computer network this

sthe

article, the writers were able to do a study on how worms are evolving inw
damages they are able to cause to networks together with their classific hatures.

Their study has proven how dangerous these worms are to the computer woMd.

Also, according to a study by Saudi (2011), worm classiﬁcatiow;e used as the
basis for a worm detection and response technique. Her stmas able to do a

STAKCERT worm classification based on the testing and c¢ 1S nlasso 1ated with

the research by Dabirsiaghi (2008), Nazario er al., (2001), ¥2). Skoudis
and Zelster (2004) and Saudi er al., (2008a). In additu % aigted @udi el
al.. (2008) involves an analysis which 1s based o . ~ iﬁc@ﬁn feature

known as EDOWA. They elaborated on the ific%& in different

features. First of all, they explained that Infe Jassiffqation feature that

shows how a computer gets infected. The woy

system. The authors stated that a wo h jnfari j&l two ways: either by
an error within running software o %on at is a'r'ri&&'ut by the user. All these
- k

'3 Q{

the §9¥m usually launches an attack on

could be in the form of either a q -t Thedyext feature 1s Activation. As

d be@ the form of either "No Activation

72

‘
for the Activation classificat re as esl:r@ as a trigger mechanism from

, 1t

the worm 1tself. Other rese

an identified targeted s

Phase," "Human Tri%\"s hedul cé," "Self-Activation Phase" or "Hybrid
Lunch." Another tégilgris Pa Ioa?. 1s part of the worm classification feature,
payload 1s defy * i d ctive capability. The feature found in this

worm 1S no ited to openly Sﬁ@dmg mechanism. Rather, 1t usually depends on

the kind of oad worm used which 1s stated as No Payload, Installing backdoor,

vice, Destructive, and Phishing. As for Operation Algorithms, this article

DenialNy
explamggfthat this classification feature 1s used 1n avoiding detection. Accordingly,

research that used operating algorithms as its classification was carried out by
Albanese ef al., (2004), in which they classified worm as a survival. As explained by

the authors, this classification feature attempts to avoid detection categorised as
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Polymorphic and Stealth. For the research stated in this article which worked on
producing the EDOWA system, they also made use of these five classification
features. The paper also stated that these classification features can be used as a basis

for worm classification or other upcoming research. However, this researcl?glso

(}

Suletman and Husain (2015) provided a general architecture of conﬂk malware,
and 1n this study, how computer malware affects computing device??mken down

limited to the execution of experiment within computers and networks.

into four different categories. These malware categories inw the nfection

Y&)mputer malware
r .llt 1S garried out

alis Mg, it st
b

assIvg sggAnig\” nother

one 1s called propagation mechanism employe? | #ire @s-sification

feature, most of 1ts infection process 1s to keepw'ng andNgahsmitt' Y'itself within

a system in numerous ways which could t@ ma&shan®®¥ms é{h as Self-carried
C " plm) gation. Activation

propagation, embedded propagation and_Se wChapsl®)
\xo thas malware category, i1t

(4] |
gho@’ts behaviour within an

AN

j 1 itie%ncludes Human activation,

Self“ ct1v t}dn@garding the nature of attack.
2 ' é‘@ﬁrs that a system might exhibit

mechanism used. Regarding this feature, they explained that

tries to locate new host devices to infect through different

In ways such as random scanning, permutation scanni

scanning, topological scanning, metaserver scannin

mechanism used was another featureau? their

involves an activation or trigger
iInfected computer host. The g

Activated by schedule proc
the feature of this categor%ho S
after being attacked. So&a |

nt

ggmediate effect after infecting a host

N
r® hi efll uﬁéJ the damages are being done to the
ho
Tolin

vV an

while others remain

acks

and {0

y &xch malwares includes encryption of files.

system. The natur
g gxccordingly, Suleiman and Husain’s (2015)

data theft, mo %
N

article was ¢ explain the nume&hs phases, showing the complete architecture of

computer mMga&re. The article was also able to describe the nature of the attacks by

the cOMgui® malware by way of either transmission media, nature of damage or
intel . However, the research related to this article 1s only focused or limited to

the PC networks and memory.
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Weaver er al., (2003) explained that worms have five basic features known as

infection, activation, payload, and propagation and operating algorithm. In addition,
targeted discovery was explained. This feature shows that before the worm infects a

computer device, 1t has to locate or discover an existing machine. Further, th

VOIS
are able to locate new machines through different processes which are%ting,

external target list, pre-generated target list, internal target list, :a%p

monitoring. Another explanation 1s propagation carriers and distributio

assive

n m&chanisms.

Under this feature, it shows how the level of propagation that takes ¥ace can affect

spread or propagate by itself or it can be transferred throug

the level of stealth and speed of a worm. It shows that the (M either able to
e zm unication path.

These processes are known as self-carried, second cha bedgdd process.
The next feature explained 1s activation. This classifi - \)/s ?(lgBEome
worms can be activated immediately. On the oth ms Mteht take

longer periods which could be in days or weeks

wated?\j’ e type of

% act@on, Schedule
adO‘% for this type of

1 e@an of the attacker.

Different attackers will come up with ! of @r payload in order to
fulfil their different needs or ends. agY J of pA¥bads that they might use
>

1
include non-functional, Interngt rw C Ialb ays and Internet DOS. The
last feature 1s Motivation an%ckers. Q. if@ect of worm attacks, 1t 1s very
vital to have the 1dea of x& Otiva'es\h attaghS™and find out those responsible for
such attacks. Such reasags tO¥ the¥

% ati@%nay iInclude Experimental curiosity,

Pride and power, Co%ciaf e, Ej{ rtion and criminal gain, and Random

activation 1s known as Human Activation, Hug
process activation and Self activation. The{%

worm feature, 1t depends on the imagination

' -
dvasta

c

| 4 o |
oints listed ab&g. This article could assist those who want to

protest. Regardi

ut@\p‘s were able to come up with taxonomy of

worms based oMth

come up wiaa better defence to dunter how the attackers design such malicious

wares. s article’s scope of this study, 1t also does not go beyond the computer

rk their memory.

net
Although worms have those basic characteristics, each of these characteristics can be
varied based on the network environment and domain. Based on these basic features

of worms, and using dynamic analysis tools and experimentation, a new cloud worm
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classification 1s to be introduced in this research. Cloud worm classification can be

utilised as a basis for worm detection and response method which 1s to help increase

the accuracy of detection rate. More detailed classification can be referred in chapter

4 section 4.3.1. The summarisation of worm’s features can be seen in the table

3@.
i,)

Table 2.2: Summary of Worm Classification

FEDOWA Worm
Classification (Saudi ez al.,
2008)

Study of Computer Ma
and Its Taxonomy,($
and Husain, 2015

Weakness

[Limited to only

PC memorv

[amited to onlv

PC memory

%.

N

Paper Titles Worm Features Strength
Computer Worm e Infcction Propagation e losters h::llcq
Classification (Pratama and e Remote Control and update understMdino
Rafrastsra . 2012) [nterface ‘
g g regar Orm

o [ife-Cvcle Manager & N

e Pavload a1 18Rt10N l

e Sclt-Tracking snowpworms

\d'
A Taxonomyv of Computer e Motivation and Attackers
/ - ~. p Y LR o) | v’ = d

Worms(Weaver er al.,2003) a ]}a}]()aqh_ come fOev

o Activation

e Propagation camcers Qapsiy (4

distribution mcchzmi\

e Targeted Discovery \
A Survev Paper on e C(Classification bas D L\‘:cﬂ how worms
Malicious Computer Worms - . % . .

. | " ‘ SCanning ﬁ(m ve 1ncluding the

(Rajesh er al.,2015) o A £

o C(lassifice

damages they mthict to

| 0 networks

Proves how worms

arc causing damages to

the computer world

Limited to only

PC memory

e Presents classification | Limted to only
features that can be PC memory
usced as a basis for
worm classitfication 1n
other upcoming
research

Infection Mechanism used e Shows the complete | Limited to only
e Propagation/Spreading architecture on | PC miemory
Mechanism employed computer malware
e Activation mechanism used
@ Nature of Attack e described the nature of
the attacks by the
computer malware
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For the existing works that were mentioned above, improvement is to be made which
1S meant to improve the protection for cloud system. By introducing of the new EGA

system 1n this research, a new cloud worm classification i1s proposed and it can be

utilised as a basis for worm detection and response method. Further, this st

also
attempts to improve accuracy in cloud worm detection including the ini% part
t

which 1s one of the distinct features of this study, which will con to the

1

mechanism of new cloud worm classification. Additionally, most of the Mast works
were mostly focusing on the PC environment and their related netw®k. Hence. this

research 1s focusing on cloud computing.

2.6 Cloud Worm Analysis Techniques

Nd.

NJ

Ne ml)_{aic and
+ den@ding the

' ain@; be used to

Most of the techniques used for worm detection ¢

dynamic analysis. The worm analysis methods af
.

risks related to a malicious code sample. The k:wk
| e(ﬁe ecaution to cope
is& worm can be used

d {dQ agely
§iid Ir'ex| &g families (Gandotra

% / (3_

—

respond to new trends in worm developmep

with the incoming future threats. Feature

BN

F &

that@ls with interaction of the system,
N . |

"lkdéallronment., which could be a virtual

llec@ynamic analysis. Before executing cloud

' li@rocesg Monitor used for file system and
E@rer (for process monitoring), Wireshark (for

registry monuQriNe, and Process

ing), are installed and activated. Dynamic analysis 1s more effective

network méwgyf
as coupa to static analysis, and 1t does not require the executable to be
disat

blgd. Dynamic analysis discloses the malwares’ natural behaviour which is

more resilient to static analysis (Gandotra er al., 2014).

Dynamic analysis 1s also known to be a process of executing the sample, often in a

virtual environment. It records the changes made during the execution time and
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monitors the analysis environment. Dynamic features are those parts that are extracted
from the recorded changes of dynamic analysis. Even though dynamic analysis has
long analysis method, it handles many of the limits found in static analysis which

enables 1t to extract features from packed and obfuscated worms which are nogable to

registry changes, memory writes, and so on.

Yv

Numerous online automated tools exist for dynamic analysis of N@ such as Virus
total (Zolkiph ef al., 2011; Rieck er al., 2011; Balazs, 2016
tool also can automatically analyse and also generate
worm (Firdausi ef al., 2010). Also, there are many

analysis in their works to conduct their experlment

al., 2013; Qiao er al., 2013; Nari et al., 2013).

Ay
\
T
S &

this 4gason, 1t 1s not to

As for static analysis, 1t analyses worm w1@u
al

be used 1n this research due to the fact th IC

e 0.&1 able to detect the
| kl;'%r analysing unknown
mall mw@é based which needs to

create the new signature

known worm signature accurately whi
worm signature in 1ts database becgfS&

be updated regularly, while also

based on previous st ; . Also, 1t 1s evident that dynamic
analysis can be v ( ?information on worm behaviour. An

accurate model | m Q?‘lamlc analysis (Damodaran, 2015). More

detailed explanas an be referred 1§ apter 3, section 3.3.6.3.
N
N’%ﬁ Learning

In recc®ears, the interest to use machine learning tools for malware analysis has

been on the rise. These tools are considered important and powerful when dealing
with huge datasets. Machine learning consists of algorithms that help different

systems In learning and replicating any natural system. In this procedure, data is used
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to train the system and help 1t behave in the same way with the environment of the
natural system that 1t 1s going to copy (Armstrong, 2015). Machine learning is divided

into supervised and unsupervised learning. Both of these techniques are to be applied

X
O

®rding to 1ts

in this research. These are explained as follows.

2.7.1 Supervised Learning

In supervised learning, each observed object i1s assigned to a label
characteristics by an algorithm. A class of labels is providedwhe supervising
variable for each classification problem. Hence, the feature TrWstores the teature

vectors in order to assign objects to their suitable class.  Thi8 pMce slis oqverned by

training the classifier to use the feature vector. The

classifier assigns the object incorrectly, as the classify

to the defined class and assigns 1t to the closest cla

reference object for that class will be done 1n or.

In this research, supervised learning 1s a

obtained cloud worm dataset in order ra&e Bic
; . ’ 7
data. The detailed explanation can bg gud 1n ckaptey3.

S€
N

ipn 3.3.6.8.

2.8 Knowledge discov

Q
&’&ﬂed out manually in the past. With the

Data mining and kno

e
| ¢

passage of time, tQa unt pf sucy actlyty had grown and could no longer be
processed man aMor Vﬁi}? a%‘é?nplish something 1n any related work,
discovering e&ia

were devel No help in discovering hidden data and making assumptions, which

patterns 1n d@é required. As a result, many software tools

after ecame a part of artificial intelligence.

The terkanowledge Discovery in Databases refers to the process of identifying valid,
potentially useful, and understandable patterns in the data. KDD process usually
consists of five stages which are: selection, pre-processing, transformation, data

mining and evaluation. Data mining technique 1s considered a part of whole KDD
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process (Giudici, 2010). For this research, KDD is used as a technique to identify
cloud worm patterns in the datasets. All of the KDD processes are summarised in

Figure 3.5, Chapter 3 Page 71.

For this research, KDD 1s used as a technique to identify the EGA patterns wi

datasets. This includes datasets preparation, data cleansing, featureg\ction}
clustering, classification, and interpretation. Data mining which 1s knou\be

part of

KDD i1s used to extract features of malware detection.

Arshad er al., (2013) used a context-aware method to for i tr@severity analysis

1thorg used decision

using machine learning technique for cloud. In this work

trees supervised technique. Accordingly, a series of rule®er questi®

ab the

k!l Xy the

e, tiungfand t&? datasets

\rn =
exXperiments ™Nere used: a

attributes used 1n decision trees classification techni

datasets into classes. For the nature of supervised N
were used to establish the classifier. Two gypesyof
combination of different datasets and 10 ch‘ t1o

ctidn f%iveﬁ& events from virtual

Qaly Juf’ w@ in parallel to train the

0] ateﬁ model accordingly. The

orest qlass ?l @sed in this model. This work
3

€re ygsc

Fondukged.
O

Bhat er al., (2013) proposed a feature

machine monitor. This method 1s b3t

system; so, 1t learns the unkno
over @ ¢ecade.

combination of NB tree and r% '
was evaluated on very old dgtaset$vh e'

N
0o ﬂzﬂﬁ%ﬁ algorithms have been integrated to

As for this thesis, K

optimise the wornd

each stage of K

2.8.1 Dau

Dat@cessing 1s known as a process for preparing the features before they are

implemented on a machine learning algorithm (Kotsiantis et al., 2006). In this
research, data pre-processing is to be implemented by collecting the raw cloud worm
dataset from virusshare website. Dataset 1s to be transformed into a new format based

on cloud worm’s characteristics which could be easily used for the next step in the
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analysis. The steps to be involved are: feature selection, data cleansing and data

transtformation. Detailed explanation can be referred in chapter 3, section 3.3.6.1.

Yw

Dynamic analysis 1s a process of executing the worm sample, observini% alysis

environment, and recording the changes made during the execution

al., 2016). In this research, dynamic analysis 1s to be used In ordevh\onitor the

behaviour of cloud worm to help introduce a new cloud worn'aglagsification. The

detailed explanation of the analysis 1s to be found in chapter sqlo'n 3.3.6.3

.o

In other similar situations, not all the extracted feature clagged tohre area of

Y

eé&'_' Therefore.
earpgin8 procedure by
2(3@ In this research

0
feature selection is to be used to defipcne ATZCLEN ass évery cloud worm by
' edni ﬁfﬁ dataset for the further

analysis. More explanation can be, cmi g he _

(r) f S
2.8.4 Data Cleaning and Trans rn'% &
Data cleaning 1s the w of f P @;Qdata that 1s 1rrelevant, incomplete,
NN

noisy, corrupt or inggcurge frgm g & @d removing the useless data. After the
data analysis an%&ing e C ;iucta@he data 1s then transformed into nominal
cerﬁ In number represe@;ﬁgn (Abu Zaid, 2013). In this research, data

to be implemented n" order to remove noise, duplication, and outlier

2.8.2 Dynamic Analysis

Kumar er

2.8.3 Feature Selection

interest especially when dealing with a high-dinggnsi

feature selection allows a more efficient or D%Mt

choosing an optimal subset of features (

using dynamic analysis and also to

data with a

cleaning 1s
data, ¢

foury ter 3, section 3.3.6.4
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2.8.5 Chi- Square and Symmetric Measure

Chi-Square test compares the actual frequencies with the expected frequencies

not

(Greasley, 2007). According to Giudici (2010), the statistical analysis prov& ded

statistically by cross tabulation to verify that the result happens by chance

value to the analysis by data mining. In this research, Chi-square metric

measure 1s to be utilised for determining the relationship between cl®ud worm

characteristics, and quantifying the strength of the relationship The detailed

explanation can be found in chapter 3, section 3.3.6.5. | V

\%

4\4

2.8.6 Data Mining

i
"3
*a,k‘?:%ntains
de ech@gy. The

Q be \@?l'qigh. Many

\ on@@iod of years of
ext use of such valuable

operation. Data mining 1s also able t t g
knowledge from the data. Data mif v)reﬂ fa o@ted in finding and

structuring large datasets which 1s wh“k@edge discovery. In this
Ny a IRy dRta

Hand er al., (2001) described data mining as a muly

ylin
{

statistics, artificial intelligence, machine learni

importance of data mining applications 1s usuglly ;
businesses have saved or kept in huge am m@d

research, classification and clusteng nmadng to find hidden patterns.

supervised learn

based on theﬁ

differentiaty een various samples and their label during the training phase where

% are divided by the labelled sample (Muhammad & Yan, 2015). In this
meh. dlas

sification 1s to be implemented 1n order to test the accuracy of the

the

IcSeE

different types of cloud worm assignment. More detailed explanation can be referred

In chapter 3, section 3.3.6.8.



2.8.7 Security Metrics

Security metrics 1S a method that helps to measure, quantify, and classify security
based on information. It also defines the threat level that shows how and whatJevel of
damage could be done in the system based on Confidentiality, Int&%&md
Availability (Payne, 2006). In this research, security metrics 1s to be iy %nted In
order to find out the weight and severity level of cloud worm, and to fin®the threat

level using Confidentiality, Integrity and Availability (C1A). More expanation can be
found 1n section 2.13 and chapter 3, section 3.3.6.6. V

\%

7. .
ic’s _Rﬁatural
, G.@ngolves a

d m%ﬁi'uals, where

W (D@Je & Chaudhari,
1, iT e &sed to improve the
Bd'e

Oa ¥

2.8.8 Genetic Algorithm

Genetic algorithm (GA) 1s a search algorithm that ;
selection and 1t has been used to solve wide rang
population of itial individuals to a pOpulatiO%
each individual denotes a solution of the p l%t

2014: Goranin & Cenys, 2015). In this iesea

detection accuracy in cloud worm detec
2.8.9 Data post-Processingc 2

o
—
¢

Y

n
in chapter 3, section 3.3.6.10 and ¢ S.

At this stage, the final p& fK®

the pattern extractionér? t

produced. More ex@ nc
&’

red Algorithm fm*}lalware detection

2.9  Bio lw
Blom&Ensplred Algonthms (BIAs) are a process that imitates how organisms

lems and offer a number of attributes well suited to addressing the

AN
at] 15('1§.térpreted for useful knowledge to be

d]b 6 rre@ chapter 3, section 3.3.6.9.
VZ *

solve

challenges presented by future computer networking scenarios. Such future networks

require more scalable, adaptive and robust design to address the dynamic changes and



33
potential failures caused by high heterogeneity and large scale networks (Zheng,

2013).

BIA also consists of numerous sub-categories which were also used in

detection. Examples of sub-categories include Particle Swam Optimisati

Negative Selection Algorithm (NSA), Artificial Bee Colony, and Bat algdr

There were different uses of these sub-categories under the BIA. A

ng to Sahu
and Maharana (2013), NSA under BIA was utilised for ew ng the basic
characteristics of self-bodies and non-self-bodies. The main Wf this intrusion

TQon ‘lter systems by

a lMit any
N

IE _&8&3 and

up %m a set of

T no@? which has

detedtors (Lytvynenko

detection 1s to 1dentify unauthorised use, misuse, and abuse

both internal system users and external fraudsters. NSA
number of hosts in a network by analysing the audi

network traffic. The 1dea of negative selection alggruth™ i

detectors and use these detectors for binary clas%‘ n
the ability to extract high level knowledge gﬁ
et al., 2015). However, NSA produces poor p rma% YA O (Qng 1ISsues on real
%&dté’ | @tkelin et al., 2004;
ﬁ : A - .

e t 'l'lm@’l'ons to using the NSA
W A\ | | |
aPe._ These g.e the main barriers to 1ts

ete ‘iro'n@em (Kim er al., 2007). Also,

onv to optimal or close to optimal

ger

life problems, and this has seriously

Fouladvand er al.. 2016). Additiong

algorithm which are: scalability

space coverage with less

success as an effective within% usion
there 1s no warranty that thgs alg®nt \Q‘Q %
}pi@ (Go@ez et al., 2003).
1 O
S

S or@aracteristics, there are some drawbacks

However, under theihb- .-

including poor ancgl anc

0 mlta&&)\ in real world application in detecting
1

malwares. Their€gppYications also uaﬁ; change and they do not have continuous
A N

learning ab) N their detection process (Fouladvand er al., 2016).

Also, u e BIA sub-categories, Particle Swam Optimisation (PSO) has been
extens’™alff applied to many engineering optimisation areas due to its unique
searching mechanism, simple concept, computational efficiency, and easy

implementation. It can also search very large spaces of candidate solutions (Nemad &

Rane, 2016).
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As part of the sub-category of BIA, PSO also tends to have some disadvantages. For
instance, 1t easily suffers from partial optimisation causing it to be less precise in

regulating 1ts speed and direction. Hence, the method is unable to work @ut the
Oz t

problems of non-coordinate system (Aote er al., 2013). It also cannot w he
problems of scattering and optimisation (Bai, 2010). Another limitatio it PSO
doesn’t guarantee an optimal solution that could be found. Additionally, E! ) doesn’t

utilise the size of the problem being optimised (Nemad & Rani 2016). Also
according to Bai (2010), PSO’s theoretical foundation 1s known t(Nveak. Hence, 1t

shows that there 1s no proof mathematically about the con

erige ar‘d the speed of

the convergence. Therefore, the optimist solution relate O cankot begnsured 1n

applications within the related system (Bai, 2010).

S

ave een utilised

In the literature as a single objective nume\ ;\5 ue optiniger. I@’Z also been used

€h1dsMBC algorithm can

18 4 m@’lmensional Problems

Artificial bee colony algorithm (ABC) 1s kno

for searching, routing, and assigning the gsk allocate

be utilised for solving the multimodal

(Davidovic et al., 2011). AdditionN' can g @for collective decision

making for multi-criteria selec: br‘cﬁlem, (K @E\Basturk, 2008; Karboga &

Akay, 2009). Therefore, artifi ee colg ubpémtable for detection because 1t
does not possess the cross Mnc@ Thisé'aue to the fact that 1t has a lot of
problems n 1ts diversit %d M 1ds tp Wisufficient accuracy level (Karaboga
et al., 2014). Non t@ 155 ge‘ritb% has some advantages such as fast

exi‘bi Mﬂ wealdy, 1t has the disadvantages of premature

er search period«asr}il. the accuracy of the best value which cannot

D0

convergence and

convergence In S

meet the re &ants sometimes (Y}f & L1, 2011).

Theq
optimisation,

scheduling. Bat algornithm 1s known to be more useful for simple dimensional

1

rithm has been utilised n the existing literature for multi-objective

constrained optimisation search, combinatorial optimisation and

problems where convergence often 1s challenging, same as in the structural design

optimisation problems, and the chaotic multi-objective problems (Yang & Gandomi,
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2012). The performance of bat algorithm for forced optimisation tasks has been

reported to be better for other bio-inspired computing approaches like particle swarm

optimisation (Gandomi ef al., 2013). In relation to accuracy improvement, it shows

that Bat algorithm is also not suitable for accuracy functions due to the factghat its
13).

functions relates to convergence and multi objective problems (Gandomi et

Another limitation related to bat algorithm is the necessity of the mos retlcal

background on bat algorithm. Secondly, bat algorithm is inefficient wheMproblems

with higher dimensions need to be optimised, and bat algorithm also n%ds to be used
in real world environment (Fister, 201 3).

A w

CL isgrelated to

ACY Wo rm
IS

T

Y,
Y'
(&
O

Hence, in this study, the proposed technique known

Genetic Algorithm 1s to be implemented in order mpr ve acc

detection on a cloud platform (Lu & Traore, 2004).

\

2.10 'The Main Benefits of Genetic Algg

Due to the following reasons, this resea

The reason of choosing this algontl ecange it Josses u;‘ the tendency to solve,

search and also optimise problen

by Vijay and Reddy (2012). %
GA has also proven to b Xu N@t IS @bmed with other techniques which

can be very useful for % fka Singh, 2015).

sed Pn t daptlve methods as stated

--:a

f , AI&hm (GA) 1s that 1t helps in optimising the
classification ﬁ on malwares. I\E:)EE; helps in predicting malware attacks. This

system 1S b on knowing the targets which are malwares, in this case worms and

Another reason fgf

Trojan , Ih order to understand their behaviour particularly in terms of how they

Oper Roft & Jantan, 2011). Also, GA has the capability to learn the behaviour

(
of malware (Zolkipli & Jantan, 2010).

Another benefit of using GA can be seen n a research by Mehdi er al., (2009). They

used GA to optimise system parameters which are able to detect a malware the first
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day they launch their research finding. Additionally, GA 1s known to give good results

In real-time dynamic environments.

Additionally, genetic algorithm 1s useful and efficient due to the fact that it can

ii&ld]y
h

blems

locate good solutions for difficult search spaces. GA 1s also efficient
mathematical analysis i1s not available. It 1s also useful for complex defi

because 1t works with 1ts own internal rules. The few limitations of g,ene%lgonthm
include the tendency to change towards local optima instead of the gl?ptlmum for

the problem when the fitness function 1s not properly defined ( tha & Sathya,

2012). ?

1d ran f

GA also has been proven to show power and potentialg

functions. Also, genetic algorithm has been s ccessful

optimisation problems. Additionally, genetic algorigr Ty tQ nimise its
learning errors and prediction errors by way g and%ors Another

advantage of genetic algorithm over traditt

of dealing with complicated problems an arallel

2.11 Worm detection using gen ont

%

l:'as&on the detection of malicious

In 2004, a study was conduct :

attacks through the use 0%’16 1c'

programming had a lo &e

malicious attacks.

h authors found that genetic

ll as a higher rate for detection of

) 5 c—,(J
O
S
¥

S
According E\ay and Reddy (2012), soft computing techniques are efficient for the

cloud ting security model. Accordingly, genetic algorithm (GA) solves,
sem'éd optimises problems based on adaptive methods. GA 1s based on the

agenetic processes of human’s immune system. Survival of the Fittest 1s the main

m(ﬁ~'

2.11.1 Genetlc

principles of GA and it always depends on natural selection from many generations of
natural populations. Selection, crossover, mutation and fitness functions are involved

in the GA process. Kumar and Gohil (2015) stated that GA involves the 1dea of
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natural evolution and 1t 1s based on search heuristic. This heuristic 1s normally used to
generate valuable solutions to search and optimise problems. A fitness function
measures the fitness by each rule for every rules implementation. Genetic algorithms

are used to improve the accuracy of IDS by selecting the network featuges and

determining the optimal parameters to improve optimisation (Modi er al. 401Y). In

conjunction with this thesis, a new technique to detect and respond to w wcks In
de%

cloud computing environment by using genetic algorithm has been ned and

evaluated. The details and experimental results can be referred in Chap¥r 5.

Ty of _Wral
oh e s

ivit@'s, where

sol@Dhopte &
* dlafhs céQd chromosome,
gengs. e qugMty of each rule is

‘esﬁtion of each rule’s

g . o .ﬁ
€ SYIrts {l@ﬁ-an initial population of
tion $~ evolved for a number of
uali ie! o&e individuals 1n the sense of

s
qu;ﬁgf_ During each generation, three

2.11.2 GA Approach for Cloud Worm Detection

Genetic algorithm (GA) 1s a search algorithm based, on p@nci

selection and it has been deployed to solve a wide rgg probje

population of mnitial individuals to a population

each individual represents a solution of thw
Chaudhari. 2014; Goranin & Cenys, 2015\r
and 1s composed of a predetermined number

o

it

measured by a fitness function as t

adaptation to a certain environment. gl

generations while gradually 11ggs IZg the

Increasing the fitness valua&the n M
basic genetic operator &seq IR
probabilities; these ar@io ,

2.11.3 Parent S@PI‘JCQJI

. &

selection) 1s an operator that makes more copies of better strings in a

Reproducti
w paguidon. Reproduction 1s usually the first operator applied on a population.

randomly generated individuals.

to each individual with certain

ne
Re selects good strings in a population and forms a mating pool. This is one
of the reasons for the reproduction operation to be sometimes known as the selection
operator. Thus, in reproduction operation, the process of natural selection causes those

individuals that encode successful structures to produce copies more frequently

(Ahmad 1zar er al., 2015).
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2.11.4 Crossover
A crossover operator 1s used to recombine two strings to get a better string. In

crossover operation, recombination process creates different individuals the
rgous

successive generations by combining material from two individuals of th

generation. In reproduction, good strings in a population are probabilistiS swned

a larger number of copies, and a mating pool is formed. It 1s important to e that no

new strings are formed in the reproduction phase. In the crossoveaoperator, new
strings are created by exchanging information among strings of thmng pool (Jin er

al., 2015). z

2.11.5 Mutation

Mutation adds new information in a random way toy

operator that introduces diversity in the populagon

become homogeneous due to repeated us@
In .

Mutation may cause the chromosomes ¢

(6¢0ver operators.

di@rent from those of
&andomly disturbing

' “h&{l;& are being copied from

that each bit may become

their parent individuals. Mutation 1n
oenetic information. They operate a
the current string to the new stri

mutated. The purpose of mu% y
I N

current point, thereby ac

. ’dohb'm the neighbourhood of the
arch Q}und the current solution. The

ving al
mutation 1s also used to Mia 'Qn th@ulanon (Abdi er al., 2014).
\ Y,
Cmy g &
2.11.6 Utilisation Q' or

mf@gue detection
4

In recent time ous studies used @etlc algorithm for malware detection in cloud

T
(Kumar & \ 2015; Majeed & Kumar 2014; L1 et al., 2012; Goyal & Aggarwal,
2012). Jing to Yusoff and Jantan (2011), GA helps to optimise the classification
systdéig, forJmalwares, and at the same time, helps to predict malware attacks. This

system is based on understanding the target which is a malware, in this case worms

0

and Trojan horses, to understand the behaviour of its operations. Yusoff and Jantan
(2011) suggested the combination of Genetic Algorithm (GA) along with Decision

Tree (DT) since 1t 1s a more compatible algorithm to study the behaviour. Some of the
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key elements in this framework include the sample of malwares, the virtual

environment, knowledge storage, classifier, as well as the class operation.

The study by Majeed and Kumar (2014) reported that 1t 1s important to focusgan the

G%Zkey

areas of GA are focused on optimisation, design of automatic modelg *
use W

f GA 1s
necessary to optimise the main purposes within the detection systeq. It was also

area of intrusion detection methods along with genetic algorithms. Some
ell as

classifications. A study by Chittur (2001) also concluded that the

reported that there are some key differences in the GA systemNpposed to the

conventional system. According to Majeed and Kumar (20 14 t Gﬁl system works
3

based on the codes that are prevalent in the scope Ifiedgbroblems,

compared to the traditional systems that work on the pgoblem sc@pes

wself® Bg'ldes
- mp’al‘é(d') to the

Y-

nTm. @Iefore, the

derivatives to

$eP0f éness function to
evaluate the highly optimal solution that g has pro \ed\ he} @y also reported that
GAs use probabilistic operators for transgh cqm%e;to (@entional systems that
use of deterministic operators (Maje\ umar 4). @éd on the above existing

works, the importance and fle ibe th' GA stsn“}\n detecting intrusions in a
cloud environment have been %; ted. p > &

dlS\G pt

Nhe

that, GA systems provide a higher number of eff solutiogs

conventional method of producing only one metho

GA system 1s more efficient. Conventional syE

evaluate a solution, whereby the GA systefyemp

S

Another study conducte q@nde ‘ﬁ ) added a new system that used

asahd
N
ad (G i&e ct‘fwe classifier’s decision, which then

stugy Is; ~&s€d the feature extraction technique with

¥ Ifwergle amount of files that the system processes.

the certain procedure

reduces false-positi

- Th
the genetic algoSWChni({J

The study a mund that geneti\‘a{gmithm has more advantages in detecting

INtrusions bé\e it 1s able to look at many directions 1n a short duration. This is an

imp% sideration due to the fact that there are large numbers of data to be

detec ause of the high number of users in a cloud environment.

GA 1s able to eliminate unsuccessful means and pursue other options, which

maximises the chances of detecting intrusions in the system. This allows easier flow

of instructions to the system, which makes i1s more efficient and fast. Another
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advantage of the GA system is that 1t can easily be modified according to newer
discoveries found in the intrusion detection area of study, making GA one of the most

flexible and open systems to work with. Moreover, the adaptability of the GA system
1S a positive trait especially due to the emerging new attacks (Bankovic er al., 2(%.~

GA 1s used to select network features (to determine optimal parameters) whfich.c®%n be

used 1in other techmiques for achieving result’s optimisation and i%mg the

accuracy of IDS (Dhanalakshmi & Ramesh Babu, 2008; Li, 2004). F , Gong ef

al. (2005) used seven features (Duration, Protocol, Source po egfination port,

Source IP, Destination IP, Attack name) of captured packet. used support

confidence based framework for fitness function, which pleland flexible.

Generated rules are used to detect network intrusions. The p¥aer ules

assifigat
| tatQ/R'of this
4) p ¥nted a GA
heg, used support
.kcé‘siﬁes network
eéfunction takes more

well as categorical features of network for generati W

increases the detection rate and 1mproves accurggy. Mowevdr
ra

approach is the best fit problem. Meanwhile, L%
< il
ruJ{ f

oy

intrusions effectively. However, the trai 'E@rio@
(gl f

éop ed iIngormagiPRT theory and GA based

* T VIOWT. Ité%ntifies small number of

based approach to generate rules from _n

confidence-based fitness function for denv

time. On the other hand, Xia er al., (x
approach that 1s used to detect a?. l
network features closely with % attacfs bgked @@nutual information between

| . . | |
network features and type of%s 6n. er, th1@proach only considers discrete

features. Additionally, Dl& h ame@abu (2008) proposed a method
which 1s used to detec Me n@ ly combining fuzzy and GA. Fuzzy is

used to include qu

sion detection, whereas GA 1s used to
find best fit para
ported by Lu an@f'aore (2004). In cloud environment, selection

eters (network features) for intrusion detection will increase the

best fit proble

OlexGA was proposed by Pietramala er al., (2008), and 1t has been applied in machine

learning techniques. The Olex’s hypothesis language consists of rules with one

positive conjunction of terms and (zero or) more negative ones. Thus, Olex
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predictions require testing the simultaneous presence of several terms (forming the

positive conjunction) along with the simultaneous absence of several sets of terms

(each forming a negative conjunction). New parameters are proposed in GA for cloud
worm detection by OlexGA 1mplementation. OlexGA algorithm has the follgwin
parameters as presented in Table 2.5. OlexGA has been used as benchmark to% ate

ey

the experimental results of this thesis.

I

Table 2.3: OlexGA parameters

GA Description Default
Parameters Value
Xover Type of cross-over. Unitorm
Xover Rate Probability of two ndividuals (chosen by the selgcts

of under g@ing repmduction.

Class Index Position of the label of the category beig

attribute list - O 1t the category 1s 1n the first gsition.

I:litism Rate Percentage of current best indi\'iduatwc P

generation. \‘

mutation Rate | Chance of a gene ol being thippgd by stdnda t | 0.001

Num of | Number of both positive 4gnd Jegat 50

features Suggested values range bogge |

Num Of | Number of new ]mpulatimatc : 200
(Generations §

Num Of Runs | Number of times PRNCLIC al?ﬁ ith ®Wcepmg the same | ]

| nput pnmmch\'l'hc ) \QLL 18

Population Number of &u Is1 1‘* | | 500

S17¢ \

Scoring Type Tegure Chi Square
lunction | feapurct

Sclection BpSgiplgorithm @ Tournament
Algorithm Aprmiucli(m. Selection

N

Accordi write-up by Rahate and Lobo (2013) and Khedikar and Kulkarni

Hadoop technology which had components that were used to store large amount of
data and could also carry out computations at a faster level. They also explained that
OlexGA 1s known as a plug-in used for implementing a parallel GA within the data

mining package. It was also able to give efficient text categorisation.
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OlexGA was also utilised for diagnosis of health processes in the medical field. The

OlexGA was used to detect different diseases in specific stages which also improved

the adaptive nature of new symptoms through its classification processes in ogder to

increase an accuracy of prediction of diseases. With the help of OlexGA, the Ive

N

health system was enhanced automatically to adapt itself to new sy

different tests in the patients (Shivagude & Kulkarni, 2016).

According to Manjula (2011), OlexGA has proven to be one cw:most highly
' flised for text
ou‘ that OlexGA

competitive among the top-performing learning algorithm

categorisation such as C4.5, SVM and Naive Bayes. It also

be compact and accurate. It should be

%re *

occurs as a result of effective optimisati

consequence related to a powerful hypotheshuaé. OY

spd system 18 1ts design which 1s

% 001@ of one positive conjunction and
sealso L?Lﬂ‘éf{ a research for GAMON in which 1t

e‘ress ts aé€nsion. GAMON i1s known to be a task-
0tflised

r exploiting the lattice-based structure of

X8 750 BAY,

specific Genetic
the hypothesi e, efficiently ar@so for improving accurate hypotheses. By
implementin xGA as one of 1its algorithms, 1t helped the Gamon project to
achiev 1INt outcome by making 1t provide high predictive accuracy among a
wide& problem domains. It also aided in constructing an easy and compact

model in which 1t facilitated human comprehension (Rullo er al., 2012).
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According to Grasso ef al., (2009), another Domain in which OlexGA 1s applied is e-

Government. The system was legally built according to authorised acts and decrees

permitted by public authorities which are classified. The system uses a strategy that 1s

based on an archive that 1s known to contain a full list of arranged wordgnto

jan
Parliament. The performance of OlexGA was very efficient by which it oli( % an f-
d \

measure of 92% with a mean precision of 96% 1n relation to real-worl

The authors above also stated that OlexGA was also implemented a e-medicine
domain. It was used for building up a system that could be achlassify case

document and histories automatically that contained climcaézs.
In other Articles written by Stephanie Chua and Coeneg (20 l

3

synonyms with concepts related to its juridical expressions used by thdgJt

ments.

used to generate rules by using genetic algorithm. H er, the gené
utilised the same template of a positive feature In

OlexGA system still performed at a more efficigy

C4.5, SUM, Ripper and NB.

According to an earlier write-up by R%
performance for learning the rule-ba&

classifiers which are comprehe ibw
out by some advanced learnin%

Linear Logistic Regression £T%®R) an
competitive advantage inge 1mMstanch
out on three data colleg) whih Y

ODP. The exper@kﬁovy ha
S

properties as fo ¥ It creat

/ @ has achieved high
fr@raining sets that make

l §aring the analysis carried
‘R% , Naive Bayes (NB), C4.5,
| v\é{;roven that OlexGA has more

lacc@. These experiments were carried
tzﬂb&’OHSUMED, REUTERS-21578, and

e@ makes use of numerous acceptable

cﬁ'a.cgg?érs that are known to be compact and

comprehensibig for relatively smalle%ategories, it tends to be accurate which also

shows tha»ét inclined to only majority classes, and lastly, it tends to be robust by

displaying Mg, same behaviour on the datasets it experimented on. Table 2.4 as shown

below, sumarised Genetic algorithm, OlexGA and other Bio nspired algorithms for

malware detection.
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Table 2.4: Summarisation of GA and other Bio ispired Algorithms

Authors Name of Strength We:
_ Algorithm |
Nemad and Rane (2016), PSO o Simplicity and easv implementation

Aote er al., (2013) and Bai
(2010)

e [t can scarch very large spaces of
candidate solutions

—=

lFouladvand er al., (2016),
Lytvwnenko er al, (2013),
Dixon (2010), Kim er al.,
(2007), Aickelin er al.,
(2004) and Gonzalez et al.,
(2003)

g\x‘ﬁh in related svstem.

om partal

o Llasily sutperiimyy
optimisayy
e The mg

1¥Funable to work

out the bblems of non-
COOr vstem

w_ring and optimization.

sn 't utilise the size of the
oblem being optimised.
KO theoretical foundation 1s

nokm to badweak.
o [§ shosJG#t there 1s no proof

llcalr}f\ about  the

i “H‘A’: @ the ::pced of
\-‘Cl‘g,%‘ CC.
8 guarantee the

1SCOV Q’optimal solution.
, h;

i that an optimist
solptiolf related to PSO cannot
IQ sured 1n theorv.

o [™Ya mimimum resecarch on the
ARS() algorithm applications

e Doecs not have continuous
leaming ability in 1ts detection
Process.

e Produces poor performance due
to scaling 1ssucs on real lifc
problecms and this has reduced
IS use.

e [t has limitation related to
scalabihity and coverage and
these are the main bariers to its
success as an cifective within
the intrusion detection system.

e There 1s no warranty that this
algornithm can converge to
optimal space coverage.

Karaboga er al., (2014),
Davidovic er al., (2011):
Yan and L1 (2011),
Karboga and Akay
and Karaboga
(200R).

Bee colony

e Can be @‘m solving
multidimensional and multimodal
optimisation problems

e l‘ast convergence and high flexibility

e Premature convergence in the
later search peniod and  the
accuracy of the optimal value
which  cannot mecet  the
requirements sometimes.

e Itis not suitable for detection
because 1t does not possess the
CTrOSSOVCT.

e [t has a lot of problems 1n its
diversity method and also leads
to msufticient accuracy level.

A
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Majced and Kumar (2014).
Modi er al., (2013). Binitha
and Sathva (2012), Vyjav
and Reddy (2012). Yusoff
and Jantan (2011), Yang
(2010). Zolkipli and Jantan
(2010), Mchdi er al.,
(2009), and Lu and Traore
(2004).

Fister (2013). Gandomi et Rat o It 1s useful for simple dimensional
al., (2013), Yang and Algorithm problemfs. |
Gandomi (2012), and Yang e Simulating annealing can alr_nosl
(2010) o guarantce the discovery of the optimal
i | solution.

| Nag and Singh (20153), GA e Tendency to solve, search and optimise

problems.
e Can be very useful for detec
malware.
e Helps 1n optimising the class
system on malwares.

e Helps n predicting malware a
e Has the capabihity tc
behaviour of malware.

e Ability to optimise syst

which are able to defect a

o (Genclic programpriirg

lower false pg ‘ilH - as :
higher rate f(N n of maligghus
attacks.

e (1ves ' |

adr for a wide
ve |

My ImIpANJS leaming errors
2 ‘g'on ors by wayv of
1y " 'lti)n CITOTS.

e [t 1s not suitable for accuracy

functions due to the fact that 1its
functions relate to convergence
and multi objective problems

e More theoretical background on

bat algorithm 1s needed.
ers does

o Adjustment irREct
affect theﬂ oence rate of
| . 385

WProcess.

high anensions need to be
optimised.

Bafalfodrithm needs to be used
world environment.

the optinffisay?
% Ineﬂ"iﬁ*n witn problems with

le tendency to change
vards local optima nstead of
the global optimum for the
prol‘em when the fitness

uRctiong® 1s  not  properly
defing "

Can rzvid Pk same amount
7o), 11§ adon  time  for

Eitic oppnisation problems

Shivagunde and Kulkarnt
(2016), Khedikar and
Kulkami (2014), Lobo 3
Rahate (2013), Manj
(2011), Rullo e al.

f g&ﬂsifiers known to be

omPact aRT accurate.

o Implg@aed in different ticlds.

o Assists¥n the achicvement of etficient
outcome by providing high predictive
accuracy among problem domains.

e Ability to detect different diseases n
specific stages.

e Ahility to increase the accuracy of
prediction of diseases.

e Improves the adaptive nature of new
svmptoms through 1ts classification
Processes.

e Performance can be further
improved by way of fine-tuning
of the GA paramcters.

e [.0ss of diversity

o Smaller chance to select weak

Individual.

e (G1ves
spread.

e It can give new child new
charactenistics quite similar to
the parent charactenstics.

e Generate an offspring that 1s a
little bit ditterent from their
parents.

bias with unlimted
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e I'osters efliciency through effective
optimisation.

e Abihty to give efficient  text
categorisation.

e Applied in different tields such as
health care, text classification, ec-
government, and e-medicine.

o Ability to store large amount of data.

e Ability to carry out computations at a
faster level.

e Among the most competitive among
thc top  performing  lecarning
algonthms.

e Tendency to have a more eftficient
induction method.

The table above shows the summary of different algorithms

numerous researchers, alongside their strength and we!

3 withwimpr@vemefit . x%c 1S, to
R m \tbn. Bé@l'on all the
A C urthgr improved and

de.igon. As also seen

research is to be carried out in order to come u

consist of more efficient and effective process,in

existing works stated above, 1t 1s clearly seen
has promising result in improving the accurac

in the table above, GA tends to have n to other algorithms.

@ .
i cO::l.p.f.iblllty to learn the

hat 1

are @racks. It 1s also noted that

as b@ rate for detecting malware

engt{é@lgorithm to find better solution

malware behaviour. It also helps i
GA have reported lower false GOSifiz rate
|

attacks. Therefore, this rese{c fOC
ura
-

and A/ vention.

NS
e
¥ S _c::('séarch as stated above, OlexGA was

implemented 1n @'m f'Fl S. @rved that OlexGA proved to be more
{

efficient and eS in differént fl’@l smis also noted that OlexGA tends to be more
stable and ertul. Its induction mﬁod 1S also more efficient and 1S more accurate

to improve cloud worm’s&
On the other hand @

pre

as comp other algorithms. However, OlexGA have the potential to be utilised

for etection domain, but it has never actually been implemented or used for
malwa tection.
Hence. OlexGA suffers from the use of the tournament selection which leads to

smaller chances of selecting weak individuals which leads to loose individual



47

diversity. Additionally, it also suffers from uniform crossover that creates offspring

which 1s slightly different from their parents. In relation to mutation, 1t uses

substitution technique which gives it new characteristics that are quite similar to the

parent characteristics. Another limitation 1s related to the lack in evolution techw
Therefore, this research aims to handle the improvement of Olechx
u\ ,

implementing OlexGA itself in order to enhance and also increase thg &¢c

Yv

Bhat er al., (2013) proposed an Anomaly Intrusion Detectio Nem using the

Ic-

Cy In

detecting worm within cloud environment.

machine learning approach for virtual machines on cloud co NG ]'1 this regard,

the authors proposed the application of feature selection™ge nw Virtual

new threats and update the model. The experiment

KDD’99 datasets using Naive Bayes Tree (NB E ee;

approach of NB Tree and Random Forest. CV

a emhat GA could be
AP

prare t}@’\accuracy detection.

Y 4 .
O hmﬁnd better solution to

HON AN

Based on all the existing works stated gpove, 1t 1
further improved and has promising % 5

Therefore, this research 1s focused@'
improve cloud worm’s accuracy d ' an'
Cmy %
2.12  Existing cloud w }et ’ion hnigh
NN

Y 2.9

A malware detectigfyteefiniq

presented by Thu‘&’mﬁ

t??tec (malware in cloud computing had been
system call haghMg. This combinati@ﬂ‘ used in addition to support vector machine

s tec%\que combines system call monitoring and
based exte Nonitoring on the host. During system call monitoring process, all
aAMg (11

syste ggered by the users are monitored through the parameter before

exe eanwhile in the system call hashing, the technique checks all the stored
copies of monitored system called before installation. Then, the support vector
machine 1s used to classify all the malware attacks based on guest behaviour in
virtualised cloud system. However, some malwares are also able to slip through the

classification process due to lack in correct detection in the process. This shows that
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there 1s no accuracy level. By improving the accuracy level, the malwares detection
can also be improved, therefore making the call monitoring process much safer and

efficient. Hence, there i1s a need for further enhancement to increase the accuracy rate

of attacks detection. \Y’

Watson er al., (2015) proposed a technique based on support vector ma% Fdetect

malware and DOS attacks in cloud computing infrastructure. This te

Ve has the
ability to monitor system behaviour to detect malware at hypervggor [®vel in cloud

computing system through the utilisation of features collecte

ne system and

reags that can be

vel | Mtem can
s furthpr im rqve&? to

‘;:’

alware for

aﬁsis and system

v \low accuracy in this

network levels of a cloud. However, there are several type

found in cloud virtualisation. Hence, absence of accurac

cause malware intrusion. Therefore, the accuracy level

make sure malware threats are detected correctly.

Marnerides ef al., (2013) presented anomaly det
virtualised cloud environment. This techni

analysis engines to analyse, monitor and
by monitoring the processes and usage

d
process might enable malwares to m\ 0 BIKQ

Hatem er al., (2014) proposed nerwa de ct|10 hmque In cloud computing

amx ‘mgnature detections are used to

- d which provides an enhanced

environment. In this technique,
identify malicious and &hd
operation for the dete N

capability. Howeve
needs more imp%
level to prowQ

of detectio

n|cl&@; while also improving the forensics

be lUmg In accuracy. Hence, this technique

e proce
t mfnﬁJZe deé\mm particularly in terms of its accuracy

nced functlon@‘_l;w of detection while providing correct results

o

Martine?* [, (2010) proposed an ontology-based malware detection technique
called M@PAVS (University of Caldas' AntiVirus Service) for cloud. This technique
combines ontology with intrusion detection to represent the signatures for known and
novel attacks. Additionally, the technique uses a K-mean clustering technique to

classify the malware attacks into different categories. Based on these categories,
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malware detection is performed to detect malicious software. In cloud, users have the
ability to access various applications through internet browser, which can encourage
any malicious software to be inserted mto user’s machine. Thus, a malware detection

using these definitions is performed to detect and reduce threats in those applica .
Due to these incidences, the accuracy level might be degraded or becem w.
fec

on of

However, a better accuracy level 1s required to maintain the precise d\

Yv

Silakari and Chourasia (2016) proposed a technique to detect Mare in cloud

Sﬁrm Optimisation
(JS, S

CKS.

malwares.

infrastructure using Accelerated Chaotic Map Particl

(ACMPSO-k means). This technique detects three types

phishing attacks, in cloud computing infrastructure. TRe
PSO and K-Means methods in order to optimise a

detection process, and to get accurate solution

olution for

&rage accuracy

tiq_& it could lead to

based optimisations which are used to classity
the problem. However, the results of this
detection rate is relatively good, but

increase in the accuracy rate of detectiorf

Bhat er al., (2013) proposed an anhy
o)

technique for virtual machinecin czud cofhputy

feature selection over the event orn{
activities of the virtual m %ln

@echnique works based on

1
4chine Monitor to observe the

the virtual machine. |

g @ins the system so that it can learn
S

unknown threats an ¢ th@odel. The experiment has been carried

N>
out on NSL-KDIX9) Ve 1S ust?g Naive Bayes Tree (NB Tree) Classifier.
and hybrid apnro&h bf NB Tree and%ﬁ?iom Forest. Then again, in the absences of
N

Improving Ncy as one of the traming functions, this may result in malware

INVaSIOR.

Anoth rusion detection system was proposed by Dhage and Meshram, (2012)
which consists of finding out malicious attacks within cloud system by using signature
method which also protects against the blocking features. The system focuses on

monitoring and managing numerous volumes of traffic within the system. The main
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aim is to locate a specific signature known to be threats which will be checked and
monitored against known signatures that have been formed on malicious attacks in
order to find a match. However, this model was not implemented 1n real or simulated

environment. The proposed approach is unable to detect unknown attack an
suffers from the lack of accuracy. In other instances, 1t may include scalfill d

K\y

computing.

sensitivity of the system.

Zhang et al., (2014) proposed a malware detection technique for clo
The technique is similar to cloud antivirus techmque. Multiple ew are used to

sa% box[ Anubis, Joe

detect the malware. These engines include Threat expert, C

sandbox and Cuckoo sandbox. The authors suggest comb

et h & e %in order
comBined det tln"r@xe

to improve the detection rate. However, the results for t

3
% 3

ountgg ieasure in
qf*{ messages
K@ed. This should
éhash that 1s used In

n again, attacker can

not presented in the paper (Alam er al., 2014),

On the other hand, Qaisar and Khawaja (201

solving worm attacks in cloud 1s by checkfngg ™™

received, and then keeping a record of the m e

be done to allow the comparison of th %
future services using hash functions
m

create a legitimate hash value to deal 0

N
r Yy ud ﬁm.
One of the proposed solutions v makglg S §c& providers are able to create

an image user (VM) whic Wbe sito s "™ the N@dge repository system of cloud.

Another recommendati aD%

‘<

célhigher integrity by cloud service

e ftacﬁ@s or intruders from invading cloud

providers because 1t

system. Qaisar a flsowggested that in utilising the hypervisor

process for sch:u
table usuallyayoc

cfeckvﬁdn rehiability are done by taking from FAT

m users’ VM. Angther option given 1s to keep or save the users’
version o at 1s normally performed as users open an account through cloud
provider iR them the ability to venfy the OS type with new application before

Initiati instance in the cloud (Zunnurhain & Vbrsky, 2010).

Various methods such as, neural network, support vector machine, and genetic
algorithm were used to detect worm or malware attack in cloud computing. For

instance, Aljurayban and Emam (2015) presented Layered Intrusion Detection
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Framework (LIDF) which can be applied on the various layers of cloud computing to
identify the presence of normal traffic from the monitored cloud traftic. The proposed

framework is based on data mining technique specifically Artificial Neural Network

for detection activity. A layer IDS model 1s also proposed by this work to h

incoming traffic in scalable large network traffic, and control adm mve

application and data in cloud. This cloud IDS handles large flow of netﬁrk affic,

analyses them, and generates efficient reports by integrating the ledge of

% tages. The
wtnt which was

behaviour analysis to identify and detect intrusions at their e

framework displayed an effective outcome in the process of the e

positive rate in detection process. Additionally, this

enhancements including the accuracy level within differ

& Moradpoor, 2016).

Table 2.5: Existing cloud worm4ggte

—

waage

tle | Detection Methods Parameters
clection  malware  and | Usin o system call s‘:cnh need - [T lcgzhmque Not addressed
emcl level root kits in | monitoring and system hygyto provigle | _Gafers from the

oud computing (Thu er | call hashing with support

., 2015)

oY curacy of malware
A“lﬁcmction in cloud
S, | and needs further
§ improvement to
f &
O

mcrease the accuracy

vector machine based
external host monitorin
svstem 1n the guest

of attack detection 1n
cloud environment
(Nancv,2016)

N

-1t 18 not able to

lalware Detection in
loud Computing
rastructures (Watson et
' 2015)

omputing: Network :
vStem Characteristics
Aamerides ef al.,2013)

| Using SHIENIOF

| machme
malw clegflon

s abil{ty o provide
:filfi&()m for the
1ay malware

YOV support vector

mad\ine leaming
@;‘ilhm

in virtuahization cloud

(VM).

-1t needs further
cnhancement
mechanisms to
ncrease the accuracy
results for malware
detection n cloud.

Accuracy.

detect various threats | Precision.

Recall. I'score.
G mean

Malware detection 1n
virtualise cloud
cnvironment

[ffective for detecting
Kelihos injection.

-Insufficient in
detecting other
malwares i cloud

Not addressed

.
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Malware Detection in
-loud Computing (Hatem
1 al,2014)

Using dynamic and static
signature detection for
malware detection 1n
cloud

| It 1s flexible and adds
some enhanced operation
for detection of malware
in cloud

-It needs more

improvement for
malware detection to
increase the accuracy
rate of detection

Rate of
detection only
-Does not
provid
AMCLETS

Malware Detection based
n Cloud Computing
ntegrating Intrusion
Intology representation
Martinez er al.,2010)

Using ontology

combined with intrusion
detection to detect known
attacks and using K-mcan
clustering to classity
malware into diflerent

classes

Provides more
information on known
malware attacks

Intrusion detection svstem
n cloud computing
nvironment (Dhage &
Meshram, 2012)

Signature based method to
deteet malicious attacks n
cloud

Selection according to
the signatures that are
classified as threats.
These 1items arce then
further monitored
checked agamnst kn
signatures

-Eincourages

malicious softy
be iserted
user s mach
usage ol
applicatio

-Incere of

de s neceded

Rate of
detection onlv
- Does not
provid
parameters

Machine [Learning
Approach for
[ntrusionDetection on
Cloud Virtual Machines
(Bhat ez al. 201 3)

Observation of the
activities of the virtual
machine to detect the
anomalies 1n the virtual
machine by using the
hvbrid approach of NB
Tree and Random IForest
classitier.

Security Attacks and
Solutions in Clouds

(Zunnurhain & Vbrsky,
2010)

user’s OS l}.‘p{:\

-Saving the records

her l'oﬂn anc

RO 1LOrIN O™t uA
1chipcaetT™™

&

Not addressed

Ing \"Qo d dataset

alse positive

M% Yr non-hvbrid
@ cmentations

Accuracy,
Precision,
Recall. F-
Measure

| -Untested theoretical

approach without
tested

Not addressed

MalwareDetection
Iechniques in Cloud
Cgmputing Infrastructure
USing ACMPSO-k means
(Slakan& Chourasia.
2016)

‘ramework for Clo |
[nlrusion Detection SN
Service (Aljuravid
Emam,,?.OIS) -

§

A thc@h) 1V Lo

1dt,(®

mssification for

. I{oy. spamming and
phifRmg attacks

-insufficient to detect
other malwares n
cloud

-Not accurate results

Accuracy,
Precision.
Recall. F

score (G mean

sing Artificial Neural
Network for monitoring
the incoming traffic and
control application and
data n cloud

Provides an optimised
solution for handling
INtrusions at numerous
layers of the Cloud
network infrastructure.

Weakness 1n
identitving true
positive rate i the
detection process
including low
accuracy

| Precision
Accuracy
] IF-measure
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“loud Computing g -Identifving the legiimacy | Good to check the -Theoretical approach | Not addressed
Network /Security Threats | of messages received n authenticity of the without tested
nd Counter Measures cloud messages received n
Qaisar & Khaw: aja. 2012) | -Storing the original image | cloud to give more
file that was requested by | imformation to cloud
using hash function -Store | provider T
the origial image file that \
was requested by using %
hash function s

In this research, genetic algorithm 1s used to enhance cloud wqQrm ZIBCUOH and

n mutation.
est parents were

Iqu 1

classification by using different method of selection, Cross

Furthermore. the sustainable nature of generation productio

enhance

also selected before the creation of new generation. Th

True Positive. False Positive, Precision, Recall, F-Measufzand accyracy ti:

* ictigg a differentiation
| @)()int IN tiIme views

re R sﬁ‘lt&@y putting together a

: T frc@analysis Metrics may be
tationq of datd a@measurements and are also

g RT capabilities, 1.e. specific,
@t (Payne, 20006).

ceiq security managers to detect the

.{')

/¥

<
444\

2.13  Security Metrics

Security metrics assists in identifying wh

between metrics and measurements. M

of specific and discrete factors, will

predetermined reference point. M

objective or subjective human

objective raw data.

measurable, attainable, re €

Metrics can be util
effectiveness of gtffeTut cogporn t o@w security programs, the security of a

particular systen®fyprdauct or process, 305716 capability of staff or departments within

N address security |s\es for which they are responsible. Metrics can

an organisa

also hel the level of risk if the proper action is not taken, and in that way

nce in prioritising corrective actions. Additionally, they may be used to

iIncrease e level of security awareness within the organisation. Many research works

focused on security metric to measure the threats on ICT in general (e.g., Savola,

2007: Savola. 2008: Jafari er al.. 2010).
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2.13.1 Weight and Severity

Weight 1s measured based on the security level of five main features which are
CIA
(Confidentiality, Integrity and Availability), weight value 1s defined Bas&!the

CIA is known to be a model proposed to direct policies relateg to Ro?mation security

infection, activation, payload, propagation and operating algorithm. Based o

weight value, severity value 1s also defined.

2.13.2 Confidentiality, Integrity and Availability (CIA)

In any organisation. The model can also be reterred riéaailability,
ral |

integrity and confidentiality) to prevent confusion wj - nt
Agency. There are three elements of the triad
components of security. In this context, confidential
limits access to information while integrity 1s ti
trustworthy and accurate, and availability 1s

information by authorised people.

According to Swanson, (2001) from

(NIST), CIA is known to consist of \00

1 Confidentiality - The i:arm 1

from unauthoris MOSUI’&‘.

1 Integrity -

unanticip

include

KN

\f a message has not been changed during transit.

0% Non-repudiation — The origin or the reception of a specific message

must be verifiable by a third party.

:T

thenticity —A thirdDérty must be able to confirm that the content
&

c. Accountability - A security goal that generates the requirement for
actions of an entity to be traced uniquely to that entity.
11. Availability- The information technology resource (system or data) must

be available on a timely basis to meet demands or to avoid considerable



e

losses. Availability also includes making sure that resources are used only

for needed purposes.

In addition, all the above components can be grouped by the sensitivity or threat

level with high, medium and low. Federal Information Security Managementvf
2002 (FISMA) (NIST, 2004) describes three levels of potmtial@ on

organisations or individuals if there should be a breach of security: *

1 The potential 1mpact would be considered LOW if zhe loss of
confidentiality, integrity, or avatlability could be ex%@to have some

degree of adverse effect on organisational operatio

anislational assets.

NI,

f c ?deaxl.ity,
.

er adv§se effect
.3 N\

VI @

tial&i, Integrity, or
ca’[@ophic effect on

or individuals.

1. The potential impact 1s MODERATE 1f g loss
integrity, or availability could be expecte WLave a‘,se

on organisational operations, organisationNassets

ltWof
availability could be expected to Mgge*a serio
organisational operations, orga%o

2.14 Cloud Worm Response Y’ ,
% ' , s

Most studies 1n incident re&ﬁt&in clou '

11, The potential impact 1s HIGH 1f t

&

mpupyh field are commonly theoretical

?se @'{*ascu & Patriciu, 2013). A typical
sfep Cl%d by NIST (Kent er al., 2006) which

espgns
‘ vh.)e ezu;é}area. In the field of computer forensics,
M

1S the most remarkgble™
four basic steps ats Yoested: collecti@ examine analysis and reporting. But, these

t specious behaviou%f worm or malware. Thus incident response is

steps help to

a great r sue and 1t 1s really challenging to suggest for analysis and isolation

after detecti

Researchers such as Grobauer and Schreck (2010) and Chen er al., (2012) presented
possible challenges on incident response and handling incident in cloud computing
environment, and also thought of a well-defined efficient process to be reflected in

cloud incident handling. They also suggested about the changes to be made during



56

migration into cloud by considering the current process. These recommendations are

made by bearing in mind the perception of a security manager and client.

Other researchers like Priya and Prabakaran (2012) stated that one of the central
purposes in cloud security 1s to find the existing vulnerabilities and securitms
within cloud environment which 1s the same as other computer technologic@
order to achieve usage of available resources, scalability, efficiency a%xibility,
T to ensure
w cloud worm

S. In

cloud providers have to face major challenges. On the other hand, the

security to their corporate and individual client. Thus, respon

detection is very important (Rizvi & Mitchell, 2015).

forensic
=

sen}%ﬁM
J en -\n'nents

t@ response

Patrascu and Patriciu (2013) suggested that inciden

Investigators must now rely more on live collection
They also presented a new way of monitoring user

using a secure cloud forensic framework. For impo Qt if

has been utilised for six to eight years for i 1mpo

This research uses GA for worm detection g

t R§ to Sk @\ rom negative effect
am&&,s Once worm threat is

he a@\mlstrator for shutdown.
BN

’ &

*

L

né{ena using parameters to find out the

cloud worm detection. Response 1S an

and 1t also prevents financial loss m

detected. it should be able to 1sola t

2.15 Performance Evalu&w gn
CAY y

man e 1?h Ir

earch 1s to perfo hﬂxl']e analysis for the worm dataset that has

Vaishnaw and Tandan (

result of the accurac

Accordingly, tﬁ.

been obtaine Nﬁ virushare.com. }e analysis 1s also to be carried out which

CONSIStS evaluation criteria based on the chosen parameters which are to be used

for med the accuracy of the detection rate. The parameters to be used are listed
below:
True Positive (TP): relates to the number of positive examples correctly predicted by

the classification model. In this research, TP refers to the number of the samples that

are correctly classified and 1dentified as malicious.
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False Negative (FN): relates to the number ofpositive examples wrongly predicted as
negative by the classification model. In this research, FN refers to the number of the

samples that are incorrectly classified and identified as non malicious.

False Positive (FP): relates to the number ofnegative examples wrongly pre%% as
positive by the classification model. In this research, FP refers to the ni%of the

samples that are incorrectly classified as malicious.

True Negative (TN): relates to the number of negative examples ly predicted

LW of the samples
Accuracy: accuracy of the classifier 1s the proportion %mces hicl ar,s c@tly

classified. In this research, accuracy refers to the nu r of ‘th S 1ple€§mt are
NV

F-measure: the value that assesses the en@enfs DoRg ma@‘b}’ combining

precision and recall into a single number c

Precision: precision 1s the level of stre%

positive instances.

Error rate: error rate calculatem

error of the classifications 0&}@& Za
et al., 2016) c\ ﬁ

This research evalyt : 1

detailed usage Nalculation of these@m‘ameters can be found in chapter 3, section

NG
338 ‘é\
N

by the classification model. In this research, TN refers to then

that are correctly classified and 1dentified as non malicious.

correctly classified.

from | which represents the

ol 2oy
: aé'lnaw & Tandan., 2015; Narudin

4

ecall, F-Measure and accuracy rate. The

1S10 N
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2.16 Summary

In conclusion, chapter two discusses some of the key definitions and concepts that are

used in this research. First of all, the concept of cloud computing was discussed_Here.

the various definitions were discussed, along with some of the key characteagti® of
cloud computing. Five main characteristics were 1dentified which sho ycloud
computing uses shared resources. Furthermore, cloud computing has large Wlume of

users and high flexibility, and also allows users to only pay for resouies they have

used from the thousands provided as well as the opportunit Melf—provision
ei fi ilowed by the

four main deployment models which are: public, priv brid lqnmunity
cloud. Following this, the vulnerabilities of cloud compufyne was aghaly ’a(':' Qﬁ'mg
to the study by Hashizume er al., (2013). More 1A antly, the Weats ™ cloud

_ | | % X
computing and some of its key challenges were dlSCL?Thl

a mpo@ in order
to 1dentify the key problems faced by cloud usertwrovi é
Next is the comparison of worm attacks w'tmr $ 1C] ttﬁpsin cloud which
o@

was discussed. Additionally, some of the ms t @loud providers and
some of the methods that were p& ug}hg Wwhd environment were
highlighted. This 1s followed by thersio‘ of woym atieks in cloud environment,

s(.‘hﬂ'&es in cloud. Next, worm

alongside the analysis of the%n dete
| r . | |
detection using genetic alg m wi ssecgga, related studies which used

gk a]sé’lghlighted.
!
4

resource. Then. the different cloud service models were dis@ss 0O

Oon g

tecg

genetic algorithm for maly/ar

. ? f (]gwed by a brief summary of the key

' =
% scugpeds) anc
¥ on € r ﬁs discussed and analysed. This research

‘GA 1n cloud er\'\(%?fnnem on the proposed EGA technique in

Here, many studies
findings. Lastly, r

re-implemente

order to chec d worm detection’s capability of genetic algorithm

S




