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CHAPTER II

LITERATURE REVIEW

¢

2.1 INTRODUCTION '\d'
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This chapter discusses the meaning of social aft st
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e use.é‘ﬂ‘z;n technical

methods rely on the skills of her oyefr in the abiki toé‘belve others and
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my to get
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unauthorized information and penetratin W

persuade them to get as much |nfor
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Social engineering mvolve?/s I VT nd t@nues as; Attention-grabbing
subject,  Trusted % sour‘g bj n‘ﬁ@e -building,  Reverse  social

engineering (RSE), ybacki c, Te Talk Tactic, A phishing attack, A
Spear Phlshlng ttz:Q r Atta |sh|ng (voice phishing) attack, Social
networkln tack g e ng’atb‘? and Neuro-linguistic programming (NLP)
Attacks essnig Wlll$utlllzed as technique in this study, as it is a

the social engmee@éttacks participants will try to guess the required

p S via a questionnaire.

The Social Engineering Attacks’ Cycle has four stages such as; collecting data,

relationship building, exploit the relationship and obtain the information. Social



engineering targets the human behaviour to get the required information. Moreover,
the chapter explains the traditional passwords and the graphical passwords ty,

makes a comparison between the effect of social engineering attacks on

e
based on the exists researches. *

2.2 SOCIAL ENGINEERING ATTACQSV

This section will discuss various ideas that related to esocia eWg attacks

'Y
such as; Social engineering Attacks definitions, S@gineeri g cl{; t&é%iques
and methods, social engineering attacks classification and goei

N
S

o

cycle.
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2.2.1 Social Engineering Attacks @tions \T ,‘\'\
S
N NS
&

Social engineering has b }u toL rate a @er of attacks ranging from
widespread phishing i :y informatign; Ee@l researchers try to identify the
4 ¢ &
Social engineering % Thi \ocial ineering’ was used in the first by the
hacker and it is %on ion for ption people into helping an attacker to
N ST ¢

contact a tar &@em( owns d,:ZO@.
&S
L) ’

Social engineering is widely L@by the attackers since it is the easiest way to obtain

\No confidential information or carry out other security-related attacks on

6 mation systems (Karpati et al., 2012; Mitnick & Simon, 2002).

jab)
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Harl (1997) defined it as “the art and science of getting people to comply to your
wishes”. Whereas, social engineering can be defined as the way to get unaut?!d

information and penetrating accounts through the use of non-technical @ that

rely on the skills of her employer in the ability to deceive others and e them to
get as much information (Biddle et al., 2009). Q
2.2.2 Social Engineering Attacks Techniques z '

- ' .\od‘ N

Social engineering is a process that tries to obtain confidential information. It is a non-
o

- —

technical kind of intrusion that relies heavily on human interaction and often involves

tricking people into breaking normal security procedures

Ny 4

al., 2010). Social engineering involvwa methods tec@ﬂes to access the

information and penetrate accounts C&ﬁkal

1- Attention-grabbing subjnﬁi}k of L
victim by sending an %t his co

upgrade software bysglicking (i

et

QO
W

ié%;nique conducted after the attacker
obtains the victum confiden |,20@$’

S AR ol
Qe &
2- Tru% ail

cedLry t e e-mail by relying on a trusted name and

mpﬂg&e, this source on t@der whom this method is easy to use and does not

r?ﬁ&ﬁort and many steps to get the confidence of the victim (Bakhsi, 2008).
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3- Confidence-building: It based on obtaining the confidence of the victims. The
information is being given to increase the victim confidence, and then ask thew

massage to do something (Danesh et al., 2011; Bakhsi, 2008). ('}

4- Trusted domain: By exploitation of the confidence; in this case, the attackers
exploit the confidence of the reader of the site and send requestS¥to the reader to
k pa

follow the link on the page. This link actually is referring e not related to

the organization (Chitrey et al., 2012; Bakhsi, 2008). .\d
| S
5- Generic Sender: This method is by withholdi ormatio tt nder and
the development of a generic name. It is b cre th\nfid ut the name
of the same person to achieve the com@akhsi, é
&

6- Reverse social engineering (

for the engineer as a social m orl ic adv@his is done through several
ways, for example, se%—{ails announ
4

t
£
business cards at 'Ewage, eng&y finds a security problem for the
company, which, wi nn i 'n the g&fytlnds that an expert or security adviser,
¢

who in turn_t damage_n c;k @ection and access to information and data

% NN
theft. T% er at"this Pthod es an impression of fixing a problem (Nelson,
L %
2001). >
N

ﬁe@ices provided by or through the

——

: -“Riggy-backing Tactic: This method also stressed in the engineer impersonating

cial facilities for example; an important person has the right to access to buildings
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and company information. The attackers can exploit the respect of authority and build
relationships with victims to gain their trust and get information (Chitrey et al., :
8- Techie Talk Tactic: Based on curiosity of the victim; a lot of pe ion testing

methods and malicious hackers come from a technical backgroundfand technique

rather than a psychological background. Accordingly, the techEiM\Ihen it needs to
t

use social engineering; they are choosing the ways i I hry know being

technical ways; at this method the attacker convince the™ictim Mhing such
@

as give out password (Hunton, 2009). é
4

9- A phishing attack: Phishing attack baw;e nge the vi by sending
email messages by the social enginee\h)ject site wn @?e general public,

such as banking sites or electronio@smerce S\TKE r80T is asked to visit the
ﬁy S
site or link and the introducti%ivatcpand rusiti\</Q information such as bank

¢z

h im must appear on the site,

account and password. To tr:I
it's true, but in fact, th%? created by the a‘tta@r (Jagatic et al., 2007; Guenther,

2001). N § 33’
NN

10- A Spear !ﬁ@wg @‘E& also depend on the greed of the victim, it

based o({l/ inf ti ,by thé?ocial engineer such as the person's name or

addﬁ;&is information will @%Yfirst step. And then use this information through

t Nm included in an e-mail to more legitimate ignorance and reliability of the

U% Also this type based on the curiosity (Guenther, 2001).
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11- A Whaling Attack: This type based on the selection of important people in the
organization, such as executives or heads of companies. The information aboT!e
persons can be obtained easily from the web sites and then used by th(ﬂ}er to
make an attack. Because of the vast amount of information about manﬁégand high-
profile targets, whaling is becoming popular because this informatioWs it so easy
for social engineers to target them in a convincing manner. V

12-Vishing (voice phishing) attack: This is another type g;g rttacks, but this

type does not use the Internet and e-mail, it uses the ph sendin messages

X
to the victim's phone or send text messages requ@ormaﬂ n fro y’n@rized
or resolve an issue by deceiving these peoplev‘ ep@ btain{ﬁe victim
trust and confidence (Danesh et al., 2011). \/ 0\ g

13- Social Networking Site’s Atta&)The soc\neEtg/or ip@\ites like Face book,

N,
the best e |mnme£9for the attackers to hunt

Twitter and other sites. These

workplaces and many%. The researchiers s@ that, most people trust in the
4

'3 &)
friend requests th t\Kme by It \?sia negdting sites. It’s based on the user’s
curiosity since L{t 0 mnh? | rela@{hip and knowing a new people (Chitrey
¢

etal., 2012); (’) 4 (j"
i

S
14- -linguistic programming (NLP) Attacks: NLP is a psychological tool used

people and access to infor merta’ i them,@h as their interests and their

byssoCial engineers to manipulate people. This method relies on the ability of an
ttaeker to read the physical language and neurological for people targeted and

ppears to read the reflexes and the ability to observe behavioral patterns of people,
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practices, and then exploit all these aspects to gain the trust of the people to get the

information. Y~
15- Exploiting the Sex: This way also based on curiosity of the victi anipulate

people to achieve social engineer advantage. In this method the attackér convince the

victim by using mutual chemistry which is one of the oldest goMgineering tricks

16- Exploiting Humans’ Problems: This method by explaiting t ngcal side
X
ioh, @e the

victims are unconscious (screwed). For example; att&frs it thelk presence

in bars and exploitation of the mental stat ;KD(:SQTS and the sj@u‘zgn of loss of

consciousness as a result of drinking \%&ttacker a es t@%rmation (Huber
Y&

O £

17- Guessing attack: It is of the I rtar@ys of the social engineering

[
techniques. It's based (% ility of ::‘I!ersb'guess the victim password. This
method based on Witing\ﬁen |den$}, the victim to get the personal
information andythen'te gu 'sswoe}sgo, guessing attack is considered one of
the social e gat c@l&a@gﬁl., 2012).

G Ad

2.2. ial Engineering Att%%‘blassifications

s)golin (2012) classified the social engineering attacks into;
1- Social Engineering Waste Management Attacks;

2- Social Engineering Mobile Device Attacks;

in the world (Danesh et al., 2011).

of the victims. The attackers follows the victims t the infor

etal., 2013).

@D
b}



3- Social Engineering Personal Attacks and

4- Social Engineering Reverse Engineers Attacks.

15

o\

Gogolin identified the main goals of each attack; Waste Management Attacks aim to

gather background information about a company (Table 1);

miliar Social
a .

Engineering Mobile Device Attacks aim to obtain access to the computer systems,

A

capturing wireless transmissions and gets the personal information (Table 2).

Common Social Engineering Personal Attacks (Tal
physical building and computer access. Whil

Engineers Attacks (Table 4) aim to obtaiwh

v {

. o

) aim fo gain access to the
T o
n Soﬁa ineering Reverse
- A O

e jidentity theft, information theft and

\

malicious software (Gogolin, 2012).

N |

Comy

~

9
A

N

TABLE 1: Comm Engﬁneeriqg Man. ent Attacks

Attack goal | Attack vector | 4, WAttack discretion ) Attack results

Gathering of | Dumpster The social engineering takes the | Realize of the internal

background diving ‘documents, discarded digital media | organizational structure and

information and other information from external | identification of employee,

of company housed waste containers to obtain | access to customer
background information about the | information and access to
company.~. ) confidential or proprietary

\ 1D ‘é information.
Gathering of | Collect .The social engineering takes the | Realize of the internal
background documents documents, discarded digital media | organizational structure and

information

of company Qinformation I

(andge, ¥

Pand other information from internal

identification of employee,

Jhoused office bins or waste basket | access to customer
from internal | to obtain background information | information and access to
office bins and jfabout the company. confidential or proprietary
aste baskets” | & v information.

NV -
\c.j Source: (Gogolin, 2012)

\\ TABLE 2: Common Social Engineering Mobile Device Attacks

JmAttack goal | Attack vector Attack discretion Attack results
Obtaining Shoulder The social engineer looks over the | Using the captured username
access to the | surfing shoulder of mobile device users at | and passwords, social

\computer public locations such as airports or | engineers are able to attain
system Wi-Fi centres and captures their user | access to the targeted

name and passwords. computer system.
Obtaining Home worker | The social engineer masquerades as | Using the captured username
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access to the a support technician to capture the | and passwords, social
computer home workers username and | engineers are able to attain
system passwords. access to the targeted
computer system.. %
Obtaining Mobile The user downloads a mobile games | Using the captured username
access to the | applications or applications that contain | and passwords, social
computer malicious software such as key | engineers are able to attain
system loggers that allow the social | access to the targeted
engineer to capture username and | computer system.”
passwords.
Capturing Rogue Wi-Fi | Social engineer establishes a rogue | Using the captured username
wireless access point wireless access point in a public Wi- | and passwords, social
transmissions Fi facility to capture computer | engineers are able to attain
transmission including usernames | access to the targeted
and passwords computer system and obtain
personal and  corporate
information. _¢4
Obtain Vishing Social engineer sends a mobiley| Capture of personal
personal voicemail message directing the | information and accessz“
information recipient to contact his or her bank ’ q) '
or a company
(Gogolm 2012)
TABLE 3: Common Social I&gl\n;rmgﬂerso | Att
Attack goal Attack vector | Attack discretion g, | Attack results
Gain access | Tailgating Social engineer pretends to be a | One social engineer has
to  physical company employee and follows one | achieved internal physical
building or more employees into a building |saccess, they will be able to
bypass access controls e s /Nobtain documents, digital
& (:j"\media and computer
¥ 4 €] access
Gain Intimidation, The social engineer uses one or more | Access to computer
computer persuasion, psychological and cognitive | resources company
access ingratiation or ‘technlques to obtain compliance from | information and potential
assistance #~ | thetarget. | o | SO loss of funds.
Gain Alternative Social engineer uses unexpected or | Gain access to personal
computer techniques alternative  techniques such as | information and resources.
access \ windshield flyers to lure targets into
& accessing a malicious website
\ @Q Source: (Gogolin, 2012)
4 C ua{tgujgmeermg Reverse Engineer Attacks
Attack goal JAttack vector ttack discretion Attack results

Identity theftVTeIephone v

The social engineer receives the user

Access to a personal

name and passwords of a target being | and company

A “assisted” information
Information Telephone Using the user name and passwords | Access to computer
theft, ¥ provided by the target, the social engineer | resources company
is able to gain access into the internal | information and
computer system potential loss of funds.
Malicious Telephone A target is persuaded to access an internet | The internet site or
\software link or download an attachment to help | attachment  contains
resolve the problem. malicious software that
infects the company
computer system or
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installs software such
as a key logger or root
kit.

Source: (Gogolin, 2012)

JJ

Social engineering attacks can be classified into a number of distinct d&based on

the behaviour and possible impact or severity of damages. Also, |We classified

based on; human based and computer based (Hoquea et al., Q% E

a- Technology-based approach (computer based) is to \Y% bellevmg
the he is interacting with a real application or and | get n*‘t&‘-abwde
confidential information. For instance, the us p p .@Gmmg in
that the computer application has a proble e usYr i need authentlcate
in order to proceed. One the user N id ID a assv@' on that pop up
window, the damage is done. The who h %d y;ﬁ(m up now has access
to the user’s ID and passwor in a position to(o ss the network and the
computer system with cred m th -\A
c;?' 7S
4 ’ &

b- Attacks based on- techr oach man based) are perpetrated purely

through decep n i 'advtﬂ-%ée of the victim’s human behaviour

weakness. F g@nce thz\a?:lér Cv?rsonates a person having a big authority;
% NN

places he help.de nds to be a senior manager, and say that he\ she

ten hIS password a@ds to get it rest right away. The help desk person
r% password and gives the new password to the person waiting at the other end

d e phone. The attacker now has all the access to perform any malicious activity

th the credential of actual user.
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By studying the human behaviour (section 2.2.5) in this chapter and based on the
literature review, each technique were studied based on the human behavior th

exploited by the attackers; consequently the research classifies social @ermg
attacks into four groups depending on the exploitation of one of the Wéqesses the
first group consists of the techniques that exploiting the victim’s ance, second

group consists of techniques based on greed, third group ba;ed omsthe curiosity and

|
INY

Exploiting the victim’s confidence is an attempt t@i person or group by gaining
[ e )

- T—

the final group based on the human psychology.

their confidence. Whereas, greed means exploit characteristics of the human

o B AN X

psyche such as greed. curiosity used to denote the behavior itself being caused by the emotion of
% .“ - V («
curiosity. As this emotion represents a thirst for knowledge curiosity is a major drlvmg force behind scientific research

and other disciplines of human study and hum chology\Y &
N
2.2.4 The Social Engineering Attack Cycle
\\

0)
N
i"
i S
There are several pou'% cial engineers t!) the targets such as; legitimate,

4
importance and so (Gyo@i Alma 2008 Allen, 2006).
&
1 O
1- Legitimac doe th E§[ s em legitimate and usual? For example, should
\

ked fo for jon, and is this how you should normally provide

QE Importance: what is the value of the information you are being asked to
provide or the task that you are being asked to perform, and how might it be

misused?


http://www.wikipedia.org/wiki/Confidence
http://www.wikipedia.org/wiki/Greed_(emotion)
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3- Source: are you confident that the source of the request is genuine? Can you

find a way to check? \z

There is a rough cycle contains the activities that social engineeringp#eject follows to

gain successful results (Figure 1); this cycle includes four stam Foot printing,

Establishing trust, Psychological manipulation and the exi (TWrgh, 2004; Allen,

2006). \d
g g

1-Collecting data
A
b4 \,Y'
ucce

Collecting data is a method used by the attackers% incr }fhg $ﬁhe attacks.
It is based on establishing a reIationsh@he lk and the individuals who
related to the target, so it is considered as arte hn% m an information that

ere
relates to the targets and surroundi )wi“) ent¥This n’@se collects information

about (Thornburgh, 2004; Alleg Aj qAQQ/(
[73) S
|
1- AIistofempIo;%Sa@Jﬂ'@?
2- Organiza@t Q &
3- Depar@for a% :' C—)O
T

oY

Twre some tools that usﬁ to make social engineering engagement easier as;

, SET and Maltego. Since the tasks performed prior to doing the social

Qgineering attacks, Foot printing is considered a pre-attack phase.


http://ilektrojohn.github.com/creepy/
http://www.social-engineer.org/framework/Computer_Based_Social_Engineering_Tools:_Social_Engineer_Toolkit_(SET)
http://www.paterva.com/
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2- Relationship building

Yv

This phase based on obtaining trust from a target after that exploit the victi tarts
by developing a relationship with an employee or anyone working Hkisiness to

gain a trust and get information from them, and then the att%' utilizes the

information that can harm the business at the next phases (TQth, 2004; Allen,
2006). '

4. .

3- Exploit the relationship

This phase includes manipulates the trust t

extract any information related to the %;}
by the employee himself so it ca(%p

(Thornburgh, 2004; Allen, 200

4- Phase to obtain in ; ’
\"
er the information has been extracted

This phase based on“maki
o !
without any &a unngcessa SLépi(i/‘o'n’or proof of his visit so that he/she could be
§-_ N
to'is

traced- identi rnbucEH, 2004; Allen, 2006).

O

%
¥
:
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Relationship
building

collecting Exploit the
data relationship

Phase to

obtain
information

3

o

Social engineering targets thew eh 0 geugﬁ/ required information. The
N

human behaviour incllﬁs W & Sharm ,@O@Excitement of Victory, Fear of

Authority, Desire Kbe Ip u% of {QIB)@ Laziness, Ego and Insufficient

knowledge.

ocument sender to gain remote access to the target machine. For example; Mr. X
Q

s an e-mail stating, "You have won 1 Million Dollars and to claim the winning

amount, fill in the attached document and forward it to the email id:
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XXXX@XXXX.com. Switch off your antivirus as it may block the download due to

Yw
N
g
Yv

On this kind of behaviour, the attackers take the role of authqiité acter, so he/she

highly encrypted Digital Signature of the documents™ (Allen, 2006).

2- Fear of Authority

can easily extract sensitive organizational information fr h vict"ns. This action

based on that many people trust on authority, and they nxi sWesence of

X
someone they perceive as an authority figure due position d)\@f the
person that intimidates them and makes them ( ; 2% 00(5,):3~

3- Desire to be helpful \

Keith A. Rhodes, chief techn%at th@ U. ener(?ccounting Office said,

"Companies train their peop‘im heT , butthey ‘S@y train them to be part of the
security process. We %& ocial connettion @veen people, their desire to be
N3

’
helpful”. \ l %(f)‘/
& N
N O $
People in th; i%re to/be he l’an(t}o solve other people’s queries, give out a lot

; N

of information'that otherw fhou t be disclosed to an outsider as it could give an

Y-v

attaﬁﬁchance to get una tl@‘rﬁed access to the target system causing a possible
I en, 2006).

QFear of Loss
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This case has a lot of examples such as; Mr. (X) gets an e-mail stating, "You have
won 1 Million Dollars and to claim the winning amount, deposit $85,000 in AVBM
number: (XXXXXX) in 10 days from receiving this email, failing t@ the

winning amount would be declared unclaimed and there would be a n -draw to

decide the next winner". Q

Out of fear that he might lose such a good opportunity, h oZts the amount to the

account number provided. When his future replie the ewdress go
unanswered for the next neither two months nor the 1§ Mi n'D&@ gets
deposited to his account, he understands that ee s (AI la, 2008;
Allen, 2006). \, u\ Q\T

5- Laziness \%

All of us have come across theQ)ther

particular set of actions anq \Dn: gel n Iooklng*,}br better ways of doing that
t SO

activity. This causes b%

<</
a daily basis and the tlrr "sho ﬁuts to do the responsibilities using

minimal effort n a . Such persons over a period of time

become Iaz a are sus eptlb toétt% s who target such individuals as they know

that the get r yred n&\rmatlon with much ease due to the laid-back

0
appw&)f these mdeuaIs@ds their work (Biddle et al., 2009; Allen, 2006).

N

@ 0
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Several times, the attacker makes the person more emotionally sure of himself/herself
and thus removing the logical awareness of the security breach that is OCW
The outcome is that, the person being hacked senses no harm in prowdm@er it
is that the attacker is requesting. The motivation that such an attack Q%ds is that
the attacker is a receptive audience for victims to display how mu ch'¥knowledge they

have (Almaula, 2008).

7- Insufficient knowledge .\d
"X

One of the main issues that differentiate the

organization is the knowledge about the target sy; em.dﬁ is

differentiate the attacker from other |obes of the aniz@{h. Several times,
because of the lack of appropriate @sng, the "themselves not sure if
\

they have complete knowled%\ thehprod ty n C|al Engineers take an

improvement of such situations ch @gency and not allowing the
employee much time i nd underst |ﬁg fact that they are under attack.
g <'Q

The next section W'Ih@uss tr|e \NL rds ty hat can help to protect the software

systems from attacks. &
K o e
g(’J r >
\
2. % ITI ﬁSSW@QDS AND GRAPHICAL PASSWORDS

% 5
O

The password is the most commonly used method for identifying users in computer or

——
communication systems (Soman et al., 2008; Wiedenbeck et al., 2006). Due to the

creasing of threats, the alphanumeric passwords are not efficient and safe enough to

fully protect the networked computer systems from being compromised by hackers
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(Por et al., 2008). If the passwords are difficult to guess by the attackers, then it is safe
to use, the users need for secure and memorable passwords. The password pnvﬂs

are either weak or difficult to memorize (Chiasson, 2008). (}

2.3.1 Text Passwords (Traditional Passwords) Q
A U

Text password; it is a secret word or characters used for the user’s authentication and

L . A

identity to gain access to resources. But, it is easy to guess and it is vulnerable to
B « Y1 ov*X

attack by dictionary attack and brute attacks, the graphical password can be used as a

| o
solution (Soman et al., 2008; Wiedenbeck et al., 20%. \‘.DJ \\}*
In spite of the large number of optio\k}hentica' xt ﬁ&/ords remain the
most familiar alternative for a nu@eiof re We s&é\tend to use the text
o N
passwords since it has many ges &uch uTe@sswords are easy and
inexpensive to implement, anhg faji i ost l@ Passwords allow users to

authenticate themselv witxt violating their @y, as biometrics could, since

s 2
users can select passwordsthat \nctk ntain

Renaud, 2005). &%

(’} ‘3:' S
2 O
The use %’fim}o hergkinds @asswords since alphanumeric passwords have
ts’ b 4
d

some disadvantages as; beingc_) to remember, vulnerable to “shoulder surfing”

ersonal information (Chiasson, 2008;

and easily exposed to dictionary attack since most users tend to choose a

Q on word as their passwords which will be easily guessed (Por et al., 2008).
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The reusing passwords across several accounts, using predictable alphanumeric
combinations, or storing passwords in an easily accessible, insecure location aw
the  attacker's chance to penetrate  the  computer sys%\ but
users can solve these problems by using the password managers (th*., 2007;

Florencio & Herley, 2007; Sasse et al., 2001; Adams & Sasse, 1999).?

2.3.2 Graphical Passwords z '

[ ’ .\od‘ N

The graphical passwords have been proposed as an alternative to text passwords in
-

applications; it’s based on graphics and mouse or stLus entry cal word has

various types as; choice-based graphical @ d\%ed gr@ | password

and draw-based graphical password 1Wnedenbeck et al., 2005).T; <<l'dea of graphical

N
passwords based on utilizing m%mstea x I}(\GP methods can be
categorized into graphic base%ot baged G canokgpnd based GP (Biddle et

al., 2009; Por et al., 2008) N

’ \

J g

A graphical password is an authentlcatlon system that works by having the user select
AN I ~

from images, in a specific order, presented in a graphical user interface (GUI). For this

£ 10 DY
reason, the graphical password approach is sometimes called graphical user

Qe | 1)) &

authentication (GUA) (Wiedenbeck et al., 2006). A graphical password is easier than a
TV e

text-based password for most people to remember.
" \‘[

Gis can use the graphical password by several techniques; draw a simple picture in
d grid, drawing a signature by using the mouse, click on various points on a picture

with a specific sequence to create a password or pick several pictures out of many


http://searchsecurity.techtarget.com/definition/authentication
http://whatis.techtarget.com/definition/image
http://searchwindevelopment.techtarget.com/definition/GUI

choices. The security of the system by using the graphical password is very high. On
the other hand, the disadvantages for the using of graphical password t

registration and log in process takes a long time and require much more s@%&pace

(Soman et al., 2008; Wiedenbeck et al., 2006). *

Click-based graphical password scheme consists of varieus click points’en a single

1- Click-based graphical password scheme

'Y
image or photo. It has two disadvantages are, the H OTS and te'n @ation

attacks. Pass-Points come under click-based icAl passwi eme\(’gﬁrikala et

al., 2013). (’}/ 3\ é\‘r
2- Choice-based graphical pas@Sscheme\T /‘\k

Cued Click Points and Persuasi UI ickPoint &e under click-choice-based

graphical password sc Zed Click Po ts'v\@designed to reduce patterns and
4 b 4 &y

to reduce the usefu ﬁw)f Otf \1‘9( ttacgsllnstead of five clicks-points on one

image, CCP u onerclic i 'n fi\é‘fﬁerent images (Shrikala et al., 2013;

¢
Biddle et al, &@ 4 C”
S
NI
By jﬁ& a persuasive fea@to CCP, PCCP encourages users to choose few
p Mble passwords, for password creation PCCP uses terms such as the view port

ndeshuffle. To avoid known hotspots the viewport is positioned randomly. The main

dvantage of PCCP is attackers have to improve their guesses (Shrikala et al., 2013).
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3- Click-Draw based Graphical Password Scheme

This scheme consists mainly of two steps are; Image selection and Secre@g. In

the first step, an image is selected amongst various images in the i ol. In the

second step, the secret is drawn on the selected image. At this schemie the attackers

may guess the password. In this technique there is no neqism remember the

sequence of clicks (Shrikala et al., 2013; Chitrey, 2012).

2.4 SOCIAL ENGINEERIN@TAC&& K?RADITIONAL
ol

PASSWORD RAPH]I uPA@/ORDs

The researchers agree %@(raditiorLl p S}\/‘Of@‘e easy to penetrate by all kinds
d &
of attack methodﬁs; Brr ; Dic@aty, Guessing, Spyware and loggers,
an

Shoulder surfin\ cialengi 'Ing a@(s (Dunphy, 2013; Lashkari et al., 2012;
¢
Khan et al., &D ’ (JC—)
Ny
Hoqg&. 2004) study the i{@ét of brute force, dictionary attack, guessing attack,
S X and loggers, shoulder surfing and social engineering attack against graphical
assword schemes such as; Pass-faces, Blonder, DAS, Pick-o-Lock and Triangle.
hey summarized the results in a Table 5; the table shows that the graphical password

resists the social engineering attacks.
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TABLE 5: Possible attack methods on graphical passwords

Graphical Possible Attack Methods

password | Brute dictionary | guessing | Spyware | Shoulder- %
scheme force and surfing engineering
loggers
Passfaces | V \ \ \ \ x
Blonder | . \ 1// 1// x
DAS X X X
Pick-o- |V x x N \J x
Lock
Triangle |+ x x x BE
L |

V= Yes x L
urc (Hb»g.day., 004).

| _g}
The social engineering attack is less likely to pene the gra ic passw S since

Y' Y
the graphical information is difficult to write dewn \m&lly comminicate. The

benefits of the graphical password c@e; "
resistance to information harvestiE and“resi WT

(Almaula, 2008).
“« Q-
\e So
N
Graphical passwords Ieg vulnerable t t@es@sible attacks than text based

ﬁ’\é dif%é}t to break graphic passwords using

3

ved recall rates,

passwords and they believ

these traditional @wet

attacks on graﬁ'ﬁ asswords Kh' , 2011).
Q- &
raty

Text pass s and alphanumeric information are relatively comfortable to deal with

ey

c ues or attackers. For\gfaphical passwords, a frame of reference must be

rdinated to convey the password in sufficient detail for use. This security
@antage (complicating social engineering attacks) has usability drawbacks, e.g.,

syst %IS resistant to almost all the possible
N




30

complicating password reset by phone, and safe backup storage of passwords (Backes

et al., 2008; Laxton et al., 2008; Tari et al., 2006; Roth et al., 2004). Yv

Most texts and graphical password schemes are vulnerable to ﬁ%r-surfing
(English, 2012). Shoulder surfing is a targeted attack exacerbated by the visual aspect
of graphical passwords. As users enter log-in information cher may gain
knowledge about their credentials by direct observation o Xz:rerording devices

such as video cameras. High-resolution cameras “With telep nses and

™
ern if atta rs'ta_;ée) Sers

a% ' ckew?gl., 2008;
&

D &

Obtaining graphical passwords is rr(rﬁﬂ'fficult \&sp g@ds by phishing, since

=

it needs knowledge of users i iles,'fhe phisher d@ ot know what image to
\

present in order to extract aq:a\ha'g Dunphy, 2013).

N
Phishing is a ki’nngciaI| \ree ng gck; users may be tricked to reveal
credentials by QK , €.0¢ callsd}%ﬁw a fake help desk or credit company.
While, suc &D)ds ay‘r uié er}q ted background work (or knowledge of
Y

NN
in pérso }ed a@s), this is a great deal easier than otherwise

surveillance equipment make shoulder-surfing a rea
and have access to their geographic location (Bi

Laxton et al., 2008; Tari et al., 2006; Roth

personalfd

breakingyinto a system (Bacl@ al., 2008; Laxton et al., 2008; Tari et al., 2006;

@ml., 2004).
O

ishing attacks trick users into entering their credentials at a fraudulent website, e.g.,

the user follows a link, in an email or engineered to return as a search engine result.
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As mentioned earlier, phishing attacks on recall- based graphical passwords resemble
those on text passwords. Since phishing attacks on recognition-based or cue?ll
systems, specific images must be presented to the user. To do so, a phish \may
conduct earlier server probes to collect the images, or may retm&nd relay
information from the legitimate site, in a man-in-the-middle (MITMWk (Dunphy,
2013; Biddle et al., 2011; Laxton et al., 2008). V

Y,

Pharming is an advanced form of phishing, subverts the DNS sys Mglng DNS
X

responses or DNS cache poisoning) such that domai es are ffrau erftly @e5\olved

to the IP address of an attacker's site (Biddl 2011 i rlng and

phishing is more difficult for graphical pa or thamﬂfor tpass@gv s (Stobert et

al., 2012). Based on the Internation tac Patterns dar APEC, 2011) as

well as related researches, at pres ere areﬁx& ap@tal password attacks,
S

namely (Dunphy, 2013; Lashk 2012 Khan et al. 1):

ol

1- Brute Force Attack% he attack th rﬁes@‘nnd every possible combination
S <<,

of the password in r to bre zi
2- Dictionary Attac hec words in a preset dictionary and test

!
whether the |ngu ed:;?:gs rd‘or not.

3- Sp ck 1nst themselves on a users’ computer and records

//E/

~—+

Y—v
sen v tafor the attacker. c.}’

4- der Surfing Attack: Attackers will peer over a person’s shoulder in order to

0 out their password.


http://academic.research.microsoft.com/Author/5196183/elizabeth-stobert
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5- Social Engineering Attack (Description Attack) (SEA): An attacker that
impersonates an authorized employee by getting information through other emw!us
in the organization. (}

6- Guessing Attack: This type of attack guesses a user’s password by'& common

personal information such as name of their pets, passport number family name and so

¥,

Text passwords are vulnerable to a range of attacks ( hy, M ari et al.,

2012; Khan et al., 2011): [ _\u}
1- Replay Attack: the passwords of ate 4 ra@ by a

unauthorized person. V g
2- Social Engineering: an attacwgauades imaé'ﬁser to reveal a

password. A

S
3- Observation Attack: an %captﬂ‘res a sswczrg‘?mg simple observation.

l $
Graphical password z% enetraté by/sh 6u|®' surfing attacks, but graphical

& b
passwords are unaf Qﬁdby trr|1 \rrs.l_ ey gers because the keystrokes have been

forth.

w

..q“’__ﬂ
2/ a

replaced with c iCks. Never ore c@ﬂlex spywares able to capture the screen

still can sel user pa

passwor; eswt;’uLDaJ}pst

Y—v
n@se attack, the dem@flserwce attack, the predictable n attack, and the

i e ttack (Lin et al., 2007).

o\rd ((39 gnition. Moreover, draw-based graphical

d&onary attack, replay attack, password-file

Qaphlcal password is claimed to be secure because of these reasons: (1) Enough large

password space to be resistant against brute force search attack; (2) Complicated
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geometric shapes makes it enough strong to be fraud by shoulder surfing or social
engineering; (3) Sufficient warning provided by the layout of the objects to

user get into phishing websites. (4) All images can be created fast When@y are

required (Alsulaiman & Abdulmotaleb, 2008)

Click- based graphical password is based on sequential cIiclgs of e points on an

image, in which the location and order of the clicks are the'password. This

approach is weak against guessing attacks. Generally, -base ngassword

"X
is resistant to guessing, traditional key loggers, assward, u’de_&@fing,
while click-based and choice-based graphic ord i€ resistant %‘Ectionary
attack, replay attack, password-file compriclq‘thial qg:vice attack,
the predictable n attack, and the in attack, it is r ble@iedenbeck et al.,

2005.

Human brains can process ily.
words”. Thus, graphic%zo i way of making more human-

friendly passwords M'Ikei crer ecurity comparing to other types of

passwords (WeisChi a 05). &
(0 ¢ J" c.)(-’
O

%' NN
As a co% , traditi isswm%are easy to attack by all kinds of attacks, while,
X

the A@cal passwords are icult to penetrate in comparative to traditional
o

@ds.

Q 2.5 SUMMARY
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Social engineering attacks can be defined as the way to get unauthorized information

and penetrating accounts through the use of non-technical methods rely on th

of her employer in the ability to deceive others and persuade them to @nuch

information (Biddle et al., 2009). A

Furthermore, social engineering attacks can be classified i g groups based on the
exploitation of one of the weakness’s points such as; nce, greed, osity and
psychological. Social engineering attacks cycle ins the jactiv es' tha" cial

engineering project follows to gain successful resu tlnclgde fo stageQ-are Foot

printing, Establishing trust, Psychological manipulation a Xlt s‘r

L
N4

There are two main types of p %oas r 8 i‘ue -\asswords (Traditional

passwords) and graphical pa rap ssw@ased on utilizing images

instead of text. It has Click-b : g@tal password scheme, choice-

based graphical passw%wem Jca@ graphical password scheme. The

social engmeerln tta IS * I|ke top te the graphical passwords since the

N
graphical |nf a is difficu 0: \l/rl n or verbally communicate. In contrast,
di

it is easy ate e tradition phical passwords by the social engineering

4

S

.









