CHAPTER ONE

INTRODUCTION Y'
1.1 Research Background Y'

Distributed Denial of Service (DDoS) attack has bee al threat the Work and

cyber infrastructure. DDoS attacks are capable cause g any
”F-\

information communication technology (ICT ructu he co%&'be many

reasons for launching DDoS attacks. The as S

and financial earning (Paroutis et al. @

e net s disruption

@ overloading servers,

DDoS attacks can crip ork
(.)
networks links, and networ ices suc ters aa&w tches with illegitimate
packets. These attacks ca e hxfe | by,@her degrading the service or
complete denial of se% he gr @e e ce of the ICT infrastructure has

given a rise in t n for d’f‘fICI solut for protection against DDoS attacks

(Bawany et 7) s (,)O

% e?s M ack detection and mitigation solutions are
nume.\i d

varied, DDoS ‘{:s continue to grow in sophistication and intensity

et al., 2016). Fast detectlon and mitigation of DDoS attacks have become
erely challenging as attackers continue to use new methods to launch DDoS

Q&taeks (Hoque et al., 2015). The rising number of DDoS attacks has made the DDoS

attack detection and mitigation the topmost priority.



The goal of Software Defined Networking (SDN) is to make the network
more agile. SDN is an approach that allows network administraf?ﬂ;)
programmatically change, control and manage the behavior of @Nork
dynamically via open interfaces, and to quickly respond to the chan business
requirements via a centralized control console. Disassociating the” control plane
(intelligence of the network) from the data plane where the forwarding devices such
as switches are, come to achieve the goal of SDN (Nunes ., 2014

The rapid and recent advancements in SDNyhave grabbed a
in the network community where many researcé\/e involyved
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security solutions that are based on SDN network: ion the SDN

intelligence enables developers to direc%\(am, q;na nd control the network

resources. SDN-based solutions have tracml\ att 91 since they are

N

deployed in wide area networks (Jain aal. 2%? N,
# 4 QC:)
N RN
1.2 Problem Statem %\
N
Detection of Distributed nialﬁ i e{ S) attacks has become one of the
main Internet s@hal\s@day. difficulty that is faced by the DDoS
N
em

attack detection ome o;,t fssues. First, is how to distinguish between

@

C|$. Second, is how to detect different attack
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normal Q’ and attac
'
cate %lcurately and ata I%Ré'ost of resources. Therefore, the detection solution

nﬁQe an efficient and less tomplex detection solution that has low false alarms

Q‘@or & Aslam, 2015)

To detect such an attack, payload-based methods or flow-based methods are

used. Sperotto et al. (2010) found that network overhead is maximized when



payload-based detection systems operate in the network; therefore, flow-based
detection is used to minimize it. According to Alaidaros et al. (2011), payload-based
methods maximize network overhead due to inspecting the content of ea@
Also, payload-based methods on deep packets have reached their &F r that,
flow-based detection methods used to minimize overhead due to%w an overall

lower amount of data to be processed which makes the abiliw etect such an

attack in a short time much easier (Vykopal, 2013). T

Although flow-based methods used to decrease, over ea overhead
when these methods operate is still noticeable. with the per, r'n fg Issue
(high overhead), another issue related to the nce ( g ala@g~ rate) has

'sues Vgear Firstly,

the complexity of techniques used to"detect DDOS atta Ba\/@'et al., 2017; XU

ues to detect DDo0S

N
attacks (Cvitié et al., 2017) " <§9
&
é
The SDN pa a |I|tat15 the’dete n\}of the DDoS attack due to

appeared. There are two reasons for thes o for

et al., 2017) and secondly, the pa ers use

radig l
decoupling the control plane fr m a-'p in its structure. This decoupling

allows the syste@loperl; to have an @wew of all forwarding devices from
N

one controllc\ ke im %!at lons against suspicious activities in the

netvvork gh the major jad e of SDN is the central control, it is also a
J’
failur |f it is made &rea&@ﬁble by a DDoS attack (Yan et al., 2016). Thus,

p\ the controller in Sbc??from being overwhelmed by DDoS attack packets is

”7?5?

otection of the entire network.



Several flow-based methods for detecting DDoS attacks in SDN have been

proposed but we can infer that there is lack of efficient and less complex flow-based

DDosS detecting solutions that have low false alarms (Saboor & Aslam, ZOIQ\z

The related surveys of the previous researches had classifi rally the
DDosS detection methods in SDN into two main classifications in te?cﬁc techniques
they use to detect the attack (Bawany et al., 2017; XU et al., %01 These techniques
Although entropy and machine learning techni hav bMIy used to

"X
itatiops. h'd&&%t use
about strib{tj;'m of the

are entropy and machine learning.

detect DDoS attack, they have suffered from so

entropy suffer from losing the relevant inf

analyzed feature because of the probabilitg% s feature™s represented

ask@ﬁnf the anomaly in

Q@Sing the false alarms

>

(False Positives). Also, the based methods r&?i. to combine with other

technologies to make thre@ter]i 1on‘and @element weight assignment.
e usi g:tlhi@'chnique is still noticeable. The

&
limitations thatf?on maclhl ning%dd techniques are suffering from are
lar

that it requires\ num Finine}{&s and need to spend long time training.
¢

Thus, the achae learning- sgzl @miques are consuming lots of controller’s
Qv NN

resour% CPU"aﬁdaZmo@vhich eventually lead to an increase in the

conm's overhead. More@ the performance of these techniques is typically

\ent upon the dataset that has been used for training (Bawany et al., 2017; XU

6 l., 2017).

by a single value when entropy is ca ed,This lea

some cases, which may affect th@ﬁjracy a S i

Thus, the increase i usa




Based on the literature in DDoS attack detection techniques, the arrival time of

the packets is not used as a key parameter in detecting DDoS attacks. According to

=

Noble and Sujitha (2015), the current methods do not consider the arrl\& 0
packets as a relevant object to find DDoS attacks. Selection of parame rs to e used
is a key component for achieving an effective system of DD cks detection
(Cviti¢ et al., 2017). According to (Bhattacharyya & Kalita, 2016), number of used

parameters must be as low as possible and it is necessary,to ameters that have

the greatest impact when detecting network traffic an .'\d
L ]

: X
efens¢ solutiofis @etect

se % at @etect the

IQY\/ me a,@e time of the
attack. Furthermore, the low-rate a&% difficu deteéﬁehal & Kumar,

2016). Despite many solutions pr d in the h We, t rly appears that few

O
works have considered the IQ%}DO attacks«dete in SDN (Sahoo et al.,

&)
K
2018).
N

X~ |3
What can be observed fr MJ‘%@Norks conducted in the domain of

detecting DDoS@in [lN is that th ‘@hmques used for detecting the DDoS

N
attacks either e py rema |}d learning techniques suffer from performance

degradatl rms false s rates and high measured overhead. Also,
’
h per‘r'o

e that t rméﬁte of these techniques is almost the same because

Although authors have proposed many D
DDoS attacks, the solutions are failed to exi

DDoS attacks that changing from high

t ar eters used by these}(;?ferent techniques to detect DDoS attacks in SDN are

A%t the same parameters. Another observation is that the existing solutions have

Q@t designed to detect the change in volume of the attack packets as the DDoS

attackers move from high volume to low volume and vice versa during the time of



the attack. Further, we observe that there is a severe lack of solutions that consider

Yv

As a conclusion, there is a need to find a comprehensive, effici n\ﬂ less

detecting the low-rate DDoS attacks in SDN.

complex DDoS detection solution that has low false alarms. In omNords the
solution should simplify the complexity existed in the current teWes and use
new parameters to enhance the performance. Minimizing the math*¢omputations and
selecting effective parameters will positively increa m)r] accuracy and
decrease controller resources usage as well as decreasing fal e‘fraqdate. Thus,
providing a solution can detect and mitigate differ DoS types that ﬁtt&ﬂg\t the
same time using different attacking strategi i per{ enhaQ)?gment, is
X

NV =
@) «
1.3 Research Objectives \ Y /(\O

y the exi so@'}ns for detecting DDoS
&o
\

extremely required.
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1- To analyze parameter

attacks in SDN.

2- To design the%

DDoS a d DboS acks th%ichangmg from high volume to low

—
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gzt/e Low-rate DDoS attacks, flooding

vqu |
(9 uate j 0 né\of the proposed scheme in defending different

DoS attacks in SDN g_h)t}?)nment

%Slgnlflcance of Research

he SDN paradigm simplifies the traditional network in two important ways: first,

the network no longer consists of disparate elements running proprietary protocols



but instead comprises uniform switching hardware with standard functionality and
interfaces and communicating using a single open protocol. Second, network control

is no longer purely distributed over several elements but restricted to thewn\ ller

(Guha et al., 2013). : )

In threat detection, the SDN paradigm offers a new level of %Iblllty into the
network which is ideally suited for traffic monitoring applic tlons e controller can
program forwarding devices in the network to conduct Zned flow inspection

on traffic passing through the devices. Statistics tha iodic II d by the
controller, afford a centralized real-time view of n state whi |s'ex d via
open Application Programming Interfaces (A aIIow Ran (Ali et
al., 2015) é\v

Researchers have started focusm eir orkﬁ Qn of DDoS attacks
as one of the biggest security S H] wor&o t. In this context, the

researchers have proposeds pes o tions tf&ﬂneant to detect DDoS using
different techniques such hme’lear @nropy techniques. Obviously,
many of the proposeé ;)utl st eeT oS attack using these different

techniques have h|e d a rlsmar ble a ﬁcy but the accuracy achieved in the
available sol mas ither in eigledd%-éontrollers overhead, false alarms or both
of them eti th r,t allable solutions have not detected the attack

ack Whange fr (arg\/‘ﬂﬂmber to a small number of packets as well as the
I %DOS attacks. Thus\here is a need to find a new solution that can detect the

ate and low-rate DDoS attacks with enhanced performance.

0 This need is the starting point of this study, which looks at the different

parameters used to detect the DDoS attack and shows the effect of using the new



parameter (elapsed time between the successive attack packets) to detect DDoS

Yv

In terms of accuracy, the scheme applied in this research proves t@y not

to produce any false alarms (false positives) while it is mainly based ncise list

attacks on performance.

of what we believe that they are the most important statistical infofgation obtained
from both of OpenFlow switch and controller. This statistical Taformation is the
number of packets, number of flows, arrival times of ez and, destination IP

address. The value in the new parameter elapsed time een the sbiecesSive packets
L ]

(calculated by subtracting the arrival times of uccessive k':ts;{%‘t are
considered as suspicious packets) will give thesti ist% n t@ccessive
packets that try to reach the same destination”as a\cle indica@S:)f a DDoS

occurrence. The scheme checks the Eer)f packets™ ack@wnter every five

seconds to detect the sudden i@%e ithr fiC. “The scheme begins
d% e @":k\

calculating the elapsed secon en the suc se;ive(lQ ets once the number of
packets exceeds the thres d\he S Q\ﬁejs 9@7%, 99.47% and 99.85% of
accuracy in distingui@hack I‘%(:% :ffombf%e normal packets in UDP flood,
low-rate SYN, an Q'XQJre trel \;‘en ros :gpﬁ{:tively.

A

Moreov sch 'ltorsc;%’ network flows when the number of
¢
packets is b&@the reshold 0 céga the change in volumes of DDoS attack

% N
packet% Iowﬁlb_gaps at attempts during the time of the attack. Also,
X

givi very short period of tiume (only five seconds) to the DDoS attack detection
(e

g&n to work, the scheme will detect the DDoS attack in its early stages.

0 In terms of CPU usage, the scheme applied in this research produces the

lowest overhead measured in the network when it operates under different DDoS



attacks. The percentage of overhead measured when the network is under UDP flood
DDosS attack is only 34.3%, low-rate SYN DDoS attack is only 2.5% and only 29.9%
when the traffic is mixture traffic. This means decreasing the network resowe\ age

to the lowest level compared to the available machine learning%and )ntropy

techniques based solutions. Y'
From all the above, we demonstrated that applying thewsed scheme on

the SDN POX controller will give the controller the abili tect 'md mitigate the

attack packets and flows in a short time. This will ref ositi elwsontroller
resource usage and will give promising acc@Along it nma@vthe
performance, this scheme coming with, abilit ct both acks\t/m't change
from the high volume to the low vw)gn; he\w-rat@:)s attacks.

Additionally, removing the flows t ontain the a @\ the time of the

attack will result in saving the m of the \tch 0 Kﬁ‘ew incoming packets.

o
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Besides, the correctness of 'atin(fthe acks ets from the legitimate

&
packets has been shown b* i%henr erin?é@false alarms produced at the

time of traffic genera% 3 “l 0
X | NQox
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This rese foguses On En‘é@os attack at the SDN controller side. Since
this re h,focuses ork@s, we do not consider the following:

1- Ayload-based detectic&}’

2?— Host-based detection.

- All SDN-based DDoS detection techniques except (machine learning and
entropy).

4- All performance metrics except (CPU usage, accuracy and false alarms).



In the Figure 1.1, an illustration is provided to locate our work in the field of study.
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The red line in the illustration to indicates the scope of our work.
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1.6 Organization of the Thesis

The thesis is organized into five chapters. The first chapter presents the r’?ﬂw

background, problem statement, research objectives, significance of rea& and
scope of research. *

The second chapter provides an explanatory explanatio %KDDOS and its

most used types, SDN and its components, benefits of SDYHU DoS attacks in

D
SDN. The gaps in the literature, pros and cons of previo l the motivation
behind the proposed and designed scheme are discussed.
X [
The third chapter explains the requ tools’utilized in Qmesearch

ire
The research methodology was discussed&&ilre |rstly, it#atroduced the

performance evaluation technlques en, alls of ect twork simulator

were presented. Moreover, cha hree q th @wulation experiments
> N
design, experiments hardwar. oftwﬁre, vali tl%@ d verification, and the
network performance evaluahhetr \‘A
4 r | O
Chapter four I

roduced a ed'laifg detecting DDoS attacks based on

the elapsed tlme tw the ucces ive at ackets and mitigating them based on
changing th a of he 1 t}ﬂeo[t') d hard-timeout of the flows that contain
these pa erm| fl t the time of detection. The three phases of
the p schem Ere)ﬁeseqmd in this chapter. In phase one, we discussed in
Aw we collect the sfaﬂ\t:cal information from both the SDN controller and

qu
‘épenFlow switch. Then, phase two discussed in details how the detection

Qunctlon in the proposed scheme works. Finally, the mitigation function was



explained in phase three. The algorithm of detecting and mitigating DDoS attacks

e

Chapter five discussed implementing and evaluating the propos@es of

was presented.

the scheme in chapter four. This chapter presented three extensiv iments to

evaluate the performance of the proposed scheme under differépt experimental

scenarios and different traffic circumstances. N
Finally, the sixth chapter concludes the thesis ives'the,recommendations

| 2

for future research.
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