CHAPTER SIX

g
CONCLUSION i')
N3

This research presented a new scheme for detecting and mitw DDoS attacks in

the SDN environment based on the elapsed time be c‘:essw packets.

The new scheme has proposed to analyse parameters used by the e g'solt@ons

for detecting DDoS attacks in SDN, design th e to det t mmg%&e Low-

rate DDoS attacks, flooding DDoS attacks c that gmg from

high volume to low volume in SDN ar%!%te help mance %\the proposed
G

scheme in defending different DDoS at s in SDNi on& . The new scheme
t|o

is aimed to overcome the drawb 0 he e this chapter, we will

give a research summary tion sec ga%3 we list the study's

contributions and, in sectlo he p :?( tug@( is finally suggested.
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6.1 StudysumNQ/ | @

This the3|s rga |ze |si G_hapters. The first chapter provided an
'
mtroductQ’ S stu; i chapér/presented the research problem followed by

the o . Then, t gﬂlflc of the research and scope presented.
N
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Chapter two presented a background study on the common DDoS attacks

: SDN. The literature review started by presenting an introduction to DDoS

ttacks. Then, SDN fundamentals elaborated in details. Next, SDN controllers

discussed and, the benefits of SDN mentioned. Also, the effect of the DDoS attacks



on SDN structure presented. Moreover, this chapter presented the literature on the
commonly used techniques for detecting and mitigating DDoS attacks over SDN.
The literature presented the pros and cons of the solutions that used these YV
and ended with a detailed comparison between the solutions |n rm of the

parameters used, measured overhead and, the accuracy achi he main
techniques discussed: machine learning technique and entropy, techinique. Chapter

two also discussed the common mitigation techniques  use mltlgatlng DDoS

attacks. '
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The research methodology discussed in ch three. [Firstly, # K@uced

performance evaluation techniques. Then, detai etwor\lzﬁmulator

presented. Moreover, chapter three disc% i ion ex;@&gnts design,

performance evaluation metrics. (0

o
Chapter four introd ge W SC r det Q-g DDosS attacks based on

\
the elapsed time between t u CESSI e att g%and mitigating them based on
changing the values of th dIe lnaé df -timeout of the flows that contain

these packets tyQMate 1‘1em tlm% detectlon The three phases of the
N

proposed sc Nse edin s" dwam%%n phase one, we discussed in details how

we coII statls cal )nf rm from both the SDN controller and the
Ope mltch The ph{se t\ﬁp'dlscussed in details how the detection function in
tlw) sed scheme workt%&?:mally, the mitigation function explained in phase

" The algorithm of detecting and mitigating DDoS attacks presented.

0 Chapter five discussed implementing and evaluating the proposed phases of

the scheme in chapter four. This chapter presented four extensive experiments to



evaluate the performance of the proposed scheme under different experimental
scenarios. The performance of the proposed scheme was evaluated for each

experiment in terms of overhead (CPU usage), accuracy and false alarmﬂ the

first three experiments, we compared the performance enhancem%ith all
previous studies presented in chapter two. For the last experiment,qae compared the
results with the results obtained by the scheme in experiment t&$ﬁrming the
results validity. For the comparison, we used Mininet e uI&fUObtain the results
of one performance metric: CPU usage. We plotted to'ma l\co arison of
the accuracy and false alarms more obvious. Two gomparison Mt@ﬁer
each mixture traffic case in each experirﬂ% this J to‘{c’o)mpare
’ X
ing ba

enhancements of the proposed scheme to previ% m 'M ing works and

entropy-based works. One comparison t@!ent ive,'section 5.4.

As a result, the new sch%showe \&%e ;@nce compared to the

N,
previous machine learning bas%es in'ferm over. and better performance
d

\cp &
compared to the previous_entropy T

e
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ms@rms of accuracy and false

alarms. % :uj::?
6.2 Study C }Bﬂti \ éj
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Producing a@nt nd‘le cfnp&‘)'('éolution with low false alarms for detecting

DDoS ta%is anga iv :tudy@ Many improvements have been proposed to

enhance the performance of Dgfg.aefense solutions over SDN in the past few years.

N
Nleless, there is no optimal solution, as solutions use different detection
n

iques to distinguish the attack packets from legitimates. The existing solutions

Qﬁhieved high accuracy but they suffer from either increase the overhead or the false

alarms or both of them at the same time. Also, the existing solutions do not detect



attacks that change the attack volume during the time of the attack in addition to the

lack of researches that consider detecting the low-rate DDoS attacks. All of these

As

The main aim of this study was to propose a new scheme ance the

were the motivations behind the research.

DDosS defense solutions performance over SDN structure. This objegtive was carried

out by a serious of connected contributions, including: V

. A novel parameter the elapsed time betwee@ess@ packets
which was not used before to detect flooding DDoSgattacks'and to enhance fhKlszDoS
| S
attacks defense solutions performance in SDN. -\
s b &
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. A new detection function to det@ floadi 0S a;;tgc s and low-rate
DDoS attacks. The new detection m also de

K A

change from the high volume ofg to& Iume@%vice versa.
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. A new mitigation f*:ctl to lr ttac-g\ kets from the controller and
to terminate the atta that contain he‘s@ck packets from the switch by
2 $ &

h

making the idle timeout eqm@ d, t;ﬁa{d timeout equals one at the time of
the attack. \

&
¢ J C,)b
. ing thefoverhead ( usage) produced by both machine learning
S ol g

ed solutions @nd entropy technique based solutions to detect DDoS

the IQOS attack packets

L

tech
N
a% om up to 70% to\céz.B% in detecting UDP flood DDoS and 29.9% in

ing both of the UDP and SYN attacks that mixed in a same mixture traffic.



. Achieving high accuracy 99.85% in detecting the UDP flood attacks and low-
rate of SYN attack that mixed with normal traffic in same mixture traffic with very

low overhead 29.9% and low false alarms 0% compared to the mentioned

&s.

. Lowering false alarms ranging from 10% to 70% in most entropy

technique based solutions to 0%. ?

. Achieving high accuracy of 99.47% with low m suthead of 2.5% in
detecting low-rate SYN attack in SDN. '
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6.3 Future Work % | _\C}
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Yv
\n\t sectiQrF(Ne present

ese @ill be further

f th Qecommendations.
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In this research, we a fw s e tc(:i;aect and mitigate single-

LI , thi eme could be enhanced to
S

—

vector DDoS attacks in N. Feor

detect and mitigate r\% or DDOS attacks @hat is called "DDoS of Things".
’ s

Another recommerﬂwuture| \RNQ 0 use Gt%tbed (real environment) to test the

~t+

new proposed ‘%ﬁ. Th 'will in more reliable results; however, it is
expensive. % d S OC’J
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