CHAPTER |

INTRODUCTION s )
1.1: Introduction .i
Communication tools are part of our daily life. Using.a smartphone nowadays
has far exceeded the use of computers. Recently, the ;ne ,Nas one of the
fastest growing technologies in the world. The phone Shipmen Mrpore than

one billion in 2012, and the phone shipments are

ted to gr tdt&&}‘ﬁion

n% obile\ﬁanes and

0 an@Tom ter wag;je in 1973.
First Smartphone was released to the m Dthe 1993 h @oduced by IBM.

The term of "Smartphone™ first aﬁgﬁd in ﬁsﬁar @s can be defined as
N

handheld mobile telephone dewi at inQegrat adva@information processing

functions with conventiona@ phT

ith a arge num 0 g with touch screens, martp ones
With a | b fp% ul ith touch Smartph

characteristicalIy@ser@lity t@tomize their handset as they please,
enabling unre@!&ins I%}&es'&%ﬂapplications in much the same manner as

PC. Smar%t offer functions th e not available on PCs, including HD video
’
amer % d

&her accessories, and in light of this, Smartphone allows
S

peque\to stay connected to ihbrnet networks, also it allows everyone to write up a

(Llamas and Restivo, 2012). Smartphones co

computers. The first device that combine

o

ord document and easy to check their emails. There is a need to be mindful of

0 fact that although Smartphones offer a high level of convenience, there is always

the possibility of new risks emerging as a result of this convenience factor.



Also the applications for the Smartphones are not as powerful as on the regular
computers. Popularity of smart phones is constantly growing together with a w

of third-party applications and Smartphone applications, such as Google @M Ovi

store, according to (Mylonas et al., 2013). *

Smartphones connect to the internet in two ways; they canw;t to wireless

networks or connect through smartphone SIM card. ndW might download
malware and viruses from the web and disseminatei twerk devices. Also
smartphones are beyond IT control. It is very hard for IT Speci Ii;ts\‘gr;rkmhat
users do with their smartphones, and how thes% ex‘eo c ' ¢

idential~data to
security threats, therefore users are unaware of t

d virusé?énd hence,

security features are very important to elimi E

Smartphones can be used at any agg; the two | \s&q u the smartphone are
N
adults between 18-29 and 30-4 rerifer, .P in these age groups are
&

. A@the PEW Research in 2011

N

university students and early career I]O

reported that college-aged students are amo

g
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Also, Verizon (20%

mi M Ileg students are one of the largest of
smartphone useé@ng le camef\es are open to the public, it could lead to
high cybercr% I

th est group of smartphone users.
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™ Varigus  stidie$ rr‘f&ted that cybercrime costs organizations

4
Cybgr Sim nals exploit thisc_v;};erability by hacking personal information, or
\

betweer%%llion Jofon ri ion@\ollar every year, according to (Hyman, 2013).

tENting files which lead to malware infections, identify theft, data tampering and

ial of service.

he lack of smartphone security on campuses can permeate academic systems due to

the unsecured wireless device which connects to campus resources, like the network



server. This lack of smartphone security makes those resources vulnerable to threats
and attacks. If students are not aware of the security of their smartphone, andv
deal with security threats and countermeasures that lead to more att as
spoofing, man in the middle can access to their data. Also the confidenﬂ*formaﬂon
of students and the university system can be accessed and tampered, also their

confidential information can be sold. Therefore, this researghwes on students’

\d.

awareness on smartphone threats and security features.

1.2: Problem Statement

Smartphone devices are exposed to di ype fi se r|ty h‘%ats like
malicious programs which include virus and |t|e artphone
. Wi e increase of

information theft, damage and spam (K@/Le
communications and sending inform MOU wir ch Qs and increase the
use of wireless technique bet pR users, 'thi ‘i'eads to an increase and

generate new threats; and ho e th ion's &mty become a critical issue

to smartphone devices, d ecomes a so cl 0 @cern for the smartphone users
like the computer users ;BODV a C},

I

Educational n|z a makl very effort to protect information asset

@

!
from damage theft etc try t&iﬁ/e a strong security mechanism to maintain

—m—.
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their as }n a o g \anlsm is not enough without a high level of
secMw reness among thdents As Siponen (2000) confirmed that the
tions focus on havmg advanced technology and assign security experts to deal

security issues while they neglect security awareness which is the basis through
Quch people will be aware of their device's security. However the results from

previous studies that looked into the correlation between user awareness programs and



user behavior have shown that, in spite of the implementation of user awareness

programs, the organizations still have security problems (Kruger et al., 2003).

W

In this research, the problem has been determined. Usuall (tl@ts are
obsessed with advanced technology such as smartphones, which o any features
and requirements for them. At the same time they are vulnerablg to various security

threats according to Androulidakis (2010). By using smar; thices without any

th sm@?is secure,

security risks. ghhis Wijl\Yrarm
| &

their smartphones and personal or confidential in ation co"ul be olen‘z‘li’terefore,

M ed ceq'\eﬁ (Hentea,

rity@z\/ reness in order

security knowledge and lack of awareness and thinki

that will lead students' smartphone being exposed

educational institutions should implement inWo

2005). It is also important to conduct fur@!ar

to know the current level of user awaren tov@

and how secure their devices b iﬁasn}eﬁs cur}gx eatures, and to better
“« Q-
understand what factors that % te and“effe theiser awareness level. Finally,
N
the relationship betwee th%ified acto l oS%’e measure in order to come up
with a good security mogel) 4 g 44/
N | SN %(J
N N

(@)
(@]

ar Qle security threats



1.3: Research Questions

Q1- What is the level of students’ awareness on smartphone security thre?ld

features? C}

Q2- Which factors (gender, age, educational level, academic s?gyzation and

smartphone experience) that affect the students’ awareness levelN

Q3- Is there any relationship between the factors and s tz awareness level on

smartphone security threats and smartphone security fea ? .\d
L 4

1.4: Objective of Research V: é‘r

The purpose of this study will focus omain objecti
1- To assess user awareness Ie\ﬂd smarth&?e

N
? ([ )
features. “« Q-
\ &)
2- To explore the factors ( er, geI catignal Ii@}academic specialization and
smartphone experi ich a} ;’:j;‘. bsebwareness level on smartphone

security.




1.5: Hypotheses

H1: There is a relationship between gender and users’ awareness level on sﬂgone

security threats and features. :(q
H2: There is a relationship between age and users’ awareness levvsmartphone

security threats and features. \,

H3: There is a relationship between educational level an ; aw'reness level on

smartphone security threats and features.
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H4: There is a relationship between academic ‘Specialization and “gsers’ % reness
4

level on smartphone security threats and featureg \ Yy
H5: There is a relationship between sr@ exper W e and uét’ awareness level

on smartphone security threats and features. AN
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1.6: Scope of Study z
:
up of

4
is ‘eaQ s the @ﬁa University students, between the

age of 18-33 y &wh hs@mam&anes, because the college campuses are
\ tE <
to

e

The target gr.

!
open to the p hat lead hfcyeiec/@ime and this is a good reason for choosing

S rcl@\‘\lso, this population comprises different cities,

b

d to a specific c&%u So that, it can be said the population, to a great
\

the stud%% awaien SS
and no.N.im e

eENS representative of Libyan citizens. The scope of this study is to assess the

of users’ awareness of smartphone security threats and features, also to explore

Qz factors (gender, age, educational level, academic specialization and smartphone

experience) which affect the user awareness level on smartphone security. This study



uses the quantitative method which through the questionnaire. The aim of using the
questionnaire is to measure the user awareness level on smartphone security?ﬂs

and features. Also to come up with a relationship between the awareness @d the

factors. *
1.7: Significance of the Research Y'

easy and the smartphone is often preferred
However, the data transmitted through t

Cyber criminals are beginning to &91

weakness in open airwaves. The c@% n\he% ,g'\‘he

S
consumers of smartphone (\% 20&). ou%’;‘@s and Kandus (2010)
observed the lack of secur% %renT n sma@e. Additional research was
necessary to fully und e security ar{en@evel on smartphone threats and
4 $ &
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features. The sigwof this aﬁwrmined in the following:
a

- Level of u ene the saﬁju‘tbhone security threats and features have

¢ :'C,)

been ide tﬁ@
&
-T tors thataf security awareness level have been identified.
. Y
elationship betweer@*actors also have been measured.



1.8: Thesis Outline
The thesis is encompassed of five chapters. Chapter | offers the introw
and defines the problem statement; thereby research questions and the pu% this

study and the significance of the Research. Chapter Il, then reviews rature on

smartphone security awareness, and reviews the research being ‘earried out and

looking into what already has been done. Chapter Il presen Mthodology used
X-

and the questionnaire that employed in this study. Chapt

ser'ts the results of
this study. Finally, chapter V concludes the overall work: ‘\d
@





