


Organizational Countermeasures

Human factor's countermeasures

Automated defence tools
countermeasures

-Law &regulation. policy enforcement.

Procedure. standard. best practise. baseline.

-Maintain employee readiness.

— Improve data flow.

— Effective security practices_‘

— Maintain staff values.

- Improve design of user-svystem interfaces.

- Affordable access to mental health/drug
treatment services.

- Appropriate time off for emplovees.

- Team-building activities to enhance mood.

-Incident-driven reviews (policies. practices,

training materials).

- Periodically, fully re-evahate risk.

- Risk analysis, Auditing.

-Improve design of work environment .

‘- Improve work planning and control -

-Improve work setting -

-Security education. Training,
awareness. Instrumental conditioning.

-Usability of software /security tools.
-Encourage following of policies.

-Emplovee assistance programs

(EAPs).

-Respectful and calm workplace

environments.

-Trust model
-Monitor emplovee behaviour.

-Mental problems test.

-Drug testing -

- prevention svstem (IDS/IPS).
firewalls backup svstems. security
information . event management
(SIEMN) systems, static and dyvnamic
software code checkers .accesses
control _data classification

APT prevention TAM EDR UEBA™
CCTV_.RFID.

Email safeguards (anti-phishing, anti-
malware) ,softwware to recognize
bogus emails.

— Remote memory wipe for lost
equipment._

-Data encryption/Password
protection -

“Wireless and Bhuetooth safeguards -

- Watermarking forensic. intelligence
operation.
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UIT by the ethical employvee

e

UIT with an outside malicious agent

~&igure 1: Initial Version of UIT Countermeasure Model (UITCM)
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Table 1: The Organizational Countermeasures

UITCM
The Organizational Countermeasures Components Group
ID Component Definition
OCO01 | -Law &regulation, | <Policies are the top tier of formalized security documents. TheSeshigh-level documents offer a general statement about the organization’s
policy enforcement, | assets and what level of protection they should have. Well-wititten policies should spell out who’s responsible for security, what needs to
Procedure, standard, | be protected, and what is an acceptable level of risk. Theyare, much like a strategic plan because they outline what should be done but
best practice, | don’t specifically dictate how to accomplish the statedwgoals. Those decisions are left for standards, baselines, and procedures, and
baseline. implementing security best practices throughout the orgapization,asf deflned by widely tested and implemented security norms in the
industry. Law &regulation, policy enforcement, Procedure standard best practlce and baseline must take UITs in consideration.

0OCO02 | -Maintain employee | * Implementing practices that reduceinattention, stress and anxrety, fatrgue and boredom, and illness and injury and enhance awareness of

readiness. drug and hormone side effects. 4 :

OCO03 | - Improve data flow. |+ Improve data flow by enhancing communicatien and marntamrng accurate procedures and directions and the exchange of messages and
data and ideas between people inside and outsrde of~the ‘Orgapization, communication can be used to enhance information security
awareness and motivate employees to comply With secunty pollcy At the same time, if communication goes wrong or is misused, the
outcome could damage the information(security Systemt, Mapagement is required to communicate effectively with employees to ensure
that they are aware of information securrty pollcy and understand thereasons for its effective implementation.

0OC04 - Effective * Provide effective security practrces (e g., two way authentrcatron for access).

security practices. ‘ ‘ N
0OCO05 - Maintain staff * Maintain staff values and attrtudes that alrgn wrth organrzatlonal mission and ethics, establish good relationships in the workplace,
values. encourage the development,of posrtlve relatlonshlps between managers and employees as well as amongst coworkers, setting clear goals,
communicate effectivelyA (Witfremployees) showing appreciation ,building a strong team, sending a clear message, improving the openness
at work, improving thes behavrour of the/ rndrvrduals in an organization, getting beyond the, negative with staff development and, creating
open communicationfin the warkplacé. ,
0CO06 - Improve design of | « Improve design of) user-systenry mterfaces to lower risk of errors, so that user interface design easy, putting users in control of the
user-system interface, and ergor preventlon etc
interfaces. '
0Co7 - Affordable access | ¢ Ensure thaty employees have affordable accessto mental health services, including drugtreatment and provide adequate health insurance
to mental | benefits fo‘r_\me_ntal health care/Adequate health insurance for mental health care.
health/drug N

treatment services.
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0Co08 - Appropriate time | « Provide appropriate time off for employeesto find a balance between R d home life.
off foremployees. WQ\

0C9 - Team-building * Promote team-building activities and social interactions among emp].a)gs‘fo enhancemood.
activities toenhance
mood. Y"

0OC10 -Incident-driven * Conduct incident-driven reviews of policies, practices, proceswnd training materials, by reactive approach that focuses on quick
reviews  (policies, | response. T
practices, training
materials).

OC11 - Periodically, * Periodically, fully re-evaluating risk to avoid the effects of lowere rcél mrlsk threshold accumulated over time, while many of the
fully re-evaluate risks associated with information security are of a gémve n ur? ans that the likelihood of an event occurring on a given day
risk. or at a given time might be extremely small, but ove this chanCe ingyeases.

0OC12 - Risk analysis,  Apply risk management and measurement an Iys Rﬁpts approaches to critical business processes to ensure they are
Auditing. providing the intended results, with periodic and in revi malntaln records of reviews.

OC13 - Improve design of | ¢ Poor design and layout of workplaces m eseen as sal @tor to Physical discomfort which has been shown to be associated with
workenvironment. human error, work environment includ such a o e,nghtmg and temperature, workspace arrangement, and facility layout and

arrangement, , specifically in terms ors contribute to human performance . The concerns for environmental
interfaces are that they induce fatig r di@ tract;a ent from the primary task, resulting in increased potential for human error.

OC14 - Improve work * Job pressure, poor job rotation,“i factor difi lty, change in routine, poor task planning or management practice, lack of
planningand control. | knowledge ,skills and ability e s ca factor which has been shown to be associated with human error and must be

improved.

0OC15 -Improve work * Distractions, insufficient re :;ies @%ﬁnﬁ Ga)ent systems, inadequate security practices, and poor work flow must be seen asa
setting. causal factor which has%\i \‘&; SOCI with human error and must be improved.

NS, N
Ny / ’ ?o’ <3
&
"v): N
Yw
&
N
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Table 2: The Human factor's countermeasures

i
UITCM
The Human factor's countermeasures Components Group
ID Component Definition
HCO1 | - Security education, [+ Enhance awareness of insider threat and unintentional insider threat, n motivation to be wary of insider threat risks, recognizing
Training, awareness, [phishing and other social media threat vectors, Keep employees abrea of latest attack vectors and other threat-related news, train
Instrumental continuously to maintain proper level of knowledge, skills, and ab|I|t nduct training and awareness on risk perception, and cognitive
conditioning. biases that affect decision making, conduct frequent training and w?ms programs.
» Instrumental conditioning refers to learning through consequeneges;ythe;main idea of instrumental conditioning is that a system user’s
behaviour that produces theseresearchers used an imaginary ohstrate that designing good security policies can be enhanced by
use of system dynamics.
HCO02 | -Usability of software | « Improve usability of security tools; improve usability of are to redu e 'Ilkd;-hoodof system-induced humanerror.
[security tools.
HCO03 | -Encourage following | * Reward and punishment policy, enforce penalties forWom n@’proy?ﬂe compliance incentives.
of policies. o
HCO04 | -Employee assistance [+ Provide employee assistance programs (EAPS) t Ymp e outsidestresses, which may cause mind wandering
programs (EAPS). » An Employee Assistance Program (EAP) |s tary, —ba@ program that offers free and confidential assessments, short-term
counseling, referrals, and follow-up serwcejc to e 0 ha&@ personal and/or work-related problems. EAPs address a broad and
complex body of issues affecting mentalag g, such as alcohol and other substance abuse, stress, grief, family
problems, and psychological disorders. ‘%couﬁselo Iso rk in a consultative role with managers and supervisors to address
employee and organizational challengestandweeds
HCO5 | - Respectful and calm | « Provide workplace environment programs tha fﬁ“&e res Ntful and calm environments.
workplace Q
environment. 0
HCO06 | -Trust model. * Define specific tasks for eachggl\loye(i \dﬁegeggﬁmles
HCO07 | -Monitor employee | The UIT factors might b e%mz &erre ough monitoring and surveillance methods (perhaps including, in some cases,
behavior. linguistic analysis perform electronic communications), employee monitoring can be subject to a variety
of laws and possible le ral und@es for example, identifying perceived risk threshold under some circumstances may be
considered mental hea}w Ju d y which could limit testing and responses.
HCO08 | -Mental problems test. [« Conduct mental p &&ﬁ test (NIH‘I— nfestrRE'tlons)
HC09 | -Drug testing. + Conduct drug tés{g (Wlthlnrestrlctlon‘)

S
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Table 3: The Automated defence tools

uiTCM
The Automated Defence tools Countermeasures Components Group
ID Component Definition
ACOL | - Standard | «  Employ automated tools to circumvent poor user decisions, h@eveloping software to better recognize threats in email messages,
systgms (antivirus | andDeploy data loss prevention ~ (DLP)software to recognizeposs ar ful sites,email practices, andother threats.
anti-malware, | o ge firewalls. w.
;r:]téusmnp;je?}:rﬁggg * Use antivirus software. | L}T
* Use anti-malware software. { v A
system (IDS/IPS), . s . .
firewalls ,backup » Email safeguards éntiphishing, anti-malware) APT: a céd persisten re@?eventlon.
systems, security *|AM :ldentity AccessManagement \ X
information and | *CCTV:Closed-circuittelevision. \) 3
event management | *RFID: Radio-frequencyidentification. \C') é’x
(SIEM) systems, | *UEBA: User and entitybehaviour analytics. "y A
static and | * EDR: Endpoint Detection and Response. 1 A
dynamic software | * Intrusion detection andprevention system? @ C}
code checkers (IDS/IPS), backup. : 43'
,accesses control | ¢ systems, securityinformation and m m nt ( ) systems, static anddynamic software code checkers, accessescontrol
,data system and data classification etc. Y' [ %
classification, (‘) .’JIIS
APT prevention,
1AM, EDR, N | N é—’
UEBA,CCTV,RFI & &
D,DLP, NN §
Email safeguards C’) / 4 @
g N
_ ’ b) N

anti-malware), % b4 Y

software to . : c.}’

recognize bogus \ N

emails.

ACO02 | - Remote memory

wipe for lost
equipment.

* Enable re%‘%ry wipe for lost equipment.
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storage devices, Password protection onstora dalces.

ACO03 | -Data * Enable data encryptionon
encryption/Passwor c‘)

d protection. :

ACO04 | -Wireless and *Enable  wireless and Bluetooth safeguards(disable, protect). N
Bluetooth 2
safeguards. \,

ACO05 | -Watermarking * The main purpose of forensic watermarking is to protect the in of content creators against illegal use and distribution of copyrighted
forensic, digital works; they can make it easier for copyright holders to dete d tb identify people who engage in it. A forensic watermark can alert]
intelligence honest users when they have received illegitimate docum Or programs
operation. » Is the process by which organizations systematically collect and evaluate i at'gqq—for the purpose of discovering the potential threats to an

organization in long-term. It relies on anticipating future@&our d Lﬁr@ alysts with deep expertise, to understand and adapt to!
changes in the threats environment.
AC05 -Watermarking * The main purpose of forensic watermarking is to prot

forensic,
intelligence
operation.

o hv.ad
in&@}dfcomeﬁt creators against illegal use and distribution of copyrighted

digital works; they can make it easier for copyright helder itand ~t%:i}i.entify people who engage in it. A forensic watermark can alert|
ams

honest users when they have received illegitimdte decu
* Is the process by which organizations systemati llect an
u

ro
Iu%ﬂformation for the purpose of discovering the potential threats to an
and requires analysts with deep expertise, to understand and adapt to

changes in the threats environment.

&

organization in long-term. It relies on anticipifing &e?
7
7]
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APPENDIX B: UITs ONLINE QUESTIONNAIRE

Top Employee Security Mistakes That
Put Your Data at Risk

Study of unintentional insider threats in Malaysian organizations

Participant's personal information: -

The goal of this section is to providing respondents' background information and

experience

* 1

1-Your gender
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* 4.4- Are you aware of unintentional insider threats?

O vYes
O no

#* 5.5- Is your organization policy addressing the unintentional insider threats?

O Yes
O no

T ——, L it

The goal of this section of the questionnaire is investigating your opinions
regarding the likelihood level of unintentional insider threats in your
organization

Please determine ONLY one answer from the options that best
describe your knowledge

#* 6.1. How likely would the organization face unintentional insider threats?

Not likely Leastlikely Likely Very likely Most likely

#* 7.2. How likely would employees accidentally jeopardizing security of organization
through data leaks or similar errors?

Not likely Leastlikely Likely Very likely Most likely

#* 8.3. How likely would similar organizations face unintentional insider threats?

Not likely Leastlikely Likely Very likely Most likely
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* 9.4. How likely would the organization not to face unintended insider threats?

Not likely Leastlikely Likely Very likely Most likely

#* 10.5. How likely would finding employees are not aware of unintended insider
threats in the organization?

Not likely Least likely Likely Very likely Most likely

#* 11.6. How likely would employees unintentionally make mistakes affecting the
information security of the organization?

Not likely Least likely Likely Very likely Most likely

Identify the Contributing Factors Of Unintentional Insider Threat

The goal of this section is to Identify the Contributing Factors Of

Unintentional Insider Threat from the most significant to the
least significant.
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* 12
Based on your knowledge ,which of the following options are the MOST

Contributing factors of the Unintentional Insider Threat in Malaysian
Organizations .

[:] Human Error (“l didn't mean to do that.")

[:] Fatigue And Sleepiness

[:] Stress And Subjective Mental Workload

[:] Situation Awareness ("l thought that's what | was supposed to do.")
[:] Skills And Experience of employees

[:] Mind Wandering ("l forgot to do that.”)

[:] Apathy ("I don't care”)

[:] Ignorance and negligence (“"Nothing will happen”)

[:] Motives and Incentive and Disincentive Policy

[___] Risk possibility as Personality feature (Recklessness )

[:] Gender (More likely to take risks, female/male)

[:] Mood ( The influence of mood on making risky choices)

D Age Effects (More likely to take risks, young employees/ older employees)
D Influence of Drugs and Hormones

D Budget of organization

D Culture (Organizational culture )

O Communication ( The exchange of messages and ideas between people inside and
outside of the organisation)

D Security Policy Enforcement

D Management Support (job pressure, insufficient resources, poor management
systems, inadequate security practices ,and work planning /control)

D Design of work environment (illumination, noise, temperature, vibration, the
technology and equipment they use is poorly designed and confusing to use, etc.)
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APPENDIX C: DATASET OF THE UITs QUESTIONNAIRE
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APPENDIX D: TABLES
Table 1: Cronbach Alpha Reliability Test (Pilot Study)

Variables NS 6 Cronbach Type
items Alpha
Likelihood of UIT 6 0.950 Excellentfeliability
UIT Contributing factors 20 0.892 High reliability

Table 2: Correlations of the likelihood question's ltems_(Pilot Study)

Likelihood items Likelihood 2 Likelihood 3 Likelihood 4 Likelihood 5 Likelihood 6

964" 945" 982”7 977" 890"

Likelihood 1 .000 .000 .000 .000 .000
50 50 50 50 50

969" 986" 986" 9917

Likelihood 2 .000 .000 .000 .000
50 50 50 50

978" 975" 969"

Likelihood 3 .000 .000 .000
50 50 50

992" 990"

Likelihood 4 .000 .000
50 50

983"

Likelihood 5 .000
50

** CorrelationJssignificant at the 0.01 level (2-tailed)
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Table 3: Correlations of Contributing Factors of UIT (Pilot Study)

Factor Factor Factor Factor Factor Factor Factor Factor Factor Factor Factor Factor Factor Factor Factor Factor Factor Factor Factor

242

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
142|187  |657** |403 |333 [115 |657** (187  |166 .208 316 187 .142 .263 .298 421 .333 .208 .245
Factor 1/.325 193 |000 |114 |[118 |428 |000 193 |250 .148 125 193 .325 .065 135 .182 118 .148 .086
50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50
.758** 1093 352 (426  |808** |093 | 758** |857** |684** (450 .758** [1.000** |.539** 476 .337 426 .684** | 579**
Factor 2 .000 |519 312 102 |00O0 |[519 |0OO  |00O .000 341 .000 .000 .000 401 117 272 .000 .000
50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50
123|464 |562** |.612** |123  [1.000**|.885** |903** [593** [1.000** |[758** |711** |628** (444 562** |.903** | 764**
Factor 3 394|401 |000 |[000 [394 00O  |0OO .000 .000 .000 .000 .000 .000 111 .000 .000 .000
50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50
265|219  |075 [1.000**|123  |109 .136 .208 123 .093 173 .196 277 .219 .136 161
Factor 4 .063 |127 |603 |000  |394  |452 .345 .148 .394 .519 .230 172 .052 127 .345 .264
50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50
.826** 284  |265 464  |411 .514** | 783** 1464 .352 .653** | 740** [957** |826** |514** |608**
Factor 5 .000 [345 |063 |501 |213 .000 .000 .901 112 .000 .000 .000 .000 .000 .000
50 50 50 50 50 50 50 50 50 50 50 50 50 50 50
344|219 |562** 497 .623** 1948** |562** |426 .790** |.896** [790** [1.000** |.623** |736**
Factor 6 114|127 |000  |.100 .000 .000 .000 312 .000 .000 .000 .000 .000 .000
50 50 50 50 50 50 50 50 50 50 50 50 50 50
075  |612** |692** |553** [363 .612** .808** 1436 .384 272 344 .553** 1468
Factor 7 .603  |000 |.000 .000 110 .000 .000 .122 716 .056 214 .000 121
50 50 50 50 50 50 50 50 50 50 50 50 50
123|109 .136 .208 123 .093 173 .196 277 219 .136 161
Factor 8 394|452 .345 .148 .394 .519 .230 172 .052 127 .345 .264
50 50 50 50 50 50 50 50 50 50 50 50
.885** |.903** |593** [1.000** |.758** |711** |628** |444 562*%* |903** | 764**
Factor 9 .000 .000 .000 .000 .000 .000 .000 111 .000 .000 .000
50 50 50 50 50 50 50 50 50 50 50
Factor 799** | 525** |885** |857** [629** |555** |393* |497 799** | 676**
10 .000 .000 .000 .000 .000 .000 201 123 .000 .000
50 50 50 50 50 50 50 50 50 50
Factor 657** | 903** |.684** |788** |695** |492 .623** [1.000** | .846**
11 .000 .000 .000 .000 .000 124 .000 .000 .000




50 50 50 50 50 50
|450* | .834** | 945** | TA9*F* |048** |657** | 777

Egc“" 401 |.000 |.000 |.000 [.000 |.000 |.000
50 50 50 50 50 50
711%* 628 [444  |562%* |903** |764**
Factor { {0 0 1 4 4t 1 0

.000 000 .231 000 .000 .000
50 50 50 50
337 426 .684** |579**
217|112 .000 .000
50 50 50 50
.625** | 790** |788** |932**
.000 000 .000 .000
50 50 50
.896** .695** |.822**
.000 .000 .000

s+ t +r +r < | |

Factor
15

Factor
16

Factor
17

Factor
18

Factor
19
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Table 4: The Likelihoodl of UITs

Status Frequency Percentage (%) Y'
17.4 N

Not likely 54

Least likely 45 14.5 s
Likely 75 24.
Very likely 105 33.8

Most likely 31 10.

Table 5: The Likelihood 2 of S ,

A -t ¥
Status Frequency Percentage (%) ,)\
Not likely 57 ﬁ P 118.3; Y:
5 Y}’

w :3'{?;@

Very likely \%@ é’~

Most likely \ A 93
Tab elLi

Status Frequency Percentage (%)

Not |ike|y') .-.usy Fy %" 18.0
Least li N 55 A 18.0
elx Q 662? 21.2
\Iy ‘? ;' 105 33.8
ikely lz §és 9.0
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Table 7: The Likelihood 4 of UITs

Status Frequency Percentage (%) Y'

Not likely 54 17.4 N
Least likely 45 14.5 %
Likely 78 25.
Very likely 103 33.Y
Most likely 31 10.

Table 8: The Likelihood 5 0
[] \ L

Status Frequency Percentage (%)

, \g
Not likely 55 <‘ ,55 e
Least likely 47 b SN b

Likely 73 Y. \ 73 Yw
Very likely J%V W 102?
Most likely \ A@

IR

Status F;equency Percentage (%)
Not likely %\ 156 T O 18.0
141
24.4
34.1
9.3
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Managerial @ sscncacaats H Behaviour |- - — | H Incident response i
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Procedure. Standard. Best Practice. i « Monitor Emplovee Behavior. « Watermarking Forensic, Intelligence
Baseline, Standard Operating Procedure. P 1 i Operation.
sateustimodet, « Backup Systems (Spatial /Temporal)
Process « Collaborative Reinforcement Model [%¥°" Replication.

« Remote Memory Wipe For Lost

« Maintain Employee Readiness. Equipment.

« Improve Data Flow.

« Effective Security Practices.

« Maintain Staff Values.

« Improve Design of User-System
Interface -

« Affordable Access to Mental
Health'Drug Treatment Services.

« Appropriate Time Off For Employees.

« Team-building Activities.

« Improve Design of Work Environment.

Psychological

I
1
A

« Mental Test.
« Drug Testing.

Prevention

« Automation.

« Data Encryption/Password
Protection.

« Wireless And Bluetooth Safeguards.
. Standard Systems/Email Safeguards

Culture 3 ol

(anti-phishing. anti-malware etc).
prevention system (IDS/IPS.DLP).

71 - Stimulation Of Risk Perception.

« Improve Work Planning and Control. || = ¢  f.ceee.s = « Sy B TR
« Improve Work Setting and Management [ =~ Awareness. Instrumental Control Static And Dynamic
Practices. Conditioning. Software Code Checkers, Data
« Usability of Software /Security Classification. TAM _
= Tools.

Monitoring

« Encourage Following of Policies.

!
!
|
Firewalls, APT Prevention. Accesses !
|
!
|

« Risk Analysis And Auditing. Detection - - — -

« Employee Assistance Programs

« Incident-driven Reviews (Policies. (EAPs). . \Sdecurity Tnfornsnigon Esvent - s o
Z . . - « Management A sstems.
Practices. Training Materials). . Respectful And Calm Workplace = ﬁwg . R( \/D ]; E S
« Periodically. Fully Re-evahiate Risk. Environments. oftware to Recognize Bogus Emails.

EDR. UEBA. CCTV, RFID.

End 'i' @ rﬁ' @ user

I UIT by the ethical employee I<:I Contributing factors of UIT I:>I UIT with an outside malicious age“‘l

Figure 1: Second Version of UIT Countermeasure Model (UITCM)
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Table 1: The Organizational Countermeasures, \

UITCM

The Organizational Countermeasures Components

Component Element Description
Managerial | OC01-Law and | ¢ Organizations should adopt a security program that d€als with unintentional insider threats and takes them into consideration.
Regulation, Policy | Security program is a documented set of organization®s infarmation security policies, procedures, regulations, and standards.

Enforcement, Procedure,
Standard, Best practise,

Baseline, Standard
Operating Procedure
(SOP).

Organization should has law ,regulations, policys, progeduresy standards, best practice, baselines and standard operating
procedure that deals with all aspects of uninten‘tional insider threats' \

« Information security law is the body of Iegal rules codes, and standards that require organization to protect information and the
information systems that process it from thigats lncludlng UIT

A regulation is the process, or body, respon5|ble for ensurmg that the law is put into effect. A regulation explains the details
necessary, whether technical, operdtionaljor legal -tg4put the“law into effect, for example it is mandatory for businesses to dispose
and destroy of customer information im its custody whehr'the records are no longer related to the business. Civil criminal and
monetary penalties would be leviedyon anyone browsmg, selling or unlawfully accepting customer’s records by law. To prevent
occurrence of such failures, regulatlons should be ereated to require employees to dispose customer’s data in an appropriate
manner. -

* Policies are the top_tief@F*formalizedt Secutity documents. These high-level documents offer a general statement about the
organization’s assets andswhat level of proteetion they should have, and it is a set of rules that guide individuals who work with IT
assets Well-written policies should $pell dutewho’s responsible for security, what needs to be protected, and what is an acceptable
level of risk. Theysate much| like.d strategic’ plan because they outline what should be done but don’t specifically dictate how to
accomplish the stated goals.. TheSe degisions are left for standards, baselines, and procedures, and implementing security best
practices throughout the orgamzatlon as defined by widely tested and implemented security norms in the industry. The difference
between policy=afig procedurds i$ that they are generic, the policy are there to serve as a guide but do not provide detailed specifics
in |mplementat|on An effectlve mformatlon security procedure must include identify and remediate UIT.

* Informgtion Securlty Best Practtces are a set of guidelines, ethics, or ideas that represent the most efficient of action in a given
task. Posdecrease UIT encompass being cautious when engaging in online activities, abiding by organization rules, and reaching
out £0F help when encounter something suspicious.

: -__A Standard Operating Procedure (SOP) is a document that consists of a set of instructions or steps on how to execute a task step-
&, by-Step. (SOP) serves as a tool to ensure that activities are performed properly. Though it follows the ISO format, the document

and the process belong to the organization. They are unigque to a company or organization. Using SOP reduces the possibility of
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human error. \i

* Organizations should adopt standards that supposed to re e feasibility and likelihood of the unauthorized release of
classified information and addresses gaps in policy for info ion systems security, including characterization and detection of

UITs, for examples :- T

° The 1SO 9001:2015 standard on human errors. \[

° The ISO 9001:2015, 8.5.1.9, requires orgamizations to carry out service provision under controlled conditions, which
include taking actions to prevent human err '

° According to ISO/TS 9002:2016, the actions to prevent ' 3(_n}é{ror may include:
A

= Limiting excessive working hours? 2 X

= Putting in place a more sui% orki

= Providing appropriate@ and i
= Automating process@)
i ? . @

S
= Requiring doubl onic entryof cr&é’al information.

» Making avail vic[s 0,avoid i@%nect tooling.

A

/

. Avoiding% tions (Suc a‘sgﬁ) nal electronic devices).

. Rota}@tbs. ® %(J
. R@%ﬂmgf@?c}d oué.tormatlon before submission.

Qﬂﬁmg Chan es.\b
N <>
° Ta mtent of IS 9&)1@ 5, 6.3, Planning of changes, is to determine the need for changes to the organization’s quality

ment system in s@er to adapt to changes in its business environment, as well as, to ensure that any proposed changes
Nanned, introduced, and implemented in a controlled manner. Properly planning a change can help to avoid negative
equences. It can also result in positive outcomes, such as the reduction of nonconforming outputs or reduced incidents of

: man error.
° The intent of 1SO 9001:2015, 7.1.4, Environment for the operation of processes, is to ensure the organization determines and
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Whereas, human factors can be critical in a process; therefo should be considered when determining the environment
for the operation of the processes, e.g., by avoiding high wokkloads and stress for employees (to prevent potential errors, burn-
out).

provides the necessary environment for the operation of its:;&s;es and to facilitate provision of conforming services.

Process 0OCO02-Maintain *Employee readiness is the extent to which having the erso%l characteristics such ability, attitudes, awareness, belief, activity,
Employee Readiness. calm and motivation. These characteristics are necessary %ﬁder for them to perform the work tasks as they should.
*To maintain employee readiness organizations sho lement practices that reduce inattention, stress and anxiety, fatigue and
boredom, and effects of illness and injury such b e automated reminder tools to change passwords periodically,
material and moral incentives, granting sick leave, mM conﬁdence and enhance awareness of drug and hormone side
effects and cognitive factors. s J
Process OCO03- Improve Data | » For an organization to get conquer a on ifs_ow, dataY‘lt must have a coherent picture of how data flows through

Flow.

organization from beginning to end durln t| and atlon data storage, data use and transfer, data destruction and

retention. 0\ ,é\
* Organization must be concerned N) 6

= Who has sensitive dal \e:m i .ﬁata are they, where are the data stored, where did they come from, why
were they collected, used forithatpurpose, are they used for other purposes, are the data transferred to other
departments, third p broad? R 0 has access, how long are the data retained?

° How data are to@d tr‘nsf \h connections are secure or encrypted?

° What are data S ces vendors, suppliers, partners, other departments)?

° How t obt ed copy forms, telephone, mobile, email, online, web application, mobile application,
deskto M tion,

° W, the Iac S data are stored, both physically and digitally (e.g. databases, filing cabinets, tapes, network
s har ive, personal laptop) and identify where these physically are?

here are the dat cessed and where they are transferred to (manual processing, digital processing, other departments,
encies, clients, ve rs, regulators and authorities?

e ° Are data retained and destroyed in accordance with organizational policies and standards? (Hardcopy documents getting
scanned for archiving purposes, system backup tapes, physical file archives, files held on laptops, when you end a
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relationship with a client or fieldwork agency, what happen%i the data?)

° Are the means of transfer secure, is the transfer auto t%@r manual? Is the form of the data secure (Excel, SPSS, PDF,
audio/video, emails and attachments)?

= What is required by law? And how well are organizgon's processes in line with national laws ,local requirements or the
data privacy laws in the country or in all countriesWerned if the organization has established cross-border data transfers?

*Organization should improve data flow by enhan Wm nication and maintaining accurate procedures and directions in the
exchange of messages and data and ideas betw eople,inside,and outside of the organization, enhance information security
awareness and motivate employees to comply with,secu itWy, and communicate effectively with employees to ensure that
they are aware of information security policys,and underst th'e\Eéésons for its effective implementation. For example, an
organization could be storing sensitive data@ ost se JIQu‘@you could find, but if the data are transferred to this cloud

m
unencrypted, they are still vulnerable. 2

AV ol vxby-

Process

OCO04- Effective Security
Practices.

* Security program are implemented byﬂ@l me\an -~

° Technical: software, hardwi or}rmware. 6
° Physical: physical barrier%ks, etc.\_}T /é
N,
[ e)
ple.

° Administrative: the S andj%ti}s“oi\
* Security technology is ant||to rity@rewalls, intrusion detection software, virus scanners), but the practices of the
people who develop, e, evaluate cdmt@re, maintain, and use that technology are more important; indeed, these practices

@

are the foundation of techhic

1¥as, physical and personnel) security. It is crucially important, therefore, that security
gfurity practices should be used.

practices be good ‘Qwher]
* Security practh hu qctic ; that is, a repeated or customary method used by people to perform some process and not an
1

IT security meQaaj mlwﬁic sﬂm&ﬁﬂnented by hardware, software, or firmware.

* Some e@of;&: uri pra@es
X

qan for mobile d \L@e‘s (it is essential that organizations have a documented mobile devices policy and include these
evices in a policy such as smart watches and fitness trackers with wireless capability).

%
§Document organization's security policies.
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° Educate all employees.

° Enforce safe password practices. 3 :' )
° Back up all data regularly. T

° Install anti-malware software. \/

Process

0OCO05-
Values.

Maintain  Staff

» Organizations' values are the fundamental beli
behave and act. Organization must maintain staff v
statement, also called the code of ethics, differs
the organization is going (vision) and what it will do to get
toward common goals. The values stateme es what
expected to behave with each other, with customers an
organization that guides decision making a abli
to judge violations. Together, the visign, i

an irganization, the guiding principles that dictate how people should
nd attitudes that align with organizational mission and ethics. The values
bot WOn and mission statements. The vision and mission state where
there (mj\"§§10n). They direct the efforts of people in the organization
6rgém'zation believes in and how people in the organization are
ppliers,-and with other stakeholders. It provides a moral direction for the
es tan@d for assessing actions. It also provides a standard for employees
values'statements provide direction for everything that happens in an
organization. They keep everyone fo organization is going and what it is trying to achieve. And they define the
core values of the organization an pe to behave. They are not intended to be a straitjacket that restricts or
inhibits initiative and innovation, but th i to.guide decisions and behaviours to achieve common ends.

e dif] \nce between right and wrong, and they help organizations determine if they
are on the right path to fulfidli odls:” The values statement defines how people in the organization should behave.
It provides a guideline for _de 3 Oxrg?zation‘s workplace values set the tone for an organization's culture, and they
identify what organiz i((>]1¥s~ a whole, alrefk] ut. It's important that values of area's people align with organization’s values.
When this happens, p nderstand r;g ahether, everyone does the right things for the right reasons, and this common purpose
and understanding helps peop \wﬁ re t@quing relationships. Values alignment helps the organization as a whole to achieve its

core mission. & S
\
» Some exampEs\e{orTni,za i r}d vql’)&es :

t\
\problem solver: Solving one problem after the next will lead to building a great organization and that required people that
% excited to hop from one problem to problem.

\ ° Ambitious: Not just wanting things to happen, not watching things to happen but making things happen. Ambition can be a

252




really powerful value if it leads to people being the change th Nnt to see.
° Transparent: That if people are honest, open and direct i ;1 cbnversations organization saves a lot of time.

° Empathetic: The ability to understand the challenges thers deal with, and how can help them thrives to hit their goals
and maximize their potential.

° Adaptable: means how well does a person han ith vary conditions and to improve is to change, how well we adapt to
change will determine how our success will b '

° Focused: If one is focused on doing too many, things Wt do anything really well.
L]

?-
° Integrable: Integrity is the quality of b honest ha@ strong moral principles; moral uprightness. Organization
ty.

should surround itself with people who deep}y bout int

N
° Accountable: The obligation of an %divi

acgjjﬁ'f for his or her activities, accept responsibility for them and to
disclose their results in a transp nner.

<§
e Qw expect it to be followed.

» However, managers cannot just CF}N values

*Maintain staff values and at % ﬂp% it %ganizational mission and ethics can be achieved via establish good
relationships in the workpla@%}ur e the’ develépment of positive relationships between managers and employees as well as
amongst co-workers, settinN 0 municate effectively with employees, showing appreciation, building a strong team,
sending a clear message, vinithe enngssvat work, improving the behaviour of the individuals in an organization, getting
beyond the, negative Wwith staff developient.and, creating open communication in the workplace. Senior management shall act as
role models in the visible promuldation of these values and expectations. Avoiding a culture of disloyalty and distrust within the
organization anw authaoritarian leadership such as (the use of one-way communication from top to bottom with an emphasis

only on work pr s, and-final décisi 3 sually made by the upper-level of management).
@)
Instead, anothﬁ%ﬂer ip p,d Eeadopted such as paternalistic leadership, or belief in reciprocity (e.g., work hard and the
organizatiop™Wwill -offer a pérs mgﬁe/bonuses), participative leadership (e.g., authority is greatly decentralized), servant leadership
(i.e., the pérception a r,'i er@rimary duty is to help subordinates to fulfil their desires, or interests), or leadership that has the
capabili inspire organizatiohal success and influence followers’ beliefs and leading by example for example if one of an

organi 's values is to@é more. The organization can do this by giving employees hours of paid time off each year to
vol r, or having its own charitable foundation based on service learning, social investments, donations and awards.
a

ition to featuring it on the company website and in the employee handbook, post it where employees often gather (conference
s, snack rooms, etc.). , painting them on the walls throughout the office, to serve as a daily reminder for organization's

: ing the organization’s moral values at the forefront of everyone’s mind by making it prominent within the workplace. In
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employees. \3

Reminding employees of values doesn’t stop after crafting, la 'ﬁ@g and posting posters throughout the office, however. They
need to convert into specific, behavioural examples. By ing and rewarding behaviours that demonstrate each value,
employees are constantly reminded of what their organizatiozﬁands for and how to better work by those principles. The best way
to maintain staff values and attitudes is to model them. In other words, don’t just let them sit on the wall and call it a day. Live,
work and play by them on a daily basis. Most imporNeading by example. Showing employees how it’s done by using
organization character to guide business decisions and wering employees to do the same. Promote organizational values by
rewarding behaviours that demonstrate them. Don’ itate to publicly reward someone for exhibiting behaviours that are in line
with the organization's character. Not only doessthisimake individual feel good, it also pushes the rest of the organization to
follow suit. To hire based on values, for each of the'ésgan awg%\ﬁg should developing a list of questions designed to assess a

candidate’s character and potential fit. For instange, if one of ‘@n jorganization values is that they are team entrepreneurial. Asking
interview questions related to a candidate’ ility to be @fiterprising is essential to finding talent that shares and fulfils the

organization's values. P 4
’ el

Process

OCO06- Improve Design
of User-System
Interface.

« User interface is the features of a computer syste hichcaMows the user to interact with it. A user interface, also sometimes
called a human-computer interface cﬁg es dwarg and software components. It handles the interaction between the user
and the system. Interfaces include o izational fagtors a@operational factors that manage the flow of information throughout the
system, and maximize the accurgac
Human operators are one of th
designed human-computer i
particularly when there is
systems and software desi

ility of information as set out in a company’s Management Systems.

, time Miﬂ
st e?q in any complex system. Many operator errors are attributed to a poorly

. SQste Si nd human interaction both play a role in how often human error occurs
;nd

mis et the system design and the person operating it, the ease and complexity of
nt ¢olo i&& size that cause optical dispersion can affect the user of information systems. A
r
u

-

poorly designed systemfi in c ror e likely .When the system interface is poorly designed and confusing to use, the
users will make simila s of .’Sgg ity may be compromised when humans make mistakes at the user interface. Certain
user-interface dermes x] \NQ rd grror, while other facilitate success and encourage the operator to perform correctly and
protect the systemp“fronTcommon gperatgreerrors

)

+ Examples of@%\esffa Qllsér;nterface:

? O
in}e ac st give appropriate feedback to the operator to allow him to make well informed decisions based on
t up ‘topdaté infermation on the state of the system. If the user must operate the system to perform a task, the

action, most of which are false, he or she will ignore the alarm when there is a real emergency.

: ‘é High false alarm rates will make the operator ignore a real alarm condition. If an operator gets an alarm for nearly every
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there
usabi

*E

)

situation, heor\sh mia
* Improving design ofyuse
key part of de

caught, several ingpection

actual

it lulls the operator into a state of complacency and lowerg his*er her responsiveness to emergency situations. The interface
must be relatively simple and easy to use without sacrifiging
they are designed for simplicity which can lead a norma

© System designers must insure that the user interface is easgaﬁ intuitive for human operators to use, but not so simple that

stem safety. One major problem with systems design is that
ivacy conscious person to make bad security decisions.

° In safety critical systems, the main goal when of thetuser interface is to prevent the operator from making a mistake and

causing a hazard. In most cases usability is a co entary goal in that a highly usable interface will make the operator
more comfortable and reduce anxiety. Howev re are some trade-offs between characteristics that make the interface
usable and characteristics that make it safe. ample, a system that allows the user to commit a procedure by simply
pressing the enter key a series of times ake it extremely usable, but allow the operator to bypass important safety
checks or easily confirm an action without assessi Meq%gnces.

AN

° The user interface must provide i@contr s Jpp‘i(a)riate feedback to the user. Many user interfaces’ can cause
information overload. For example, if anroperat st watch several displays to observe the state of a system, he or she
may be overwhelmed and not be aw?pr \ess\t data@” gain an appropriate view of the system. This may also cause the
operator to ignore displays that ae\p; ceiv?d a avinq}?ery low information content.

° The user interface must b@%@ned so that'it pdes enough novelty to keep the user alert and interested in his or her
job, but not so extremely gomplica aﬁt user will find it difficult to operate. Automated systems are extremely good
at repetitive tasks. Ho %f an‘% Si L@on occurs and corrective action must be taken, the system usually cannot
react well. In this situatiofipa hdiman rater’is needed handle an emergency. Humans are much better than machines at
handling novel occ s, bu ot perform repetitive tasks well. Thus the operator is left to passively monitor the
system when theregi r((){IEFﬁ‘ dis a fail-safe in an emergency. This is a major problem in user interface design,

S

because when the usgr is not routingl olved in the control of the system, they will tend to become bored and be lulled
into complaceney. §irhis ig, n Q’%Z, rator drop-out. Since the user's responsiveness is dulled, in a real emergency
recover as quickly and will tend to make more mistakes.

e, putting users in control of the interface and correcting for human errors and lower its risk is a
a safety oriticat.system. In order for a user interface to be well -designed and as many flaws as possible to be
f hods(should be applied. There are several heuristics for judging a well- designed user interface, but
isn at;g ethiod for\designing safe, usable user interfaces. It is also difficult to quantitatively measure the safety and
Iity% interfadg;“as”well-as find and correct for defects. Empirical methods can also be applied at the prototype stage to
serve the performaﬂ)se of the user interface in action.
\

s of inspection methods for judging a good designed user interface.
Heuristic Evaluation

Heuristic evaluation involves having a set of people (the evaluators) inspect a user interface design and judge it based on a set
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of usability guidelines. These guidelines are qualitative a
relative judgments about how well the user interface adhere

This technique is usually applied early in the life cycle
out. Each individual evaluator can inspect the user in
without actually having to operate the interface. Heur

are usability problems in the interface. Once the caus

a ot be concretely measured, but the evaluators can make
guidelines.

stem, since a working user interface is not necessary to carry it
Ysp on his or her own, judging it according to the set of heuristics

evaluation is good at uncovering errors and explaining why there
e known, it is fairly easy to implement a solution to fix the interface.

This can be extremely time and cost saving si ce?gs can be corrected before the user interface is actually built. However,
the merits of heuristic evaluation are very dep on he merits of the evaluators. Skilled evaluators who are trained in the
domain of the system and can recognize in necessary for very domain specific applications.

prob

A sample set of usability heuristics : '
= Simple and natural dialog.
= Speak the users’ language. \} n\
= Minimize the users me C@d

= Consistency.

= Feedback.
= Clearly marke I

= Shortcuts. (‘) .'bj.‘l 0
= Precis }"&)ns@arror
. Pre@ .0 :' (—7
. d FOZJ ntati

b 4
n ive Walkthrougjg,,

/C

ther usability mspectlon method is the cognitive walkthrough. Like the heuristic evaluation, the cognitive walkthrough
be applied to a user interface design without actually operating a constructed interface. However, the cognitive
alkthrough evaluates the system by focusing on how a theoretical user would go about performing a task or goal using the
\ interface. Each step the user would take is examined, and the interface is judged based on how well it will guide the user to
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perform the correct action at each stage. The interface shoul g rovide an appropriate level of feedback to ensure to the
user that progress is being made on his or her goal. C‘)

Since the cognitive walkthrough focuses on steps necesﬁéﬁp complete a specific task, it can uncover disparities in how the
system users and designers view these tasks. It can al over poor labelling and inadequate feedback for certain actions.
However, the method's tight focus loses sight of so % er important usability aspects. This method cannot evaluate global
consistency or extensiveness of features. It may also e an interface that is designed to be comprehensive poorly because it
provides too many choices to the user.

* Case example:

Two security-sensitive user interfaces were e ted in Iab t&y u§'€r study: the Windows XP file-permissions interface and an
alternative interface, called Salmon, deS| accord an error-avoiding principle to counteract the misleading
constructs in the XP interface. The alternative faqe asyfoundito be more dependable; it increased successful task completion
by up to 300%, reduced commission of a c s up 4% and provided a nearly 3x speed-up in task completion time
(Maxion& Reeder,2005). \, 0\

Process 0CO07- Affordable | « Affordable access to mental hea trea |ces means ensuring that employees have affordable access to mental
Access to Mental | health services, including drug m as@quate health insurance benefits for mental health care (adequate health
Health/Drug Treatment | insurance for mental health car
Services.

* Health insurance plan mu ring nta he r substance use disorder services in parity with medical and surgical benefits,
so that organizations' em b tal Health and Substance Use Disorder Coverage Parity laws as defined under
the health care Iaws.
*The Drug Dependex(T at] htatlon) Act 1983
The Act pm&d@s 0 nda@reatment and rehabilitation of any person who have been certified as drug dependent as
well as f Mnt y I ent argdzrehabllltatlon
*The Mala enta?He It A§001
The chbvides a rarﬁewdi’k for the delivery of comprehensive care, treatment, control, protection and rehabilitation of those
i . N
w ntal disorders. -{')
&

Process OCO08- Appropriate Time | priate time off for employee’s means, providing appropriate time off for employees to find a balance between work and

Off For Employees. ife.

&rking world poses many challenges to employees. While some careers allow a relaxed relationship between work and private
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for organizations should considering how to achieve a work-life e and implementing targeted measures to promote this and

life, many others demand significant reductions in the area of leisu a% family. To reduce human error in workplace it’s essential
providing appropriate time off for employees. The goal is not oﬂe%ztake employees more productive, but also happier and more

balanced.

Process 0C9- Team-building | ¢« Promote team-building activities and social interactions aﬁong employees to enhance mood and building a strong team by

Activities. encouraging teamwork through formal and informal tea ilding activities. For example arranging an organization-oriented

outing, such as bowling or mini-golf, or involve the oﬂ?‘m a team-based charitable activity. Good relationships in the workplace
thrive when individuals feel part of a team and comfortabl W|th their teammates. According to a 2008 study published by the
University of Florida Institute of Food and Agri al"Sciencesgrespect and trust amongst co-workers and between supervisors
and staff leads to greater collaboration, innovation eff |théuorkplace

Process OC10- Improve Design | » The work environment is the place wheJQeVemplqﬂl foe&fgd and the physical conditions surrounding him during the

of Work Environment. performance of his work. \ \/

« Design of work environment is af aiges ors r@e or less likely. Organizations must view poor design and layout of
workplaces as a causal factor to ph rt IChIJJb s been shown to be associated with human error, work environment
includes such factors as noise, Ilg d temp tur ration, chaos in files and documents, workspace arrangement, and
facility layout and arrangemen VI xo trols, glare, noisy environment where alarms cannot be heard, too tight
workspace to adequate remov d the uncomfortable offices, specifically in terms of how environmental
factors contribute to human anc and»s fet d health .The concerns for design of work environment are that they induce
fatigue and/or distract att from r|m task resulting in increased potential for human error. Design of work
environment also mclude ty of systems and software design , font colour and font size that cause optical
dispersion and can af user o |nf mat ystems and when the technology and equipment the user use is poorly designed
and confusing to use, %et frusjr te e mistakes.
* Organizations @pro{/e ign ork environment by providing quiet environment, arranged workplace, comfortable
offices, easy- t0\ p desi software, systems and equipment and avoiding design factors that cause confusion get
frustrated, fati str Cteat tjdn ead to mistakes.

Process OC11- Improve Work

Planning and Control.

authorizi d’ performing work. The purpose of work planning and control is to ensure adequate protection of
emplo ees, the publlc and Q%Q environment, which would otherwise be put at risk by inconsistent and inadequate planning,
auth n, and control.

@
* Work p %@ n? co rdl istthe use of formal, documented processes for identifying and mitigating risks when planning,
&ry easi

° essure, poor job rotation, time factors, task difficulty, change in routine, poor task planning or management practice, lack of
edge ,skills , capability , capacity and ability must be seen as a causal factor which has been shown to be associated with
an error and impact employee performance and must be improved. For example, job stress and time pressure negatively affect
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performance; heavy and prolonged workload can cause fatigue, w. % dversely affects performance and in the presence of high
email loads, users are more likely to respond to phishing email.
\

Process

OC12-Improve Work
Setting and Management
Practices.

« Work setting is the employee's ways and tools to perform his Work.
» Management practices are the working methods and mnova% ns that managers use to make the organization more efficient.

* Distractions, insufficient resources, poor managemen ms, inadequate security practices, and poor work flow must be seen as

a causal factor which associated with human err 2 ct employee performance, and must be improved, as well as the

working methods and innovations that managers e organization more efficient. In addition to distributive, procedural,

interpersonal, and informational justice in the relationshi Mployees have with their work organization and its members,

which can promote employees’ motivation t@/ﬁ the forgati ti n&‘mterests and their ability to choose where, how and when
t

they do their work in the office, a s they dif pes of tasks throughout the day, people need access to different types of work
settings that relieves the physical and p h glcal,'st essf that ‘gomes from working in a space that doesn’t fit the task. For

example: poor communication can cause ms ng a workflow lifecycle: information can become outdated,
employees do not know that, and expecﬁ@ an d rabl n be unclear.

Monitoring

0OC13- Risk Analysis
And Auditing.

« Risk analysis is the process of i g and analysin Btentlal issues that could negatively impact key business initiatives or
projects. This process is done i rde t myons avoid or mitigate those risks. Performing a risk analysis includes
considering the possibility of % ’ﬁy either natural processes, like severe storms, earthquakes or floods, or
adverse events caused by m imadv an activities. An important part of risk analysis is identifying the potential
las

for harm from these events |h0&ﬂ¢ at they will occur.
‘—“‘

* Risk analysis is nec n many casgs Fl@ planning projects, to help anticipate and neutralize possible problems, deciding
whether or not to mo rd with a e{ci/, d improving safety and managing potential risks in the workplace.
* To carry out ari \Qyms,lor ization-should follow these steps:

&
1- Identi hre ts @)
C’)

e e |st| gyan ssible threats that organization might face in the systems, processes, or structures that
n usé, nal ng risks to any part of these. What vulnerabilities can you spot within them? These can come
1;& y diffe nt so s. For example(loss of a key individual by Illness, death or injury, disruption to supplies and

ions or loss of a s to essential assets, loss of customer confidence, or damage to market reputation, business failure,

market fluctuations, interest rate changes, or non-availability of funding.

: Estimate Risk
Once organization has identified the threats you're facing, need to calculate out both the likelihood of these threats being
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realized, and their possible impact.(Risk Value = Probability of
automated tools to support analysis of events. Once organizati
start to look at ways of managing them. Such as avoid the is
the risk.

ent x Cost of Event).In addition the organization employs
s identified the value of the risks it faces, organization can
hare the risk with other parties, accepting the risk, or control

* Auditing :The information systems auditing is the process onductrng analytical test and evaluating evidence to be determine
in monitoring and evaluating computer system, marntar ta integrity, achieve the organizational goals effectively, and use
resources efficiently. The information system auditing nducted to evaluate the readiness level of organization in managing
information technology

ste s

The process of information system audit involves e X
1. Measuring vulnerability of informatr C}
2. ldentification of sources of threat
3. Identification of high risk por
4. Checking for computer abu
\

* Organizations must apply risk rement and analysis concepts and approaches to critical business processes
to ensure they are providing nd res s‘ W{@:perrodlc and incident-driven review, maintain records of reviews.

l’-"

Monitoring

OC14-Incident-driven
Reviews (Policies,
Practices, Training
Materials).

» Every organization tha elop icies s a review process. The organization's policies and procedures need to be

periodically reviewed(t ure that t ylco@jnue to be relevant to the work of the organization and aligned with applicable

standards and security requiremeit efgjjcy shall be reviewed every year or at the time of any major change in existing IT
cedu

environment affejq%licy'a
. Incident-drive\g\; W iS
of incidents t ining t

accident, r np [y}
* Organigatign’ must ¢ duét m&dent -driven reviews of policies, practices, processes, and training materials, by reactive approach
that fi on quick resporr%)

&

ew |Q§vsﬁ|ch the review of the policies, practices, and training materials conduct after occurrence
\aeakﬁ'lesses in the policy that led to the accident and trying to develop it based on the causes of the
or eview.

Monitoring

0OC15- Periodically,
Fully Re-evaluate Risk.

* Risksevaluation is a systematic process of identifying hazards and evaluating any associated risks within an organization, then
K enting reasonable control measures to remove or reduce them.
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* To carrying out a risk evaluation:

° ldentifying potential risks. ! :' )

° Identifying who and what might be harmed by thosa?‘;
° Evaluating risk (severity and likelihood) and esta'u.j{bi g suitable precautions

° Implementing controls and recording findi i '

° Reviewing the evaluation and re-evalua if ne s

'
carried pri a particular activity or task being carried out in order to
|ated |s t f tion security. Once completed a risk evaluation should be
Ive nd in any case when either the current evaluation is no longer

anges.to the specific activity or task. Relevant risk evaluation should be
contrel measures and level of evaluated risk where appropriate or require

O

* Organization must treats the e t1 % 'Iﬁinuous process and periodically fully re-evaluate risk to avoid the effects

of lowered perceived risk thre ated overstime while many of the risks associated with information security are of a

cumulative nature. This me he kell event occurring on a given day or at a given time might be extremely small,

but over time, this chance in e% toI ce varies over time in individuals They might come to accept or adapt to the
e

¢ A suitable and sufficient risk evaluation mu
eliminate, reduce or suitably control any
reviewed periodically (proportionate to th
valid and/or if at any stage there has bgen
reviewed following an incident in or &J
amendment. t')

surrounding risk and no lo per way they perceived before and they might have a lower perception of risk than

before. C,)

(“
kg
q © (;

\
\ @ i (.%J
‘@R 2: h7 umap Factor's Countermeasures

\7‘|

UITCM

The Human Factor's Countermeasures Components

Component

Element

Description

Behaviour

HCO01-Monitor

N

@ UIT factors might be recognized or inferred through monitoring and surveillance methods. Monitoring the activity of
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Employee Behaviour.

by discovering employee involvement and participation, maki in that employees are properly matched in their jobs and
fully aware of the extent of their authority, and make sure therefis n@’policy violation or compliance .Employees who are resistant
to change and training and who comply with policies only w anagement is tightly observing , employees who are unaware
and employees who may causes damage accidentally, their i ts and practices are being monitored automatically and routinely.
Motives behind employee monitoring are, to prevent inappropriate actions of employees; monitoring careless behaviour and to
protect employees’ personnel information from becoming%ssible to hackers who are likely to use the information.

employees is essential for risk management resulting from UITs .ﬁoaoring is a tool to maintain the security of an organization

*Employee behavioural patterns could be tracked the help of employee monitoring software reports that capture the data on
employees’ computer use style, visited websitesgeniéntation, and_the software and documents used as well as relevant activities’
duration. These programs running on their comput ra CM server. Employee monitoring acts involve monitoring Internet
links, review of e-mails, telephone use, vide rveillance y purposes, storage and review of computer files, video
recording of employee job performance, re ng and revi (g phone conversations, and storage and review of voicemail
messages. Detection is achieved by auto ols that_cafi d te?t‘ employee s activity to reduce and stop data loss. Monitoring
processes can includes examining and ret ees, ezmails that related to the work, records, and information about,
employees’ access to Internet websi mp used by employee, knowing where the employee is, authorized
personnel files, the possibility to pro ectrohic devices in the workplace that to prevent using it in work place and
time spent outside the workplace. ps inclu g, im_some cases, linguistic analysis performed on samples of monitored

electronic communications. In a |t on to p /@awolatlon by co-workers.

*Organization’s managemen nd 8 balance be@en monitoring gains and the costs of invading employee privacy.

* Monitoring must be pe cor anc 1th privacy and civil liberties laws and protecting employee rights. Employee
monitoring can be su a vari y 0 qws possible legal constraints or boundaries, for example, identifying perceived risk
threshold under som stan S QQ onsidered mental health testing, laws would apply which could limit testing and
responses.

will be monlt stomers should be notified when telephonic monitoring is taking place through the use of

*Employees sh d a ed '&c’es that will be used to monitor them, how the data will be used, and when exactly they
a specific t can e &?f (bgth employee and customer.

Behaviour

HCO02- Trust model.

perso s the physical ession of the cheques does not have the machine that embosses the signatures. Someone might be
trust ake changes in personnel records but not the engineering specifications. This segregation of duties can be used to
m| human error. The assumption is that one person can only make an error only in the area they are designated to be working

*In the T odel‘oU{@n%?eople are given permission to certain rooms, open certain cabinet files, or sign cheques and the

&plymg the segregation of duties for all roles is essential for insider risk management and to mitigate insider threats by the
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principle of least privilege where strict organizational rules let employ€es have access only to resources that are required for their
job role.

*There needs to be shared responsibility at senior managem%vel for the creation, dissemination and enforcing of a robust
security policy that every employee has a copy of and iliar with the parts that pertain particularly to them ,that means
segregation of duties, so that , only certain people are given permission to certain tasks. Physical controls are also well-founded in
assigning the least privilege, i.e. only enough access to an the required job, and in implementing a segregation of duty when
more than one person is required to complete a critical Retion. Physical controls are also used to control and minimize the risk of
unauthorized access to physical assets and informa sterps. For example, two people at least are needed with the privileged
users to alter modifications on the system. \ u\\d

Behaviour

HCO03- Collaborative
Reinforcement Model.

it policy is adhered to by every member in the group. Certain

*Employees work collaboratively to ensure thatsinformation s
rewards and punishments are then awarded tegindividual ndi n their actions, and then monitoring and reporting for doing

harmful mistakes so by the associated team bersf wha/have robably better knowledge of it or can better detect it than the
centrally administered monitoring mechanisms. Fukt re, ies regarding the reporting of careless behaviour of a co-worker
can help in defending against the unintehtiona ins-‘der reat.é\

Psychological

HC04- Mental Problem
Test.

4
*Psychological testing is a tool use employm -screé@ﬁg. Many employers require job applicants to take psychological tests
as a condition of employment, within specifi i%s testsithat have relevance to the position of interest to determine if the candidate
is well-suited to the job. Testin %metix:%e as-a eondition of continued employment. Testing of employees before and after
employment is commonplaca% buSines orld:v sychological tests are used to measure a person's mental abilities, talents,
intelligence, or personality: e are nt types of psychological tests available to help employers in making decisions.
Organization must choos gh dfe, / psyehological test for a job, often called a psychometric test, is a standard, scientific
method used to measéire atperson’s m ﬁilities and behavioural style. These tests are designed to measure candidates'
suitability for a role bsg?n the pequi ¢pg<r’ nality characteristics and aptitude. The purpose of psychological testing is to make
more informed hirinq?(ic Si an efror can be minimized by tailoring the demands of the job to the characteristics of the

person, and can %L%p uce'the gumb problem employees. All psychological tests require that job applicant perform some
behaviour to megﬁgm ers gibut@%‘fraits, or characteristics or to predict outcomes, these tests can differ in various ways. For
example, they eri ¥ f the behaviour they require job applicant to perform, what they measure, their content, how they
are administered<and for d, low they are scored and interpreted, and their psychometric quality. Psychometrics is the
quantitati technical Aspect.0f- mental measurement. The mental test usually called psychological test. Mental match involves
the indiyi s information arid~decision-making requirements, as well as their perception of the tasks and risks. Mismatches
betwe, requirements au{%éople’s capabilities provide the potential for human error.

ogists. So psychological tests are not only used during the hiring process. Some organizations use these tests to monitor the
continued suitability of employees who have been on the job for some time. The psychological tests required for the position can be
iminary, periodical or extraordinary. Preliminary psychological tests concerning suitability for sphere of activity shall be

. @ogical tests have limited validity like standard medical tests and are administered and interpreted by clinical and forensic
syeho
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performed prior to the beginning of the working process. Periodical.gsaghological tests is required on an annual basis, for example,
for the employee who is employed in a position, where riSkS% idents are highly increased, the frequency of periodical
psychological tests is regulated by the policy of organization. E%rao inary psychological tests concerning suitability for sphere of
activity shall be provided in the cases, for example, for the employee's behaviour condition highly changed, which may make him
unable to hold the position complying with occupational secUri quirements.

» Some organizations use games as a way to carry out pwloglcal testing for employees, where job applicants have to perform
tasks using skills that the organizations is looking for W playing these games. Such as Deloitte company which customized a
"game" which places potential employees in real li Si uatlons at the firm. The 20-minute online game incorporates videos
and tasks from real Deloitte employees based on rios that occur regularly in the workplace. The game serves as the first round
of the selection process and follows the same principals a tM chometric testing commonly used by large consulting and
professional firms and allows employers to ass andid esﬁrﬁo_‘\ es (Alloway & Cissel,2017).

identified at the application stage by condu condition of employment, that have relevance to the position of
interest to determine if the candidate W -sui the rug testing for drug in the workplace is an option that enables
employers to find out if employees a ypes.o drugs, either currently or in the recent past. In situations where the
rma®1 system; there is a strong argument for workplace drug testing being
ecial-laboratories perform drug testing using methods include using samples of
the employee's blood, urine, h lace drug testing has the potential to greatly enhance health and safety in
the workplace. Testing disco%peoﬁle from abusing substances and thereby reducing the likelihood of the incidents related to
working under the mfluence“&qx ncoura reat sponsibility among employees who may cause harm to information system.

*Drug testing may be ¥~her H}E f employment or to identify drug use in current employees. The organizations
su
isusi

Psychological | HC05-Drug Testing. *The first line of defence to mitigate in. \hreat-‘bﬁjl at_the hiring stage. Potentially non-trustworthy candidates can be
% ng est

employee has a responsibility for t rity of i
carried out, within the emploqu conditi %

might require all jOb ates 50 t,to™a drug test before being hired. Other organizations perform drug tests on current
employees to ensur @drugs Some organizations test all employees at particular times throughout the year.
Others test |nd|V| plollees the oner has a reasonable suspicion of drug use or after an accident in the workplace to
determine if dr p th |dent Random testing is another method of drug testing. This method involves selecting
random empl or teStI ure a truly random pool of tested employees, organizations sometimes use a computer
program to steQL./

*If org lan estlng as a part of a workplace substance abuse policy, must take in consideration some legal
|ssues% the civil Ilbejt)tres emphasizing individual freedom, the right to privacy and protection from discrimination and
makensure the policy adheres to the state's laws and is accompanied by a carefully written policy, which is understood by

s and supervisors alike and respects the rights of all. When caring out drug testing in the workplace, there are some
: principles that need to be in place to avoid violation of the rights of the employee. For example:

The employee needs to know, prior to taking the job that drug testing is an expectation, and the workplace drug testing is
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planned. \‘q_

° Workplace drug testing should be a justifiable course o S&Dn rather than a routine screen used to discriminate against
alcohol or drug-using employees and there should be a justification of the relevance of workplace drug testing to the
situation.

° The employee’s privacy must be respected, includinm;her workplace drug testing has taken place as well as the result and
consequences and must keep the confidentiality. Yw

° Repeat tests should be conducted when a d Lb test is positive, and employees should be given the opportunity to
explain a positive drug test result.

]

° People with positive results must be tr ith dignity’ and _@}pect, and be supported rather than shamed; this is the only
way that leads to avoid the misuse of workplace drug testing toxgl-iscriminate.
A v ol N

Culture

HCO06- Stimulation Of
Risk Perception.

« Risk perception is an individual's assessment
individual has and on the previous e»%ﬁes.
that an accident occurs, expectatid%r.é rounde
rare occasion. On the other hand, if one%x

isk,"and theJindividual's risk assessment is reliant on the risk information that
xperiences long period characterized by absence of accidents. In the event
previous experiences, meaning that users perceive this accident more as a
tta.glé consecutively for a long period of time, one will expect a similar attack

es more careful and is cautious with the security measures. There is

ien

Lf o

in the near future. Conseque ‘azch a

association among risk percepti ndhsecurity behiaviour, and the risk perception has an effect on decision-making. Thus risk
t

perception might play an i

* Organizations must_co

-
stilnula 0
employees' risk perce% P :l

role~for tivl people to improve their security behaviour.

A

%\'sk perception a key component of security behaviour change. To stimulate

4
“Us

° Organization t ke
statistics.

° Employe \o %ve ledge should have more ability to assess risks. Organization must ensure that employees

d
obtaine ty educatio aﬁéﬂwareness program.
'3
es

° Shil emplo {)e@iﬁal previous experiences on the threats if an employee experiences attacks in the past.

2
°‘Q@an|zation must keep\employees abreast of threats effect on the organization and consequences to employees.

yees-apreast of latest attack news and statistics in Malaysia and international threat-related

w0
90

Culture

HCO07-Security
Education, Training
Awareness, Instrumental

a

ance awareness of unintentional insider threat, heighten motivation to be wary of insider threat risks, recognizing phishing
ther social media threat vectors, Keep employees abreast of latest attack vectors and other threat-related news, train
inuously to maintain proper level of knowledge, skills, and ability, conduct training and awareness on risk perception, and
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Conditioning.

cognitive biases that affect decision making, conduct frequent traini id awareness programs.

e Instrumental conditioning refers to learning through conse encas, so that a system user’s behaviour that produces positive
results is reinforced while behaviour that produces negative e is weakened (strategy of reward and punishment). This strategy
can be used by organization to improve security behaviour of?anloyees.

Culture

HCO08-Usability

Software /Security Tools.

of

« Usability is the degree to which a software or security can be used by users to achieve task objectives with effectiveness,

efficiency, and satisfaction. Usability is a controlled a of User Experience design that ensures the end-user doesn’t strain or
encounter problems with the use of software or secui A user experience designer can control accessibility, user interface,
information architecture and usability to suit the t’s S urlty needs to motivate a positive experience, and this is what
usable software does. Difficult to use or confusing Securi S, often are less likely to be used .If a security tool is easy to use
employees will choose to work securely over smg n t to ?/ est levels of security can be achieved only with an equally
high level of usability. Because usability of tooI me user errors during using it and reduces the possibility of

ignoring or skipping it.

r s an mware to reduce likelihood of system-induced human error, hold
ty t ta to account some characteristics and properties when developing or

* Organization must improve usabilit
usability as a fundamental element o
selecting software and security tools,

° It’s important to ensure ftw \‘X A\ls have interfaced is easy to navigate with little thought and should be as
flexible as possible. It st e Iogical pr&_ﬂcal to use. If options are permitted, the more secure routes or choices should
be encouraged by ma ault/ep"the most natural path for a user to follow. If users are presented with the
appropriate security theirtasks, in a way that makes sense to them and requires uncomplicated but obvious
use to achieve t se% ity mt[)de b thgssolutions, it will require little effort for users to work more securely and effective
security and usa % be ’a p}lSh together.

e, SO (‘Tjusers do not need to decide on how to use a software /security tool to ensure security.
to ould work to remove security decisions from users as much as possible. If it is less

; will be more effective as the room for error is significantly reduced. A good interface
IUens the liability on users.

° A solution \Nd be htul i
Instead, a re /
depende sen agtio 2)!

design ﬁ%s se}ur'

° Se%? Qﬁwig should be practical and work in real-world applications and scenarios with real people who make
mistakes. It is useless |f(§)\o ly looks good on paper, but does not apply to real-world situations.

w

Nganlzatlon does not need to choose between security and usability as organization must implementing systems that
A%jrove security and usability concurrently. Usability should not outweigh security. On other hand if a priority was placed on

curity without consideration for usability, this will result in the human errors. Because cumbersome solutions cause users to

&

b’ default from using them as they obstruct their tasks and negatively impact workflows. Organization must achieve effective
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security through uncomplicated easy-to-use systems that provwe\anvenience for employees.

° Software and security tools must have considerations %Jltiple means of authentication to provide choice and varied
levels of security, risk-based features whereby securi be heightened or reduced depending on circumstances and
requirements and usable verification so that verificam.d’ oes not become an obstacle to usability, which it can if not
appropriately balanced, are all important security, andSusability considerations. User-friendly controls that make use of
technology advancements like biometrics (fingerpr facial recognition, etc.) for better user experience should also be

Culture

HCO09-Encourage

Following of Policies.

considered. Y-
]
“rm

Policies and procedures are an essential part of ation. Jogether, policies and procedures provide a roadmap for day-to-
day operations. They give guidance for decision-making, line internal processes. Organizations set rules and a policy for

reasons whether that reasons is security, ethics I|ty, or eff| ricy\,_‘;z‘
* Some of the outcomes of policies and pr ced ,0 \'Y‘
° Policies and procedures keep oper ion ror{,\ | complete chaos.
° When employees are foIIOW| es and p du@%rganlzatlon will use time and resources more efficiently.

° Consistency in practices is ﬁ?l ght fo &o eé.s:\mdlwdually They know what they’re responsible for, what’s expected of
them, and what they can ex omntheir s erv@s and co-workers.

&
° When employees foIIoW‘pgoce y perform tasks correctly and provide better quality customer service.
° When employee a Iowm poI és procedures, workplace accidents and incidents are less likely to occur.

é‘

* Policies and proc%res WO ganl ion any good if employees don’t follow them, and employees often break organization

rules, because e aysdike the idea of having to follow the rules. So organization must encourage following of

policies rules ou pg o@aollues means the organization must create motivations for its employees to follow the
policies by o) s c‘)

°E lo JI?ZOW pé?cles they don’t know. Organizations must have written policies and procedures, because verbal

don t k"Orga'mzatlons procedures must be written down in a way that’s easy to understand and making them

accessmle for e e@’ employee, to create a reminder that removes the opportunity for excuses. Sometimes employees

’t follow procedures, because they can’t remember what employer told them. Many organizations still use paper-based

cy manuals. This is problematic because employees need to be able to refer to policies at any time. If they don’t have easy

ccess to an up-to-date policy and procedure manual, they won’t know the correct procedures to follow. Using a policy

management software makes policies and procedures available to every employee member. Organization can quickly send out

policy updates, and require employee signatures to make sure everyone has read the policy. With online policy management,
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employee can access procedures from anywhere, using any uter or mobile device. Instead of having to seek through
pages, they can do a simple keyword search to pull up th% dure they need. This ensures they are actually following
policies and procedures. Organization must keep a hard copy for their records or for anyone who wants the physical version,
but must using digital documents to make sure all policies procedures are easily accessible for every employee.

° Making sure that, employees read policies and pr cedzes is the first step toward ensuring compliance, but it’s not enough
on its own. Employees may not entirely understan%\policy or know how to put it into practice. Organization must train

employees on the substance of policies as well as w to perform procedures in real-life situations. Thorough training on
policies and procedures should happen for e inre during the on boarding process and should be ongoing for all
employees.

help employees understand why proce are necess loyees perceive organization's procedures as unnecessary, or
superfluous to their real resp0n51b111t s, they w ta thelﬁ"serlously Employees must know why you have them in place
and why adhering to policies and proc ures portaﬁ@fart of their job.

|

° It’s important to make sure employeesgderstan why f( llg g policies and procedures are critical. Organization must

° Employers must frequentl \{r t loy: computer use for security reasons, to ensure compliance with

organization policies, to ensur y ees’ p cti@' and to limit employee access to non-work-related internet sites.
AW
° Provide compliance in an : yees who comply with procedures. Recognizing and rewarding correct
behaviour is a great mati foremployees,Bad behaviour should not be ignored and the negative consequences of not
following policies an dur ould b ar. Organization must apply punishment policy, enforce penalties for non-
compliance.
V <
Culture HC10-Employee * An Employee Assis Prog Mvoluntary, work-based program designed to help employees in resolving personal

Assistance Programs
(EAPS).

problems that may, b

wandering ,EAP Nree &n
who have persoq\
e

f<the employee's performance and reduce outside stresses, which may cause mind
f|d @a assessments, short-term counselling, referrals,, and follow-up services to employees
pro S.

%Qllable not only to the employee but also to the employee's family. They are most often

associated unselling services for troubled employees enduring difficult times affecting mental and emotional well-being
suchasi sand irﬁ #minor_medical emergencies, alcohol or substance abuse, marriage concerns and family problems ,child or
elder care, grief and loss, stress,’,psychological disorders, and financial and personal legal issues. EAP counsellors also work in a
consultative role with managers and supervisors to address employee and organizational challenges and needs.

. %)eneﬁts of EAPs

° Reduced incidents and human errors.
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° Fewer workplace disputes. \E

° Significantly reduced medical costs arising from early id %ﬂaation and treatment of individual mental health and substance
use issues. &

° Decreased absenteeism. \3

° Greater employee retention. Y.

* EAP plans should be entirely subsidized b iz til)n. Programs are delivered at no cost to employees as part of
comprehensive health insurance plans. Services ofte Wd via phone, video-based counselling, online chatting, e-mail
interactions or face-to-face. I * \?‘

A\

Culture

HC11-Respectful  And
Calm Workplace
Environments.

* A respectful workplace is one where emplo

engagement and contributes towards the sTfecm\v qualgy delivery of service. Respect is showing consideration for other
eating ith di

can expecto b@eated fairly and courteously in an environment that promotes
(]

employees, demonstrating compassiongtr ity and fairness as well as valuing and honouring diversity and
recognizing and affirming individua(ae am_congributionsy Employees can be expected to demonstrate polite and courteous
an ém

behaviour towards each other (ver| , fe powered to perform their roles and feel safe to suggest changes for
improvements in a collaborative
environment. Without respect,
they matter and treated with

ner. For employees to be motivated and engaged, they must be in a respectful

d construstive
tivifm’bi , %ﬁ: , and happiness dwindle. Employees want to feel appreciated and know
ity and r Sﬁ}fe onstrating respectful behaviour will ensure a desired and professional

workplace as well as a hi roduetive envirgament. Respect is earned when employees act and react in considerate and
professional ways. = %\
ntl

» Just as the physic Eenvirln in&cts the employee's performance (temperature and lighting, etc), non-respectful
environment impacts the Io;ées e ance as well. Respectful and calm workplace environments lead to motivate and
encourage organi tl% to better and with pleasure. Even small details can impact employees' productivity and
performance, so &W‘ i is gnifi@nt for team-building and crafting a workplace and keeping employees' motivated and
handle stress ag%ggate a posi \‘/'d W@__)ﬁaenvironment for organization's employees and reducing workplace disputes and incidents

O

of human errE
\
. Organiz% ust € a res‘%’glaful positive environment through some steps such as:

Arganization must.develop clear workplace instructions to employees that eliminates racism and discrimination
E\b@rassment, bullying, intimidation, purposeful exclusion or ignoring, threats, belittling, yelling, rumours, coercion,

ossiping, sarcasm, constant criticism, mobbing, using profane, disrespectful, abusive, demeaning language, using
inappropriate labels or comments about others ,patronizing and insulting remarks, shaming others publicly ,exhibiting
uncontrolled anger ,berating an individual in front of others or in private ,excessive and unreasonable monitoring of

someone’s work ,withholding information or resources needed to, escalating personal harassment ,threats of retribution and
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litigation or violence. \i

° Organization must develop clear instructions to emplo &@at which supports and encourages responding to requests and
information in a timely and professional manner ,a ledging the contributions of others , including people in the
communication and decisions that need to be involveg.ir.ansparency in the evaluation processes used, treating people with
respect, compassion, dignity and fairness ,acting ethically and upholding professional standards, taking responsibility for
actions and expecting the same of others, being op onest and no bully, respect confidentiality and privacy ,staying calm
, kind, courteous and positive ,avoiding getting and emotional, asking for help when needed, listening to understand
and practice empathy, following the boundaties that have been set, asking permission to use someone’s stuff, keeping the
environment clean for others to use, showing-appreciation, sespecting differ opinions ,communicating effectively with team
members and resolve stressful situations, reéspecting tker’s property and individual space, helping and cooperation,
accepting criticism and knowledge fro -workers as Well, Qg%l-ogizing when necessary, smiling and saying good morning
and thank you, giving everyone a ¢ to sharg in neboring ideas to life in conversations, muting or turning off cell
phone while in the workplace ,taking_into accéu VQICES as it can be distracting to others, expressing calmly without
passing judgment or criticism and notto se t'messages or receive calls etc.

° Organization must lead by, eﬁ%{ and-modegl the behaviours that they expect of employees.

° Organization must ingleht atxn courses so that employees understand the benefits of respectful work

environment and enhan su& f r(ﬁagement, cooperation and calm.
h q
e

e)

tive behaviour in the workplace, it is important that they do not ignore the
e feel unfriendly, impact morale and engagement. Problems must be resolved
from the beginning\when confligt ari nd attempting to find a common ground and solution, to prevent and address
violence in thﬁ?‘ lace and response’policy that sets out the processes for reporting and investigating workplace abuse
and harassm%l ms ZNQ eap ologically safe work environment.

I
° Organjza cat%?ﬁferéj&éways to provide rewards, including praise, recognition, money, prizes, gift cards,
ro

° If organization expih or~ehsenve di
incident. Ignoring.it.ca mage'tﬁé" ork

igd altg()eertificates of achievement to create a positive atmosphere in the workplace.

° O%ﬂtion an develogssemployees' relationships outside of work such as planning a charity campaign and encouraging
es to'pagti jpate‘é_ fundraising events, having lunch together or event like a bowling day or day a ballpark.
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Table 3: The Automated Defence Tools Countermeqsges

S

uiTCM™M

Automated Defence Tools Countermeasures

Component Element Description
Incident ACO01- Watermarking « A forensic watermark is the process of embedd@ as f characters or code in a digital document, image, video or
response. Forensic, Intelligence ser, trsuch a way that it is imperceptible to a human observer

Operation.

computer program to uniquely identify its originator and”authori

but easily detected by computer algorithm. A digi atermark.is altr. ﬁ;@arent, invisible information pattern that is inserted into a
suitable component of the data source by using ecifig,c mputer B\orithm. Digital watermarks are signals added to digital data
(audio, video, or still images) that can be det?or tra lat make an assertion about the data. Forensic watermarks can
be repeated at random locations within the@\n} t to,make them é&icult to detect and remove.

*The main purpose of forensic waterﬁg/G@ is to ct thelinterests of content creators against illegal use and distribution of
nnot-prevent such activity altogether, they can make it easier for copyright

copyrighted digital works. While forensiCtwatermar
holders to detect it and to identify e w&a e inAt."A forensic watermark can alert honest users when they have received

illegitimate documents or programssEorensic wat mar@re used in the software and digital video industries. Other applications in
which the technology holds pr mcludﬂ@ai‘ rz\u@é and electronic books (e-books).
oll

-

« Intelligence operation is Wrac;’ce e@hg, evaluation, standardizing, analysing and response to data generated by

networks, applications, er ITl inf st!ruc@re undergoing potential security threats in real-time. And that includes the

processes, policies and tools/designé gdther the information relevant to protecting an organization from external and inside
é:w'prove an organization's security posture.

possible. s o)

q @
* Elements % rity jnvl_ljz?nce %{?fude:
‘Yw

° gghnanagement: Thg%}a’llective processes and policies used to administer and facilitate the generation, transmission,
WIS, storage and ultimate disposal of the large volumes of log data created within an information system.

threats . That informatiOmis usec{\t? SS an
&
* Security intelli@s aip Is t0 @Bntect the data an organization has by compiling and scrutinizing as much of the data as

iew of an organization’s information technology (IT) security. Most SIEM systems deploy multiple collection agents to

ecurity information and event management (SIEM): An approach to security management that seeks to provide a holistic
\bgather security-related events from end-user devices, servers, network equipment and specialized security equipment like
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firewalls, antivirus or intrusion prevention systems. The colletqi forward events to a centralized management console,
which performs inspections and flags anomalies.

° Network behaviour anomaly detection (NBAD): The coﬂé&gus monitoring of a network for unusual events or trends. An
NBAD program tracks critical network characteristics i I time and generates an alarm if a strange event or trend is
detected that could indicate the presence of a threat. NBADAis an integral part of network behaviour analysis (NBA).

° Risk management: The process of identifying, a ing and controlling threats to an organization's capital and earnings.
Such threats include financial uncertainty, legalylia 'Iiti?s, strategic management errors, accidents, natural disasters and

information technology (IT) security threats
° Network forensics: The capture, recording, and analysi n'eu@b'rk events for the purpose of discovering the source of
security attacks or other problem incid atch-it- ' systems capture all packets passing through a certain

traffic point, store the data and perform analysis subseguently~in batch mode. "Stop, look and listen" systems perform a

rudimentary analysis in memory and sa ly c‘GﬁKi ata f@‘future analysis.

* Key properties of security intelligence C;/
° Real-Time Analysis: It is no eno Iog records when dealing with exploits and immediate threats. Real-
time monitoring is a crucial to se M‘igence gathering when identifying threats. Security Intelligence is able to

evaluate potential present s.dT o

mza&@ls use technological tools such as SIEM software to gather security
intelligence in real t|me

o ‘A
° Pre-Exploit Analysi curiy i QS? blends pre-exploit vulnerability management with real-time analysis. By
réa

identifying risks b ey be‘z’ m organizations may reduce and more easily detect attacks.

° Data collecti and |\Jn and Iy5|s Collecting as much applicable data as possible from pertinent devices on the
network, cre re atl een dewces and then analysing their behaviour to identify aberrant actions is the most
relevant a mp ntlfylng security incidents. Security intelligence is capable of fully understanding a
situation, h ponents and surrounding information, and effectively notifying security analysts of
potentl tlng from the IT infrastructure in the form of network, event and application logs. Security
intelli se L' ine learning, pattern recognition and big data analysis to sift through millions of logs from

acro |cat|ons transla@r the aggregated data into a standardized format that is human readable, and analyse the data to
d tacks or vulnera ies.

%(lonabllity: Genuine security intelligence must be actionable for the organization. The goal of security intelligence is not
ollect, evaluate and store additional data and information, but to identify threats, and present potential threats to security

\Xwalysts in a meaningful and comprehensive way and generate actionable data that drives the informed and targeted

272




implementation of security controls and countermeasures.

* Benefits of intelligence operation. E )

° Improved regulatory and standards compliance: Tools t lect standardize and analyse log data can help IT organizations
demonstrate their compliance with a specified security standard.

° Enhanced threat detection and remediation: Dete ecurity threats is a core function of SIEM tools. These tools use
machine learning and big data to correlate events e buried in millions of log files from across the network. That leads to

faster threat detection and better response time indi ors f a computer intrusion are detected.
° Simplified Security Operations: IT organl ionstod utd ’éle many different types of security intelligence gathering
tasks through cutting-edge SIEM tools, si ng thei r&trgi*rs and reducing the cost of gathering actionable and useful

security intelligence.

Incident

response.

AC02-Backup Systems
(Spatial /Temporal)
Replication.

* Backup is the process of creating and s rrng& \datat Fan be used to protect organizations against data loss. Recovery
from a backup typically involves restori ata t rigi Iocatron or to an alternate location where it can be used in place
of the lost or damaged data. A prop@r tor@ a separate system or medium, from the primary data to protect
against the possibility of data loss due software failure. The alternate medium can be an external drive or
USB stick, a disk storage system, igor tape drive. The alternate medium can be in the same location as the

topri

primary data or at a remote location:sLhe possibility of \weather-related events may justify having copies of data at remote locations.
The purpose of the backup |s ate a“eqpy)of (i% hat can be recovered in the event of a primary data failure. Primary data

failures can be the result of r tlure, data corruption, or a human-caused event, such as a malicious attack
(virus or malware), or acgide elet on at ~%Ckup copies allow data to be restored from an earlier point in time to help the
business recover from a&ﬂs ned gven As m backup is the process of backing up the operating system, files and system-
specific useful/essential dat pr “8ss in which the state, files and data of a computer system are duplicated to be used
as a backup or data te \A/he e pr ry system data is corrupted, deleted or lost. The purpose of a systems backup is to
provide a means t &gre i t rrty computer system in the event of a hardware/software failure, physical disaster, or
human error. A's %'n.b

up ¢ sg&ts ither a full backup (copying everything that is considered important and that must not be
lost), incremen a up opies of the files by taking into account the changes made in them since the previous backup) ,
or a combi r

nati esttesults, backup copies are made on a consistent, regular basis to minimize the amount data lost
between b &.@ ume ses between backup copies, the more potential for data loss when recovering from a backup.
Retainin Itiple copies of da@;’p ovides the insurance and flexibility to restore to a point in time not affected by data corruption
or mall tacks

. Re@on is a process of copying and maintaining database objects. The replicated databases are monitored for changes and
res nized when a change is made .Database replication makes a copy of data accessible from many various servers instead of
ssing one central server, or enables many servers to behave like one (parallel query processing). Replication considered as a
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mechanism for creating data backups. \S

* Spatial replication: The idea of this strategy is the creation of s Sﬁ&opies of a system. Each replica of the system has its own
duplicates of the system’s important information, which is sync ized (Several copies in different places).This approach is most
suitable in cases when only the minority of the replicas is af?ed by human error. Consequently the greater proportion of the
replicas is accepted as the correct state of system.

» Temporal replication: it keeps more than one copies of Wlth each one having its own replica of state of the system. The
replicas used in temporal replication are not synchron ve aI copies in different times). Temporal replication makes use of a
current copy that represents the actual state of the ver replicas (historical) will represent the situation of different
states in the system’s history. Requests to the system et uman operator input are only affected on the current replica.

Incident
response.

ACO03- Remote Memory
Wipe For Lost
Equipment.

This approach works well for cases whereby hu@ors affec 3e 'sy state

» Remote Wipe is a system capability or software tlorrvvher an alstmlnlstrator has the ability to remotely delete and destroy data
on a device or system (totally erase the deV|c ase thetlevice gets lost or stolen) . This feature is often present in the
context of mobile device management o rlsk agement systems usually have a remote erase function. Remote
Wipe is an effective way to prevent ac i address security concerns in Bring Your Own Device (BYOD)
policies and security gaps in dlstrlbu pan y C utir@letworks. Wiping a device is the best way to ensure sensitive data
stays out of the wrong hands. Whe dev ce st@stoleny.or otherwise compromised, the company must take action to prevent a
data breach. So organization must r 0 ipe for lost equipment.

Prevention

ACO04-Automation.

« Automation: The use of |nf ion te oI | S make decisions on behalf of the user .Such as would be to have a popup
menu appear on an employe éF scréen givinlg notification that it is time to change their password. Automation is highly
commendable in cases Is Z;:I;zy‘ |§Slble for the system user to do the work. An example is where packets are
checked by intrusion p% systems/at d that exceeds that of a human systems administrator. Since many security
failures are attributed %J n¥it co e wise to use techniques that involve minimum human intervention. The major

is that itlis m e pr d&table and accurate that its’ human counterparts. An example of automation is the old

m to decide on whether to clean quarantine or ignore a detected virus. With the modern
AH ses are automatically cleaned upon detection. The main purpose of automation is
ckUces

overcoming poekus

pragra
(Q' cisio
. Orgamza@ruld efaowj 0

mQé;n in the processes that can be automated to reduce human error.

Prevention

ACO05-Data
Encryption/Password
Protection.

« A password is a series of c'hafacters containing alphabets, numbers and special characters. Password protection means only
author sers or the ones who know the password can access the desired information. Password protection is a security measure
put i to protect sensitive information accessible via computers from unauthorized access.

p

tion is process of concealing information in such a way that only authorized personnel can access the information encoded
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anyone with no access to the information. To hide the information, rucial pieces of data is required: the cipher and the key.
Cipher is an algorithm and the special knowledge required to decrﬁtt encrypted data is called the key. So, a cipher is basically a
key to the code.

within files and unauthorized users cannot. Encryption means to hi% aformation or data into something that is unreadable to

* Data encryption and password protection are using in order m)tect sensitive information from falling into the wrong hands.
Organization should enable data encryption and, Password p ion on storage devices.

AV s

Prevention

ACO06-Wireless And
Bluetooth Safeguards.

uen

radio waves. It is an open standard for short-range y (RF) communication. Bluetooth technology is used primarily to
establish wireless personal area (WPAN), ad hoc or r-t 'P) networks. Bluetooth technology has been integrated into
many types of business and individuals devices, iEuding cellular phones; personal digital assistants (PDA), laptops, automobiles,

« Bluetooth is a wireless technology standard used @gin? data between fixed and mobile devices over short distances using
i\ fr

printers, and headsets. Bluetooth a technology persanal networks between a wide variety of devices to transfer
voice and data without the need for cables. Bltetootl® devices eaSily connect to each other. This was the intent when the
specification was developed. Consequently, etooth in a manner that provides for easy connectivity while
exposing the information assets of individ tion reater risk.

Blth enabled cell phones, smart phones, PDA's, keyboards, and mice
in the workplace. The possibility of it inter ;]/1 okganization's network also grows. This number of wireless devices is
increasing the potential for infor sse% iséand the potential security vulnerabilities that mobile devices present. The
more that employees and contra e nfobil viceéfb access organizational systems, applications and data, the more important

it is to protect such access. &
p N . A
* Given that mobile deviges a inherti:tly v@lrgets used outside the organization , and thus also outside its firewalls, threat
xpo;r

* Any organization might have hundredsyor<thousand

2y

4

management, spam and filte’; g, other protection tools, it's important to apply a battery of best practices to use of
mobile devices to kee nd lgsS'to a minimum.

<

* Organization mugf take se asu{:%%hat can implement to secure mobile devices, that Bluetooth-enabled. It's essential to

prevent the mobi s3@«0’% fromop him;:}1 authorized means of access to information and other assets. Organization must develop

mobile securit S pra?' can elp protect mobile devices and their users from unwanted exposure or unauthorized
evi

ic
disclosure of adigo infor gy Organization must enable Bluetooth safeguards (disable or protect these devices), either
swé' Jorg

+ s (D

incorporate ‘? ation's security architecture, or ban their presence altogether. If organization can't secure it, it
doesn't ngm) uch or interactc\gu organization's network.
\

* The ing practices aim at securing the Bluetooth-enabled devices themselves.

works. It's important for organization to be proactive; doesn't wait for a Bluetooth-related security incident to occur.

\5@ eate a policy: Organization must accept that Bluetooth technology is out there and has the potential to interact with their
I\
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Instead, organization must develop an organization policy thatedis€usses the use of Bluetooth-enabled devices and defines
how these devices can interact with the network. The policy sh dress three main areas:

1-Support: Bluetooth-enabled devices are not a supported fe;wolog)a and no one should connect them to the organization
network.

2-Data: No one is allowed to store any organizatioNg)a on any Bluetooth-enabled device specifically, passwords and
usernames.

3-Repercussions: Discussing in detail the pen@h/iqléryhis policy.
= Scan for devices: T i
| &
After organization created and distribute polic‘y, ti rej:@ended performing a wireless sweep to determine whether
ecupi boY_ ries.

Bluetooth is active around organization'é?'y!slca
* The following practices aim to protect M and appli atioz%%ed in the Bluetooth-enabled device.

° Mobile devices need antimah@sof% y&\r@oyee who wants to use a mobile device for work should install and
rt

update antimalware softwarﬁgjhis or hohe or tablet.
0 S

° Secure mobile com ications: Ally mobifé=device communications must be encrypted, simply because wireless
communications are so to wam& oop on. Any communications from employees who want to use a mobile
device to access appli€atiens, servicesjor remote desktops or systems should require use of a VPN for access to be allowed
to occur. °Requi g authentigatio d use Password controls: Employees should be instructed to enable and use
passwords to access their vites, beyond that, mobile devices should be used with multiple forms of authentication
to make sure 0S5€sS a mebile device doesn't automatically grant access to important information and systems.
Organizatio@d sider whether the danger of loss and exposure means that some number of failed login attempts
e de ige :pe E)@ternal storage clean (ability to remotely wipe a smart phone or tablet).

ware:—Organizations that allow to employees to use mobile devices in work should establish
policiés, todimi the@se of third-party software. To prevent possible security breaches resulting from installation of
rog <‘[i\mare, repleté with backdoors, and require such employees to log into a remote virtual work environment. Then,
thﬁ&y information th@ées to the mobile device is the screen output from work applications and systems; data therefore

®e§|:t persist once the remote session ends. Since remote access invariably occurs through VPN connections,
%r unications are secure as well, and organization should implement security policies that prevent download of files to

0 obile devices.
° Create separate, secured mobile gateways: It's important to understand what kinds of uses; systems and applications mobile
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controls in place such as protocol and content filtering and data prevention tools keeps mobile workers focused on what
they can and should be doing away from the office. This aI& adds protection to other, more valuable assets they don't need
to access on a mobile device.

users really need to access. Directing mobile traffic throua sgcial gateways with customized firewalls and security

° Require secure mobile devices: Mobile devices should be configured to avoid unsecured wireless networks, and Bluetooth
should be hidden from discovery. For examples, when phones is not in use Bluetooth should be disabled.

° Perform regular mobile security audits, penetkati tﬁ@ting: At least once a year, organizations should hire a security
testing firm to audit their mobile security an penetration testing on the mobile devices they use.

and wearables), and other equipment (printers video came 0.be’connected and interface with the Internet without cables.
with jwirelgss forrthe employees to work wherever they wanted within an

* Wireless networking is a technology that aIIo%;vﬂices such asc m'&)@é‘rs (laptops and desktops), mobile devices (smart phones
mcégw sers were no longer forced into working from their desk or

Organizations created a good deal of flexibili
organization’s. It will increases in agility, prodactivit
conference rooms where network drops regided: B

points of access for data or hackers n‘%{ ess
devices and in online accounts. So it i

AN
* Wireless security is the preventi nau‘@’\ﬁtc eé&or damage to computers or data using wireless networks, which include
Wi-Fi networks. The most com e i8 Wi- qsec@, which includes Wired Equivalent Privacy (WEP) and Wi-Fi Protected
Access (WPA). \

- \
» Some security practices to IWe'nt w#‘eles 0
ert

° Wireless routers c{ 0 RQH'\

°Using a secure&s‘wor in urre@st practices to make sure it’s not easily guessed or cracked.

1 O
° Not broe@or nizati GZ&D and when naming the network should making it not easy to guess and making sure that
dogsn’tJcall a

irel an be risky. Wireless networks connections can be vulnerable
ee’ nnection and compromise sensitive information stored on their
gar@ ion security weaknesses before they’re exposed, not after.

organizati ion to organization.

oesn’t
° Organiz shoul ot"aIIoWany guests onto its private network, and create a separate network for organization's guests in
organi n wireless acc Y)oints (WAPs) and then provide them a passphrase when they visit organization's offices.

Or:&u@tion would have a system that generates unique access for them.

anization should uniquely connect users to wireless network. Uniquely authenticate each user to organization's wireless
nétwork is an important item for wireless security. Providing authenticated access to the wireless network requires IT
anizations to implement RADIUS servers and connect those to a central directory service. RADIUS server lets organization
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maintain user profiles in a central database. Hence, organizatio i control over who can connect with the organization's
network.

° Organization should adopt per user (or group) network sé&mtation with VLANSs. Network segmentation via VLANS is
important step for improving organization wireless securi e organization can segment it's network so that only users
assigned to specific network segments can access those segments. When you utilize a network that has not been segmented, all
users are on the same network. That means different em%lves from different departments share the same network space. For
example if computer of an employee in finance sec ad compromised. That means the entire network is open to that
attacker. When organization segments the network the ,finance section would be compromised. This does limit the attack

greatly. \ \d‘

Prevention

ACO7- Standard
Systems/Email
Safeguards (anti-
phishing, anti-malware
etc), prevention system
(IDS/IPS,DLP),
Firewalls, APT
Prevention, Accesses
Control, Static And
Dynamic Software
Code Checkers, Data
Classification, |IAM.

* Organization should employ automated tools to'eircumvent po l"lser(;)di@asions, such as developing software to better recognize
threats in email messages. N
P 4

‘Yg
* Organization should use anti-malware which'nclud W pywa@*,’viruses, phishing, spam, and email attachments).

(ID@% s a software that automates the intrusion detection process by the

* Organization should employ intru3|on ion
process of monitoring the events oc nacom m or network and analysing them for signs of possible incidents,
of computer security policies, accept- able use policies, or standard security

which are violations or imminent t| eats ﬁo?
practices.
@ S

* Organization should employ. ﬁismnv%e}tlon@s’tem (IPS): is software to detect and prevent identified threats. Intrusion

prevention systems continuously monitormetwork klng for possible malicious incidents and capturing information about them.

The IPS reports these events t@ syste s and takes preventative action, such as closing access points and configuring

firewalls to prevent fut% ks. 1 S S |£Jt|0 can also be used to identify issues with corporate security policies, deterring
ue

employees and networ mgb rules these policies contain.

I
* Organization sho ﬁabss p ntion (DLP) software to recognize possible harmful sites, email practices, and other
threats it is a tec yf theearly fection of data exfiltration attempts by a malicious or unintentional insider. DLP monitors
traffic and prevents sensi };e a f&)rQIJe ving organization' network. It is performed in three steps:

N\
1- iscaVi 2 é\

\Aaked confldentla{@a a identification.

Organization policy enforcement.

lea‘uon should employ firewall: is a network security device that monitors incoming and outgoing network traffic and
d whether to allow or block specific traffic based on a defined set of security rules. A firewall can be hardware, software, or
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both. \\g—

* Organization should employ advanced persistent threat's preve |;5n )ystem. (APT) is an attack campaign in which an intruder,
or team of intruders, establishes an illicit, long-term presence on ork in order to mine highly sensitive data.

* Organization should employ access control system: is a securitgtechnique that regulates who or what can view or use resources in
a computing environment.

* Organization should employ static and dynamic so rgcodj checkers: is a software verification activity that analyses source
code for quality, reliability, and security without ting the code. By using static analysis can identify defects and security
vulnerabilities that can compromise the safety and s ity of al ication. Just analysing the software without running (static),

]

on other hand analysing software as it is running (dynamic). | C}Y‘
* Organization should employ data classificatiorsystems the ocesé:\of organizing data by relevant categories so that it may be
used and protected more efficiently. \ Y\_v

* Organization should employ (IAM)qu%ACC 3053 agement: is a technology defining and managing the roles and access
privileges of individual network use&% he circ ancesyin which users are granted (or denied) those privileges. The core
t

objective of 1AM systems is one digital i en% irlg\l dual. Once that digital identity has been established, it must be
maintained, modified and monitor ugho u (&access lifecycle.
()

@

Detection

ACO08-Security
Information Event
Management (SIEM)
Systems, Software to
Recognize Bogus
Emails, EDR, UEBA,
CCTV, RFID.

 Organization should emplo M) ~syste :“is@‘:tool that is responsible for centralizing and analysing logging in one
management platform, it collectSwinfo i hrong\h secure network channels from various security-related logs (ranging from
client workstations and serv ap;ilica S REYS, antivirus software, network devices, honeypots, firewalls, IDSs), and any
other sensors in the net% en correl iné tlgb‘events among them in a database by matching any related characteristics and
lows' the -inforratior “security administrator to quickly search for events and possibly identify malicious

S

events .This approach al
insider activity befor, Mcursl, 0 ad ining tool and evidence for forensic investigations after the accident occurs , and
safeguard that can ésgand e data@a ge

l
* Organization shi employ S aré’t?recognize bogus emails to avoid Phishing and scam emails.

3
. Organizat% 1d EDR&Endpoint Detection and Response: is an integrated endpoint security solution that combines
real-time C:;St us monitoring %ﬁﬂ'collection of endpoint data with rules-based automated response and analysis capabilities. The
tools pri focused on detec&ing and investigating suspicious activities and traces of such problems on hosts/endpoints.EDR is
focus LOq)roviding the right endpoint visibility with the right insights to help security analysts discover, investigate and respond
to ve@nced threats and broader attack campaigns stretching across multiple endpoints.

Organization should employ (UEBA) User and Entity Behaviour Analytics: is a security process that takes note of the normal
conduct of users. In turn, they detect any anomalous behaviour or instances when there are deviations from these normal patterns.
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system would be able to detect this anomaly and alert them imme .UEBA can analyse the behaviour across multiple users
and ICT devices, such as routers, servers, and endpoints in orderx detect complex attacks and to detect potential intrusions and
malicious activity and to detect users and entities that might compromise your entire system.

For example, if a particular user regularly downloads 10 MB of ﬁl; e%ry day but suddenly downloads gigabytes of files, the

* Organization should employ (CCTV) Closed-circuit tel visig for video recording of employee job performance and detect
employee’s activity to reduce and stop data loss. 9\[

* Organization should employ (RFID) Radio-Freque Zenthfication: is a technology uses radio waves to identify people or
objects. It can be found in car keys, employee identification, ical history/billing, highway toll tags and security access cards. It
can used to track employee movements and help pro the?w a 0 secure locations. An example of tracking employees can be

an organization's basic attendance system. Usualggmpani S g‘l'? 7acl;_~§1'ployee an ID badge.
A
i
‘% J X
T N
Y, S ¥
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Table 4: The proposed relations in the Initial (UITCM)/Second Version

A

response) [ |Behaviour

No Relation Description
1 Managerial [ [/ Defence Tools | Laws and regulations, policy enforcement, ProcedurénStandard and Best practice fall under the administrative controls
(Detection,  Prevention, Incident | (Managerial group), they clearly show the accept e of an organization’s system, network, and information and

what is expected from employees and also th
theoretical side from the cyber security progra

0sSible consequences of violations. Thus they are the documented
prO\}ides a roadmap for effective security. Whereas, Prevention,
Detection and Incident response tools are the nical a rational side of a cyber security program to increase the
chances of preventing, detecting and responding to insi thm@t’s (Detection, Prevention, Incident and response
groups).Both the administrative contrq@b and techicdl &%‘htrols side represent together an effective security
program that is able to both, dealing it igcidents pro tiveiyand can respond to incidents quickly, through control
measures in place, rules and controls’ det nd get alerted about the actions of its employees.

er ﬁgjce deterrent measures that control employee behaviour

Administrative controls and techniga
eir sequences, to proactively protecting data and to ensure

and reduce or prevent their eribrs an
compliance with regulations, S, it @vents the occurrence of the accident or mitigate its potential
risks. Managerial group has. a direc uence, on, controlling the employees’ behaviour. Laws and regulations,
imposes using the techni ntrolzg% dopting control measures in place, rules and controls that leads to
controlling employees' iour.@Ther

tools (incident responswﬁt entio
to impose and adopt.defence

ion groups) and behaviour group. The managerial group is responsible
i i ization, (Detection, Prevention and Incident Response) which in turn
constitute deterre sures E‘at ployee behaviour and reduce or prevent error and its consequences. For
example law and% ions, imposes using (SIEM) systems and CCTV which detects negligent employee behaviour.
Law and regulations;¥im ing @dmation for password changing reminder to enforcing employees to change
their devices %N)rds, and’i pos@dopting remote memory wipe In the case employee lost his device.

-

Managerial [1[]

Culture 1 Behaviour.

N N
Organizationak.culture ¢ '&tsm§~t’he beliefs, practices, attitudes, behaviour, reputation and ethics of an organization
and its aem/eecs'[Gr orths influence individuals’ security behaviour. Thus, perceptions of risks are influenced
by th %al text i h they are formed. What is perceived as a risk is shaped by cultural beliefs, social
rel ips, p Wgréfati ips, hierarchies, knowledge, experience, discourse, and practice in organization. People
genéxally follow group s, and therefore if the group considers information security to be an important and serious

pg%w , then it is more likely that the individuals within that group will value and follow the security policies.
“€o

ersely, if risk-taking is accepted within the group, then it is likely that greater risks will be taken. Organizational

--ij"-" practices, laws, regulations, procedure, standards, processes, and written values inform and shape

N organizational cultural knowledge, actions, and, ultimately, perceived risks. They also provide guidance on what

{ behaviours are deemed appropriate, ideal, or inappropriate; they establish expectations and inform cultural knowledge.
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It is important to make all employees all employees receive
the employees are made aware of what is expected from theif’j
are clearly agreed upon and having security awareness tgi'nl , with a specific chapter dedicated to unintentional
insider threat in order to explain what is expected from t nd which threats they might be exposed to. Laws and
regulations should set strict organizational rules, provi%a penalty against any person who exceeds organization's
policy or violates it's rules ,then enforce policy and procedures to ensure compliance with regulations, rules, laws, to
deliver a clear message of information security poI%Vthe rest of the organization and develop individual values,
institutional values and behavioural expectatio r the organization to support the implementation of the
management system and deploy security cult mitigate risks. Based on the above. The UITCM proposed a
relationship among culture, behaviour and erial group The Managerial group is responsible for spreading the
security culture in organizations and the organizational c tly influences employee behaviour. For instance,
group norms can affect individuals’ pass behaviour. If hﬁ ation's laws and regulations, provides for penalty
against any person who exceeds policy ssword sharing, f fore, refusing to share a password could be seen as a
compliance with the organization's y _pdli nd QBT a sign that people do not trust their colleagues.
Furthermore, policies regarding the rep@rting less pbehaviour of a co-worker can help in defending against the

unintentional insider threats. c\, °\

~NJT XL

n a copy of organization's policies. Through this,
les and the penalties for violation of these policies

Managerial
behaviour.

[I[1Psychological (1]

Psychological problems such M side effe and\mental problems can negatively affect operator performance and

can contribute to errors. Or atlon égulatlons should consider psychological problems of employees
and thereby reducing the 6% s related to working under the influence and encourages greater
responsibility among e%es who se harm to information system. Thus the UITCM proposed a
relationship among ps gica wou&‘t—ind managerial groups. Where physiological state affects employee
behaviour and man gr up s Jresponsible for mitigating risks of physiological employee state, by some
procedures such C saryt sts andisuitable work environments. For example if organization's laws and regulations

impose mental abi tes g.tesbas a condition of employment , potentially non-trustworthy candidates can be
identified at%hczﬁh; and.avoid those who may cause harm to information system.
&
NS
O

530

N
& %
Q S
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Managerial [IProcess
[IPsychological Tbehaviour.

t

errors. Similarly, problems in work setting and managemefit ems, such as lack of available qualified staff or
inadequate or flawed policies, may lead to increased workload, increased stress, or other factors that affect information
processing and decision making and lead to errors and failtises. Problems with work planning and control, such as
changes in routine, can affect performance through in d fatigue or stress. Deficiencies in employee readiness
tends to negatively impact performance due to insufficient knowledge for correct task completion, as well as
associated anxiety and stress that further affects judg%@qland decision making. Stress is a major contributing factor to
human error. Stressful situations include unfamilia ceptional occurrences, incidents that may cause a high loss of
money, data, or life, or time critical tasks. performance tends to degrade when stress levels are raised.
Intensive training can reduce this affect b ing u !ual ituations a familiar scenario with drills. However, the
cases where human beings must perform at theibest to a Jhazards are often the cases of most extreme stress and
worst error rates. According to this the Ul relationship among process, psychological, behaviour, and
managerial groups. Where work proc ological state of employee and physiological state affects
employee behaviour and manageria g%r controlling work processes and for its effects on
employee behaviour. Therefore whef det ing theYrelationship between process and behaviour groups,
physiological group must be taken“inte account, Likewise, when determining the relationship between process and
physiological groups, behavi p mu ke@to account. Since they are related and managerial group can

ample if organization's laws and regulations do not consider

mitigating risks of physiologica playee st
work planning and work se% that O{i@a? j@feasing fatigue or stress. Thus, it affects employee readiness and
then his performance and g ntribtte torh m@’%error.

L.

Problems in data flow and increased workload both can nef: ively affect operator performance and contribute to

283




APPENDIX F: MODEL VALIDATION QUESTIONNAIRES

Model (UITCM)

ROUND 1 : Evaluation of the proposed Unintentional Insider Threats Counterm?

1. Research Background

An unintentional action usually may lead to financial losses or affect the reputation of
institutions. The actions can be due to activities such as sending mall containing
sensitive information to wrong address, or accidentally publishi sitive
information to the public or by the loss of laptops or memagy that contains important

information, these actions known as an unintentional insid t. t'lase threats
ecurity, procedure, or
e

happen due to the employees unaware about the relate

guideline in the organization. This study proposed a eonceptual model N\
countermeasure towards unintentional insider thre@ ' _{')
4
<

2. Objective \, o\

The objectives of the study are: \% é
t

T 0 a;lwnintentional action
orm

a. To analyze the is rel
made by employees who dé I seon& a@in Malaysian

organizations. “ 43-

b. }N'alu tMm@f the proposed model
against the uni ntimside{%:f t‘o @d in organizations. This
evaluation is to%ieved by aski txqzrlts of the field, questions about the
componer@esignp opos@édel.

&L
3. \ s P t}lpaqé-/
An expert %relev nt knowled e(t_gthe research area. Participant can assist in
the deve r%f aPe count rm%re model to mitigate unintentional insider
ﬁe:
n

threat rganizations. Al pet?e al details will not be included on any written
matg& IS questionnaire m\)&ny publication and the research.
\ Questionnaire Process

cipant will be asked to read and evaluate the proposed model and answer
&e tions about components, design of the proposed model. Participants are required
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. Review the design of the proposed model and evaluate

the relevancy of the components.
. Check whether the proposed model meets theﬂg

requirements, theoretically valid, readable, and adaptable. : co

The study will use Delphi technique and the questionnaire will be in t ds:
. Round One (Open-ended questions).
. Round two (Close-ended questionw

For each round participant will be given a minimum o@ to fdl\dt?(efeedback.
@
N4

QUESTIONS & ANSWERS (Please refer to U@Aodel. df cl‘ attached

as a separate file).

Please answer all the following questiR
Participant Information

\ _\
Q1: Please fill the table. ) QAT 0}&
‘% Q-
Gender \

]
Position Y \S‘
K g ! Fl R
Total years of working exp
k)

N | %V
Theoretical validit s | o

Q2: Ineval g this riodel as€ i (rﬁ‘y any aspect that is not appropriate and

relevant i e ele en;o hednodel.
Remov: Reason far removal Y‘

d
N
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Q3: In evaluating this model please identify any countermeasures aspects of
unintentional insider threats that are not covered in the model.

Add Reason for Adding c é :
4

Q4: Please identify any aspects of the model that can be roved.

Improve Reason for Improving ' B z
| _{?

Q5: Can the model be used in the izatioma iy@wsed, and how can

it be useful? N,
; o ¥ d Q(:)

Readability an%

Q6: Are the t sed tﬁe

your sugg impr!?/e i’?
1 'Y a

!
dél c&%?and easy to understand? If no, what is

S

N,
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Q7: Are the relationships between components of the model are logical? If no, what

IS your suggestion to improve it?

Q8: Is the model readable and understood? If no, IS your sugge or to%
improve it? |
4
> ~ ‘\T

- - -~
NS
(ﬁz \';,Pl.l §
**Thank you for y a{illingnf icipa “t,his questionnaire and it is highly
appreciated. & $ ‘Q
\ .? T
2.9
[ 53¢
:V.), >
N
e

(—)
&
S
S
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ROUND 2 : Evaluation of the Unintentional Insider Threats Countermeasures Model

(UITCM): Revised Version
Questionnaire Title: Evaluation of the Revised Version of Unintentioni ﬁ!@r

Threats Countermeasures Model (UITCM)

Round 1 Finding: Y'

Delphi method was used in this research. Delphi required
evaluation. Round 1 findings should be shown in the beginni
Questionnaire.

@
Round 1: ' L}Y'
=\
There are five participants took part in the Round 1 stionpai X
NV
Five participants have completed the questl% Thg\ y of fi gs can be
<<

referred in Appendix A. c

Round 2:

Participants are required to compl uestlonh‘ai S 6&; e updated/revised
a

version of UITCM Model. The mo S been revis nd ated based on the
comments in Round1. \ io

Questionnaire Process é\

Participant will be ask a and Sh r ed version of the model and
answer all questlon elate ot artl p ts are required to:

. & eview the d\
the relchgoft e gom nehtsc')b

eck v(_gther the revised model meets the use’s

% ents,theo ia ly ‘«é\d readable and adaptable.
The st

use Delphi techn&nd the questionnaire in Round 2 will be Close-
stions. N

Partieipant will be given a minimum of one week to send back the feedback.

of the revised model and evaluate

QThank you for your willingness to participate in this questionnaire and it is
highly appreciated.
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QUESTIONS & ANSWERS Y-
(Please refer to UITCM Model.pdf which attached as a separate file.) c\

Please answer all of the following questions based on data gathered in m&l -

Theoretical Validity YV

Objective: The objective of this section is to review relevancy oﬁbv)mponents in
the model.

QL1: Please rate the RELEVANCY of the components in t el. Fiatlng Scales
are from scores 1 to 3 with “Not Relevant, Relevant rongl, ey
accordingly. \ [ ?
i
Element Not Relevant Strongly
relevant
Relevant (2)
@)
1)

Law and Regulation, Policy Enforcement, Proced v I & i
Standard, Best Practice, Baseline, Standard \, O

Operating Procedure (SOP), Guidelines.

¢ N2 ) A
Maintain Employee Readiness. ’37 ) \’\
‘P‘
Improve Data Flow. 5 i « Q7
N &
Effective Security Practices. ' '—Y ‘\Q
N
Maintain Staff Values. i ' l 0<
Improve Design of User- Sys;em I’erface un ¥ g <</
£
Affordable Access to Nealth/[rrug eatment ‘é"'
Services. & )
b2

Vs
Appropriate TI@E onees I C—;J
ctiv:

Team- bU|Id|§
Improve Gsi

&
o
A"

Risk Analysis And Auditing.
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Incident-driven Reviews (Policies, Practices,
Training Materials).

Periodically, Fully Re-evaluate Risk.

Ethical Hacking.

Regular Vulnerability Scans.

Developing Incident Response Plan.

Monitor Employee Behaviour.

4}»%1

Trust model With Permission Authentication From
Higher Level Employee.

4

Collaborative Reinforcement Model.

Mental and 1Q Test.

7

Drug Testing.

R0/

The Cognitive Reflection Test (CRT). b 4 v

Stimulation Of Risk Perception. ‘ N X
A ot \

Security Education, Training, Awareness, \

Instrumental Conditioning.

\,

Usability of Software /Security Tools.

~
2
O

Encourage Following of Policies. : ’ / »Q
& A
Employee Assistance Programs (EA " B

N
enti S

Respectful And Calm Workplace Envir
Watermarking Forensic, Intélligenc Operatior'
Backup Systems (Spatial /Temp

ooy

Remote Memory Wi@t Equipment. 4

Automation.

Data Encryption@rd P

Wireless

anti- e etc), prevention system
(1 ,DEP), Firewalls, APT Pre on,
e Control, Static And Dynamic Software

ckers, Data Classification, |AM, Website

A 4
Standar %/Email Saféguards (anti-phishing,
| N
|

urity Information Event Management (SIEM)
stems, Software to Recognize Bogus Emails,
EDR, UEBA, CCTV, RFID.
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Usability
Objective: The goal objective of this section is to review the usability of the mvv

Q2: The model can be used and adopted in organizations. c\

Yes | No

Q3: The model can be used in organizations that deal with confidential information.
Itcan be used as a guidelines and a checklist that help i

Yes | No

Q5: The con M

Yes | No

'\erall, the design of the conceptual model is readable.
Yes | No
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APPENDIX G: SAMPLES OF EXPERT RESPONSE VIA EMAIL

Archive
Spam
Trash

A Less

Views Hide
PN Photos
Documents
Subscriptions
Shopping

Receipts

¢ me g »

Travel

Folders Show

== Subscriptions

@ Shopping
B Receipts
5= Travel

Folders Show

3 Move Q spam

DR. S.M.WARUSIA MOHAMED BIN S.M.M YASSIN <sm.warusia@utem.edumy: /=
To: Zainab Ekrim

B Archive W Delete

Waalaikummusalam Ms Zainab Ekrim,

It is my pleasure to be one of the evaluators.
Thank you for your invitation.

This is really a good effort.
Attached are my comments.

Thank you.

Warusia Yassin, Ph.D.

Senior Lecturer,

Department of System & Computer Communication,
Faculty of Information & Communication Technology,
Universiti Teknikal Malaysia Melaka

Tel: +606-3316745 | +60165358502

email: s.m.warusia@utem.edu.my

Information Security, Digital Forensic, and Computer Networking (INSFORNET) Research Group

Please don't print this e-mail unless you really need to "Please consider the environment before printing"

Round 1.docx

- -
R\

N

LER: o
®

Archive
Spam
Trash

A Less

Views Hide
Photos
Documents
Subscriptions
Shopping

Receipts

vy mep e 3

Travel

Folders Show
B Documents

is= Subscriptions
W Shopping

B Receipts

= Travel

Folders Show

Bl Archive B3 Move I Delete @ Spam

DR. S.M.WARUSIA MOHAMED BIN S.M.M YASSIN <smwarusia@utem.edu. /=
To: Zainab Ekrim

Assalammualaikum,

Good.
The feedback is attached for your further action.
Thank you.

Warusia Yassin, Ph.D.

Senior Lecturer,

Department of System & Computer Communication,
Faculty of Information & Communication Technology,
Universiti Teknikal Malaysia Melaka

Tel: +60165358502

email: s.m.warusia@utem.edu.my

Wed

Information Security, Digital Forensic, and Computer Networking (INSFORNET) Research Group

30

2021 at 10:57 £

Please don't print this e-mail unless you really need to "Please consider the environment before printing”

Round 2 Q... .docx
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APPENDIX H: QUESTIONNAIRES RESPONSE SAMPLES

ROUND 1 : Evaluation of the proposed Unintentional Insider
Countermeasures Model (UITCM)

Participant Information

QL1: Please fill the table.

Gender Male V
Position Lecturer '
]
Total years of working experience 21 Years ,
®
é\ [ S
Theoretical validity P 4 b &

T NV
Q2: In evaluating this model please identiw pect \lmot ag@iate and

relevant to be in the elements of the model. W
%

Remove Reason for removal \
N,

None C) \Y V4 /‘\__\—”

o i Aé?
Q &
s

Q3: In evaluating this odeiglease identifyrany ermeasures aspects of
unintentional insider threatsjthat arg'not v;re&/in the model.
l\ b

\
Add on fof Adding "
‘;\} r&

1Q testing Wg | teging arate f(ﬁ%ﬁental problems testing can improve
ological ev atfn a&/ nitoring.
anb

thic cking can be @d improve employee response to different types of
Ethical h% security f) T
S
N

3
N
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Q4: Please identify any aspects of the model that can be improved.

Improve Reason for Improving
Behaviour : Can be improved by adding permission authentication from higher Ie

Trust model
Must be described clearly to distinguish between legal and illegal o it

Drug testing must be related to a good health insurance system that manage drug

\%

Q5: Can the model be used in the organizations? How it be SM‘\OW can

it be useful? —} Z' 'C}

It can be used in organizations that deal with confidential information related to their
type of work or employee.

~

~
<<

O

A

Q6: Are the terms used in the mo gﬂgr an xn e@and? If no what is
jon to improve 0 S

your suggestion to improve it?
a \ 4

Readability and understandability

The terms used in the model are clear an easy to understand. Abbreviations can be
added to some will known terms like user system interface etc.

Q7: Are the r i néoreéaents of the model are logical? If no, what
is your su t0| rov it

A

the relation arrows are not clear.

The relatlonshlps between the model components logical. But the source and destination of

N
o
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Q8: Is the model readable and understood? If no what is your suggestion to improve

it?
X

The model is readable and understood easily.

**Thank you for your willingness to participate in this questionnairednd it is highly

appreciated.
ROUND 2 : Evaluation of the Unintentional Insider Threats gunt‘rn‘m\gwloug

(UITCM): Revised Version é I ' _\L}
b \/Y”

(Please refer to UITCM Model.pdf which attachedyas a separatefile). \X\T

Please answer all of the following que@ed on her%‘iq round 1:-

Theoretical Validity j
? () 4 Q(?
Objective: The objective of t}w ion is torevi relﬁﬁdcy of the components in
N

the model.
Z N
4 ¢ &
QL1: Please rate th LEVA \H-he co ents in the model. Rating Scales
are from scores &v h “Not Relévant, vant and Strongly Relevant”

accordingly.c‘\ ‘\" C.,O

Element Not Relevant Strongly
relevant
Relevant 2
®)
1)
Law,and Regulation, Policy Enforcement, Procedure, /
&Best Practice, Baseline, Standard Operating
P e (SOP), Guidelines.
alfitain Employee Readiness. /
Vﬂprove Data Flow. /
Effective Security Practices. /
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Maintain Staff Values.

Improve Design of User-System Interface (Ul).

Affordable Access to Mental Health/Drug Treatment
Services.

Appropriate Time Off For Employees.

Team-building Activities.

Improve Design of Work Environment.

Improve Work Planning and Control.

Improve Work Setting and Management Practices.

Command And Control Centre.

Incident Logs.

Materials).

e
Advisories. -~
" g
Risk Analysis And Auditing. ) N
NI«
Incident-driven Reviews (Policies, Practices, TrainiN} 1 /

fomy

Periodically, Fully Re-evaluate Risk.

b

- L — \
Ethical Hacking. NN &"'
0 - q
Regular VVulnerability Scans. ) /
- “ 1%
Developing Incident Response Plan. A"Q /
i \ So
Monitor Employee Behaviour . ' 3 %
RN
Trust model With Permissi ication;?om ? <V /
Higher Level Employee. X/
ﬁ o /
Collaborative Reinfor, 45'
Mental and 1Q Tes\ N
& &
Drug Testing.
K
The Cognitive ection; est (C 5
Stimulation wisk Perception.
[N
Securit cation, Training, Awarehess, Instrumental /
ioning.
y of Software /Security Tools. /

ourage Following of Policies.

mployee Assistance Programs (EAPS).

Respectful And Calm Workplace Environments.

296




Watermarking Forensic, Intelligence Operation. /

Backup Systems (Spatial /Temporal) Replication. /
Remote Memory Wipe For Lost Equipment. /
Automation. /
Data Encryption/Password Protection. /

Wireless And Bluetooth Safeguards. / ?

Standard Systems/Email Safeguards (anti-phishing, anti- /
malware etc), prevention system (IDS/IPS,DLP),
Firewalls, APT Prevention, Accesses Control, Static And
Dynamic Software Code Checkers, Data Classification, '
IAM, Website Controls.
Security Information Event Management (SIEM) °
A4

Systems, Software to Recognize Bogus Emails, EDR,
UEBA, CCTV, RFID. _{')

Usability

Objective: The goal objective of thtse} IS i
inQrganizy

ions. (f)

Q2: The model can be used and a;ﬂ
Yes | No

s

/ ? l 0’
4 f &

g oy O
Q3: The model c& d i@zaﬁo@t deal with confidential information.
Itcan be useddas a guideli che t that help organizations assess the
status of thei@iti tien rei—g’i} addition it can be used to guide all the
employees Qhe ganizatiep i being safe online.

:

Readability And Understandability
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Objective: The objective of this section is to review the terms, connections, flo
design, and readability of the conceptual model.

Q4: The terms used are clear and easy to understand. : :' ,

Yes | No

/ <

Q5: The connections and flows of all of the compone@Lal. l
Yes | No .\d
~
/ e
4
¥

Q6: Overall, the conceptual design model a Ie,u\ \ %Y-
Yes | No \(0 é
, S

“
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MR ApmO2g-Sis AUy Jsng

: Monitoring-Auditing. :

1 1

O e e B e e T e B B e e e e 1 et e S it e '

: ! L o

| Organizational Countermeasures | 1 I Human factors' Countermeasures I I Technical countermeasures I l 1

1 = ]

1 I | 1

Govemance : Behaviour .- — | Incident response L oo :l :

« Law and Regulation. Policy Enforcement. I P R ' PSR T

-t = . S - il BT TR i « Monitor Emplovee Behavior. o sk bt P LLLT 1 1
2 0 Proce.dure: Standard, Best_ Practice, - H I T Trust modlerip ith P I « Watermarking Forensic, Intelligence i Dl i :
:t I Baseline. Standard Operating Procedure. > v N . 8 ” : Operation : : :
: 1 1 SOP), G i) o8 I ’ :
a8 I ( = . s « Backup Systems (Spatial /Temporal) ! : :
: II i . — Process : « Collaborative Reinforcement Model. [§ I Replication. | gt
i 1= = — = =3 . Maintain Employee Readiness. s I « Remote Memory Wipe For Lost . 1o
: l « Improve Data Flow. : I - s % Equipment. ! : :
H | | « Effective Security Practices. : : : Eswchoiopsc ol : | | P
- (- . Maintain Staff Values. i ! ;=-#1.Mental and IQ Test . ' SR
. - Improve Design of User-System P i1 || oresTestiee P Prevention == 1
Pa Interface (U1). o : 1 |- e Cognitive Refi S « Automation. i R
| I « Affordable Access to Mental . 1  dah . ) " oo .
FRT - Health/ T Servi : . I : « Data Encryption/Password . ! :
i | Ae /D g Tfeamg?; er]\;cesl. I | Protection. | : :
v' «Appicopiiste T OIE of Enplayers. : & « Wireless And Bluetooth Safeguards. =
: : I « Team-building Activities. . Y o Culture - - — « Standard Systems/Email Safeguards | $.
i 1 « Improve Design of Work Environment. o (anti-phishing. anti-malware etc). I b
: 1 « Improve Work Planning and Control. = —»1, Stimulation Of Risk Perception. : prevention system (IDS/IPS DLP), = : :
g : i - g:;g:ees\vork Setting and Management , PP L « Security Education, Training, E Firewalls, .-'%II’T Prevemion._:—\ccesses I 1 g
: 3 5 L X i @ - : Awareness. Instrumental A Control Static And Dynamic i : £
£ | - o Conditioning. : Software Code Checkers. Data : g
: | o « Usability of Software /Security Classification, IAM. Website Controls. | 1
o = Monitor : Tools. : s : F
) - - - oring H . H
: ' - - — « Encourage Following of Policies. : I 1 i
£ Rmom oo on # - Risk Analysis And Auditing. : : Doten = P G
: « Incident-driven Reviews (Policies. : . Employee Assistance Programs H fon 3| :
: Practices, Training Materials). : (EAPs). i « Security Information Event.  fg.ccooiiiiiiaiaaa. .
: « Periodically, Fully Re-evaluate Risk. : : Management (STEM) Syst s
- Et Ha g « Respectful And Calm Workplace ..‘S = Yg O R e 1’3 E s :
: ) = A : oftware to Recognize Bogus Emails. :

: ¢ : : EDR. UEBA, CCTV. RFID. &

UIT by the ethical employee |< Contributing factors of UIT >| UIT with an outside malicious agentl

Figure 1: The Final Version of unintentional insider threats countermeasures model (UITCM)/ Validated Model
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Table 1: Abbreviations of Final Model Compopektg

Abbreviations

Description

IDS

Intrusion Detection System

IPS

Intrusion Prevention System

DLP

Data Loss Prevention

APT prevention

A\ v i
N ¢
N/

Advanced Persistent Threat

SIEM Security Information Event ent Systems
EDR Endpoint Detection and Res |
UEBA User and Entity Behavi '
CCTV Closed-circuit televisign ' o
RFID Radio-Frequency Ident{¥egtion | &
IAM Identity Access Ma ent —
- [ N‘
\‘;' \V{\v‘*
19
Table 2: Organizational n rmp? res@)mponents.
fa g A
UITCM
The Organizational Countermeasures Components
Component Element Description
Governance | OCO1-Law and | » Organizations should adopt @p’r@ém that deals with unintentional insider threats and takes them into consideration.
Regulation, Policy | Security program K et of@rganization's information security policies, procedures, regulations, and standards.
Enforcement, Organization should "has | latiols, policy , Procedures, standards, best practice, baselines and standard operating
Procedure, procedure that cezﬁNith alka g& 0 ntentional insider threats.
Standard, Best
practise, Baseline, | * Informati %:Irity I!w i y of legal rules, codes, and standards that require organization to protect information and the
Standard Operating | informatiq S tlﬁrm(%ess itfrom threats including UIT.
Procedure  (SOP), A . N ] ] ] ) ] ) )
Guidelines. *Avre n is the proces@r body, responsible for ensuring that the law is put into effect. A regulation explains the details
nece hether technical, operational or legal, to put the law into effect, for example it is mandatory for businesses to dispose and
customer information in its custody when the records are no longer related to the business. Civil criminal and monetary
would be levied on anyone browsing, selling or unlawfully accepting customer’s records by law. To prevent occurrence of

d
penalti
a

ilures, regulations should be created to require employees to dispose customer’s data in an appropriate manner.
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*Policies are the top tier of formalized security documents. The %h-level documents offer a general statement about the
organization’s assets and what level of protection they should havgﬁ&lt is a set of rules that guide individuals who work with IT
assets Well-written policies should spell out who’s responsible f% seeurity, what needs to be protected, and what is an acceptable
level of risk. They are much like a strategic plan because they outline what should be done but don’t specifically dictate how to
accomplish the stated goals. Those decisions are left for s ds, baselines, and procedures, and implementing security best
practices throughout the organization, as defined by widely tested and implemented security norms in the industry. The difference
between policy and procedures is that they are generic, thep%% are there to serve as a guide but do not provide detailed specifics in
implementation. An effective information security proce ust include identify and remediate UIT.

« Information Security Best Practices are a set eline thl , or ideas that represent the most efficient of action in a given
task. To decrease UIT encompass being cautious whehyengagin pllqz_actlvmes abiding by organization rules, and reaching out
for help when encounter something suspicious. (')

-\

« A Standard Operating Procedure(SOP) i ument that,£onsiSts of a set of instructions or steps on how to execute a task step-
? v

by-step.(SOP) serves as a tool to ensure that activiti \ar.g erfor properly. Though it follows the ISO format, the document and
the process belong to the organization. W a u@pany or organization. Using SOP reduces the possibility of human
error.

* Organizations should adopt st dar osedito reduce the feasibility and likelihood of the unauthorized release of
classified information and ad@a pSai i g;:&mformatlon systems security, including characterization and detection of

r—r

UITs, for examples :-

° The ISO/IEC 2700 m tﬁ@anagemem System is a standard for information security that is  highly
uid

elines

considered in any E e curlty oli ey a
ISO/IEC1540 oﬁ iteria Standard with regards to certified security function of the ICT product. One of
the way for or |on lo i er threats is to procure Common Criteria certified ICT products.

°The ISO M standard o%ﬁwmn errors.
°Thel 5 1 ﬂSc(quwes organizations to carry out service provision under controlled conditions, which include
takln st error

dlng to ISO/TS 9@' 2016, the actions to prevent human error may include:

= Limiting excessive working hours.

Q = Putting in place a more suitable working environment.
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o

management system in order tg,a to ch
are planned, introduced, and im ented in

consequences. It can also re@in pos \G*Qqc

= Providing appropriate training and instructions.

= Automating processes. 3 :' )
= Requiring double electronic entry of critical inf n.
= Making available devices to avoid incorrect &3“0
= Avoiding distractions (such as personal ec nic devices).
= Rotating jobs. \d
Ly
= Requiring completion of inform@bﬁfore bmi sprl\(-}

= Planning of Changes.

e

The intent of ISO 9001:2015, 6,3%Planning of changes;, is to determine the need for changes to the organization’s quality
léwsmess environment, as well as, to ensure that any proposed changes

led manner. Properly planning a change can help to avoid negative
such as the reduction of nonconforming outputs or reduced incidents of

human error. o y Qc-}
° The intent of 1SO 9001% el ol iro@'nt for the operation of processes, is to ensure the organization determines and
provides the necessa ironme r thé>operation of its processes and to facilitate provision of conforming services.

Whereas, human féactors,can be critical 'Q\ﬂ‘ rocess; therefore, they should be considered when determining the environment
for the operation o

out). \

process {0} bx/avmdmg high workloads and stress for employees (to prevent potential errors, burn-

*To m

* Guidelines: Guigglings o Fra ’e‘c%mmendatlons or instructions that provide a framework for achieving compliance with
standards. They refeeh i j- r(a%’re and are updated on a more frequent basis to account for changes in technology.
Process 0OC02-Maintain -Employe E}ﬁx{e WhICh having the personal characteristics such ability, attitudes, awareness, belief, activity,
Employee calm and |on araqterlstlcs are necessary in order for them to perform the work tasks as they should.
Readiness. : s
employee readlﬁs organizations should implement practices that reduce inattention, stress and anxiety, fatigue and

By

and moral incentives, granting sick leave, boost employees’ confidence and enhance awareness of drug and hormone side
nd cognitive factors.

bor% nd effects of illness and injury such as giving breaks, use automated reminder tools to change passwords periodically,
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Process

0CO03-
Data Flow.

Improve

For an organization to get conquer a handle on its own data, it musthave a coherent picture of how data flows through organization
from beginning to end during data collection and creation, data stor@g) a use and transfer, data destruction and retention.

* Organization must be concerned with:

° Who has sensitive data, what kind of sensitive data are Rey, where are the data stored, where did they come from, why were
they collected, are they used for that purpose, are th d for other purposes, are the data transferred to other departments,
third parties, clients, abroad? Who has access, how ?g-are the data retained?

° How data are stored and transferred, which ection Jre secure or encrypted?
° What are data sources (data analysts, vendars, suppliers, né&\‘mher departments)?

° How the data are obtained (hard-copy S, tel‘ep oneg, mol%i_h, email, online, web application, mobile application, desktop
v

application, fax)?
pp ) N <

° What are the places in which w sto?éd, th physically and digitally (e.g. databases, filing cabinets, tapes, network
share drive, external hard-drive\ al lapt d @Stify where these physically are?

° Where are the data proces@djnd %b%y pétransferred to (manual processing, digital processing, other departments,
org,and a

agencies, clients, vendors | rit@?

‘% “ &
° Are data retained ano\Q oye cordaﬁﬁ'e with organizational policies and standards? (Hardcopy documents getting
scanned for archivingwpese&lsyst b$ tapes, physical file archives, files held on laptops, when you end a relationship

with a client or fi@ys agen ns with the data?)
'y 2

° Are the means,of trar;[sI ,Lsg% transfer automated or manual? Is the form of the data secure (Excel, SPSS, PDF,
audio/video, %n tachinent

° What is eg\ukd ?y la d hew well are organization's processes in line with national laws ,local requirements or the data
S 0

privacyQ_’ the try or Q._all countries concerned if the organization has established cross-border data transfers.?
*Organiz would{ ove data flow by enhancing communication and maintaining accurate procedures and directions in the
exchan messages and d nd ideas between people inside and outside of the organization, enhance information security

awarew d motivate empl&ees to comply with security policy, and communicate effectively with employees to ensure that they
are a f information security policy and understand the reasons for its effective implementation. For example, an organization

e storing sensitive data in the most secure cloud you could find, but if the data are transferred to this cloud unencrypted, they
are still vulnerable.
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Process

OC04-  Effective
Security Practices.

* Security program are implemented by several means:

° Physical: physical barriers, locks, etc.

° Technical: software, hardware, or firmware. : :" )

° Administrative: the actions and practices of people

* Security technology is important to security (firewa mlon detection software, virus scanners), but the practices of the people
who develop, integrate, evaluate, configure, maintainj\ane useithat technology are more important; indeed, these practices are the
foundation of technical (as well as physical and nnel w It is crucially important, therefore, that security practices be

good ones; when feasible, best security practices gou be used: I 'C}Y'

* Security practices is a human practice; that is, epeat d lor stow method used by people to perform some process and not an
IT security mechanism, which is mplemente?y-har r ftwarer or firmware.

» Some examples of security practices c\/ %
&

° Use multifactor authentication :using the multi-factor authentlcation (MFA)settings on most major network and email products
is simple to do and provides an extra layer of protection to Increasing user account security. such as using employees’ cell
numbers as a second form, since it is unlikely a thief will have both the PIN and the password. (MFA) can employs biometric in
addition to user passwords can ‘prevent attackers f{(l)m being able to use a stolen password.

° Plan for mobile devic s essential that nizations have a documented mobile devices policy and include these devices
in a policy such as tchesjand tﬂe@: ckers with wireless capability).

'y &
° Document org ri@on‘sF poli fes.
° Educate all eqi%yees. | §
)

° Enforce safe ssw,rd r

y -
Organization should have a passwords security policy that includes password expiration and complexity( using a longer password
and changing it regularly) ,this\p}an further enhance security by rendering compromised passwords useless.

nization should install all the latest patches and updates to protect systems against vulnerabilities and security issues.

Q ack up all data regularly.
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°Install anti-malware software. \i

° Turning off default settings: It’s possible for default settifqgs ta open the way for cyber attacks. While these settings might
promote operational efficiency, they can prove dangero system. It is recommended turning off legacy settings when

possible. T

° An important practice enterprises should implemenf is to put in systems where users can quickly and easily report a phishing
attack, have it routed to IT, have it filtered and have it put in a system so that IT can quickly and easily add it to blacklists that
will protect both internal employees and those that are remote or on mobile devices.

7 |
~:‘~ et

,{!\ Ly ey
o)

Process

0CO05- Maintain
Staff VValues.

« Organizations' values are the fundamental héliefs.o \Orgagétion, the guiding principles that dictate how people should behave
and act. Organization must maintain Wal g\a attigi s that align with organizational mission and ethics. The values
statement, also called the code of et differs fro th théyvision and mission statements. The vision and mission state where the
organization is going (vision) and what 1t"wi there (mission). They direct the efforts of people in the organization toward
common goals. The values state efin anization believes in and how people in the organization are expected to
behave with each other, with c% s afid suppliers~and with other stakeholders. It provides a moral direction for the organization

that guides decision making qq\n standard for assessing actions. It also provides a standard for employees to judge

va statements provide direction for everything that happens in an organization.
af

violations. Together, the v isgion, a
They keep everyone fo se%whe% thelotg tion is going and what it is trying to achieve. And they define the core values of
the organization and ho% le arg. exp yeéé ehave. They are not intended to be a straitjacket that restricts or inhibits initiative
and innovation, but thgkar nt guid

cisions and behaviours to achieve common ends.
* An organization§ valges
are on the right HN f%fillin
?naf r isi

le kitow the difference between right and wrong, and they help organizations determine if they
dir ness goals. The values statement defines how people in the organization should behave. It

provides a gui or decisi a@g. Organization's workplace values set the tone for an organization's culture, and they identify
what organi yas hole,/caresabout. It's important that values of area's people align with organization’s values. When this
happens, lg 'und JSon other, everyone does the right things for the right reasons, and this common purpose and

§amples of organization's values :

° Making a difference, respecting company policy and rules, and respecting others, focusing on detail, delivering quality,

understanding helps people build.great working relationships. Values alignment helps the organization as a whole to achieve its core
S
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being positive, being completely honest, being a great team iber keeping promises, helping others, showing tolerance,
being reliable and caring about deadlines.

° A problem solver: Solving one problem after the next W’Aﬁead to building a great organization and that required people that
are excited to hop from one problem to problem.

° Ambitious: Not just wanting things to happen, nowging things to happen but making things happen. Ambition can be a

really powerful value if it leads to people being th ge they want to see.
° Transparent: That if people are honest, op 'rewconversations organization saves a lot of time.

° Empathetic: The ability to understand the challenges that ot‘h@'deal with, and how can help them thrive to hit their goals
and maximize their potential | _i")

ha@ th va(yconditions and to improve is to change, how well we adapt to
e

° Adaptable: means how well does a w 3
change will determine how our su\, IID? : ~é\

° Focused: If one is focused ng too m in@e won’t do anything really well.

° Integrable: Integrity is t ality E q@st and having strong moral principles; moral uprightness. Organization
should surround itself v!@ 0cC eeﬁy about integrity.

7]
° Accountable: The oﬁﬁ@ 0 dlvlﬁﬁél to account for his or her activities, accept responsibility for them and to
disclose their resultsTransFare an

'S

» However, managers cannotjust crﬁ'a al(lﬁs} statement and expect it to be followed.

*Maintain staff va, s d altltu 1gn with organizational mission and ethics can be achieved via establish good
relationships in t W ka our e development of positive relationships between managers and employees as well as
amongst co- wo o&lg communicate effectively with employees, showing appreciation, building a strong team,
sending a cI age | r VI (];be openness at work, improving the behaviour of the individuals in an organization, getting
beyond the opment and, creating open communication in the workplace. Senior management shall act as
role modz e VISIb utgation of these values and expectations. Avoiding a culture of disloyalty and distrust within the
organiz and voiding autr@arlan leadership such as (the use of one-way communication from top to bottom with an emphasis
only progress, and final decisions usually made by the upper-level of management).

ation will offer a person more bonuses), participative leadership (e.g., authority is greatly decentralized), servant leadership

another leadership should be adopted such as paternalistic leadership, or belief in reciprocity (e.g., work hard and the
P&e perception that a leader’s primary duty is to help subordinates to fulfil their desires, or interests), or leadership that has the
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capability to inspire organizational success and influence followerQEiefs and leading by example for example if one of an
organization's values is to give more. The organization can do% y giving employees hours of paid time off each year to
volunteer, or having its own charitable foundation based on servics earning, social investments, donations and awards.

» Keeping the organization’s moral values at the forefront o yone’s mind by making it prominent within the workplace. In
addition to featuring it on the company website and in the employee handbook, post it where employees often gather (conference
rooms, snack rooms, etc.). , painting them on the Wallsiﬂvighout the office, to serve as a daily reminder for organization's

employees.
Reminding employees of values doesn’t stop after Jla iLati and posting posters throughout the office, however. They need
to convert into specific, behavioural examples. By lling a varding behaviours that demonstrate each value, employees are

values and attitudes is to model them. In other s, don’tjjusfylet them’sit on the wall and call it a day. Live, work and play by them

constantly reminded of what their organizatio@ for and h ‘to lgg){%r work by those principles. The best way to maintain staff
on a daily basis. Most important, leading b§€ example. Showing employees how it’s done by using organization character to guide

—

business decisions and empowering employees sa Promote organizational values by rewarding behaviours that
meo r exhibiting behaviours that are in line with the organization's
character. Not only does this make the individual feel d, ittalso pushes the rest of the organization to follow suit. To hire based on
values, for each of the organization’s“alues, shoul eve@ing a list of questions designed to assess a candidate’s character and
potential fit. For instance, if one ofaan organ'ﬁ‘ﬁon al e'shh;' that they are team entrepreneurial. Asking interview questions related to

demonstrate them. Don’t hesitate to puw reward

a candidate’s ability to be enterpri essenti fi talent that shares and fulfils the organization's values.
o

Process

0OCO06-

Improve

Design of User-

System
(un.

Interface

system. Interfaces incluge organizational factors-and operational factors that manage the flow of information throughout the system,
and maximize the acc timeliness,/and, usability of information as set out in a company’s Management Systems. Human

p
of €rrors in any complex system. Many operator errors are attributed to a poorly designed
m ngaad human interaction both play a role in how often human error occurs particularly when

f 4 Q-
* User interface is the featu% oWsteg%ich allows the user to interact with it. A user interface, also sometimes called
a human-computer interfac ris t hgre and software components. It handles the interaction between the user and the
r

operators are one of the bi J

human-computer i% .S
there is a slight mism b
design , font co d font si t €alise optical dispersion can affect the user of information systems. A poorly designed system
interface mal%r_ mare tikely .\@gn the system interface is poorly designed and confusing to use, the users will make similar
types of mista Segupty); ompromised when humans make mistakes at the user interface. Certain user-interface design
drives us rd erroff while other facilitate success and encourage the operator to perform correctly and protect the system from
commo rator errors. &Y

\

. E@ of features of a good user interface:

° The user interface must give appropriate feedback to the operator to allow him to make well informed decisions based on the
most up to date information on the state of the system. If the user must operate the system to perform a task, the interface

h m design and the person operating it, the ease and complexity of systems and software
fi
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should guide the user to take the appropriate actions and providg{%back to the user when operations succeed or fail.

° High false alarm rates will make the operator ignore a r $’5Drm condition. If an operator gets an alarm for nearly every
action, most of which are false, he or she will ignore the al hen there is a real emergency.

° System designers must insure that the user interface is gsy and intuitive for human operators to use, but not so simple that it
lulls the operator into a state of complacency and IovNis or her responsiveness to emergency situations. The interface must
be relatively simple and easy to use without sacrifiGing=system safety. One major problem with systems design is that they are

designed for simplicity which can lead a nom%ga cyfonsmous person to make bad security decisions.

° In safety critical systems, the main goal wi of t ekuegd]terface is to prevent the operator from making a mistake and
causing a hazard. In most cases usability isia complementary gdal\m'that a highly usable interface will make the operator more
comfortable and reduce anxiety. Howev%e are some#tr daidffs between characteristics that make the interface usable and
characteristics that make it safe. For example; a system that allgws the user to commit a procedure by simply pressing the enter
key a series of times may make it extre u éble,\ allo@%he operator to bypass important safety checks or easily confirm
an action without assessing the consegqu e59\

° The user interface must prowiauitive cQ ols appropriate feedback to the user. Many user interfaces’ can cause
information overload. For example, mus watch several displays to observe the state of a system, he or she may
be overwhelmed and not b £:?o

leif e
pr gd gain an appropriate view of the system. This may also cause the operator
to ignore displays that are edfas having v@ ow information content.
° The user interface u?ﬁo designed-so tha@%rovides enough novelty to keep the user alert and interested in his or her job,
but not so extrem );qgﬁblica dt tZSJ&er will find it difficult to operate. Automated systems are extremely good at
repetitive tasks. )—&-1 , if a ;ﬁ | sitdation occurs and corrective action must be taken, the system usually cannot react
well. In this situation; er eij&s needed handle an emergency. Humans are much better than machines at handling
novel occurre 'ieﬁwut cann erfon&brepetitive tasks well. Thus the operator is left to passively monitor the system when
there is no problem, andis.ofly a fail-safe in an emergency. This is a major problem in user interface design, because when the
user is notgroutigelypinvolved in ontrol of the system, they will tend to become bored and be lulled into complacency. This
is know g’o)erat r
@Er as quic

O{IIQ? ce the user's responsiveness is dulled, in a real emergency situation, he or she may not be
y.andwyill tend to make more mistakes.

able t
Sl :
* Improvi ign of user int 5@%.6, putting users in control of the interface and correcting for human errors and lower its risk is a
key p signing a safetyjcﬂtical system. In order for a user interface to be well -designed and as many flaws as possible to be
caug eral inspection methods should be applied. There are several heuristics for judging a well designed user interface, but
theregi systematic method for designing safe, usable user interfaces. It is also difficult to quantitatively measure the safety and
usahility of an interface, as well as find and correct for defects. Empirical methods can also be applied at the prototype stage to

ually observe the performance of the user interface in action.
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» Examples of inspection methods for judging a good designed user ilﬁice.

° Heuristic Evaluation : :' )

Heuristic evaluation involves having a set of people (th ators) inspect a user interface design and judge it based on a set
of usability guidelines. These guidelines are qualitative andicannot be concretely measured, but the evaluators can make relative
judgments about how well the user interface adheres t&&bgguidelines.

% of a system, since a working user interface is not necessary to carry it
erfinterface qn his or her own, judging it according to the set of heuristics

This technique is usually applied early in the li
out. Each individual evaluator can inspect t

without actually having to operate the interface®Heuristi ation is good at uncovering errors and explaining why there are
usability problems in the interface. Once thécauses are knawn, it i@‘éirly easy to implement a solution to fix the interface. This
can be extremely time and cost saving ;%ings n ué‘éted before the user interface is actually built. However, the

dependentyon the merits of the evaluators. Skilled evaluators who are trained in the

A sample set of usability heuristics (\,:
» Simple and natural dialog. \

= Speak the users’ language. 0) 0 >\?‘

= Minimize the users’ mem 0a Aj \A%

» Consistency. O)T ij [ §

= Feedback. '%l\ é "CQ

= Clearly marked exits.

. Shortcu'%yivQK

. Precﬁgconsfu i

=P rrors. \C}/
N

and documentation.

Qognitive Walkthrough

merits of heuristic evaluation are ver
domain of the system and can recognlzw errzi@:hecessary for very domain specific applications.

—9
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be applied to a user interface design without actually operati onstructed interface. However, the cognitive walkthrough
evaluates the system by focusing on how a theoretical user o0 about performing a task or goal using the interface. Each
step the user would take is examined, and the interface is ju based on how well it will guide the user to perform the correct
action at each stage. The interface should also provide an riate level of feedback to ensure to the user that progress is being
made on his or her goal. z

Another usability inspection method is the cognitive walkthrou .We-the heuristic evaluation, the cognitive walkthrough can
u

Since the cognitive walkthrough focuses on steps n

Try to complete a specific task, it can uncover disparities in how the
system users and designers view these tasks. It 0 Il:'ncover poor labelling and inadequate feedback for certain actions.
However, the method's tight focus loses sig ome ather important usability aspects. This method cannot evaluate global
consistency or extensiveness of features. It may j M}erﬁ%ge that is designed to be comprehensive poorly because it

provides too many choices to the user. N
Q)
= Case example: ¥ 4 V{‘

Two security-sensitive user interfaces ger h % aboratory user study: the Windows XP file-permissions interface
and an alternative interface, Q%é n accordance with an error-avoiding principle to counteract the
misleading constructs in the nterface. T ter ve interface was found to be more dependable; it increased successful

mission of a class of errors by up to 94%, and provided a nearly 3x speed-up in

task completion by up to 3 %, r du 0
task completion time(M R c}

Process

OCO07- Affordable
Access to Mental
Health/Drug
Treatment
Services.

a
« Affordable access to ment % a%jtrea ‘ht services means ensuring that employees have affordable access to mental
and p

health services, mcludlng at rovide adequate health insurance benefits for mental health care (adequate health
insurance for mental heth cafe). [ 0
* Health insurance pl n mu en{ ealth or substance use disorder services in parity with medical and surgical benefits,
so that organlzatlon e oneé rote y Mental Health and Substance Use Disorder Coverage Parity laws as defined under
the health care Ia %

° The Dr en nt (r trQ(;? and Rehabilitation) Act 1983

The vides th m&datory treatment and rehabilitation of any person who have been certified as drug dependent as

wel s for voluntar treatcr‘q;&tand rehabilitation.

Malay5|an Mental Health Act 2001
%e Act provides a framework for the delivery of comprehensive care, treatment, control, protection and rehabilitation of those
ith mental disorders.
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Process

OCO08- Appropriate
Time Off For
Employees.

° Appropriate time off for employee’s means, providing approps'p{tgime off for employees to find a balance between work and

home life. (’J

° Working world poses many challenges to employees. m some careers allow a relaxed relationship between work and
private life, many others demand significant reductions i area of leisure and family. To reduce human error in workplace
it’s essential for organizations should considering how tosachieve a work-life balance and implementing targeted measures to
promote this and providing appropriate time off for e yees. The goal is not only to make employees more productive, but
also happier and more balanced.

Process

0OC9- Team-
building Activities.

|
* Promote team-building activities and social i %os mongemployees to enhance mood and building a strong team by
encouraging teamwork through formal and informa -b i?ahg&zivities. For example arranging an organization-oriented outing,
such as bowling or mini-golf, or involve the [%Qn a team- Sj: t&gi'table activity. Good relationships in the workplace thrive
when individuals feel part of a team and comf le‘with theigteammates. According to a 2008 study published by the University of
Florida Institute of Food and Agricultural Sciences, respéct and trust@@mongst co-workers and between supervisors and staff leads to
greater collaboration, innovation and efficien&in th%‘eg lace. Y\-”
N, ki

Process

0OC10- Improve
Design of Work
Environment.

B
« The work environment is the placd wheéfe the_e oyeed? located and the physical conditions surrounding him during the
performance of his work. K

\\\Xs rzﬁi\s more or less likely. Organizations must view poor design and layout of
icalfisc ich has been shown to be associated with human error, work environment
, vibration, chaos in files and documents, workspace arrangement, and facility
ental”Controls,.glare, noisy environment where alarms cannot be heard, too tight workspace to

layout and arrangement, enyvi

adequate remove or wo onguipm t and the

to human performance afety and jtealth “The concerns for design of work environment are that they induce fatigue and/or
he

distract attention from,t im , resulting in increased potential for human error. Design of work environment also includes
the ease and compléxitywof systems and are design , font colour and font size that cause optical dispersion and can affect the
en @(} echnology and equipment the user use is poorly designed and confusing to use, they get

Pk

:i#%f work environment by providing quiet environment, arranged workplace, comfortable offices,

* Design of work environment i
workplaces as a causal factor
includes such factors as noiseal

8_"’

user of information system
frustrated and rré?gmst

* Organizati &Hst(i? rove d
easy-to-u erfectlypdesign

fatigue, distract attention and leag/to
S

oftware, systems and equipment and avoiding design factors that cause confusion get frustrated,
mistakes.

Process

OC11- Improve
Work Planning and
Control.

nning and control is the use of formal, documented processes for identifying and mitigating risks when planning,
g, releasing, and performing work. The purpose of work planning and control is to ensure adequate protection of
es, the public, and the environment, which would otherwise be put at risk by inconsistent and inadequate planning,
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authorization, and control. \i

* Job pressure, poor job rotation, time factors, task difficulty, cha ce'i} routine, poor task planning or management practice, lack of
knowledge ,skills , capability , capacity and ability must be sé& a causal factor which has been shown to be associated with
human error and impact employee performance and must be ved. For example, job stress and time pressure negatively affect
performance; heavy and prolonged workload can cause fatigue;, which adversely affects performance and in the presence of high
email loads, users are more likely to respond to phishing em

Process

OC12-Improve
Work Setting and
Management
Practices.

» Work setting is the employee's ways and tools to pe is v,ork.
» Management practices are the working methods anehinno awalt managers use to make the organization more efficient.

* Distractions, insufficient resources, poor mav@nt syste n’ld&&}ate security practices, and poor work flow must be seen as a
causal factor which associated with human errorsand impaCt pon@e performance, and must be improved, as well as the working
methods and innovations that managers u a'ke%t orgq%ization more efficient. In addition to distributive, procedural,
interpersonal, and informational justice i ships that loyees have with their work organization and its members, which
can promote employees’ motivation to zati interests and their ability to choose where, how and when they do
their work in the office, a s they di S tl@n hout the day, people need access to different types of work settings

that relieves the physical and psychological S es from working in a space that doesn’t fit the task. For example: poor
communication can cause sever em
be

q@sﬂow lifecycle: information can become outdated, employees do not know
that, and expectations and deliv caf earq‘j
a &

Process

0OC13-Command
And Control Centre

centre or a security operﬁio entre f ndiggrto cyber incidents.
° The team will provid€ adwi

response team ers sh
effectively d@h a
° The comw y

Y
» Command and control ¢ re\)rg’rﬂmﬁn m stablish a team of information security professionals as command-and-control
& rre

r 01“ Btential threats or on how to mitigate threats being faced by the organization. Incident
hav&ills and technical expertise. Having a command & control centre in place ensures
the QMe to contain and remediate it.

andfcont e'en&%’%nables organization to identify threats and weakness.

S
° Mogitgridg and ‘Ldin larms, increase situation, awareness, advisories, logging of incidents and deliver a real-time
respBgseENOr any security iQcjdent.

°~quduct|ng structured Investigation to provide a targeted response to contain and remediate the threat with the right
%edures.

Process

0OC14- Incident jgg WIBn monitoring incidents the possibility that a questionable behaviour is not necessarily a true defect. These incidents should be
I

that organization can keep the record of what they observed and they can follow up the incident and track what is done to
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Logs.

correct it. It will be a good idea to log, report, track, and manage ingid
useful information about the early and cheaper defect detection oval activities. Incidents that are not logged may not be
tracked and forgotten which can results in the incident occurring dgaingDocumentation and Incident Reporting must be a regular part
of the security’s regular duties. Incident logs detail the actions tak®wto prevent or handle Incident -related problems .They serve as
supporting documentation that may be needed in the future. T

ts found during development and reviews because it gives

Process

OC15- Advisories.

Advisories: Advisory is a document letting organization W that is there  security vulnerability in their system. It also tells
organization how to fix the problem. A security vulnera ¥which is a bug in the application that malicious users (hackers) could
exploit to gain access to organization's data or networ ostcases, command and control centre would issue the security advisory
at the same time as they provide the patch or up that fi fs the flaw. If necessary, they may issue the security advisory even
before the patch is ready, and tell people how to minifg wme'ngxposure to attack until the fix is ready.

C

B

Monitoring

OC16- Risk
Analysis And
Auditing.

projects. This process is done in order to avoid~or mitigate those risks. Performing a risk analysis includes
considering the possibility of adverse events tut\af processes, like severe storms, earthquakes or floods, or adverse
events caused by malicious or inadvert uman activities portant part of risk analysis is identifying the potential for harm

from these events, as well as the Iike'hx
* Risk analysis is necessary in many cases
whether or not to move forward éﬁa);rc‘)! ;

7]
* To carry out a risk analysis, Q& ’zat%gﬁd fﬁﬁwq— these steps:
N
1- Identifying thre Y I §

!
Identifying the ex nd\"Es |bfg Yhreats that organization might face in the systems, processes, or structures that
organization uge, analyse-isks t part of these. What vulnerabilities can you spot within them? These can come from
many differe ces mplef@oss of a key individual by IlIness, death or injury, disruption to supplies and operations or
loss of accgsBe esrraia sséts¢ loss of customer confidence, or damage to market reputation, business failure, stock market

fluctuations; rest ra aﬁg@ r non-availability of funding.
N
2- Estimate 'Risk? S
& Y 9

O&Aganization has ic@\(tified the threats you're facing, need to calculate out both the likelihood of these threats being

Md, and their possible impact.(Risk Value = Probability of Event x Cost of Event).In addition the organization employs
SE

« Risk analysis is the process of identifying n Iysir;i_pyhtfal-ﬁgues that could negatively impact key business initiatives or

0
rn

projects, to help anticipate and neutralize possible problems, deciding
ing safety and managing potential risks in the workplace.

ated tools to support analysis of events. Once organization has identified the value of the risks it faces, organization can
Q t to look at ways of managing them. Such as avoid the risk, share the risk with other parties, accepting the risk, or control

e risk.
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monitoring and evaluating computer system, maintain data integri ieve the organizational goals effectively, and use resources
efficiently. The information system auditing is conducted to e\w he readiness level of organization in managing information
technology

* Auditing :The information systems auditing is the process of condgtia analytical test and evaluating evidence to be determine in

The process of information system audit involves four steps: z
1. Measuring vulnerability of information system. Y~

2. ldentification of sources of threat.

LEE At H H H o
3. Identification of high risk points. L}Y'
4. Checking for computer abuse.

ensure they are providing the mtended ic an ncident-driven review, maintain records of reviews.

* Organizations must apply risk manage ent ent Y'analysw concepts and approaches to critical business processes to
|th
nee

Monitoring OC17-Incident- » Every organization that develo p ’ M}V process. The organization's policies and procedures need to be
driven Reviews | periodically reviewed to ensure hey co ,Qa relevant to the work of the organization and aligned with applicable
(Policies, Practices, | standards and security requirem shal Cge reviewed every year or at the time of any major change in existing IT
Training environment affecting policy H%:ed'u%j
Materials).
* Incident-driven review i SYR W |l"| whi the@new of the policies, practices, and training materials conduct after occurrence of
incidents to determinin eaknegses th@ollcy that led to the accident and trying to develop it based on the causes of the
accident, rather than pen(o%ﬁn r iew. CQ
* Organization mus‘ggn ct@t dri reviews of policies, practices, processes, and training materials, by reactive approach
that focuses on re pon o
’ : 9
Monitoring OC18-

Periodically, Fully
Re-evaluate Risk.

|mplement| onaple ¢ res to remove or reduce them.

*To cam& out a risk evaluK@f

ntifying potential risks.

QE Identifying who and what might be harmed by those risks.

* Risk evalu d a syste ) r$&zess of identifying hazards and evaluating any associated risks within an organization, then
% u
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° Evaluating risk (severity and likelihood) and establishing suii%i ;recautions

° Implementing controls and recording findings 3 : )

° Reviewing the evaluation and re-evaluating if necessa?.

* A suitable and sufficient risk evaluation must be carri¢ prior to a particular activity or task being carried out in order to
eliminate, reduce or suitably control any associated ri information security. Once completed a risk evaluation should be
reviewed periodically (proportionate to the level of involved) and in any case when either the current evaluation is no longer
valid and/or if at any stage there has been signifi changes to the specific activity or task. Relevant risk evaluation should be
reviewed following an incident in order to verify ifithe contr sures and level of evaluated risk where appropriate or require
amendment. X
|9
* Organization must treats the evaluation of ris a continuo progess and periodically fully re-evaluate risk to avoid the effects of

lowered perceived risk threshold accumula er’ﬂ'.%e ile_many of the risks associated with information security are of a
cumulative nature. This means that the likelihgod Q{qa nt oGeurrring on a given day or at a given time might be extremely small,
but over time, this chance increases a tolerancepvaries, Over time in individuals They might come to accept or adapt to the
surrounding risk and no longer percN e same erceived before and they might have a lower perception of risk than

before. C—-\ \ AL

g

t
" A

Monitoring

OC19- Ethical
Hacking.

Ethical hacking involves an aw attempy, 10 gaiduhauthorized access to a computer system, application, or data. Carrying out
an ethical hack involves d ing tegies actions of malicious attackers This practice helps to identify security
vulnerabilities which can e‘ri{bc re efor€~a malicious attacker has the opportunity to exploit them. Ethical hackers are
security experts that pe ol&%se a;ses nt %he proactive work they do helps to improve an organization’s security posture.
With prior approval fr zati r*}vner of the IT asset, the mission of ethical hacking is opposite from malicious

orga
hacking. 'D

Monitoring

0OC20- Regular
Vulnerability
Scans.

AN ©
Vulnerability sc ni ti of.@e‘ potential points of exploit on a computer or network to identify security holes. A
vulnerability sc aﬁgs and ¢ sslfieg_,gystem weaknesses in computers, networks and communications equipment and predicts the
effectiveness Dnterfneasdes role of vulnerability scan is to identify all existing and potential vulnerabilities to an
organization,’ rity. Thigfc @Ee finding loopholes in the company’s firewall, servers, networks, applications, and routers.
The scopedgfga ulnefaj#fip scadSends with identification itself. It can find all the vulnerabilities in an organization but cannot
identify th& ways in which th ulnerabilities can be exploited. This is where ethical hacking comes in. It uses all the identified
vulneraDi1 that were fmg)i/n the vulnerability scan and creates simulated cyber attacks on the organization’s servers,
appli , firewalls, and more. Ethical hackers attempt to attack each and every vulnerability that has been detected to generate
r how exposed the organization is to different types of risk.

Monitoring

OC21- Developing

veJoping incident response plan: An incident response plan required having right employees with the right skills and experiences
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Incident Response
Plan.

know what procedure to follow to contain and remediate an incident.sAn{acident response plan ensures that in the event of a security
breach, the right personnel and procedures are in place to effectiv, | with a threat. Having an incident response plan in place
ensures that a structured investigation can take place to provide a Srg d response to contain and remediate the threat.

° Steps of Incident Response Plan

1. Preparation: Preparation for any potential securlty nt is a key to a successful response by giving clear instructions on
how to prioritize an incident and when they should alated. These should be high level and focused on specific areas such
as DDoS, Malware, Insider Threat, Unauthorize '1d Phishing.

2. ldentification: the size and scope of an inci

3. Containment: Once the scope of an i has i \Iy identified the containment process can then begin. The
compromised devices within the estate are ated jr e resQe the network to stop the spread of an attack.

4. Eradication: Once the incident is guccegsfu |ned n the eradication of the threat can begin. This will vary depending
on what caused a device to be ¢ ised. \Paighing |ces disarming malware, disabling compromised accounts are all
examples of what may be requiw e eradiCatidn p of an incident.

5. Recovery: The goal of th very %\%f n{ﬁudent is to restore normal service to the business. If clean backups are
available, then these can be taprestor serv@ Alternatively, any compromised device will need rebuilding to ensure a
clean recovery. Additio nitorsg of g@ﬁewces may need to be implemented.

6. Lessons Learnecq ‘L‘j : §

Once the threat has beenTu ext step will involve a meeting known as a Post Incident Review (PIR) should take
place and involve re wtatl s involved in the incident. To discuss what went well during the incident and what can
be improved and to/k Si

happening again.
’
b’f &

Ta,&s, The Huma@actors Countermeasures Components.

uiTCM™M

The Human Factor's Countermeasures Components
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R

Component

Element

Description

Behaviour

HCO01-Monitor
Employee
Behaviour.

*The UIT factors might be recognized or inferred through mmg and surveillance methods. Monitoring the activity of
employees is essential for risk management resulting from UITs™ itoring is a tool to maintain the security of an organization by
discovering employee involvement and participation, makin in that employees are properly matched in their jobs and fully
aware of the extent of their authority, and make sure there |sz policy violation or compliance .Employees who are resistant to
change and training and who comply with policies only w anagement is tightly observing , employees who are unaware and
employees who may causes damage accidentally, t elr ests and practices are being monitored automatically and routinely.
Motives behind employee monitoring are, to preve appropriate actions of employees; monitoring careless behaviour and to
protect employees’ personnel information from be g acceés 1b1 hackers who are likely to use the information.

employees’ computer use style, visited webs rientation, hé.software and documents used as well as relevant activities’
rs of comnected server. Employee monitoring acts involve monitoring Internet
e forgsecurity purposes, storage and review of computer files, video
revi f telephone conversations, and storage and review of voicemail
messages. Detection is achieved by t cafidetect employee’s activity to reduce and stop data loss. Monitoring
processes can includes examining a rlevmg ploy@' e-mails that related to the work, records, and information about,
employees’ access to Internet w es, mi \ﬁe(l g uter used by employee, knowing where the employee is, authorized
personnel files, the possibility t rlbe onic devices in the workplace that to prevent using it in work place and
time spent outside the workpl p |ncI ing, l(gme cases, linguistic analysis performed on samples of monitored electronic
communications. In addltlon rtln woﬂ& n by co-workers.

*Employee behavioural patterns could be tracliﬁth the! hel 0{ yee monitoring software reports that capture the data on
d%

duration. These programs running on their
links, review of e-mails, telephone use, vi sur
recording of employee job performance; d|n an

*Organization’s manag ent aj §tween monitoring gains and the costs of invading employee privacy.
rdance;

* Monitoring must be rfo g‘xﬁwth privacy and civil liberties laws and protecting employee rights.

*Employee monit, @\can u t Varlety of laws and possible legal constraints or boundaries, for example, identifying
perceived risk t &ho Q@mstances may be considered mental health testing, laws would apply which could limit
testing and re s

-Employe ould be"a evices that will be used to monitor them, how the data will be used, and when exactly they will
be monito d, nd employees customers should be notified when telephonic monitoring is taking place through the use of a
specifi hat can be heard*sy both employee and customer.

Behaviour

HCO02- Trust
model With
Permission

. nﬁust model, only certain people are given permission to certain rooms, open certain cabinet files, or sign cheques and the
p ho has the physical possession of the cheques does not have the machine that embosses the signatures. Someone might be
sted to make changes in the personnel records but not the engineering specifications. This segregation of duties can be used to
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Authentication
From Higher
Level Employee.

minimize human error. The assumption is that one person can only m@n-error only in the area they are designated to be working
on. The trust model can be improved by adding permission aut% ion from higher level employee. When an employee are
implementing a critical task such as approving a fund transfer, sh%e sefisitive information, or take some other action that could result
in a security breach, that employee should reach out to higher levi ployee to get a permission authentication.

» Applying the segregation of duties for all roles is essential for Esider risk management and to mitigate against insider threats by the
principle of least privilege where strict organizational rules ployees have access only to resources that are required for their job

role.
*There needs to be shared responsibility at senior en llzvel r the creation, dissemination and enforcing of a robust security
policy that every employee has a copy of and fami i ts that pertain particularly to them ,that means segregation of

least privilege, i.e. only enough access to per the require implementing a segregation of duty when more than one
person is required to complete a critical fu Ph ysm C trols%'re also used to control and minimize the risk of unauthorized
access to physical assets and information s mple 0 people at least are needed with the privileged users to alter
modifications on the system. Limit user access to hlgh value data and systems can help protect high-value data from compromise.
Only users who absolutely need access should have it ,which makes randomly-targeted phishing emails less likely to succeed. Even
if account credentials are stolen, the dam@e caused can be limited to just those systems that the account had access to.

duties, so that , only certain people are give @smn cel bpat%" Physical controls are also well-founded in assigning the
in

-2 ) A
Behaviour HCO03- *Employees work collaborativel @sur forfn’a}ron security policy is adhered to by every member in the group. Certain
Collaborative rewards and punishments are w%/ardé'd toi d@s depending on their actions, and then monitoring and reporting for doing
Reinforcement harmful mistakes so by the ted t , who have probably better knowledge of it or can better detect it than the
Model. centrally administered mon i m S. ermore, policies regarding the reporting of careless behaviour of a co-worker
can help in defending a e unintenti ngl insider threat.

L

Psychological

HCO04- Mental
and 1Q Test

*Psychological testi \toolluse or e yment screening. Many employers require job applicants to take psychological tests as
a condition of em &ent pec kl||S tests that have relevance to the position of interest to determine if the candidate is
well-suited to t ting es used as a condition of continued employment. Testing of employees before and after
employment i %nonﬁa ?heQ)Jsmess world. Psychological tests are used to measure a person's mental abilities, talents,
intelligence % erevare deferent types of psychological tests available to help employers in making decisions.
Organizati st ch OJQ: right one. A psychological test for a job, often called a psychometric test, is a standard, scientific
method usﬁ measure a per: mental capabilities and behavioural style. Psychometric tests attempt to assess someone’s ability
to perfgem-certain functions and tasks. Really, psychometric tests are a form of 1Q test. An intelligence quotient is a total score
derived from a set of standardized tests or subtests designed to assess human intelligence. These tests are designed to measure
C es' suitability for a role based on the required personality characteristics and aptitude. The purpose of psychological testing is
to more informed hiring decisions. Human error can be minimized by tailoring the demands of the job to the characteristics of

rson, and can help reduce the number of problem employees. All psychological tests require that job applicant perform some
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behaviour to measure personal attributes, traits, or characteristics or;ggedict outcomes, these tests can differ in various ways. For
example, they can differ in terms of the behaviour they require job% ant to perform, what they measure, their content, how they
are administered and formatted, how they are scored and interpreted, and their psychometric quality. Psychometrics is the
quantitative and technical aspect of mental measurement. The mental test usually called psychological test. Mental match involves
the individual’s information and decision-making requirementsm=as well as their perception of the tasks and risks. Mismatches
between job requirements and people’s capabilities provide,the petential for human error.

* Psychological tests have limited validity like standard ical tests and are administered and interpreted by clinical and forensic
psychologists. So psychological tests are not only usedhduring tﬂwe hiring process. Some organizations use these tests to monitor the
continued suitability of employees who have bee e Job for some time. The psychological tests required for the position can be
preliminary, periodical or extraordinary. Preliminarygpsycho | tests concerning suitability for sphere of activity shall be
performed prior to the beginning of the working'psocess. rioc?l p%%ological tests is required on an annual basis, for example,
for the employee who is employed in a position, wherg ri§ks of*accidents are highly increased, the frequency of periodical
psychological tests is regulated by the poli ganization/Extragrdinary psychological tests concerning suitability for sphere of
activity shall be provided in the cases, forZ%ble, Or-tfie em ee's behaviour condition highly changed, which may make him
unable to hold the position complying W'W paﬁ?n S é?equirements.

» Some organizations use games as a 0 carry @l

tasks using skills that the organizations IS loeki
%i}es i

ecuri

ps@ological testing for employees, where job applicants have to perform
yduking playing these games. Such as Deloitte company which customized a

"game" which places potential e i fe wotk-situations at the firm. The 20-minute online game incorporates videos and
tasks from real Deloitte employ%sed 6n scenario t occur regularly in the workplace. The game serves as the first round of the
sa Mal ¢ traditional psychometric testing commonly used by large consulting and

tQ,a8ses

selection process and follo m i
professional firms and allo oyer % sé;&r1didates‘ performances (Alloway & Cissel,2017).
£ Y |
Psychological HCO05-Drug *The first line of defenc ftigatga nsidepsthreat begins at the hiring stage. Potentially non-trustworthy candidates can be identified
Testing. at the application stage by €onducting” specific’tests as a condition of employment, that have relevance to the position of interest to

determine if the cap%a is W U job. Drug testing for illegal drug in the workplace is an option that enables employers
to find out if emplyeesrare using.specific-types of drugs, either currently or in the recent past. In situations where the employee has a
responsibility f% ecyrity oflinformation system; there is a strong argument for workplace drug testing being carried out, within
the employment conditiohns. Spe il@oratories perform drug testing using methods include using samples of the employee's blood,
urine, hair, or sy/rmij/k e drug testing has the potential to greatly enhance health and safety in the workplace. Testing
discourag s%ple fro abﬁsing;\rsubstances and thereby reducing the likelihood of the incidents related to working under the

influen encourages gre@esponsibility among employees who may cause harm to information system.

"'\ may be used either as a condition of employment or to identify drug use in current employees. The organizations

night.require all job candidates to submit to a drug test before being hired. Other organizations perform drug tests on current
, emplgyees to ensure that no one is misusing drugs. Some organizations test all employees at particular times throughout the year.
Others test individual employees if the employer has a reasonable suspicion of drug use or after an accident in the workplace to
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determine if drugs played a role in the incident. Random testing is another method of drug testing. This method involves selecting
random employees for testing. To ensure a truly random pool of te ployees, organizations sometimes use a computer program

to determine who is tested. 3

*If organization plan to use drug testing as a part of a Workplacvmstance abuse policy, must take in consideration some legal issues
such as the civil liberties, emphasizing individual freedom, the,right to privacy and protection from discrimination and make sure
the policy adheres to the state's laws and is accompanie carefully written policy, which is understood by employees and
supervisors alike and respects the rights of all. When car t drug testing in the workplace, there are some ethical principles that
need to be in place to avoid violation of the rights of t onfe For example:

° The employee needs to know, prior to takin jo 9 testmg is an expectation, and the workplace drug testing is

planned. 5
° Workplace drug testing should be a justifia cou;ee f tlowather than a routine screen used to discriminate against alcohol
]

t
or drug-using employees and there shoul catl@:bf the relevance of workplace drug testing to the situation.

° The employee's privacy must be r€s d, i ocglu i
consequences and must keep the identiality.
)

° Repeat tests should be con lﬁa wh@o
explain a positive drug test res
p p g Q—
ed

° People with positive resm&mus %\; dignity and respect, and be supported rather than shamed,; this is the only way
that leads to avoid th v’urk? g@ esting to discriminate.

g w@g er workplace drug testing has taken place as well as the result and

k @drug test is positive, and employees should be given the opportunity to

Psychological

HCO06- The
Cognitive
Reflection  Test
(CRT).

The Cognitive Reflectlona st

deliberate, correct a by 1
Test (CRT) scores mpali

>NIE

ures the tendency to exceed an incorrect, intuitive answer and come to a more
in fur reflection that leads to the correct response. Users with higher Cognitive Reflection
owe T scores are more likely to be phishing' victims due to their curiosity.

Culture

HCO7-
Stimulation  Of
Risk Perception.

* Risk perce i€ an |ndi |d)|u$s’ sessment of risk, and the individual's risk assessment is reliant on the risk information that
individual ongt Xperiences. If one experiences long period characterized by absence of accidents. In the event

that an a z OCCUI’S, pecta@ﬁ's are grounded on preV|0us experlences meanlng that users percelve this accident more as a rare

occasi the other hand, H@e experiences attacks consecutively for a long period of time, one will expect a similar attack in the
near Consequently such a person becomes more careful and is cautious with the security measures. There is association
am perceptions and security behaviour, and the risk perception has an effect on decision-making. Thus risk perception might

% important role for motivating people to improve their security behaviour.

nizations must consider stimulation of risk perception a key component of security behaviour change. To stimulate employees'
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risk perception: \z

° Organization must keep employees abreast of latest attac!m and statistics in Malaysia and international threat-related
statistics.

° Employees who have a good knowledge should have mge ability to assess risks. Organization must ensure that employees
obtained security education and awareness program.

° Sharing of employees personal previous experie % the'threats if an employee experiences attacks in the past.

° Organization must keep employees abreast 0 ats eif We orgamzatlon and consequences to employees.

Culture HCO08-Security » Enhance awareness of unintentional insider th eighten fcﬁ to be wary of insider threat risks, recognizing phishing and
Education, other social media threat vectors, Keep employ: abrea‘st fl est k vectors and other threat-related news, train continuously to
Training, maintain proper level of knowledge, skills, mtnln}g{)m Ct trataing and awareness on risk perception, and cognitive biases that
Awareness, affect decision making, conduct frequent frai a nesékgrams.
Instrumental [ a = .
Conditioning. ° Enhance awareness of phishing to spot phishing tactics , to identify phishing attacks and social engineering . Improve user’s
ability to identify phishing emails and spoofed websites with updated information on current trends and cybersecurity advice.
Ca ) A
° Conducting regular simulated phishing attacks. It is necessary to test employees awareness. Regular simulated phishing attack
tests can help in evaluating the effectiveness of security awareness training programs.

« Instrumental Condltlonln ea h consequences, so that a system user’s behaviour that produces positive results
is reinforced while beh at pr duc S h ve effects is weakened (strategy of reward and punishment). This strategy can be
used by organ|zat|on tol mp ve ec‘-ﬂ ehépur of employees.

Culture HCO08-Usability * Usability is the sof e or security tool can be used by users to achieve task objectives with effectiveness,

of Software
[/Security Tools.

efficiency, and s '
encounter probl
information i

controlled aspect of User Experience design that ensures the end-user doesn’t strain or
are or security tool. A user experience designer can control accessibility, user interface,
ilj
0

h th‘é
ure pndus b
usable soﬁ% es. D, t'to r confusing security systems often are less likely to be used .If a security tool is easy to use
employee hoose t& work s%urely over choosing not to. The highest levels of security can be achieved only with an equally
high Ie\cmusablllty Beca sablllty of security tools help overcome user errors during using it and reduces the possibility of
ignori skipping it.

o0 suit the goals of users. Security needs to motivate a positive experience, and this is what

¥ty as a fundamental element of security and must take into account some characteristics and properties when developing or

% ization must improve usability of security tools and software to reduce likelihood of system-induced human error, hold
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selecting software and security tools, such as: \i

° It’s important to ensure that software /security tools have 'Isaced is easy to navigate with little thought and should be as
flexible as possible. It should be logical and practical to usE™Mgoptions are permitted, the more secure routes or choices should
be encouraged by making them the default or the mo ral path for a user to follow. If users are presented with the
appropriate security solutions to match their tasks, in.a wg that makes sense to them and requires uncomplicated but obvious
use to achieve the security intended by the solutions, | require little effort for users to work more securely and effective
security and usability can be accomplished together.

° A solution should be intuitive, so that user ot*ne 'to dgcide on how to use a software /security tool to ensure security.
Instead, a software / security tool should wOMglo r Mcurit decisions from users as much as possible. If it is less
dependent on user action to work, will be effective a
elevates security as it lessens the liability. S

f}e r for error is significantly reduced. A good interface design
s A

s i
° Security tools and software should be i Nngb ork i%éal—world applications and scenarios with real people who make
mistakes. It is useless if it only look&go onﬁap ut ot apply to real-world situations.

° Organization does not need twj

security and usability concurrgntly.Us outweigh security. On other hand If a priority was placed on security
without consideration for ugdieify, thj sult4s the human errors. Because cumbersome solutions cause users to default
from using them as they t thfeir t agnegatively impact workflows. Organization must achieve effective security
through uncomplicated ovide convenience for employees.

° Software and se riﬁﬁﬁls r'u
levels of securityfgii®-Dased fea
e

requirements and us
appropriately g ed, hre

betwee

cur@%nd usability as organization must implementing systems that improve
t kmo

avi ~:\,vr>1sider.':1tions for multiple means of authentication to provide choice and varied
t reby security can be heightened or reduced depending on circumstances and

or?g‘o'vthat verification does not become an obstacle to usability, which it can if not
im nt security and usability considerations. User-friendly controls that make use of

technology em bi rics (fingerprints, facial recognition, etc.) for better user experience should also be
consideredc\ I . (_)
Culture HC10-Encourage | Policies an 'dure' arglanf es al part of any organization. Together, policies and procedures provide a roadmap for day-to-
Following of | day operati ey Ji fdanCe-for decision-making, and streamline internal processes. Organizations set rules and a policy for
Policies. reasons wWigthef that reasons is rity, ethics, quality, or efficiency.

\
. SOENe outcomes of policies and procedures:

icies and procedures keep operations from devolving into complete chaos.

"
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° When employees are following policies and procedures, organiui{ will use time and resources more efficiently.

° Consistency in practices is also right for employees individ q@l‘hey know what they’re responsible for, what’s expected of
them, and what they can expect from their supervisors and co- ers.

° When employees follow procedures, they perform tasks coiectly and provide better quality customer service.

° When employees are following policies and proced orkplace accidents and incidents are less likely to occur.
* Policies and procedures won’t do organization an 1f t‘ploy es don’t follow them, and employees often break organization
rules, because employees don’t always like the idea,of h Wllow the rules. So organization must encourage following of
Z

policies rules. Encourage following of policiesgqeansS thg or atior\?must create motivations for its employees to follow the
policies by some steps such as: é | _{‘)

° Employees can’t follow policies thewt km)iﬁ anizauY(:ns must have written policies and procedures, because verbal
reminders don’t work. Organizatiops' pr§cedyre st bggi.tten down in a way that’s easy to understand and making them
easily accessible for every empl & cri gﬁe mi that removes the opportunity for excuses. Sometimes employees
don’t follow procedures, beca can’t m hat employer told them. Many organizations still use paper-based
e 0y&e need to be able to refer to policies at any time. If they don’t have easy
al, they won’t know the correct procedures to follow. Using a policy

vocegfes available to every employee member. Organization can quickly send out

policy manuals. This is problgmatic¥e
access to an up-to-date po, i%.d pr

management software makes cies an

policy updates, and req ploysg sighatur, make sure everyone has read the policy. With online policy management,
employee can access proceturesyf ywheé, using any computer or mobile device. Instead of having to seek through pages,
they can do a simple ki rd sgarc p the procedure they need. This ensures they are actually following policies and

procedures. Orga g/ ”must Reep, rj1 opy for their records or for anyone who wants the physical version, but must using

digital documen% e 0 ut‘ge'and procedures are easily accessible for every employee.

° Making sur e read.@cies and procedures is the first step toward ensuring compliance, but it’s not enough on
of e lﬁ;ey understand a policy or know how to put it into practice. Organization must train

its own. Mee rpa
employee e s}bsta e{)fgo cies as well as on how to perform procedures in real-life situations. Thorough training on

policie rocedureg sho appen for every new hire during the on boarding process and should be ongoing for all
empl S ’ f 4

Jx
° silportant to makes&?e employees understand why following policies and procedures are critical. Organization must help

yees understand why procedures are necessary. If employees perceive organization's procedures as unnecessary, or
fluous to their real responsibilities, they won’t take them seriously. Employees must know why you have them in place
ahd why adhering to policies and procedures is an important part of their job.

° Employers must frequently monitor their employees’ computer use for security reasons, to ensure compliance with

324




organization policies, to ensure employees’ productivity and to k{ mployee access to non-work-related internet sites.

° Provide compliance incentives and reward employees mply with procedures. Recognizing and rewarding correct
behaviour is a great motivator for employees. Bad beha should not be ignored and the negative consequences of not
following policies and procedures should be clear. Orw’ation must apply punishment policy, enforce penalties for non-

compliance.

Culture HCI11-Employee | <« An Employee Assistance Program (EAP) is a voluntd rk based program designed to help employees in resolving personal
Assistance problems that may be adversely affecting the employ for ance and reduce outside stresses, which may cause mind wandering
Programs ,EAP offers free and confidential assessments, s C eI ng, referrals,, and follow-up services to employees who have
(EAPS). personal or work-related problems.

* EAP services are usually made available not @ the e J bnfalso to the employee’s family. They are most often associated
with counselling services for troubled employeeSsendurjn d| cuIthes affecting mental and emotional well-being such as illness
and injury, minor medical emergencies, alco% S née abu arrlage concerns and family problems ,child or elder care, grief
and loss, stress ,psychological disordersagnd naria d p I legal issues. EAP counsellors also work in a consultative role
with managers and supervisors to ad lo rgarzg ional challenges and needs.
* Some benefits of EAPs Y &\O

° Reduced incidents and hu ron; é—;\

° Fewer workplace dIS ute

° Significantly re((% edical'cos afis@ from early identification and treatment of individual mental health and substance

use issues. \O' s <<,

° Decreased } Q 5

O

° Greater e I (')
* EAP plangs 1zed by organization. Programs are delivered at no cost to employees as part of comprehensive
health in | Ians s aze often delivered via phone, video-based counselling, online chatting, e-mail interactions or face-
to- face

Culture HC12-Respectful

And Calm
Workplace

e A re\ful workplace is one where employees can expect to be treated fairly and courteously in an environment that promotes
agement and contributes towards the safe, effective and quality delivery of service. Respect is showing consideration for other
%/ees, demonstrating compassion, treating others with dignity and fairness as well as valuing and honouring diversity and
nizing and affirming individual and team contributions. Employees can be expected to demonstrate polite and courteous
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Environments.

improvements in a collaborative and constructive manner. For em to be motivated and engaged, they must be in a respectful
environment. Without respect, productivity, profits, health, and piess dwindle. Employees want to feel appreciated and know
they matter and treated with dignity and respect. Demonstra respectful behaviour will ensure a desired and professional
workplace as well as a highly productive environment. R is earned when employees act and react in considerate and
professional ways. z

behaviour towards each other (verbal and non-verbal), feel empow§Ro perform their roles and feel safe to suggest changes for
p

e Just as the physical work environment impacts th

eWoyee's performance (temperature and lighting, etc), non-respectful
environment impacts the employee's performance eW. Respectful and calm workplace environments lead to motivate and
encourage organization's employees to work bett ithypleaswe. Even small details can impact employees' productivity and
performance, so everything, is significant for team- in Mn a workplace and keeping employees' motivated and handle
stress and create a positive work environment fo anizatjon's If\ékg and reducing workplace disputes and incidents of human
errors.

» Organization must create a respectful positig nvi }l'm.g thr u@' some steps such as:

ucti@ to employees that eliminates racism and discrimination harassment,

bullying, intimidation, purpow clusio ign@g, threats, belittling, yelling, rumours, coercion, gossiping, sarcasm,

constant criticism, mobbing, usihg a istespectful, abusive, demeaning language, using inappropriate labels or

comments about others , %zing%s I n@remarks, shaming others publicly ,exhibiting uncontrolled anger ,berating
ri

ivaé?excessive and unreasonable monitoring of someone’s work ,withholding

an individual in front%ers )
information or resourcﬁ\ ded Oy ati@personal harassment ,threats of retribution and litigation or violence.

N
° Organization rgust 8§velop llear t@ns to employees that which supports and encourages responding to requests and
information in ’%y angd*pr ‘ssio manner ,acknowledging the contributions of others , including people in the
and<te at n@v’

communicatio cigieqs to be involved , transparency in the evaluation processes used, treating people with

° Organization must develop cl pl

respect, cormg‘c' n, and f%-ness ,acting ethically and upholding professional standards, taking responsibility for
actions ang'’expectin eq ers, being open , honest and no bully, respect confidentiality and privacy ,staying calm,
% and positivy | adi ing getting angry and emotional, asking for help when needed, listening to understand and

3 thI f Y? (the boundaries that have been set, asking permission to use someone’s stuff, keeping the

c? f; e use, showing appreciation, respecting differ opinions ,communicating effectively with team

rg and TePPtUe’ stragsful situations, respecting co-worker’s property and individual space, helping and cooperation,
ting criticism and¢kpowledge from co-workers as well, apologizing when necessary, smiling and saying good morning
ank you, giving\everyone a chance to share input and bring ideas to life in conversations, muting or turning off cell
e while in the workplace ,taking into account the voices as it can be distracting to others, expressing calmly without

: assing judgment or criticism and not to send text messages or receive calls etc.
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° Organization must lead by example and model the behaViOU\tNt they expect of employees.

° Organization must implement educational courses %& employees understand the benefits of respectful work
environment and enhancing the substance of engagement; eration and calm.

° If organization experience or observe disruptive bethur in the workplace, it is important that they do not ignore the
incident. Ignoring it can make the workplace feel fr, ndly impact morale and engagement. Problems must be resolved
from the beginning when conflict arises and a ng to find a common ground and solution, to prevent and address
violence in the workplace and response polic ts ut the processes for reporting and investigating workplace abuse and
harassment claims to create a psychologica fe ol nV| nment.

° Organization can use different ways to V|de reWardspi Clud{’ﬁ' g praise, recognition, money, prizes, gift cards, celebratory

meals, trophies and certificates of achi to creatgye p S-ISL atmosphere in the workplace.
° Organization can develops employ Iat ut of work such as planning a charity campaign and encouraging
employees to participate in fundrajging v together or event like a bowling day or day a ballpark.

\. !

{)
Table 4: Technic@unteﬁ\fﬁsﬁr gﬁ‘()mponents
h

UITCM

Technical Countermeasures Components

Component Element Description
Incident ACO01- « A forensic waterfark'is thé progess o bedding of a sequence of characters or code in a digital document, image, video or
response. Watermarking computer progra unique ify QJ riginator and authorized user. In such a way that it is imperceptible to a human observer
Forensic, but easily detec co put orithm. A digital watermark is a transparent, invisible information pattern that is inserted into a
Intelligence suitable com n data our.@)by using a specific computer algorithm. Digital watermarks are signals added to digital data
Operation.

(audio, wdg ti II im tl at.@ﬂ be detected or extracted later to make an assertion about the data. Forensic watermarks can be

repeate m Iocat ns&vi@mhe content to make them difficult to detect and remove.
*The urpose of forenskwatermarkmg is to protect the interests of content creators against illegal use and distribution of
copyri digital works. While forensic watermarks cannot prevent such activity altogether, they can make it easier for copyright

t detect it and to identify people who engage in it. A forensic watermark can alert honest users when they have received
|IIe ate documents or programs. Forensic watermarks are used in the software and digital video industries. Other applications in
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which the technology holds promise include digital music and electroqic Books (e-books).

« Intelligence operation is the practice of collecting, evaluati hndardizing, analysing and response to data generated by
networks, applications, and other IT infrastructure undergoing ial security threats in real-time. And that includes the processes,
policies and tools designed to gather the information releva rotecting an organization from external and inside threats .That
information is used to assess and improve an organization's secutity posture.

* Security intelligence’s main goal is to protect the dat rganization has by compiling and scrutinizing as much of the data as
possible. '

* Elements of security intelligence include: \d'

° Log management: The collective process policies dho dn inister and facilitate the generation, transmission, analysis,
storage and ultimate disposal of the large voltipes ofdog data cre@ed within an information system.
N

° Security information and event ma oach to security management that seeks to provide a holistic view
of an organization’s information t¢ch ~Most SIEM systems deploy multiple collection agents to gather
security-related events from en t%) work equipment and specialized security equipment like firewalls,
antivirus or intrusion prevention sy cg&r forward events to a centralized management console, which performs
inspections and flags anomali &)

h

° Network behaviour ano, etection he continuous monitoring of a network for unusual events or trends. An
NBAD program tracks criti rac StICS in real time and generates an alarm if a strange event or trend is detected
that could indicate t?: e oi ath |s an integral part of network behaviour analysis (NBA).

° Risk managem &fylng assessing and controlling threats to an organization's capital and earnings. Such
threats include f |aI ty, legal’ liabilities, strategic management errors, accidents, natural disasters and information
technology (IT urlty &

° Network fi | he u‘re fé'éordlng, and analy5|s of network events for the purpose of discovering the source of security
attacks 0 roblem ﬁ/‘cmch it-as-you-can" systems capture all packets passing through a certain traffic point, store

sequently in batch mode. "Stop, look and listen" systems perform a rudimentary analysis in

the dat% erfaf ysis
mem save only ¢ rtaQHatafor future analysis.

. Key erties of security 1nh11gence

e monitoring is a crucial aspect of security intelligence gathering when identifying threats. Security Intelligence is able to

aI Time Analysis: It is not enough to be able to view log records when dealing with exploits and immediate threats. Real-
aluate potential present threats. IT organizations use technological tools such as SIEM software to gather security intelligence
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in real time. i

° Pre-Exploit Analysis: Security intelligence blends pre-explo ;s@ erability management with real-time analysis. By identifying
risks before they become breaches, organizations may reduc ore easily detect attacks.

° Data collection, standardization and analysis: CoIIectlngzs much applicable data as possible from pertinent devices on the
network, creating relations between those devices, an analysing their behaviour to identify aberrant actions is the most
relevant and complete method of identifying securltygdents Security intelligence is capable of fully understanding a situation,
identifying the key components and surrounding i tion, and effectively notifying security analysts of potential threats. Data
are aggregating from the IT infrastructure in t wor , event and application logs. Security intelligence use complex
machine learning, pattern recognition and big da alysis through millions of logs from across applications, translate the
aggregated data into a standardized format t éihuma rea b’e analyse the data to detect attacks or vulnerabilities.

° Actionability: Genuine security intelligencésmust be acti nablegfor the organization. The goal of security intelligence is not to
collect, evaluate and store additional data t n, bul%ﬂdentify threats, and present potential threats to security analysts

in a meaningful and comprehensive d gﬁ e act le data that drives the informed and targeted implementation of
security controls and countermeasu
* Benefits of intelligence operatlon Y &
° Improved regulatory and s rds\co nce: ‘%bols that collect, standardize and analyse log data can help IT organisations
demonstrate their compli with ec |ed rity standard.
-

° Enhanced threat det ank remedia Detectlng security threats is a core function of SIEM tools. These tools use
machine learning datat co Iht ents that are buried in millions of log files from across the network. That leads to
faster threat detect ion r |mes when indicators of a computer intrusion are detected.
° Slmp|lfled ' s Ilﬁganlzatlons today can automate many different types of security intelligence gathering
tasks thro ttln e Is simplifying their operations and reducing the cost of gathering actionable and useful
security in encf3

Incident

response.

ACO02-Backup
Systems (Spatial
/Temporal)
Replication.

» Backu p t e#oceﬁﬁﬂ;gaﬂ and storing copies of data that can be used to protect organizations against data loss. Recovery
froma a upatypically invo ve@?stormg the data to the original location, or to an alternate location where it can be used in place of
the los maged data. A p@er backup copy is stored in a separate system or medium, from the primary data to protect against
the &Npty of data loss due to primary hardware or software failure. The alternate medium can be an external drive or USB stick,
age system, cloud storage container, or tape drive. The alternate medium can be in the same location as the primary data or

ote location. The possibility of weather-related events may justify having copies of data at remote locations. The purpose of

e b kup is to create a copy of data that can be recovered in the event of a primary data failure. Primary data failures can be the
restlt of hardware or software failure, data corruption, or a human-caused event, such as a malicious attack (virus or malware), or
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accidental deletion of data. Backup copies allow data to be restored earlier point in time to help the business recover from an

unplanned event. A system backup is the process of backing up th |ng system, files and system-specific useful/essential data.
Backup is a process in which the state, files and data of a comp tem are duplicated to be used as a backup or data substitute
when the primary system data is corrupted, deleted or lost. The ose of a systems backup is to provide a means to restore the
integrity of a computer system in the event of a hardware/s re failure, physical disaster, or human error. A system backup
consists of either a full backup (copying everything that is considered important and that must not be lost), incremental backup
(making copies of the files by taking into account the change de in them since the previous backup) , or a combination of the two.

For best results, backup copies are made on a consistent, @mar basis to minimize the amount data lost between backups. The more
time passes between backup copies, the more potent at? loss when recovering from a backup. Retaining multiple copies of
data provides the insurance and flexibility to resto pointlin time not affected by data corruption or malicious attacks.

* Replication is a process of copying and main |ng databa bﬁx The replicated databases are monitored for changes and
resynchronized when a change is made Data replication makes-a.copy of data accessible from many various servers instead of

accessing one central server, or enables m ers t0-.behave Il}?’ e one (parallel query processing). Replication considered as a
mechanism for creating data backups.

* Spatial replication: The idea of th s y is tlon@.%\several copies of a system. Each replica of the system has its own
duplicates of the system’s nnportant atlon which is nchronlzed (Several copies in different places).This approach is most
suitable in cases when only the ya%l‘?pl @Ls affected by human error. Consequently the greater proportion of the
replicas is accepted as the corr

» Temporal replication: it k ore t co of system, with each one having its own replica of state of the system. The
replicas used in temporal r on re"“ sy ized (Several copies in different times). Temporal replication makes use of a
current copy that repre nts ‘the actu st e(of system and several replicas (historical) will represent the situation of different
states in the system’s h Reqlgests stem together with human operator input are only affected on the current replica.
This approach works :q@lf o é([i‘tman errors affect the system state.

Incident ACO03- Remote * Remote Wlpe is y or, %ﬁware solution where an administrator has the ability to remotely delete and destroy data
response. Memory Wipe For | on a device or al#y x’t vice's memory, in case the device gets lost or stolen) . This feature is often present in the
Lost Equipment. context of mabi e e managemerit, and comprehensive risk management systems usually have a remote erase function. Remote
Wipe is an to re entidata breaches, and it can address security concerns in Bring Your Own Device (BYOD) policies
and securj pany computing networks. Wiping a device is the best way to ensure sensitive data stays out of
the wro nds. When a deV| s lost, stolen, or otherwise compromised, the company must take action to prevent a data breach.

Soor m&l on must enable r'\mote memory wipe for lost equipment.
Prevention ACO04-Automation. | o ation: The use of information technologies to make decisions on behalf of the user .Such as would be to have a popup menu
ap on an employee’s computer screen giving notification that it is time to change their password. Automation is highly

endable in cases where it is absolutely impossible for the system user to do the work. An example is where packets are checked
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by intrusion prevention systems at a speed that exceeds that of a I;gqa systems administrator. Since many security failures are
attributed to humans, then it could be wise to use techniques th ve minimum human intervention. The major strength of
automation is that it is more predictable and accurate that its’ 1% ounterparts. An example of automation is the old anti-virus
program that required system users to decide on whether to clean quarantine or ignore a detected virus. With the modern versions of
anti-virus programs, the viruses are automatically cleaned upo ction. The main purpose of automation is overcoming poor user
decisions and choices. \S

S

Prevention

ACO05-Data
Encryption/Passwo
rd Protection.

* Organization should adopt automation in the process; t?'ean be automated to reduce human error.
gb |
h

» A password is a series of characters containi ets, 'numbers and special characters. Password protection means only
authorized users or the ones who know the passwordsean atce desired information. Password protection is a security measure
put in place to protect sensitive information accessible via comp e,s f[%&' unauthorized access.

tiohyi

 Encryption is process of concealing informa in sugh y thatonly authorized personnel can access the information encoded
within files and unauthorized users cannot. E ti eans goé?! information or data into something that is unreadable to anyone

with no access to the information. To hidethe,info , twi cial pieces of data is required: the cipher and the key. Cipher is an
algorithm and the special knowledge r@'j to theQn rypted data is called the key. So, a cipher is basically a key to the
code.

A

* Data encryption and password tio@s&g i@rder to protect sensitive information from falling into the wrong hands.

Organization should enable dat, ptioh an qass@d protection on storage devices.
. b, &

Prevention

ACO06-Wireless
And Bluetooth
Safeguards.

« Bluetooth is a wireless technology anﬁaﬁ' used-for exchanging data between fixed and mobile devices over short distances using
radio waves. It is an op stﬁﬂﬁ:ﬁ‘r sh tl—ra radio frequency (RF) communication. Bluetooth technology is used primarily to
establish wireless pers a (WPAN), ‘,ad, or peer-to-peer (P2P) networks. Bluetooth technology has been integrated into
many types of business and”individu dev@s, including cellular phones, personal digital assistants (PDA), laptops, automobiles,

printers, and headsets. etodth echno@fgy for creating small personal networks between a wide variety of devices to transfer
voice and data wi@e offcables Bluetooth devices easily connect to each other. This was the intent when the specification
was developed. €onsequéntly,

gs@ indi/id?a

Y ices include Bluetooth in a manner that provides for easy connectivity while exposing the

xd\@ganizations to greater risk.
tion mé ye aﬁeds or thousands of Bluetooth enabled cell phones, smart phones, PDA's, keyboards, and mice
in the W05£ e. The possibjlity of it interacting with organization's network also grows. This number of wireless devices is
increa potential for in ation asset compromise and the potential security vulnerabilities that mobile devices present. The
Kmployees and contractors use mobile devices to access organizational systems, applications and data, the more important

more
i i%@tect such access. Given that mobile devices are inherently moving targets used outside the organization , and thus also
outside”its firewalls, threat management, spam and content filtering, and other protection tools, it's important to apply a battery of

information a

* Any org
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best practices to use of mobile devices to keep exposure to risk and lass tia minimum.

* Organization must take security measures that can implement ocge)ure mobile devices, that Bluetooth-enabled. It's essential to
prevent the mobile devices from opening unauthorized means OT;QGSS to information and other assets. Organization must develop
mobile security best practices that can help protect mobil ices and their users from unwanted exposure or unauthorized
disclosure of organization information. Organization must enable Bluetooth safeguards (disable or protect these devices), either
incorporate these devices into organization's security archlt e, or ban their presence altogether. If organization can't secure it, it
doesn't need to touch or interact with organization's netwy-

* The following practices aim at securing the Blue enabl 'deVI es themselves.
° Create a policy: Organization must acceptithat Blugtoothpt cth\Wgy is out there and has the potential to interact with their
networks. It's important for organization oactiye; "’élt for a Bluetooth-related security incident to occur. Instead,
organization must develop an organizatio Ilcy;th t discusses the use of Bluetooth-enabled devices and defines how these
devices can interact with the network. I| add.g?_s’s three main areas:
1-Support: Bluetooth-enabled de C e oot\a pog:%\technology, and no one should connect them to the organization
network.
2-Data: No one is allowe tore a xa é&)n data on any Bluetooth-enabled device specifically, passwords and
usernames. h )

q

Q.
&
3-Repercussions: Dlscuss pen@tes for violating this policy.

° Scan for devices F l §
£ &
After organl creat |strq§ed the policy, it is recommended performing a wireless sweep to determine whether

Bluetooth i |s ization's physical security boundaries.
o)
* The followi ptec‘t‘)he data and applications used in the Bluetooth-enabled device.

° ;ﬁﬂ% nti ﬁware software: Any employee who wants to use a mobile device for work should install and
upda tlmalw o'ftwaze for his or her smart phone or tablet and prevents users from accessing the corporate networks if
they have privacy leaking apps .

— N

\ecure mobile communications: All mobile device communications must be encrypted, simply because wireless
Qcommunications are so easy to intercept and snoop on. Any communications from employees who want to use a mobile

device to access applications, services or remote desktops or systems should require use of a VPN for access to be allowed to
occur. . To protect mobile users from visiting phishing sites, even when they are on a Wi-Fi network that the company does
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not control. These protections must be done at the network level because email filtering is not sufficient. Phishing and spear
phishing attacks can be delivered through corporate email, through a user's personal email that may be connected to their
mobile device or through SMS messages to the user. Mobile users should be connected over Virtual Private Networks (VPNs)
to services that provide secure Domain Name System (DNS) and blacklisting to prevent access to phishing sites.

°Require strong authentication, and use Password contrals: Employees should be instructed to enable and use passwords to
access their mobile devices, beyond that, mobile deviegs should be used with multiple forms of authentication to make sure
that possession of a mobile device doesn't autom@tically grant access to important information and systems. Organizations
should consider whether the danger of loss andéexpesure means that some number of failed login attempts should cause the
device to wipe its internal storage clean (ablllty to remotely Wlpe a smart phone or tablet).

° Control third-party software: Organizati@as that allow to employees to use mobile devices in work should establish policies
to limit or block the use of third-partys software To prevent-poSsible security breaches resulting from installation of rogue
software, replete with backdoors, and reqmre sugh employees to log into a remote virtual work environment. Then, the only
information that goes to the mobile device is the screen eutput from work applications and systems; data therefore doesn't
persist once the remote session ends. Sincesreriote access invariably occurs through VPN connections, communications are
secure as well, and organ|zat|on should |mplement secunty policies that prevent download of files to mobile devices.

° Create separate, secured moblle gateways Its:xlmportant to understand what kinds of uses; systems and applications mobile
users really need to access, Bifecting moblle. traffie through special gateways with customized firewalls and security controls
in place such as protocoland contént filtering afid data loss prevention tools keeps mobile workers focused on what they can
and should be doing away from the offlce Thls also adds protection to other, more valuable assets they don't need to access
on a mobile deV|ce ‘ \

° Require secure" mobule deVLces Moblle dewces should be configured to avoid unsecured wireless networks, and Bluetooth
should be hldden from dlscovery For examples when headphones is not in use Bluetooth should be disabled.

° Perform regular moblle secunty audlts penetration testing: At least once a year, organizations should hire a security testing
firm to audltthelr moblle securlty and conduct penetration testing on the mobile devices they use.

» Wireless networkmg |s a technology that allows devices such as computers (laptops and desktops), mobile devices (smart phones
and wearables),,and other €quipment (printers and video cameras) to be connected and interface with the Internet without cables.
Organlzatlons Created a good deal of flexibility with wireless for the employees to work wherever they wanted within an
organizafiom?s, It will increases’in agility, productivity, and morale. Users were no longer forced into working from their desk or
conferente, rooms where network drops resided. But the wireless can be risky. Wireless networks connections can be vulnerable
pointg¥otaccess for data or hackers may access employee’s connection and compromise sensitive information stored on their devices
anth in Online accounts. So it is important to fix organization security weaknesses before they’re exposed, not after.

« Wireless security is the prevention of unauthorized access or damage to computers or data using wireless networks, which include
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Wi-Fi networks. The most common type is Wi-Fi security, which mgl\ es Wired Equivalent Privacy (WEP) and Wi-Fi Protected
Access (WPA).

» Some security practices to prevent wireless risk: &
° Wireless routers offer the option of encrypting data, it should be used.
° Using a secure password using current best practicevake sure it’s not easily guessed or cracked.

° Not broadcasting organization SSID and when ing hé network should making it not easy to guess and making sure that
organization SSID doesn’t call attention to organization

° Organization should not allow any guests its priva elw , and create a separate network for organization's guests in
organization wireless access points (W. and then provi hem a passphrase when they visit organization's offices.
Organization would have a system that g es uniqueraccessfor them.

° Organization should uniquely cogwsersutp i eless'%ztwork. Uniquely authenticate each user to organization's wireless

network is an important item eless ty. viding authenticated access to the wireless network requires IT
organizations to implement RADI _[% those to a central directory service. RADIUS server lets organization
maintain user profiles in a c datab ~He e‘,\ rganization has control over who can connect with the organization's
network. L-)

«fii‘f
° Organization should adopt,per grouh) network segmentation with VLANSs. Network segmentation via VLANS is
important step for imp organization Iess security. The organization can segment it's network so that only users
assigned to specmcﬁ% k segment ceinweb:ess those segments. When you utilize a network that has not been segmented, all
users are on the same ngtwo v‘T s different employees from different departments share the same network space. For
example if comp of ang ee in nce section had compromised. That means the entire network is open to that attacker.
When orgamza segments t , only the finance section would be compromised. This does limit the attack greatly.

SN N

Prevention

ACOQ7- Standard
Systems/Email
Safeguards (anti-
phishing, anti-
malware etc),
prevention system
(IDS/IPS,DLP),
Firewalls, APT
Prevention,
Accesses Control,

* Organization e plBy ‘d')n@&l tools to circumvent poor user decisions, such as developing software to better recognize
threats in em ages. \

P 4
. Orgamzqmould u rfﬁ m&'ware which includes anti (spyware, viruses, phishing, spam, and email attachments). Technology
can be used as a tool to help users identify phishing emails by deploy an email system with security features against insecure emails
that has the ability to detect and isolate malicious phishing email for protection against the phishing mails by providing an
additional layer of protection for email attachments or links inside the mail. Using filter to detecting phishing emails and SPAM by
using a specialized filter, designed to focus more on phishing ,viruses, and blank senders emails than other general purpose spam
F@, to recognize and prevent emails from suspicious sources from ever reaching the inbox of employees.
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Static And
Dynamic Software
Code Checkers,
Data Classification,
IAM, Website
Controls.

* Organization should employ intrusion Detection system (IDS): is a software that automates the intrusion detection process by the
process of monitoring the events occurring in a computer systemfo work and analysing them for signs of possible incidents,
which are violations or imminent threats of violation of computg segurity policies, accept- able use policies, or standard security
practices.

* Organization should employ intrusion prevention system (IRS): is software to detect and prevent identified threats. Intrusion

prevention systems continuously monitor network, looking ossible malicious incidents and capturing information about them.
The IPS reports these events to system administrators a es preventative action, such as closing access points and configuring
firewalls to prevent future attacks. IPS solutions camwalse bejused to identify issues with corporate security policies, deterring
employees and network guests from violating the r, ese Ilcie ontain.

threats it is a technology for the early detecti ta exfilt pts by a malicious or unintentional insider. DLP monitors
traffic and prevents sensitive data from Ieaviqa ization' WO{/W‘H is performed in three steps:

\ {\Y'
2- Leaked confidential data tification. (5‘

3- Organization policy e %men&y? @
=,

* Organization should employ, all: is.a network s%ﬁrity device that monitors incoming and outgoing network traffic and decides
whether to allow or block speci traT' on {ﬁefined set of security rules. A firewall can be hardware, software, or both.

* Organization should dvanced réis@t threat's prevention system. (APT) is an attack campaign in which an intruder, or
team of intruders, establisheg’an Nke'l presence on a network in order to mine highly sensitive data.

* Organization sho@lo lacc control system: is a security technique that regulates who or what can view or use resources in
e

* Organization should deploy data loss prevention (DLP) fsoft rlf fgéfﬁ?:ognize possible harmful sites, email practices, and other
On atf
organi

1-system discovery. 0\

>

a computing envj L, I %O

s
* Organizati ould ev‘pl taticland dynamic software code checkers: is a software verification activity that analyses source
code for litys reliabilit fnd sé}urity without executing the code. By using static analysis can identify defects and security
vulnerabiliti at can compfomiSg the safety and security of an application. Just analysing the software without running (static), on

other h alysing software\@ﬁ is running (dynamic).

* Or a\ion should employ data classification system: the process of organizing data by relevant categories so that it may be used
ected more efficiently.

anization should employ (IAM)ldentity Access Management: is a technology defining and managing the roles and access

335




privileges of individual network users and the circumstances in which{ users are granted (or denied) those privileges. The core
objective of IAM systems is one digital |dent|ty per individual. Once thatdigital identity has been established, it must be maintained,
modified and monitored throughout each user’s access lifecycle.

*Website Controls.

Technology can be used as a tool to help users identify spoofed websites. Organization must secure their browsers by :
° Developing of web browser plug-ins to combat phishing. &
° Browser add-ons and extensions can be enabled on browsérs that pr'ever)t users from clicking on malicious links.

° Using a secure browser. It will notify user if a website is suspicious, tell user why and ask user if really want to click on the link.
This extra level of security helps protect employees and companies from potential hacks.

° Web Browser Warnings: Web browser security, specifically (toolbars and warning alerts), is not sufficient to warn users against
entering their details in spoofed websites as well as other browser security indicators (i.e. browser address and status bars),, and that
even when users are presented with security indicators or warnings, they simply ignore them. In order to address this challenge, an
active interruption such as pop-up warnings would be more effective than passive warnings displayed in the web browser toolbars.

° Deploying a web filter to block malicious websites. All work computers in the organization should verifies the correct URL and
security features for every webpage, to proactlvely blocklng suspicious requests and URLs before they can deliver their malicious
payloads. 2=

Detection

ACO08-Security
Information Event
Management
(SIEM) Systems,
Software to
Recognize Bogus
Emails, EDR,
UEBA, CCTV,
RFID.

» Organization should efnployy(SIEM) systern:.i$a tool that is responsible for centralizing and analysing logging in one management
platform, it collects inforpiation £hreugh” secure network channels from various security-related logs (ranging from client
workstations and serVers to application servers, antivirus software, network devices, honeypots, firewalls, IDSs), and any other
sensors in the network, then carrelating the:events among them in a database by matching any related characteristics and events . This
approach allows the,information security administrator to quickly search for events and possibly identify malicious insider activity
before it occursyeras a data-mihifg 0ol and evidence for forensic investigations after the accident occurs , and safeguard that can
detect and prevent data lgakage |

. Orgamzatlon should employ software to recognize bogus emails to avoid Phishing and scam emails.

« Orgafization should employ (EDR) Endpoint Detection and Response: is an integrated endpoint security solution that combines
real-time,continuous monitoring and collection of endpoint data with rules-based automated response and analysis capabilities. The
tegls primarily focused on detecting and investigating suspicious activities and traces of such problems on hosts/endpoints.EDR is
focused on providing the right endpoint visibility with the right insights to help security analysts discover, investigate and respond to
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* Organization should employ (CCTV) Closed-ci
employee’s activity to reduce and stop data loss.

an organization's basic attendance syste

very advanced threats and broader attack campaigns stretching acros Riple endpoints.

* Organization should employ (UEBA) User and Entity Behavi hnalytics: is a security process that takes note of the normal
conduct of users. In turn, they detect any anomalous behaviouf‘&w

For example, if a particular user regularly downloads 10 MB o%as every day but suddenly downloads gigabytes of files, the system
would be able to detect this anomaly and alert them immediat

devices, such as routers, servers, and endpoints in order to
activity and to detect users and entities that might compr your entire system.

ipstances when there are deviations from these normal patterns.

.UEBA can analyse the behaviour across multiple users and ICT
ct complex attacks and to detect potential intrusions and malicious

it IeWr video recording of employee job performance and detect

* Organization should employ (RFID) Radlq%ﬂency Idenfific %?1 is a technology uses radio waves to identify people or
objects. It can be found in car keys, employee i flcgtl n, edlcqi-hlstory/bllllng, highway toll tags and security access cards. It

can used to track employee movements and @Ss to secure locations. An example of tracking employees can be
ly, Qﬁﬁmes

each employee an ID badge.

The model was created in such a way that every group |n

and complementary. \j 43‘-'
The.-.-.-.-.-.dash-dotted line in black depicts the entls'r |0\> ps to surveillance and auditing procedures.
[

ther groups, and these groups are mutually dependent

1.

2. The elements' relationships to threat evaluatlo c (iagyres are represented by the - - - - - - - dashed red line.

3. The ...ccccceeee dotted line in blue iIIustra t r@hl@etween the UITCM groups. Table 5.15 shows the relationships

between the UITCM elements. (,) 2 §
)
ﬁ)‘!’S The reIatLQ)[Ys' among the UITCM Components.

No Relation Description
1 Governance -> Defence Tools

(Detection, Prevention,

response) - Behaviour

Incid

vernance group), they clearly show the acceptable use of an organization’s system, network, and information and what is
pected from employees and also the possible consequences of violations. Thus they are the documented theoretical side from

@M and regulations, policy enforcement, Procedure, Standard and Best practice fall under the administrative controls
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response tools are the technical and operational side of a cyber program to increase the chances of preventing, detecting
and responding to insider threats (Detection, Prevention, Incignt d response groups).Both the administrative controls side
and technical controls side represent together an effective rity program that is able to both, dealing with incidents
proactively and can respond to incidents quickly, through CWI measures in place, rules and controls in order to detect and get
alerted about the actions of its employees. Administratiye coptrols and technical controls together produce deterrent measures
that control employee behaviour and reduce or prevent Nrrors and reduce their consequences, to proactively protecting data
and to ensure compliance with regulations, rules, law: at it prevents the occurrence of the accident or mitigate its potential
risks. Governance group has a direct influence on Iling the employees’ behaviour. Laws and regulations, imposes using
the technical controls and adopting control me in"place, ruleés and controls that leads to controlling employees' behaviour.
The UITCM proposed a relationship among, GoVegnance ,.d ce tools (incident response, prevention, and detection
groups) and behaviour group. The Governa roup fis re p?] to impose and adopt defence tools in an organization,
(Detection, Prevention and Incident Respo which in tu stitUte deterrent measures that control employee behaviour and
reduce or prevent error and its conseq Far éx e Ia\\//Wénd regulations, imposes using (SIEM) systems and CCTV
which detects negligent employee behavi La (\»ct egulations, imposes using automation for password changing reminder
to enforcing employees to change t iceﬂpass ordswand imposes adopting remote memory wipe In the case employee
lost his device. (jg

the cyber security program that provides a roadmap for effecj'vegecurity. Whereas, Prevention, Detection and Incident

Governance
ehaviour.

- Culture> B

b

Organizational culture c0n3|st the b rag)tl , attitudes, behaviour, reputation and ethics of an organization and its
u s 1ty behaviour. Thus, perceptions of risks are influenced by the cultural

employees. Group norms in
context in which they ar d hat s4pe &f ed as a risk is shaped by cultural beliefs, social relationships, power
relationships, hlerarchles ge iencg, discourse, and practice in organization. People generally follow group norms,

and therefore if the gro S|de sin atiofsecurity to be an important and serious problem, then it is more likely that the
individuals within t p will alu ah ow the security policies. Conversely, if risk-taking is accepted within the group,
then it is likely tha gr ter rlsk I¥b taken Organizational policies, practices, laws, regulations, procedure, standards,
processes, and n valué m hape organizational cultural knowledge, actions, and, ultimately, perceived risks.
They also prow%an at VIOUI’S are deemed appropriate, ideal, or inappropriate; they establish expectations and
inform cultur. 'F i tant to make all employees all employees receive and sign a copy of organization's
policies. Th plo ées are made aware of what is expected from their job roles and the penalties for violation of
these poli greed {é@h and having security awareness training, with a specific chapter dedicated to unintentional

insider % nor, pIaHaEWhat is expected from them and which threats they might be exposed to. Laws and regulations
shoul ict orgafizationaktules, provide for penalty against any person who exceeds organization's policy or violates it's
rule enforce pollcy«@}é procedures to ensure compliance with regulations, rules, laws, to deliver a clear message of
tlon security policy to the rest of the organization and develop individual values, institutional values and behavioural
%‘atlons for the organization to support the implementation of the management system and deploy security culture to
ate risks. Based on the above. The UITCM proposed a relationship among culture, behaviour and Governance groups. The
ernance group is responsible for spreading the security culture in organizations and the organizational culture greatly
fluences employee behaviour. For instance, group norms can affect individuals’ password behaviour. If organization's laws
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and regulations, provides for penalty against any person who ex d%olicy of password sharing, therefore, refusing to share a
password could be seen as a compliance with the organizatior%ékurity policy and not a sign that people do not trust their
colleagues. Furthermore, policies regarding the reporting of m behaviour of a co-worker can help in defending against the
unintentional insider threats.

Governance
ychological>

-> Process> Ps
behaviour.

Problems in data flow and increased workload both can‘egatively affect operator performance and contribute to errors.
Similarly, problems in work setting and management sy s, such as lack of available qualified staff or inadequate or flawed
policies, may lead to increased workload, increase s, or other factors that affect information processing and decision
making and lead to errors and failures. Proble work planning and control, such as changes in routine, can affect
performance through increased fatigue or str hich h n affects employee physiological state and behaviour. This
situation may negatively affect staff performance®and Jo gerrors in their works. Deficiencies in employee readiness
tends to negatively impact performance due t@Nsuffici nt k vyle for correct task completion, as well as associated anxiety
and stress that further affects judgment a cision making. ‘Stress is a major contributing factor to human error. Stressful
situations include unfamiliar or excepti0§ otcurrefices,_ificidents that may cause a high loss of money, data, or life, or time
critical tasks. Human performance tends t@ degr n stress levels are raised. In addition physiological state resulted from
diseases, hormones problems, drug ec en roblems that can negatively affect operator behaviour and can
contribute to errors. Thus, the I%rop relationship among process, psychological, behaviour, and Governance
groups. Where physiological state cts emplayee behaviour and Governance group is responsible for mitigating risks of
physiological employee state, | ome such as necessary tests ,affordable access to health services and suitable
work environments and ens implemented in the organization. Organization's laws and regulations
should consider psychologi ble S of %’ and thereby reducing the likelihood of the related incidents .For example
if organization's laws an atlo&ljpgm der work planning and work setting, that can lead to increasing fatigue or
stress. Thus, it affects e ee readi en his performance and may contribute to human error. If organization's laws

and regulations impg@se tal ab Iltle tes drug test as a condition of employment , potentially non-trustworthy candidates
can be identified at t efand,avoid those who may cause harm to information system.
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