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CHAPTER 1V

RESEARCH RESULTS

This chapter presents the data analysis based on data that n collected from

maming systems. The
1 ethaerception of

Todé’sﬂon of

4.1 INTRODUCTION

staff in G.O.A.L.S on the information security risk invglv

research involved the development of a questio

in G,
S

the number of respondent is eight

There were nitially ten L S USIM, N=10. Only 8 of

them managed to c&%

which means (:Kw@le 512'
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4.2.1 Gender

Table 4.1 shows that most of the respondents were male (62.5%) and Female were

37.5%. \i
Table 4.1: Gender ;%

N

Male > v
Female 3 7.5
Total 8 Vl 00.

4.2.2 Education Level

-

[evel

Diploma
Bachelor Degree
Master Degree
Doctorate Degree

Total

4.3 DESCRIPTI

There are thrgg ri or@bn security studied that are unauthorized

release of hatio ®K0f e&?)diﬁcation of information and unauthorized

; AN
rce (8, ThISY ues%;&mlre was scored using the Likert scale; from Yes,

e and No, (1 —3).

denialdf ge

N

N
Nj
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4.3.1 Unauthorized Release of Information
The first section 1s unauthorized release of information that consists of 10 items (refer

Table 4.3 represents the descriptive measure of the Likert scale for this first section.

[tem 1 to item 5 indicated than all of the respondents answered No to the*‘ R while

the last 5 items one respondent (12.5%) answered Not Sure and othef& ans#ered No

(87.5%). Y-
Y,

Table 4.3: Descriptive Statistics of Unauthorized Bglea¥e of information

No Item

1 Logon information of lecturers were
intercepted and misused.

9

Logon information of students weag

intercepted and misused. %
3  Materials online were loadfh
unauthorized persons.

4 Materials online were

unauthorized users. (100%)
5 Materials online we 2

unauthorized pers@s (100%)
6  Students get un or1 7

during the wrijg (12.5%)  (87.5%)

. 1 7
(12.5%)  (87.5%)
g 1 7
(12.5%)  (87.5%)
5 1 7

‘K | (12.5%)  (87.5%)
«s or Trojan managed to attack the : 1 7
e, (12.5%)  (87.5%)
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4.3.2 Unauthorized Modification of Information

In the second section, unauthorized modification of information has 10 items (refer

Table 4.4) represents the descriptive statistics for unauthorized mo% jon of

| of them

)’Tﬁts were lost’

(100%). Thirty-seven per-cent answered Not Sure to item NS 9 and 10 and

S@em 3 and 8.
| S5

%

information. None of them answered Yes to all of the items in this seci¥n.

answered No to ‘materials were ruined’ and ‘assignments sent b

remaining 62.5% answered No. One respondent answer

Half of respondents answered Not Sure and No in ite

Table 4.4: Descriptive Statistics of Unauth

1 of dpformation
NOt

w 1l ((Vo)
3 d
(37.5%) (62.5%)

No Item No

1  Materials online were chang
person.

2 Materials online were ruj : o
% (100%)

3 Materials online were : | ] 7
%z , . (12.5%) (87.5%)

4  Assignment sent by s P AP 3 5

unauthorized pghgQn. (37.5%) (62.5%)

5  AssignmenfSentNgy st S mi@l . 3 5
; | ¢ (37.5%) (62.5%)

6 nt by stud tsxveel st. : - g
* N (100%)

7  Stu arksﬂ#&ng@y unauthorized - 4 4
per | N (50%) (50%)

8 .wnt’s marks were mi&. . 1 7
‘% (12.5%) (87.5%)
' student’s marks were lost. _ 3 5
(37.5%) (62.5%)
Quiz/test content uploaded by lecturer were = 3 5
changed. (37.5%) (62.5%)




4.3.3 Unauthorized Denial of Resource Use

There were 10 1tems 1n the third section, unauthorized denial of resource

Table 4.5) represents the descriptive statistics for unauthorized denial of réSau z use.
rity’ o

Majority of the respondents answered No in item 3, 4, 6, 9 and 10. M& '
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use (refer

i them

answered Not Sure in item 1, 5 and 7. One respondent answered Yevm 3,4,7, 8,

9 and 10.

Table 4.5: Descriptive Statistics of Unauthorize

No Item

I [Lecturers cannot access the system due %
poor bandwidth.

Students cannot access the syste
bandwidth.

9

7

3 | ecturers cannot access thée
server problem.

7.5%)
N

. N 1
“ ﬁo) (12.5%)
U 10 % -

I

(129

4 Students cannot acce él
server problem.

2 4
25%)  (50%)

S Lecturers could not Iog i
other reasons.
| 4

6  Students cm@
(12.5%) (50%)

other reasqms
7 [ectur 1S
dow ma i '
Sm ! e&?;-'en accessing 1 3

get disconnect
meenaterials or conduCwrg quiz/test. (12.5%) (37.5%)

2 .
(25%)

0g 1

0 rers could not upload or download files 1 1

% the system. (12.5%) (12.5%)
Students could not upload or download files in 1 1

the system. (12.5%) (12.5%)

(37.5%)
6
(75%)
7

(87.5%)

2
(25%)

6
(75%)

3
(37.5%)

4
(50%)

6
(75%)

6
(75%)
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4.4 RISK ASSESSMENT
Risk assessment seeks to determine the causes of this danger and there are basic steps

proposed by Rausand (2013) as follows:
1. In this step 1s to determine 1if the risk is intentional or umntem&zlt 1S
from Insider or Outside, Software, Hardware, Antivirus, S %n SQL

and others. These risks are also classified in terms of WT‘ or not they

will provide the effect of fabrication, modlﬁca

interception to the information and also decid
not and how.

terruptlon or

ight be harmed, or

o
(T}
<
-4
=
oo
)
@
5
o
-
N
?-'
.
Q.
@
L.
-H
@
O
-
=
-
@
O
83
=
2 A

4. Review the assessrT-

assessment and updgtes t

previous &\Ra sLnd

se nt

Infonnatlo ns} conducted for this research according to

Rausand ( s And the results asé,g‘;n in the following sections.

S




99

4.4.1 Risk Assessment Step 1: Determine Information Security Threats
Researcher has divided information security threat source from the data collected into

2 categories as outlined by Jouini et al. (2014) that are Human and Technology.

However, the third category that 1s Environmental Factors is not included &cd)’-

T

Table 4.6 showed the results for information security threats iMng human. The

Cf treats. However,

a number of respondents answered Not Sure to 10 threatSy ew

4.4.1.1 Human Threats

results showed that 100% of the respondents chose No to

16 threats.

n_&ﬁ?hgc;‘i zed

The lowest is 1 respondent for Student’s marks were rifimad, Student t‘l

swer tests

by students was plagiarized by una
ruined. Materials online were

uploaded by lecturer wer c@
naua

marks were changed by u rize

does not have negat@ct o@tem Qaause Not Sure could not be considered

as information s

Q—
&
O



Table 4.6: Descriptive Statistics of Human Threats

60

No Item Yes Not No
Sure
n (%)
l Logon information of lecturers were
intercepted and misused.
2 Logon information of students were intercepted
and misused.
3 Student’s marks were ruined.
4 Materials online were loaded by unauthorized
persons.
5 Materials online were accessed by
unauthorized users.
6 Materials online were phished by unauthorizec
persons.
7  Students get unauthorized person’s help
the writing of tests.
8 People masquerade as students to answer
on behalf of such students. _
0 Hackers managed to access the 7
QZ 5%) (87.5%)
10  Student’s marks were chang A 4
Derson. c}& (50%) (50%)
11 Crackers managed to d 1 -
(12.5%) (87.5%)
12  Assignment sent . 3 5
by unauthorized % (37.5%) (62.5%)
13  Assignment sent by ent - 3 5
\ (37.5%) (62.5%)
14 Materials or&v re - 3 5
unauthonqr i (37.5%) (62.5%)
15 Mater, 1 . ) 8
s ; (100%)
16 ontent [0 - 3 5
A (37.5%) (62.5%)

_ échnowgtcal Threats

There were 10 threats identified for this study where respondents have answered Yes
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in the questionnaire. The lowest 1s 1 respondent for Lecturers cannot access the system
due to server problem, Students cannot access the system due to server problem,

[ecturers get disconnected when uploading or downloading materials in the system,

Students get disconnected when accessing online materials or conduc&ziz/test,

[Lecturers could not upload or download files in the system and ml ' could not

upload or download files in the system. Then, followed by 2 resp for Lecturers

cannot access the system due to poor bandwidth, Students cwaccess the system

due to poor bandwidth, Lecturers could not log in to thig s$ d'e to other reasons

and Students could not log in to the system due to otifMggreasops. Nef@ore, with this

© td'n:@ can be
3

result, technological treats does have negative in

on

considered as information security threats to

No Not No

]  Assignments sepk by %dents
. w; S|

#/ere si. 0 - 8
(100%)
v}r & i 3 5

(37.5%) (62.5%)

N

3 - ] 7
(12.5%) (87.5%)
4 - 1 7
(12.5%) (87.5%)
5 can, v 2 - 2
ndwidth. b, o (25%)  (50%) (25%)
6 ents cannot acces@ system due to 2 3 3

- oor bandwidth. (25%) (37.5%) (37.5%)

cturers cannot access the system due to ] ] 6
server problem. (12.5%) (12.5%) (75%)

Students cannot access the system due to 1 - 7
server problem. (12.5%) (87.5%)

9 [ecturers could not log 1n to the system due 2 4 2
to other reasons. (25%) (50%) (25%)
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10  Students could not log in to the system due 2 - 6

to other reasons (25%) (75%)
11  Lecturers get disconnected when uploading 1 4 3

or downloading materials in the system. (12.5%) (50%) (37.5%)
12  Students get disconnected when accessing 1 3 4

online materials or conducting quiz/test. (12.5%) (37.5%) 0%)

13 Lecturers could not upload or download files

] 6
in the system. (12.5%) ( % (75%)
1 i 6

14  Students could not upload or download files

in the system. (12.5%)%5 %)  (75%)

As for the data analysis, the information security thr atsv by GOALS will be
ésti% Therefore, 6
N3

considered when the respondents answered Yes 1

<,

Table 4.8: Information Sgcurity Th e GOﬁ

No Item ffect td V@Nis being Harmed
\nfo matigh
1 Lecturers/students cannot q exturers and students
access the system due to pé

threats have been 1dentified as in Table 4.8.

sannot access GOALS.

bandwidth.
[Lecturers/students can&v

rverj |
problem. z
[Lecturers/studen 1 not |
in to the systegg due O Qtag
reasons. é\ (i

9

access the system d

L

4  Lecturers S CO Lecturers cannot
&w ' upload/download
5 % files/materials for their
. course.
| gudents get disconnect Students cannot
%hen accessing online download materials and
materials or conducting take quiz/test for their
quiz/test. Course.
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Based on Table 4.11, information security threats in GOALS have two types of effect
to information that are Interruption and Interception as classified by Rausand (2013).

Interruption here involved problems where lecturers and students cannot access

GOALS either due to poor bandwidth, server problem or other reaso@while,

Interception involved problems of uploading or downloading ﬁ&) laterials by

d?!nswered online
test or quiZz. V

. 4
NY.
ikalshobd cgngcl.\what IS

' porth§:0 determine

lecturers or students and also problems that occurred when stu

4.4.2 Risk Assessment Step 2: Risk Evaluation

hreats in GOALS

Damage

Table 4.9: Risk Evaluation;(%)r

No Item \
1 | Lecturers/students ca T
access the systel% poor

Denial of service

bandwidth.
Lecturers/stu ﬂ:ann
access the g Jue

problem. %
In to Y S¥EM

'stem.
5 Xlurers oet disconnected
%\ wnen uploading or
downloading materials in the |
system.
Students get disconnected when
accessing online materials or |
conducting quiz/test.

o

)
t—n
g
dr
—
-
h—1
4"

Content
vulnerability
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Table 4.9 shows the risk evaluation of information security threats in GOALS. There
were two types of vulnerabilities that affect the system, which were Web-based

application vulnerability as mentioned by Atashzar et al. (2011) and Content

vulnerability as mentioned by Derawi (2014). Web-based applicatio% ;rability

involvedproblems where lecturers and students cannot access G(&;[ her due to

poor bandwidth, server problem or other reason. Meanwhile, ent vulnerability

involved problems of uploading or downloading files or m¥gghls by lecturers or

S sz red'online test or quiz.

t 1s Denial of

4.4.3 Risk Assessment Step 3: Propose
Threats

Remedies for information security

the e-learning system and avoid tit

4.10 proposed remedies againN
Table 4.10: Prwe w
No \ RIS
& 3‘7
1 Lect /stfdentd campo
dueho, W rbax,d 1dg.
2 e/ student: a:ﬁot d?:e
an server problem. (}?
3 \ec‘ rers/student could Mot log 1n to the

v¥tem due to other reasons.
0 ecturers/students could not upload or
6

Remedies of Risks

| Access control using firewall

download files in the system.

[ecturers get disconnected when uploading
or downloading materials in the system.
Students get disconnected when accessing
online materials or conducting quiz/test.
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Based on Table 4.10, the proposed remedy for all information security threats in

GOALS is by implementing access control using firewall, this remedy also support

t mming
om outside

the organization. Main principle is that all movement from insiwmside and the

Barik & Karforma (2012). A firewall 1s a blend of equipment an

security system secured to avert unapproved access to a corporate S

other way around must go through the firewall. To achieve this W access to the local

Iy vz the'ﬁrewall should be
' IMI'd be allowed

N\
el s‘cl,ée‘é. In order
< s%f’t_z}g. and always

n 0@ system must be

cti_{,pwhich 1s crucial to

network must first be physically blocked, and access o
permitted. Only the traffic authorized as per the local s

to pass through. The firewall itself must be stron

to achieve this. the bandwidth and server of t

running for 24 hours without any interr Wl‘he

well secured too by applying advahma% %
institution defense. An institutioE%leﬁ de@Om’ s network and data
lac

7
against malware. With all thN.

L |
e, i cturéénd students will be able to
NS
access the system, uplo ana ownloafil ne s?@eﬁals without any interruptions.
D, ok

’ g &
L)'
4.4.4 Risk AsscsK te wi

The rapid deve S¥fTnt ingtech

sessment

|
“aMre gﬁmd ongoing competition between companies

o
mmé} sense to review what have been conducted on

T

thrdhiS, S f't
an onArasis to improve t@otectiom of the e-learning system. In reviewing the

a \t, it involves the i1dentification of what, why, where, when and how events

@ations could either harm or enhance the ability of the institution to achieve its

objectives. All of these things help us to get good results in terms of maintaining the

system of all threats.
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SUMMARY
The staff of goals center were very sure that material or information that are loaded
are secured. However, there 1s some problem of interruption to accdg Ez system

by lecturers and students due to poor bandwidth, server problem &d gher reason.

nnect lecturers

Then. it also involves interception to the system that disable o

or students when they upload or download files in thewm, and also when

\Y

student conduct quiz or test.






