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CHAPTER 2: LITERATURE REVIEW %\

The literature review was developed through a systematic literature review®approach

(Biolchini et al., 2005). The literature review is very essential whllean out any

research study. This 1s because the review of the related literature he e researcher in

q find the gap in the
d ¢h rtance of
te tow

In this chapter, views of different studies about the topic ted tofthe s‘: .&Qbarch

understanding the research problem in better way and also

researches which have already been done before. By keepj

this, the second chapter of this research has been completely

are critically reviewed. ) .
\w: “\\
(—) S

#

e of T"m %’er to communicate with

epa ts (Al-Khouri et al., 2014).
ecp@

&pmated by the information and
r.é» 2014). With infinite potentials for

ver@ent services overcoming the barriers of

QJ

<<

With advancements 1n ICT, regular phenomenon and

e-o0
common practice across the

communication technoleT) (IA

offering high quality, t ef

place and time, the e%mm nt ai
Taiwo et al., 2
| 20 o $

S

2.1.1 E@ment— Definitions and Perspectives

ani e

i acé?e better citizens-government relationship

=0V ent can be viewed from different perspectives; such as information systems,

com{WEr science, political science and public administration (Heeks & Bailur, 2007).
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Seifert and Petersen (2002), identify e-government from two perspectives- political level

@'Cﬂioint

1 four

and technical level. Some 1dentify e-government from a business and technolo

of views (Ashaye & Irani, 2012). Tambouris (2001), identifies e-governm

different perspectives: process, citizen, and cooperation and knowledge m nent. The

-

Table 2.1: Some E-Government Definitions V

Table 2.1 summarize some of different e-government definitions:

— —

Author [ B _ ) _-Dzﬁniﬁons- \ - |
| (Abramson &  Means, | Electronic interaction between the govelgifagnty mplfyees. and the
5 |
I_:OOI)._ - public - w4
("U.S E-Government Act | Defines e-government as:
of ", 2002) “The use of web applications and

government, combined with p
technologies, to-
(A) enhance the Government in)
delivery to the public, other

'ermna@ ntities;

NG

| or T
(B) bring Government Qgerag®ns mprovéwgents I@nay include
I efficiency, effectivenes Nua 1y, pr @fsformation . .
(UNPAN, 2011) The use of ICT by figveimpnt agencichggh as PagivArea Networks,
_ | mobile computinglh nternet.” . R |
(World Bank, 2009) “The use of ICpto improve™sag gnt’ Y (efligiency, effectiveness,

transparency, gns untabilit :
(OECD, 2003) “The use of IS ¥nd garticularly the
| governmerd et |

et to achieve better

‘ ®

&
$
N

2.1.2 E-government Dom |

:‘ns: z
E-government involves various agfivitieg h rié(‘(%f domains (Almarabeh & AbuAlj,

2010). Three e-govem&n\terac ion @pmaing<gere identified by the World Bank
Ve

(2009) which includgM en tizen@ZC) which is the interaction between

government and ciiiz€ns Jgove ' oéu ineSs (G2B) which is the interaction between
government anz1 b%ess erpyhses, g@mment to government (G2G) that involves
TS

different gov ’ relatio ship; \,‘?'
S

ﬂq overnment In Developing Countries

hnology is becoming integral part of every aspect of life, the e-government




momentum. E-government uses the tools based on ICT especially web-based application

to provide better services to citizens and various types of businesses. \i

E-government 1s common in most of the developed and developing countries;¥However,

the rate of e-government adoption in developing countries is slow due t&Several factors

(Rorissa & Demissie, 2010). Some of these factors include: litw infrastructure,

Rt.of the developing
| s, Iff1s important to
note here that the gap between the developed and developing Sggntri sMsﬁgnd
is increasing due infrastructure of technologies and theu%f ICTJ ' —{:)\
, \" Y\}'

S 11T evelq@g countries. It
eural cd(xt. The inherent
et cqniexts (Heeks, 2005;

plﬁ%th e-government with

economic development, and culture. With regards to this vie

countries share these similarities on political, social and cul

E-government invention has been introduced in Syfferght w

embodies design and implementation char\% of 1

properties determine its success while ilzleme

nf ppd)eCts may fail because of

Yonazi, 2010). Therefore, it 1s imperat
respect to the transfer context. Ot %
(Ma% e, 2009).

, €-

large difference between design agd cofextypie
X TS
A study by Almarabeh N26L0) g&d a general framework for e-
government answering ¥a wonsggkich a_s\ yhat, Why and How of e-government.
-' &Sﬁ e-government addressing the concept,
s'\%&sful adoption and implementations of e-
participation is a very crucial factor for

i

determining, th® success and failure qs'e-govemment. Gebba and Zakaria (2012), have

' 3

stated t WOut a guarantee of privacy and security, citizens are unlikely to use e-
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and utilizing Internet and other ICT technologies for the betterment of governance and

e status of e-

providing fast and maximum comforts and services to the citizens.

2.1.4 E-government in Malaysia

Various countries, including Malaysia, are implementing e-governi

government implementation is widely discussed in Malaysian co to the potential

of e-government implementation towards the businesses and §W ; Ml'ltimedia Super
Corridor (MSC) has been introduced to accelerate Malaysi ntry 1 tthion Age
as one of the strategies to achieve Vision 2020. The impi@ugentation ¢f e-g¥@ Tﬂ eQ% was
O.

initiated by the introduction of the MSC in 1996 in M«#¥G1a (Ramll

ny agenges. Of the

hich@ludes issues like
‘§écurity (Kaur et al.,

However, e-government implementation in

challenges, the technological challenge 1s thN '

agencies 1s the key priority 1n

technologies are forcing go m
with the fast moving world og

toe

g%mtwe to time. To keep pace

ﬁ'n{z/ of Malaysia need to provide a

nfidegee/ among citizens to use the online

ore @pwnt and effective way. In short,

quality e-government se

services provided by *

carefully Otherwise, e-government will

| !'E‘S
ﬁﬂet al., 2009).

3
vice Departmenﬁﬂ laysia (JPA)

tive arm of Malaysian government is the Public Service Department

implementing good {ir

remain a misleadj

A). It has a crucial role to play in facilitating the nation’s journey towards

a developed nation by 2020. The government has already put in place
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comprehensive transformation agenda encompassing the government, economic, political

» To rationalize the size of public service through a systematic and Structured

and social transformation Program.

The objectives of JPA are:

human resource planning, and provide the public service with servq e schemes and
organizational structure.

« To develop the best and competent human capital t ei the public service's
strategic needs through dynamic training programs
» To formulate and implement an effective service polici®y an eMlx:

ce
of service delivery. é

Therefore it 1s selected for data collection as parms fo

4

2.1.5 E-government Development Models :
@s) desh?h {I{%rent e-government

tag@me books have treated

ferent phases. One phase

E-government development models

development process until it reaches 4

£S 1N
3 \Al-Hashmi & Darem, 2008).

e-government implementation and N {
does not need another to be ¢ pT
In this section following moxg e
security services which ar . marizr: -' ™
WNEE

Literature reviews ofpdifggent gGD aye Ql;tgwn that there is a lack of socio-technical
SN@tages. Therefore, there 1s a need to focus

N

and technical sec% uiregne *
upon these issu% GDM;BS..LZ.
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Table 2.2: E-Government Development Models Concept.

The Model | The Model Stages The Model Proposcd

—

F

(Moon, 2002). | Five staécs: Simple information | Focuses 0

n fugetioukitV,
dissemination (one way communication), | potential benefit of e-s mocgicy

Two-way communication (request and |

response), Service and financial transactions,

Vertical and horizontal integration, and

|

Political participation.

Citizen-centric and

efit oile-dem cracy
swshnicam
- niz@

and |

(Siau & Long, | Four stages: Interaction, Transaction,

2005) Transformation, and E-democracy

(Layne & Lee, | Four stages: Catalogue, transaction, vertical

2001) integration, and horizontal integration.

(West, 2004). | Four stages: Billboard, the partial serW

delivery, the portal with fully executable a

integrated service dehivery, and &e
0

| | democracy. \
| (Déloitte | Six stages: hﬁ_ormation_ﬁu ishing,

& Touche, transactions, Multi-purpof

| 2001). | personalization, Clus

services, and Full inm and
transformation. ‘ F

S . . ‘ %
(Howard, Three stage ing, Inferacti
2001). | Transacting
(Hiller & | Five-sta lnfor‘1 ti
Belanger, commﬂ ‘ "
2001) stagl. ameg Marticpatfon ye |
% )) &

& v S

2.1.6 E-GoxerfNment Security Fra@brks

ocuses on functionality and

citizen-centric

- e r
Focuses on functionality,

|
potential benefit of e-democracy

E-govern \security frameworks guides and facilitates government organizations to

tive e-government security services. Information security must be carefully

as a serious requirement of securing e-government services. Six e-government

security frameworks are reviewed 1n this section.
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* Kessler et al. (2011) proposed framework which aimed to analyze the necessary

requirements for privacy as a success factor in e-government systems. The franygvork

identifies major 1ssues related to the privacy in eitizen-oriented efzqyemment

Systems.
 Belanger and Hiller (2006) developed a framework that identi overnment
privacy issues- analyze the global motivators and constraintsgeffec® and facilitate

decision-making. This is an important process to evaluate i [¥ complex 1ssues,

m gEffer

d e emlmpY. security

d tec}é&gles aspects

&

e Setiadi et al. (2013) proposed a Balance \ ec_l.E Framework. This

such as e-government privacy.

« S. M. Alfawaz (2011) proposed a managerial e-gov
developing countries. It addressed related variables ¢

as security, cultural, organizational and manageri

e Al-Ahmad and Al-Kaab1 (2008) proposed

dn

framework. The framework considered the le

of e-government security.

framework contained multi-layer nige-tmdyding-agdet layer, requirement

layer, protection layer and the s
The protection layer descnbe(Nve

Istraf{ve securty l
pos dd

COI'SISI' var

ﬂhat{o ecurity implementation.
ecunt@ontrol This layer includes

1ia@my and physical security.

@nted Architecture (SOA) security

of controls that can minimize the

components such as adm

 Chetty and Coetzee (201

framework. The fra e

len s collectwely provided direction for

information secur

management S 1c, erat 1%7 technical levels to 1mplement SOA

mformatlo

i 5

o‘

_\,‘?'

The rew se frameworks sh(h?ed that these frameworks missed rest of the security

ples and best practices elements which are related to people and processes

contrc%
0 of information security management. This leads to the need to focus on the

hnical approach to match the pertinent security requirements into the e-

government implementation.
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2.2 Information Security- Overview And Concept

Information security 1s defined as the protection of information from threa; nPnimize

12). The
rise of e-government has been one of the most striking to web prplications

business risk accordingly to ensure business continuity (Mvungi & Makoko,

developments. It requires a great deal information about security 1 an just a solid

overnment today

IT
| S. T'w success of e-

government project requires facing all the challenges a ed n%«dmnting e-

®
government, especially the security challenge. Accordin Singh jand arruliqga 11)
the basic security concepts are: 2 \3‘5

* Confidentiality: assures that private informaf¥gn is eCted an ?ﬁt safe from
unauthorized individuals.
* Integrity: is about protecting inform®ag® from bei

parties.
* Availability: 1s to ensuring t

to those who are authorized t ih

These concepts are important to :'iorm%wijl;{ {f}@met which contributes to making
the e-government envirc&w secylre amg safe egaronment.

&
N
N ' (,)(/

] € ' me |
up a virtual % ecak We boundary of administrative organizations.
However, Q .

rganizations are fa@ a wide range of information threats. Therefore,

website that provides the right content (Upadhyaya et al.,

must deal with the risks of information security due to various

informa ecurity 1s the most important factor in their information systems and

ther t be carefully considered and presented in all of development stages as an

rom requirement analysis to implementation and maintenance (Al-Khouri et al.,
2014 mgh & Karaulia, 2011). In other words, information security has become critical

issues of fundamental importance in our society (Wang, 2009). Without the assurance of
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security, citizens are unlikely to use e-government services. Therefore an increased

variety of security services 1s required (Rose & Grant, 2010; Wangwe, 2012).

2.2.1 Security standards

While security 1s an important factor to protect the organization data, theNf is a need for a

standards or guideline to ensure that an adequate level of security 1Wed Generally,

- Wlently (HKSAR,
1d tmk?gnty and

el
3

ISO standards are issued by the International [OrgaWizat _ tand gation (ISO)

menksystems. It was
e of phachc
27@2 C 1ns

@formatlon security
curl
N

ajor domains such as
unications and operations

the best security practices are adopted, and resources are

2008). Thus, the purpose of standards is to assure the
availlability of organization information (ISO, 2005).

2.2.1.1 ISO standards

designed to help the organizations in mana curity effectively

(ISO, 2005). ISO/IEC 27002:2005 1

management (Suduc et al., 2010).

asset management, security policy,w
P

W iecur
%\s ac?l Sit] K Eg: Ss control, security incident

Wess ' \Ny 1na$énwnt risk assessment (ISO, 2005;
&
|

13 N
e
¢

e J‘H./‘
s Audit ¥nd :Conﬁb'l Association & Foundation developed The
es for Informatlohc\a]d related Technology (COBIT)(ISACA, 2012).

ysmal and environmental

security, organization of

management, 1nformation
management, complianc

Von Solms & Van Nie}

2.2.1.2 COBIT

Informatlo

Control

d provides framework for information technology (IT) management and

COBIT
6 cess and IT governance to help understand and manage the risks associated
I

ITGI, 2013). COBIT describes the need of the processes and controls for

implementing an information security policy. It contains a brief section on Security and
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Internal Control Framework Policy, which gives various pointers on writing and

dﬂlgq and

a1l et

maintaining such a document. Plan and organize, acquire and implement,

support, and monitor and evaluate are the four main components of COBIT

al., 2010). &
2.2.1.3 ITIL Standard V

The Information Technology Infrastructure Library (ITIL) wa dc“Vd in 2005 by the

'Begt Management

I Swocuses on
o

ntral ¥ e

Jand 15%s whi

(Mesquida et al., 2012). ITIL describes processes, taskK®

are not organization-specific, but can be appliedvl |
integration with the organization's strategy, de w alué)
m

level of competency. It 1s used to demonstréig

2.3 The Socio-Technical Approach Ej |

Socio-technical systems theory ha& psed o

understand organizations, and Y een ’appl' e
S

organizational change. %

liance a

N

Figure 2.1. The d

1S |
structures) a pical (r{e T
be in bala o when any of @01nponents or subsystems changes, then other
com oné\ange too, to keep the balance.
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2.3.2 Security By Consensus (SBC) Model
Security-By-Consensus (SBC) was proposed by (S.

detailed part of socio-technical model that reflectgd

shown in Figure 2.2. It consist two sub %
h

includes (ethical and cultural, legal and

@igdeled as 18
é&—systems which
& 1inistrational and

managerial policies, and operational angy dMechnical sub-systems

which includes (mechanical and el

systems, and data). Other aspects arme

Social

Technical

UoINBIIUNWILLO))

Figure 2.2: The basic SBC Model (Kowalski 1994)
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Tarimo (2006) developed a mapping of ISO 27002 security management controls with

' ulv.g.

This helps to easily comprehend security controls and issues at organizational@leyeNander

SBC model basis, which 1s considered as themes in this study as shown in F

study (Tarimo, 2006). This research used Tarimo mapping as tools to guigde&he ¥nalysis

criteria to analyze each model and framework for the level of available sag controls.

- D ir@C IO N Of Mapping. i.9. read from right to le

88C CONTROLS

i
_-_#w "
‘s .-H"l"""".w- i 5
-

4 ¢ &
hl in%(fy stages of development (M. A.

08).@ong with the growing interest in this

Information security culfire
Alnatheer, 2015; Ran@an
field, there seems t(%lesii
information se@ure il

culture can ed as “a¥ so(io-cﬂ‘ﬁlral measures that support technical activity

N

@information securi'lscaaecomes a natural aspect 1n the daily activity of

ce a ﬁtlféjaeement within the literature as to what

ally 18" (R&Pchandran et al., 2013). Information security

methods,
every empdQye®”’ (Schlienger & Teufel, 2002), . While, Ngo et al. (2005) defined it as

iiho
b

defined the Information Security Culture as the “attitudes, beliefs, assumptions, values

hidgs are done by employees and the organization as a whole (i.e. accepted

wiogand actions), in relation to information security”. Da Veiga and Eloff (2010)
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and knowledge that employees/stakeholders use to interact with the organization’s

systems and procedures at any point in time”. Information security culh\

f{-y

the

assumptions of which types of information security behavior are accepted aged

by the employees of the organization (Lim et al., 2010).

related factors of

According to UK Government Report, only 5% of all the data lo SNUK 1s because
of technology related i1ssues whereas 95% of it, is by due t Rl.

people (Colwill, 2009). Therefore, researchers have stat e apgp adequate

uce tNe number

@ity culture
al.y2014; JF Van

ek |

Greene (2009) argued that a significant change in sqg
of security breaches experienced. However, it is nece
N

e this ain ecuri@nanagers need to

as the key to manage human factors 1n all or

Niekerk & Von Solms, 2010). Therefore, to
take time to understand the cultural cor%

regar N
effectiveness of information systems @123’[&115 (
Study by AlHogail and Mirzg(2 z conclu,ed tg t,l6®%pers, published in the period of

I

2003-2013, focused on in | ew.( nf:é(w organizations. Only 22% of the

total number of paper  presegted a

ework. The frameworks discussed

different specific iss ‘|0n l@an components such as awareness and

i 1! fr@ works lacked a comprehensive view that

integrated humghns, t@}ology to provide organizations with an all-

inclusive %
implemen&

4

to aid organiz@'ns’ information security practitioner in the
an information se@ﬂy culture.
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2.5 Information System Security Effectiveness

o

2014). The etfectiveness of security measures in reducing the overall rjsk to imMformation

et al., 20083).

Measuring the effectiveness of security in information systems is an is

seriously been questioned among academics and practitioners (Mishra salow,

in organizations had been studied extensively over the years (S. Alfa

perational, and

1d , Integrity, and

Radack (2008) argued that the security controls such as the manageme
technical safeguards or countermeasures that protect the c eiiality

availability of an information system and its information, e e tiongecurity in

organizations depends on these controls (Alit1 & Akkaya, 201

2.5.1 Information Security Effectiveness Models Tr

e Straub model W

One of the first models on Information Syst ;curity eff

by Straub Jr (1990). The model was l:%

on the\e%l -
which 1nvestigated whether a man% decftion 0 ® nfo@ion System security is

more effective control of computer\ . ' that_géﬁrity countermeasures that
N

He
include preventive security s thd de;n‘en In'@atiw procedures would result
4

in lower computer abuse. 2 N

NN S
QD \? $

N
odel@tluded organizational factors such as Top
nacgze, and Industry type. They also found that

e Kankanhalli mq

Kankanhalli et a

effectiveness. #h
rt, Organizatio

management§$
lnformati\ em

security effectivdness could increase by greater preventive measures




| > Deterrent

| Organizational Size \ r Efforts

| A . A . Deterrent

Industry Type Efforts

Figure 2.4: Model of IS security effectiveness (Kankanhalli e

e D’Arcy and Hovav model

D’Arcy and Hovav (2009) used the term ‘‘secut§ Co

M ures’’ describe
_ theoﬁodel, certain

re@' of their study

ljéas security policies,

nitoring. The result

technical and procedural controls. By use of an

controls for Information System misuse
mentioned that three practices deter Inforgration Sys 131
education, training, and awareness p aa , 0T col

tere.
. . ' 7
showed that security awareness 1SK ost comgterj asg
threats to information security. Y'

* Da Veigaand Eloff fr;

N
ehavior and have investigated security

o

(by presenting a framework to develop an

Da Veiga and Eloff

effectiveness In tgmgs
information sec% &lture |

secu ehaviors of users. They assessed the effectiveness of the security model

consisting of various motivating factors such as penalties, pressures and perceived

27



contribution that encourages information security behaviors in organizations. The study

mentioned that creating a general culture that fosters security is a better stﬂKeR In

information security. %

odel in U.S.A

1 f tors such as

* Brady framework

Brady (2011) suggested a theoretical HIPAA security com 11

academic medical centers. The model is based on socio-t8

awareness, culture, management support, and computer self

that these factors were important predictors of secu effectiv ness |
behavior.

f

* Ayyagari &Tyks framework %V W

ha h

c;@ -—)
rity %els and frameworks have
ﬁatlon security components,
effeémely (Brady, 2011; Da Veiga &

Eloff, 2010; Herath & Ra N Vella& off, 2

'\,
-} 5’
x(:’

anagem nt has @me an important issue these days. Lee et al.

Ayyagar1 and Tyks (2012) addressed the r ca;Lsed by lax security

a/h'ts showed that Top

ity improved security

policies and included an element of s
Management Support, Policies, ang

effectiveness. Thus, literature revi

emphasized that through impl#ment

organizations must govern info

2.6 Socno-Techm

Informatlon

(2004) hav S that enhancement%f social bonds through organizational factors is an

nism 1n preventing computer abuse. Though some of the information

effectiv %
secu arch has considered organizational issues or socio-technical issues, it has
focused on technical issues concerning the design and implementation of

secunty subsystems (Choo, 2011; Crossler et al., 2013). However, it should be noted that
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information security could include technical and socio-technical aspects. Real information

security governance therefore consists of ensuring that both these technical as w%&he

L1,

non-technical aspects are implemented and coordinated in a holistic way (H. e

2014). &

Many studies have focused on the information protection issue mWom technical
perspective (D’Arcy & Hovav, 2009; Shaaban, 2014). Howe

r, Mformation security,

ba 'zltion need to

related to socio-technical aspects, need to gains more atte

realize that the information protection is a business issue and
Hussein Zolait, 2012; El-Haddadeh et al.,, 2012).
organizations focus solely on the technology itself and ne™g

ats§CTal factors
pose greatest information security threat to an %; eed@e addressed
(J. H. Hall et al., 2011). Other studies haveN ed

necessary for holistic addressing of %mati%lqﬁy fMformation security
management would not be complete x% 1€ pcial [ pLors Xideration besides the
technical factors (Kayworth & Wl%_ 2010; N et l%' 2011; Shaaban, 2014;
Wangwe, 2012). To address the [1{q3® act@echnical and social factors

have to be given more atten\ggm In ]:plsmb' information security culture
(Narain Singh et al., 2014).%‘11 JOr}
t |

! abov(frﬁ’éntioned studies have concluded
that the socio-technical & nt as{jehnical aspect for implementing an
effective information gecuNgy pregram.

N
24.&: ¥ b)t
prayi soc10-technica
A

tio

that a

d

'
&

ctors that influence information security

Table 2.3

s
effectivene s 1llustrated in Tableﬁ’. , there are many factors found to be important

elemen ormation security. However because of the scope limitation, the current

study 3 nly consider the top constructs where there 1s strong agreement between
acadOmgyg researchers as to their importance for security culture creation. The current

study extracted the top nine constructs as candidate constructs and constructs of interest
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M_ e e ——

for the conceptual model. These factors are: Legal & law, Compliance, Ethical Conduct,

ni{i op
Table 2.3: Socio-Technical Factors Influence Information Securityq

Factors Number of Times Cited out of 20 | Factor;m; |

studies

Security culture, Security Policy, Security Awareness, Security Trai

Management Support, IS structure

Top Management Support 16/20
- i L
Security Policy 15/20
Secu?it; Awareness . 14/20 o

¥

A

Security Training o 14/20

1
|

Security culture | 13/20

Compliance 13/20
Ethical Conduct - 13/20
Legal & law 1120
IS structure 10/20

Assess management

Change management

——

Risk assessment

Trust

|

Integrity

2.6.1 Successful Socio-T }lF Jtors

This section explor , gcet ,(!ci gchnical factors which are related to
s @Pdvernment security. It 1s reported that

information sgChglly,
technical s¢

(Symantec, 2009.)gfore recently researchers have started to realize
that techn@IOWmgcal factors are not the only key to achieve an effective information

Ing even as organizations invest more In

uman and organizational factors’ impact need to be taken into consideration as

Il et al.,, 2009; Herath & Rao, 2009). The understanding of how different

SCCUR

technological, human, and organizational elements interplay could explain how different

factors lead to secure the organizations (Knapp et al., 2009; Kraemer et al., 2009).
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However, organizations need to invest in both technical and socio-technical resources to

achieve success 1n information security (M. A. Alnatheer, 2014; Chang & Ho, 20{?

Various studies have stated that information security policies have effective inﬁience on
information security (S. M. Alfawaz, 2011; Knapp et al., 2009). Some smas have linked

the effect of organizational culture on information security polic d managenal

effectiveness (Knapp & Ferrante, 2014). The most impg achontrol to protect
.lSipo n et al.,

r':e —kghgzhe

d egPugh @Uut the
\'@"Q = |
onseqyeRees of their

De r?{) wved 1if a clear

organizational information from threats is information securi I (

bvi hunt

2014). Many incidents of information security are cauSty

(Beautement et al.,, 2009). This demonstrates a ne

organization security policies. Employees often do no

impact of their security decisions and are not aware o

actions (D'Arcy et al., 2009; M. Siponen et ac,w.

vision from senior management 1S presentedN ence em
the organization’s information assets thrg ’ With @ecurity policy (M.

' @' improve through the

y Alnat W 014A ssan & Ismail, 2012).

ees’ (behavior to protect

Siponen et al., 2010). The security cultu

compliance with security policy (M

Ruighaver et al. (2007) have argu of gr¥dhizational security does not

Teffe’tive
% are, b} withy' t [g ﬂa'agement support, training and

facta Jor information security effectiveness

start with anti-virus or firewa

awareness programs could %nce
1S 1¢

2014). Top management&

(Knapp & Ferrante, a

e of rganization (Knapp & Ferrante,

Y=/and information security awareness 1s

a@ment (Hu et al., 2012; M. T. Siponen &

av&reness factors are some of the most effective

critical factor of 1

countermeasure§agdinst the human fag&Qr threats to information security (Parsons et al.,

| %\ ™~

rs have argued that creating a security culture within organization settings 1s

Rese

necessary and important for effective information security management (S. M. Alfawaz,
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2011; Da Veiga & Eloff, 2010). Shahri et al. (2013) argued that the security culture,

tl? :!y

Information security 1s primarily a management problem and how management ith

security training and awareness help to implement an information security effgc

information security 1s a direct reflection of an organization’s culture (Rque et al.,

| sons et al.,
est®blishment 1s

%. M. Alfawaz,

2007). Security culture have a strong impact on the organizations securi

§

2010). Many studies have concluded that information security cul

necessary and important for effective information security manag

2011; Da Veiga & Eloff, 2010; Flores et al., 2014).

Several studies have also argued that information s

; 'ctorq;ﬁt could
%3' al., 2007:

' entifl@ as important

ta‘i& n the electronic
&
e

AQ’

challenges in developing

effectiveness of any information system project. |
influence information security effectiveness (8.
Ma et al., 2008). Thus information system,st
factor that could lead to success of information

government setting (Hussein et al., 2007)

The broad existing research has re 3

% log aﬂd*b'tures (Heeks, 2003), lack of
adequate 1nfrastructure and dack o . S(Abu-Musa, 2010; Knapp et al.,
2009). The information § -- It systggISMS) includes many aspects such
(P, @and ethical issues, and human 1ssues.

g e
There are numberq diy€rse facteys eed@;be considered while setting e-business

N
d pdlig

security manag% - fh as . ganizational, administrative, technical, legal
and human 1ssu8§. THe ethical and opeagr'lal security measures could be affected by the

r%easures, which couldﬁcessitate a change 1n the current ethical controls

011). The security behavior of organizational members should be

countries which include- gap

as standards, guidelin

legal secu
(Mwakakiaga
im@ the measures of cultural and ethical 1ssues (M. A. Alnatheer, 2012; M.

S1po Vance, 2010). Ethical conduct helps to ensure that employees are adhering to

the security policy. Therefore, the protection of information should be based on the

32



organization’s information security policies and ethical conduct (Al-Omari et al., 2013;

Ruighaver et al., 2010). Thus, in addressing security problems, the ethical conduc{ a
(S.

major role. Therefore, it must clearly state which actions are ethical and which%
1ation

Alfawaz et al., 2008). The ethical conduct has not been investigated in moﬂ%
security frameworks (Flowerday & Von Solms, 2006; Veiga & Eloff, 200?' |

Table 2.4: Successful Socio-Technical Factors. V

Constructs l i‘actors_ __l ____ _____Referegce %
Legal/ Legal & law (Da Veiga & Eloff, 2010), (Hw iy

A

et Ay, 200g), (Wang,
Contractual | 2009),(Al-Tameem et al., 2009), Ben ct alf 2008),
(AlKalbani et al., 2014) | _
Compliance (Schlienger & Teufel, 2005), (RSwpachagdran ’ 2908&_6
- - | (Tarimo et al., 2006), (M, Alnatheer§2014 K
Ethical/Cultural | Ethical Conduct (Da Veiga & Eloff, 2010) X D8Fkovski @t al 28079, _{;; |
(Tarimo et al., 2006), (MgSalihy et al.,R003)

| Security culture (Dojkovski et al., 2. ANA - 3 "
| Ferrante, 2014), (Hasgan & [sma 2), (Br (R'?.OII), |
(Kazemi et al./Q12)AfKna et al™y 007),@11 et al.,
2008), (Robling &'Widge, 32), . *

—

R

Operatio_nal_ Security Folicy (Da Veidin Eloff 2010), (MNQHA Ina a v2014),
/Procedural | (Schlienger ufel, 2005), (I kovskKwet al., 2007),
| (Taring® et al., 20009 FhH dftdadbh edal., 2012)

| Security Awareness | (Rag N8

| (EI-H3

'_Secun'ty Trai;ling

jran et gl-2B08) KAYYdSw1 & Tyks, 2012),
datich qfyal., 2012, (Hasswm& Ismail, 2012),
& Fergante, 2Q§4)4 (AL, Rtieem et al., 2009)
W 4; ScNidfiger & Teufel, 2005),

Ayser®ari & Tyks, 2012)

| Administrative Top Managem@t m| Wohan Vi Nieflerk 8o Solms, 2006), (Ayyagari &
/Managenal Support Tyks, 2§ i f -_fa@}ieh et al., 2012), (Kankanhall1 et

al a2 084 ? |
. Alfawaz, 208 ), (Hwang et al., 2004), (Al-Tameem

209), (L&stin et al., 2007)

| "' efrapte, 2014), (Mishra & Chasalow, 2014),
’ ' ﬂnha gt al., 2003), (Brady, 2011).

N

approaches towards e- government security,

IS structure

Security
Effectiveness

|

Based upon rev% revi&.l pprid gurr

and by putting tdgether the literature @écurity effectiveness, successful socio-technical

factors haa n i1dentified in Table 2.4, and next sections discusses these factors in
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2.6.1.1 Legal and law

Legal factors play a major role in addressing information security problems. La J
. D . M.

development 1s one of the information security challenges in an ~:)rg.aniz-a%h
Altawaz, 2011). Legal factor has the potential of becoming a failure point of inf®mation
security 1mplementation. It could affect the information security iw‘;anization.
Therefore, 1t needs to be a properly addressed (Mwakalinga, 2011). Maggddition, if an
employee commits fraud, there must be a legal framework th@t a

security related cases. Prosecuting people who commit illegaé

if such a framework 1s lacking (Hagen et al., 2008).

esses information

ill@?ffective
o~

S

Information security measures avoid violations of 1 |
made to meet legal requirements which in turn sh®gld prfevef

(Breaux & Baumer, 2011). In this respect, efifgc
measure to assist the organization to meet lggal ré®ui

legal aspect 1s one of the critical factoawhi
security management (Olusegun & It %
organizational, technical and I al\ |
implementation of informatiog” secugty.
important factors that could inf% they
candidate factor for the resgarCing
\

2.6.1.2 Complianc@

K .

curity policies 163@7& effective information security management

considered 1n information

@'. (2009) stated that the
itica:\éctors that i1mpact the

ega aﬂ:@ considered as one of the

foff writy effectiveness, it would be a

As complying :t
and securitygcu , many organizaﬁonc?s found this a major challenge while trying to

&

influence s y behavior of the employees to comply with information security policy

(Beau nwet al., 2009). It is estimated that over half of all information system security
brea re indirectly or directly caused by employees’ poor Information System

security compliance (M. Siponen & Vance, 2010). Therefore, there is a need to find a
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method to ensure the compliant behavior of employees and to measure the compliance

program effectiveness. Researchers have suggested that organizations can influ nc¥|~

e
behavior of employees by cultivating a security culture that promotes security% DUS

decision-making by complying with the information security policy (D‘Ark eene,

2009). Da Veiga (2015) indicated that there is a strong relationship betw mpliance,
culture, and employees’ behaviors. This shows that the complying witzinfonnation
Nimproves the

s?uritr culture goal
with I,Wmation

security policy 1s important for the establishment of security cul

security effectiveness in organizations. This is important becaus

1s to influence the employees’ behavior with respect to condii

security policy (D'Arcy & Greene, 2009). Based on the
asserted that security compliance 1s an important factor

and 1t 1s considered as a candidate factor for the resear

2.6.1.3 Ethical Conduct

C S
Ethics can be defined as, “The values™ leh at dptingugsdy right from wrong”

7
(Hellriegel et al., 1998). Ethical co n facilifde re onsﬁecurity awareness, as

spund adeurity practices which are

vbn@hns, 2004). It 1s important to
J.

Securptyhto employees’ everyday life in

users are held personally responst
implemented, reducing the sec% *
integrate ethical behavior relgting tefin

the organization (Al-Omaghkgt al"¥20

S

R &
QS s aff 1m
one of the pringiPN§ Y creatin sefuri

(,)

or for addressing security problems. It 1s

Information secur nt

ryzeulture (C. C. Chen et al., 2008). In addition,

ethical stan nd policies can between countries (Dojkovski et al., 2007).

Ethical COENS been ignored 1n previous research of information security culture with

n which pointed out that those different nations and companies that have

one ciee
th@\lmres of companies sharing relevant knowledge, can strengthen information
security culture (Helokunnas & Kuusisto, 2003). This shows a gap which 1s the

investigation of the importance of ethical conduct policies for security culture creation

35



that needs to be addressed by academic researchers in the information security field.

¥

Therefore, ethical conduct will be a candidate factor for the research c

framework.

2.6.1.4 Information Security Policy R

The organization information security policies deal with “the pro and processes

that the employee should adhere to protect the confidentiality, irl andjavailability of
information” (Knapp et al., 2009). The information securi
shared vision and an understanding of how various cont
organization data and information is protected" (Dhillof
can enhance the effectiveness of an information se’QI®
2009). Organizations cannot achieve effective in

the establishment of an information securi

Alnatheer, 2012).

A
AN

qa Q-
Security policies are extremely impN ot only * form{'ﬁfbn security management

, Ity@ture in an organization (M.
e LA . . "
CEI information security policy 1s

phprovement of an organization’s

effectiveness, but also to cultivate ormdtion

A. Alnatheer, 2014). This sh%

important for creation oﬁf:urlty f

security effectiveness. B4 n thi '
\cur' ol f‘as(a)(!trong influence on the creation of a

1In G.déd as a candidate factor for the research

havi

dll

the cgent study concluded that establishing

an effective informa
security culture.

conceptual fra

)\

2.6.1.5 SecthultY Awareness

security awareness 1s one of the important factors that could have impact on

informafion security management (Hu et al., 2012). It is the top obstacle to information

security (S. Alfawaz et al., 2010).
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In some cases, security awareness 1s only concentrated around the IT department and does

;@t

realize the importance of having security awareness amongst employees (M. er &

Nelson, 2009). Information security awareness levels are still found to bAﬁmong the

not include employees in the organization. This is a major problem if organizat

employees of organizations and organizations are nevertheless still not W any effort

osapet al., 2011).

to implement awareness programs to improve the situation (Kag
Therefore, 1t 1s important to establish an information security ess program for

securing 1nformation technology environment (ISO, 2005)! | rgarization should

P ma aWo down to
ess fhas bger hfg;&lﬁhted
| n! eraling an

aw ess 1S an

nia@g; Chan &
! theé(areness of users.
enfi 0 ensure not only

implement the security awareness program at all levels, fr

every employee (ISO, 2005). The importance of securi

in previous discussions as a vital part of information4 rity prote

effective approach to manage information securit

important factor for creating security culturgy(A

Mubarak, 2012). Security culture can be i@

Therefore, top management must take seriou sew

information security effectiveness but %impr SgC riéwulture. Based on this

. . . é .
discussion, security awareness has fluence ogPthe cy8d#on of a security culture
and has been included as a candidate\()r ' arcb'\énceptual framework.

X S

2.6.1.6 Information Sew rain",-l \ é.)
f &

M. A. Alnatheer ( t}cllria)(}aining should be provided to improve

security awarene ud 'thaf proper education and security training help

- _
ec“"& People will always be the weakest link and
kcl;gﬁout security awareness and training programs

change people% iorsgt
the organizat (11 still be at ris

(Wipawa%o I, 2009). To im?{‘bve security awareness, the security training is

Il employees. It 1s important for the creation of an information security

ossler et al., 2013). Organizations need to ensure that “training, education and
ss will improve the information security culture, and minimize risks to

information assets” (Da Veiga et al., 2007). The information security culture represents as
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one of the necessary factor for effective information security management and without

appropriate attention to security training and awareness for all ICT users, this can

achieved (Tarimo, 2006). Therefore, policy, awareness, training and educati
of the important factors that need to be established to ensure the security % +

mec

1m et

al., 2010). As a result, 1t 1s clear that awareness and training programs a_major role

for security culture. Therefore, there 1s a need to integrate :a.wan::n%u education to
n

ensure an effective security culture. Based on this discussion, the c%. dy concluded
l

security training has strong influence on creation of a securli W i

rerefore, it has

B
been included as a candidate factor for the research concep del.

2.6.1.7 Top Management Support

The most important factor affecting informatq

organizations 1s top management support \N%

management support was number one 1n a [Wyof % + 1_2 that can affect

information security (Knapp et al., 20Q/® wev% [ éue that organizations
& |

face in daily operations 1s the lack mitment f§prH s " management (Barton,

2014). Fulford and Doherty (2003Ned " man%'nent can be involved by
defining and communicatin

seurity p locaT specific responsibilities to
appointed people, making r;sa@% aval
security and control, a&\;stantlt \to
effectiveness. In addi'wn\, 1A

¢
butge suc

@Eﬁvities in

12),&he rank of top

ontinual upkeep of information

reviewing information security

rt has been identified as the most

nt sy
ixgﬁ'mation security implementation. It has

i

influence on il%b ff@veness (M. A. Alnatheer, 2015). Many
researchers h \%Cl t‘p nRragement 1S an essential part of the security
culture esta®hgnent (AlHogail & ~~"'162::1.‘. 2014; M. A. Alnatheer, 2015; D'Arcy &
Greene, 4 Kraemer et al.,, 2009). M. A. Alnatheer (2015) indicated that top

t support has significant influence on security culture. Without strong support

mangge
friéag the]¥op management of the organization the security culture would not be easily

important variable t

n sacuri

ude({ t
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established. Therefore top management support has been included as a candidate factor

for the research conceptual framework. Y'

The importance of creating a security culture within organization setfings ; i1ses from the

2.6.1.8 Security Culture

Nered to be the
and beliefs of

fact that the human dimension in information security is alway

weakest link (Da Veiga & Eloff, 2010). Security culture reflec V luei

information security shared by all members at all levels

rganiw
Greene, 2009). Therefore, information security culture hagbeen Tegaffled agah ith

fpiaf plelq;;ing and
“A. A%E.'eer, 2014).

culigre. As a result,

factor for supporting and guiding ISM practice (Chan

concluded that the information security culture is i

2.6.1.9 Information Security E trw
Information security stmctq
structured or dispersed w ut an

are the technologies Mw

¢ & . .
ent tt{gﬁlch the information systems are

1zatigffNKnapp, 2005). Security mechanisms

rity &,@ces (S. Alfawaz et al., 2008). Security
gcin @1 a complete planning of the information

will be establishe
systems and orggnizam fra res@fkkinen et al., 2007). This has been indicated

as one of inforigati®f security necessitieg‘; stated by both.
S

ec c&'nfrastructure that is capable of handling the required volume and type of

actiffs in a secure manner is a necessary for achieving the objectives of information

security (S. M. Alfawaz, 2011). Dhillon and Backhouse (2000) argued that there 1s need

T
t
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to understand the complex interplay between behavioral patterns and the technological

structures to ensure proper security. Relevant information security infrastructures,

context of this study, refer to the technologies that provide the security sfh or

Ress<€ontrol

example digital signatures, firewalls, antivirus, intrusion detection, and

mechanisms. These types of technologies can help in providing confide

lity, 1ntegrity,
authentication, and non-repudiation services for organizations’ inforn¥tion securi
g K’

system (Katzan, 2012).

In terms of information security infrastructure, developing COwgtries 'n‘w lack the
@

necessary security technology structures (Sahi & Mada 12). Sipce tl rfoﬁl'ion
n magad

security structures has a direct influence on 1 ation ‘,Se_ urif Sement

¥ has been

effectiveness (S. M. Alfawaz, 2011), therefore , infoghatio N struc

included as a candidate factor for the research Cﬁ WI fr

2.7 Research Gaps

* ‘1‘1‘ @ces is still a challenging and
. Th@rveyed literature has shown gaps

S

lack of security 1s the most common

shown that securing system
urgent issue that requires a,

that can be concluded a
1. In general,

problem %

faces w 1SSUEs
0 _

N

nt projects. E-government implementation

\ycurity and data protection. There are many
g tal portals which‘h%n?e been subject to hacking. Therefore, there 1s an
1 Ea d need to focus on this information protection and security. In this regard,

tudy enhances awareness and understanding of the importance to secure e-

vernment services. It outlines the need of security requirements to be

| developed at the e-government implementation.
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2. There 1s lack of discussion on information security from socio-technical

ti{ ?to‘
information security has been low compared to technical issues.

3. The lIiterature review indicated the lack of comprehensive frameworh& Ue the

cultivation of an effective information security culture to improve

lpformation

security effectiveness. Most available framework were lackin% nprehensive

view that integrated the human, the organization and the ? gy to provide
I

comprehensive framework which aid the organizatio

perspective for e-government. As a result, the socio-technical atte

ngtion security

practitioner 1n the implementation of an information ul

4. Lack of socio-technical and technical security

Therefore, there 1s a need to focus these 1ssues 1

ACHH0Q tten@in the

cu.%g: ethical,
orsO ate to generic
%the importance of
Qiéts to contribute to the

an a-ﬁormation security culture

5. With respect to developing countries, there i

open literature on socio-technical fagtors

organizational and level of awarenegs %1 W
by,

attitudes towards information security

6. Considering the general lack (% '

information security to mode

literature by developing andm icall

- Wnent |
) 4 ’ 2

&
In general, the review of &u e h

ded @still there is much to be developed
in the information sec Mld og1 s (}kc@ aspect. Therefore the security 1ssues
cesges

related to the huma% one@f information security management need
to be focus. Thigfshowed the

securing e—gove.\; ment services. The n&zapter will discuss the research methodology.
N

N

framework for securin

Ly,

ed tegtocusing on the socio-technical approach for
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2.8 Chapter Summary

As discussed earlier, e-government implementation faces various issues r% to

security and data protection. Today, a vast body of research is available on th§ %t and

) against

a lot of research has been done to provide secure transactions, to offer prof
hacker and various cyber attacks etc. However, information security isvical 1Ssue
facing organizations worldwide today. Therefore, there is an increasw to focus on
this information protection and security related to delivery enabled Sg@"®es (ITGI, 2013).

It has been noted that most of the researchers have dedicated thely S&tOTts td various areas

attention to information security has been low compare

issues (Shaaban, 2014; Wangwe, 2012). Lack of empiric

. Alfewxz, 2011;

nents@h as human
ed é‘bompile a new

from socio-technical point of view has also been &ghfc

AlKalbani et al., 2014). Thus, different inform

Muri
factors, organizational factors, and techniwt s can [
e rk. \

6

comprehensive information security frame
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