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CHAPTER 5

ChoCD EVALUATIONS

X
5.1 OVERVIEW S

This chapter presents the studies conducted to investigate the prw;ﬂlty of ChoCD.

Evaluations towards ChoCD authentication were con

usability and security. This includes the evaluation o lopy in this

scheme. Then, it was tested by a number of partlcxp@m vagio atls,,g(:aunds and

S m@ﬁutlon All of
{\

th%uqed the ChoCD

having a number of years using computer w1th1n [ {

them were given a set of qmestmnaue@we

prototype. Each study involves in t expl n c‘ i

findings, and discussion. N
A“’
, S

5.2 ChoCD ENTROPY EV/% IO

Previous section (re f\&:ple\g ti

o 5 '
development and ratsdnal h C{)
scheme. Then, S%Uon ik

%

4.2.2) mainly gave focus on the

G,

eme that show the ease of use on this

/€J‘

‘%

Y

.—-

ts entropy of the ChoCD for measuring the

X
L“LC(IVL ) sccurlty which calculate the ChoCD’s password space. Entropy
wilhmq hical authentication can be said as equivalent of a traditional password’
s “key spa which is password lengths multiplied by the range of allowed password

characters (Jali, 2011). Table 5.1 showing the entropy evaluation of ChoCD scheme.

Table 5.1: Entropy evaluation of ChoCD
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Phase Password Entropy (bits)

1" Authentication: Choice-based

* g, 25) =
Number of secret = 2 images 2% (log 23) =95.28

Total number of images per round = 25 (5x5 grid)

2" Authentication: : T_
Click-based min =2 * (log, Q:M
Number of secret = min = 2 dots, max = 9 dots max =9 * (lo =428.53

Total number of dots = d = 9 (points to click) d = (log, 362880)% 18.47
min = 6.34 +\8.37 = 24.81
Draw-based max = 2853 ?18.47 =47

Number of pattern possibility = 9! = 362880
Total of combination

From the result given (refer Table 5.1), entropy ev@ inC wgm-bh wed as a
b
suitable value in security aspect. VR S, Yb’

5.2.1 Comparison with Existing Sche;ei: :
% N
To prove the value of entropy 85@ :

done by reviewed the passwortt Cijro

8 graphical authenticat@dm@ ] @ and online banking system. The

comparison result wa%\edln ?&2(}%0
N3
G 1o

Table 5.2, PAsword entropy resﬂ}between ChoCD and existing authentication

er, the comparison has been

e

@Jhical authentication: Windows

-+

s

\
\ schemes
E e Scheme Password Entropy (bits)

ChoC 34.09 < E <56.28

Windows 8 (Robinson, 2015) 12<E<?26

Android Pattern Lock (Robinson, 2015) 18.47

Online Banking (BIMB) 52.4

-
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Based on the Table 5.2, the number of password entropy in ChoCD scheme was better
than online banking scheme. It indicates that the security aspect in ChoCD was better
than online banking, because the value of entropy refers to the password sp which
based on how hard to crack a password (Rass et al., 2010). Although, qfil anking
scheme was a combination of graphical authentication, it still used *xt—based as
the medium for authentication purpose. The limitation of lexl—b@: mentioned in
Chapter 2, Section 2.4. Therefore, ChoCD scheme was a b ttewlnenlication scheme

in aspect of security while it can maintain the usability. \d
.

Y-
IS
5.3 ChoCD USER TESTING X
N

5.3.1 Background \q
In this part, the prototype of ChoCD é%st%d%zjn S
e

“« Q-
different backgrounds and with dif& x%j in ]ﬁﬁ‘fg authentication schemes
N :
Participants are from Inf%‘ Teanopgy @ backgrounds and non-IT
m

S
backgrounds. For IT bacwds, tl] A gmputer Science students and non-

IT backgrounds are f Mc 1 io.n 2 acv)@ students. All participants engaged in
the ChoCD protot t;l j r@drvey questionnaire. The justification two
4

choose two dif’ !Eel ackground stuc@?s because it’s easy to analysed the ChoCD’s
\

user with @nowledge in IT and vice versa.

5.3.2 CINUD Prototype Testing
This testing is conducted two times (i.e. first week and third week). In the testing
phase, participants in this study were requested to read the briefing sheet (as attached

in Appendix B) before embarking into the actual test. However, in the future
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implementation of ChoCD, the system would provide this briefing sheet on the
system. Once completed, they were requested to register into the ChoCD system. The
participants were asked to register as a new user in ChoCD authentication system
prototype. Firstly, they must decided and enter their username. Thc% must
choose two images from set of 25 images as a first graphical authcntiﬂk and, click

and draw a pattern on those images. After they finished in registrationzhase, the login

page will appear and they must remember the previous inform3 or login purpose.
Each of the participants had to follow these following steges {d
.

1) Training Phase: In the beginning of th

~
Q)

Mg arc@r informed
participants of its main purpose and y uld Yo tzzé}e, during, and
after the testing. Then, the resezm ew thigﬁnitions and the

B “ﬁ‘}@ m@% to tt ticipant
Ny s e a n to the participants.
qp <3_ p I
0 Mtl@esting steps, ChoCD itself,
and questionnaire. T Zipant wdfe lan presented with a number of
F2 4 %)

graphical images Kwere trle n to draw a pattern on the image.

ChoCD uses L\%\do i jmanes M%ﬁhfferem pattern draw to represent the

password. %ui(}n f gtaghio®¥mages on the grid is changed with every
&

:
authcnticﬁ' rocess to avoggl')lay attacks or shoulder surfing (Elamathi et
~N

different authentication schem

al., A discussion session was also held.
2) Testing Phase: To initiate, the researcher asked the participants to focus on

the testing and keep silent to avoid the disruption to the other participants that

can spoiled the time taken result. In this phase, two sessions involved. First

session deall with registration and the second session focused on login. Times
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taken for both phases were recorded through the system prototype. The
participants were asked to register before they could login. The questionnaire
for the prototype was presented to each participant. Briefly, participants were
requested to answer the questionnaire related to the security an Nty of
the scheme. The motivation for this survey is multifold. Th&lentication
scheme based on usability and security parameters was med' Finally,

ChoCD and existing authentication schemes in relavo usability and
security issues were compared. (4
L
Ng

1S
5.4 RESULTS AND ANALYSIS 2 Y

N
S
85 participants from Universiti Sains Islam M@(U ‘11/[ ntriputed in the study.

Tc usk 1t was easy for the
researcher to make a user testing %e
questionnaire, the demographic inv\wion,r S

IT background and 44 were &n—’l bac\

participants were stud n@m ter ‘iem@om the Faculty of Science and

sér?lwo times. From the

ses tiad 41 participants were from

N

b - 4,1 Figure 5.1. IT background

[¢]

Religion and Du‘\% dics‘rMe Fa‘s&'(y of Leadership and Management, USIM.

secon

In the F:' v@ it can be seen that the median time taken for participants was 17.50

password creation and 15.66 seconds for login. Basically, the default
measure of centrality is the mean, but when the distribution is skewed, the median will

better match to the intuitive meaning of "middle”.
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No. of Participants

45
44
43

B |T Background
a2 c\z

4
: =Non-IT &
o e Backgrounv
39 T

IT Background Non-IT V

Background Yv

Figure 5.1: No. of participants that contribute

stigfinaire

N
.S
The authentication schemes that were explaiqed the gpdrti pan\t’?before start

e&)nline—ballkin g

) —

answering questionnaires are: the lexl—basew nti

authentication scheme, Windows 8 grapM

pattern draw authentication. The ﬁrsEuE;'oa Ah w uently the participants
Q1Y S
r

7]
,CMH e response options being

et

deal with the graphical authentic

o000 0e
00 eesess
5 *<
sessese
cesssss 24 Password

000000 o

16.00 PE222894 Creation
0 ssesses

15.0 000000 §

sessees ® | ogin
14.00 PARARS

Password Login

Creation

Figure 5.2: Median time taken in ChoCD process
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Frequency of Participants Using
Authentication Schemes

Never ’;g Y.
' S
Always %
N

0 20 40 60

w' 100
Figure 5.3: Frequency of participants using existii@l idat'i\ovhemes
L4

(_}

In response to the question as to how freq@the ar( ipa%g"\used the
¥ 4
authentication schemes. Figure 5.3 shows that gev i \u; anaa%d never. This

indicates that, 78 participants that are maag . aréﬁ'ere frequent user
1igned to evaluate the

usability and security of the currK ¢

compare them with ChoCD, WtiCMC ¢
5.4.1 Usability Perceptic@ard@D @
N &

Usability refers to gree  whi Q{S{lem is easy to learn, use, and meets the

“-
S

’
user’s needs (Ch¥gss® et al., 2 06{ ag;)ile there are various authentication schemes
N
proposed the Nned to increase the strength of a password, these systems’ usability
is still uné ed. Thus, a scale was used to investigate users’ feedback on a range of
authentication schemes. This scale is splited into five stages: very easy, easy,
moderate, difficult, and very difficult. ChoCD was included in the survey and was
explained to be measure with other authentication schemes. Figure 5.4 shows the

results, and it indicated that ChoCD is perceived as an easy authentication method by
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the participants. When asked which part they liked the most of ChoCD, participants

responded that they like the user interface as it quite user friendly.

Banking Authentication System and
ChoCD Authentication System According

to Usability Perspectives Y'
Very Difficult TV
Difficult s '

The Comparison Between Online c\:

Moderate SN \d

Easy .

Y'
Very Easy | (:,\
A
0 10 20 3 49 0
\ Y\}-
B ChoCD Authenticatiormgyst PoYto e 4\
N Existing Authenti®ygon ’/stem O<<

: ] ,
Figure 5.4: The comparison of us@e%iis’f@themication schemes and
Ch

1N $
(? N
:J;
76 participants voted ll@bi ill ineéﬂ ing authentication scheme were
se

considering as easy to

&
in Z)@'e 5.3. While, in relation to ChoCD, 82

’
scr&()m the result, it shows that ChoCD was a

better graphlcaIS( tication scherrcgg it better in the usability perspective.

N B
ETable 5.3: Classification of usability scale by participants

Scale | Easy | Very Easy | Total

participants indica

Scheme

Online Banking Authentication 13 33 76
Scheme
ChoCD Authentication Scheme 41 41 82
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5.4.2 Security Perception Towards ChoCD

The participants’ thought on the different authentication schemes security level was
prompted in this survey. As shown in Figure 5.5, the participants Were{?ﬂhcge
options: not secure, secure, moderate, very secure and strongly secur hD, along
with present online banking authentication schemes were in to see the

authentication scheme, which is deemed to be the most secure.w, the stages were

9 eCd z's average, secure
urd is 10 aﬁed?s below

[ O

Cry Secur ) ues_were used to
’ X
V

&

reviewed and rearranged into three stages, moderate is co
and very secure means above average, not secure and Jess

average. In this light, the above average (secure a

The Comparég

Authentic:
Authcnlicaw \ cord\1¢ to
S ity ¥ers N

’ S
"éy;nm ChoCD
Q? Authentication

i '.In% lI!}l“ g

Se < O System
Mo% 2 o‘-) Prototype
L s%ure’ é\ B Existing
% - 4 e Authentication
ot¥ecure N System
S
\ 0 20 40 60
Fig@ he comparison of security between existing authentication schemes and
ChoCD

Table 5.4 analysed that ChoCD authentication scheme is deemed as the most secure
by 77 participants. Meanwhile, 75 participants ranked the present authentication

system as the most secure. These responses mdicate that in general, participants think
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that ChoCD is most secure scheme. Moreover, it shows that ChoCD authentication
scheme scored was an acceptable in level of security. This further indicates that in
comparison to the online banking authentication scheme, the entropy of password for
ChoCD scheme is suitable. Therefore, ChoCD has shown an antig balance
between security and usability that can be used as a ncw-%anccment of
authentication scheme. From this security perception, it can b‘¥1.swered that the

number (bits) of password entropy in ChoCD is better lhw existing graphical

authentications. \d
=y
i | .5
Table 5.4: Classification of security e by P ic antsY-
._'\\ Y
Scale cu Yf ecur‘@\“l‘otal

Scheme O‘(

Online Banking Authenticatior ? =
Scheme q & rR L
ChoCD Authentication Sc@ 041 u Q36 77
\
S’ S

z , [ 5
For the remaining qucstions% qMQ participants also give a worthy
@,

feedback for the dcvc@l ¢ 1!1 e of@ in ChoCD authentication system
o

=

prototype. The anuly.@he efhay @' Egation has been discussed in section 5.4.4.
N3
As a reference, l% pletg Tyl of dgquestionnaire were attached in Appendix D.
<
S

54.3 Ev@ on ChoCD Authentication Pattern

This aMwiefsis was conducted in order to obtain favourable secret that selected by
participants. The secrets were recorded in the database as the combination of most
favourable images, click-position and pattern-draw. Favourable secrets were obtained

with purposes to get popular images, click-position and pattern-draw, and for security
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enhancement.

5.4.3.1 Observation for Choice-based Phase Y_

In term of secret chosen by the participants, it was observed that cg)sen image
was predominantly affected by the sequence that appeared e?!f. For the first
Mn, strawberry and

icidants most likely to

oscij:e'\%é‘ &?&quenee.
(’t

fr&y eft to right

graphical image secret, the participants most probably sel

grape images, while for the second graphical image secre
select the image from the next row or grid. They wogld ch
For example, they would choose the image from%b
grid. Table 5.5 shows popular images chosen&gy pg¥tic
O

Table 5.5: Popular i%s pi&ywp’ Kapants

@_A S

AP

1* Graphical i
Lemon
], N 14
SN Y
PG mil infage Npdf participants
Erra i A i

Strawberry,
5 25

) 12
11

From the podlAr images chosen by participants above, it could be concluded that the
inm@bc classified into two groups; namely colour and shape. Colour refers to
the striking of colour on the provided fruits in 5x5 grid. Shape refers to the nature of
each fruit, where each fruits have a different curve and edge. From the table, it can be
seen that the most popular images on the first authentication are lemon and apple,

which are that fruits striking in colour (1.e. light yellow and light green respectively)
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and have a circle shape. For the security reason, the researcher will take note all of

this results for the future works, because the popular images are the ‘hot images’ that
o

chose by participants. In the authentication system, the ‘hot images’ must be avoided

to prevent the guessing attack.

5.4.3.2 Observation for Click-based and Draw-based Phase Y'
For the click-based secret, which requires the participants to s?ﬁy click-points on

the 3x3 pattern draw given, it was found that most o pRLic referred to

3
ér—
2]

click on left side first. For the draw-based secret, whe hey wele rel )““—Q., draw a

line on the screen, it was found the starting point 1c1pl 1@' ecret were
similar to the point during the click-based s r e'ﬁam p@pdms chose to
start click on the point from the left side t y would aw ;Qutem from the left
side too. Figure 5.6 shows exampl %llc&%yi aw@nade by a number of

participants. \ A‘Q
N

Figure 5.6: Samples of clicks and draws made by participants

From the pattern of drawing drawn by participants, it could be indicated, that the

patterns can be classified into three pattern-line categories that were horizontal
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vertical and diagonal. As mentioned above, the participants start draw a pattern-line
based on at which point they click on the dot-position on 3x3 grid. Figure 5.7, 5.8, 5.9
and 5.10 shows the different of users’ secret in the second authentication, selected

¥
Ly
3

from four random participants.

\??igure 5.8: Horizontal and vertical lines combination
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2 \ ! O : e
From the four figure % it garf b théﬁ)m:d that the chosen of click position and
% N3
direction of pat% awy er Yl;&s based on the common language they

understand (i y written froxr\cla"t-to—right for Malay and English language).

Howevei,%(tem might be difference if the participants were become accustomed

with hguage that are Arabic, Farsi, Hebrew, and Urdu, which are written from

right-to-left.
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5.4.4 General Participants’ Feedback

In general, participants had different perceptions for each question of the whole
survey. After two weeks, participants were tested again if they can 1‘6€M r their
graphical password for ChoCD. Among all 85 participants, 71 were m&) remember

their graphical passwords and managed to successfully 100111 h1le 14 other
participants needed to recall their graphical password an n?m several attempts
until they can successfully login. In this part, if partu& empt more
than three times, the system will block the users in se minuges. ’ddq&; once
they failed to attempt, the system will bring them r catxﬁ%ack
\l "\
C—)
For the briefing sheet given during ChoCD n 66 of igammpants agreed

that they could understand the flow f ,dil w toleg 1 as a new user and how

]
‘0 .
m saéethe briefing sheet was very

to login into the system. In additi mo r
pr

%t_%,lf he first time. However, 19

participants needed more &}htandlng aski e researcher before they can start

use ChoCD prototype. (\: l .?'_l (_)Ll
Q. @
N3
&) ’v): $

71 out of 85 jcipants agree @"set of 25 images in 5x5 grid in the first

\

authentic: clear and easy for them to choose. Furthermore, majority of them

O

helpful since they use the

preie@oes of lemon and apple as their graphical authentication (refer Table

. Besides, 14 participants claimed that they were confused and cannot recognize
the several types of provided images. It because, some of images on 5x5 grid, same in

colour and shape, and several type of images not popular for them.
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Table 5.6: Number of participants for several questions in ChoCD questionnaire

Descriptions No. of Participants

Task is straightforward 77

Terminology related to task 68

Suitable for all users 73 !co

Based on Table 5.6, performing user testing in ChoCDggas¥quiet easy and

or rggister and login

in ChoCD prototype was straightforward while, 68 ougof &Y p: ici\rg h@rstand
| &

the terminology used on the prototype’s screen. 17 pﬁntg regn avv-}ge group,
N

\creaégztep > and ¢

straightforward. It was because 77 participants agreed that

because all of them confused with the terms% as

authentication step’. Actually, two of lNcerzns were

respectively. As a result, the researc %]aiﬂ :
>

“« Q-

prototype. This prototype also S'A\'dble sl g‘vel of users because 73
\

participants felt ChoCD was eser z'iendl

suggests that graphical authéggicatio

So that it can be impleniw ‘de.

egi@on’ and ‘login’

SiT term in the ChoCD

ang? gll I of users can use it. This

w&well received by the participants.

In addition, the e&&m time Of th’e @CD prototype was embedded on the system.

NS

Every singl tion on this prototype was displayed on the screen. Therefore, 79
particial@ eed, the system speed for overall authentication in this prototype was
fast. However, 6 of the participants have some problem with their desktop (i.e. their
desktop not running well and running too many processes in one time). Asked about
how they experience to operate ChoCD, 72 out of 85 participants claimed that it easy

to learn and easy to embark into the user testing on ChoCD.
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From the results of questionnaire by 85 participants, it can be said that a number of
them were not familiar with graphical authentication. After a brief explanatigg. all of
them were able to carry out all required tasks. The good feedback recem y the

participants after used ChoCD for two times (i.e. they can rcmcmbef* password

for two weeks ago and used the prototype easily). \3

5.5 SUMMARY \d, -
.é\ &

' & S d@oped and

In this chapter, the prototype of ChoCD authent syu\
T
gave to users to test the prototype. Based o Ma u;\io fin s suggest that

majority of participants agreed ChoCD p'otme NS nc&Qnd the secrets are

X" N

easy to remember. In addition to thi@ 5 saig¥fo @tain the usability and
&

security simultaneously. Certainly,% e{ cW co ints and inadequate results
of this study, like participants % om p bl ,‘n% dents only, and there was not

much findings on the asp&xecuhty. or t ture, the researcher will conduct

more users testing on (@ S(Z:eﬂl ’llbﬁ-e)and analyse extensively all of the data

o L
from the result in % maljpe

ef en@ncement.

N N

9
Currently, ies have been reported and published specifically on combining of
three hidll methods: choice-based, click-based, and draw-based. But in this thesis,

the researcher has proven that hybrid scheme namely ChoCD has potential to be
implemented more widely in the future. The final chapter will summarise the overall
thesis by presenting achievements with respect to the conduct of this research. In

addition, it will also highlight the limitations identified while the research had been
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conducted, and finally presents potential future works for improving the limitation of
the present research, in order to balance the usability, memorability and security of

hybrid scheme in graphical authentication.
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