
('IIAP"I'ER IN' 

RESULTS AND DISCUSSION 

4.1 Introduction 

This chapter presents the results and analysis of the collected data. The 

lindin, 
_'s 

include descriptive analysis. Correlation analysis and finally the hypothesis 

testinýe results. Linear Re(-' ression ryas conducted to identilýthe major factors liar 

Cv aluaatinO information security awareness and practice in the workplace and home 

anuom" the employees in USIM. 

4.2 Results of the Pilot Stud 

The pilot study vv aS eondUCtcd in this study to measure the rcliahility 

coelfiricnt liar the sunny instiumCnt. Criterion validity and reliability of' the 

(luestionnairc in this study have been determined by using Statistical PacLa,, C for the 

Social Sciences (SPSS). The reliability factor is measured by analyzing the 

questionnaire' results to obtain Coefficient Cronbach Alpha. Cronbach's Coefficient 

Alpha indicated that if the reliability iäctor is less than 0.60 then it is considered to be 

poor. above (). ()0 is acceptable. and oycr 0.80 is good (Cortina, 1993 ). Table 7 presents 

thc 's : ýIhha \ aluc of the pilot study. 
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Table 7: Reliability Statistics' by Cronbach 
. alpha for the Pilot Stud 

Cronhach's; AIpha Cronhach alpha coeilicirnt value (ul 
Security awareness . 

813 
Security practice at workplace . 

712 
Security practice at home 

. 
715 

The pilot study Survey instrument "as designed to measure the security 

.m ýlreness and practicc in both workplace and home in general: where the pilot study 

pleasured the current security awareness and practice level amonýu the staff only. 

I l0vv ev cr. in the actual study the direction has been changed to investigate the effect 

of policy, hehavlotll', lrallllnýý, knowledge of technology and education (ill ln{OrmBtlon 

Security aAvarelnCSS and practice for both workplace and home, a modification of the 

SIII'v ey lllstrulllCllt was Colldllcted to be Consistent with the direction of the Current 

study. The pilot study surycy instrument is attached in Appendix A while the actual 

reliability f-actor is presented in Section 4.5. 

4.3 Data Screening and Cleaning 

13elüre analv. sim: the data, data screening and cIeaniný( hmceduures für errors or 

outliers were conducted. Furthernuýre, both constructs and the items in the constructs 

need to be v; ilidated. To ensure the validity of' the constructs and to ensure the 

reliability offthe items that are used in measuring the construct, reliability' analysis was 

also perf0rmcd. Data screening is described as the process that has to be conducted to 

ensure no amhiýeuous data characteristics exist which have the potential of effecting 

the findings. The screening process steps are imperative as the former steps often 

cl-feet the decisions to be taken on the latter steps. Hair et al., (2006) described outlier 

as relating to data with a value which are external to the normal data range. There 
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vw ere 20 cases eliminated in this study. The remaining 285 cases were used for Further 

multivariate analysis. The final usable questionnaires were 285 (N = 285), 

representing 9:. 4°o of the total number ol'questionnaires distributed. 

4.4 Results of Demographic Analysis 

This section comprises the respondents' demographics such as gender. a, -, e. 

race. level of education and job role. The descriptive statistics of the demographical 

data are reported in the subsequent section. 

4.4.1 Gender 

Gcndcr. From where the samples reported in this research, is plotted as shown 

in table S. O\ erall. females were more than males, AV, here. male comprises 4500 (1? S 

respondents) while female 55"o (157 respondents) of the sample in this study. Table 8 

shows the uender distribution. 

Table 8: Frequency of Respondents by Gender 

GICII(ler Frequency Percent" 
Male 128 45 

1-cnialc 157 » 
Total 285 100 

4.4.2 Age Group 

Respondents aged between 30-34 years old were considered the majority in 

this study with percentage (33"0), iöllowcd by 25-29 years with (27°0) 35-39 wars 
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with (17°0), 40 and above with (11%) respectively, while the minority were less than 

20 years old with (2%). Figure 5 shows the respondents age distribution. 
. 

Age Group 

Z% 

1% 

4.4.3 Race 

1 Li016 

27°% 

Figure 5: Age group 

Below 20 

! _- 20- 24 

25 - 29 

30-34 

35 - 39 

40 and above 

The majority of the respondents were Malay with percentage (99.3%). The 

remaining were others with 0.7% each as shown in (Table 9). 

Table 9: Race 

Race Frequency Percent 
Malay 283 99.3 
Others 2 0.7 
Total 285 100 

4.4.4 Level of Education 

Figure 6 shows the distribution of the respondent's level of education. The 

nuýjoritý of the respondents hold bachelor with a percentage of (26°4, ) followed by 
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diploma with (25%), PhD with (22%), certificate (SPM, STPM, etc. ) with (15%) and 

the minority respondents were master degree holders with (12%). 

Fiigesi education {e" e( 

22'. 

12°9 

4.4.5 Main Job Role 

Certificate (SPAL 
1 5% STPI\4_ etc) 

Diploma 

Bachelor 

Master 

2G'ä PhD 

Figure 6: Level of education 

There were two main job roles of the respondents in USIM as seen in (Table 

10). Administration staffs were the majority with a percentage of 61.4% and the 

academic staffs with 38.6%. 

Table 10: Main job role 

Job role Frequency Percent % 

Academic staff 110 38.6 

Administration staff 175 61.4 

Total 305 100 

4.5 Reliability Assessment through Reliability Analysis 

The present section discusses the result of the reliability analysis conducted on 

items for each examined construct. The reliability measurement exhibits information 

retarding the variables' consistency that is used in the measurement tools (Hair et al., 
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'006: Pallant. 2013y The reliability, of the measurement tools für the current study 

as assessed using internal consistency technique. In this technique, the degree to 

hieh the items in the scale measure the same underlying attribute is measured 

(Pallant. 201 
-1). 

in terms of Cronbach Alpha which is considered the most suitable test 

(ýeLaran. 2000: Cayana et al. 2001 ) for its Wide acceptance. The findings of the 

reliability test for each section of the questionnaire were illustrated in Table 11. 

l able 1 1: The cronbach alpha value for reliability test for each 
Section of the questionnaire 

I)oI11; 1I11S 

Security Awareness 
Security Practice 
Policy factor 
13cFtav four factor 
Training (actor 
know edge of 11 factor 
Education factor 

\1ýnkplacc Genbach alpha 
cucflicicnt valtic (u) 

. 
758 

. 
735 

. 
736 

. 
724 

. 
704 

. 
510 

. 
715 

Home Cronbach alpha 
cocflicicm value (a) 

. 
746 

. 
702 

. 
702 

. 712 

. 
704 

. 
714 

. 
723 

Based on the rcliahility of each tested domain, all the items have an average 

(u rcli, lhilit\ 0.7) vv hieh IS Considered acceptable level ol'reliability. Cronbach alpha 

value of l).? is eonsiclcreci the lower limit of acceptability (Hair et al.. 2006: Hair. 

I QQS: ScLlrln. ý000). 

4.6 Results of the Descriptive Analysis of Study 

In this section. the variables were subjected to descriptive analysis in urdcr to 

idcntilý their characteristics. The results of the descriptive analysis are presented 

separatclý to each ariable in the research model. 
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4.6.1 Security A11'RI'CIICSS 

The results 01,111C dcserilltiv'c statistics to each item oi' the security avVareness 

at \\ orLplacc and home are presentcd in Table 12. 

'hahle 12: Descriptive Statistics for Security Awareness 

items Workplace Home 
Mean ý=St(1. Mean ±Std. 

Deviation Deviation 
I alll a\\ale AV1111 the AUl11CI'ah111tlcs 2.7ý 

. 
596 ý. 7-} 552 

a. "uoclatell \\ Ith shal'lll" lle\lces. 

I am avvare vv ith the encryption that can 2.60 
. 
672 2.55 

. 
71 3 

hrevcllt L1llall1hOrl/cCl access tll 

cýýI1llýlciltlal I11ý(ýIlllatllvll. 

I am avv are that It Is Important to hack 2.66 . 
661 2.70 

. 
604 

Uh I11\ ýI lCý. 
I alll : lAlafe that llflorlllat1011 security IS 2.73 . 

5S) 1.7S 00 

IleeeSSal'\ to 1)1'()tect 111\ 111I0rillatloll. 
I 

1 alll aA1aI'C A1II11 All'US l)I'lllecllllll 2.5O 

. 4S$ 2.73) 
i SS 

üýýt\rare that reyuires f'reLlucnt ulxlates. 

Respondents vv crc asked about their security awareness at vyorkplacc and home 

by usinW a Likert scale with "I = No, 2= Not Sure and 3= Yes". Results revealed that 

the ov erall mean's as 1-I- 0430 liar vyorkplace and 2.70 L . 
424 at home. The highest 

mean refcrs to the statement that they aware with v il-us protection soltware that 

reyuires Ircyucnt updates li, r vv orkplace with (2.80) this miýýht he because the virus 

protection 50lmarc is common in use lin' securing computers so the majority oI, 

respondents arc ; n% are of usimý such '01'1\\ arc. \\'hilc at home. the highest mean recces 

to the statement they are 'maw that inii0rmation security is necessary to protect theil. 

iilfiollll Ition \\ith (2. S) Hic Io\\r; t mcan rclcrs to the statcmcnt they \\, crc aýý, ýrc \\ . ith 

thc cncr%htion that ýan hrcýcnt unauthorizcci acccss to coil lidcntial införnuition OF 

urkhI, wc mth 1 ý. (iO) ýuu1 iiýr honnc (?. i; ) this mio lit he due to cnrr\. htloll is the 

uiý , uiccd Ic\ cl Of ScCurit\ hr()tectirn hrOccdures. 
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4.6 
.2 Security Practice 

the ICAuIIS ofdescriptiv c statistics to each item cif security' practice at 

of I: placc and home arc presented in Table I ;. 

Kahle 13: Descriptive Statistics for Security Practice 

ý ,ý 

Items Workplace Home 
Mean ±Std. 

Deviation 
Mean ±Std. 

Deviation 
loc IýI t IllV' eoIlll)uter \1helleVer I ý. 69 

ea\ c it. 
.6i1 2.72 

, 
(l>O 

re, ýularlvharkull my data. 2.58 
. 
705 2.45 775 

(io not L1Ovvnload or install ?. 65 
lllalllhorVell collies ol slllt\1'arc. 

. 65; 221.67 
. 
64' ) 

antivirus soltvare is ?. j6 nulke sure the antli 
llahleLl and t1lt(lalell. 

. 677 2.58 
. 
691 

U1l IlleAVall protection 2.78 . 
510 

I 

Respondents were asked , Pout their security Practice at workplace and home 

by usinl-' a Liken scales of"I = No. 2= Not Sure and 3- Yes". Results rc\-calcd that 

the ov crall mean vv as 2.65 : . 
447 Or workplace and 2.64 ± 

. 
444 for ]ionic. The 

Ili, 
-, 

hest mean score refers to respondents use ol' lall protection both in home with 

(2.79) and in workplace with (_'. 7S). the user practice of lo zcinýý Olf their computer 

\\ hcncv er thcv lcav c it conies second vw ith percentages (2.72) at home and (2.69) at 

vv orkplace. vv pile the user: Practice of not do"'lloadinU or installimc unauthorized 

copies of sof tvv are comes third \\ Ah (167) for home and "it (2.65) Or "orkplace. 

The practice of making sure the antiv irus soltyVare enabled and updated comes next 

ith mean scores (2jS) Or home and (_2. >6) for workplace. The lowest mean score 

ýcocs to respondents rc_ýularly backup their data with (2.45) Or home and (?. j8) fi r 

workplace. this might he due to that in the workplace backup data is one of the policy 

and procedu es to reco' er from disaster that could damage inn. rmatlon SySlenl. 
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4.6.3 Policy 

The rc 1Its oi-descriptiv c statistics to each item fi)r policy at workplace and 

home arc presented in Table 14. 

Table 14: Descriptive Statistics for Policy 

Items Work place Home 
Mean ±Std. Mean ±Std. 

Deviation Deviation 
beam related to security is 2.75 

. 
579 1.5; 729 

needed. 
I kiio\v \\ ho to contact it' my 2.56 

. 
697 Z. 74 SSS 

compute- is hacked or Infected. 

\1v computer is coni11-'urcd to 2.58 
. 
670 2.64 

. 
615 

alltoniaticallý Update. 

I have policies on which 2.74 
. 
5$S 2. 7 

. 
856 

ehsites I am allOvv cd to visit. 
I here arc ýauidelines r, ?. 60 

. 
6; 5 

+ 

2. 860 
III forlllatloll SeculltY that I can 

refer t0. 

Respondents vv crc asked about the policy at their workplace and home by 

usin", a three- l ikert scales "I = No. 2= Not Sure and 3= Yes". The result revealed 

that the overall mean "as 2.65 L . 
44; lür workplace and 2.43 ± . 

499 för home. The 

highest mean refers to the team related to security is needed for workplace with 

percentage (275). vv hilt policies of' the allowed vv'ebsitcs to be v isitcd in workplace 

comes with (2.74). the guidelines tier inl'ormation security that can be referred to in 

workplace vv ith (2.60). At home. the highest mean refers to knovv'img who to contact if 

the users computers are hacked or infected With a percentage of (2.74) while if the 

computer; are configured to automatically update vw ith (2.64). The lowest mean refers 

to policies of the allmv Cd vw ebsites to be Visited in home with percentage (2.17). while 

if there are guidelines regarding the information security that they can refer to at home 

comes \\ Ah (2.16). this may due to the fact that there are no developed policies to 
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110111e userS as a '-'uiciclinc to rcIcr to. cVCn On usin(l intcrnrt but at workplacc, 

cmhlo\ccs arc '-'O\ crncd by USIM I)OIicics and regulations in usimý the intcrnet. 

4.6.4 Behaviour factor 

The results of the cicscrihtiv c statistics to each item of the behaviour lector at 

orkplace and ionic are presented in fable 15. 

Table 15: Descriptive Statistics for Behaviour Factor 

Items ýýýorkplace Home 
Mean =Std. Mean ±Std. 

- 
Deviatülll Deviation 

I'll Illake Sllfe thal vvllell I delete a 2.79 O 52 ? 
, 
73 18 7 

Iilc fronl the computer or l'S13 stick. 
that the III lorlllatloll is totally 

rellho\ ed. 

IIýýcl that lily PC is sa1ýc. 2.60 
. 662 

. 6g 
I ollen take Illl(ý1-Illatllýll 11Y1111 the 2.64 

. 6_i6 2.59 %ý)J 

Oillec and use a C0I1111Llter at h0111e tll 

\1ork on it. 
1 dll not shareIm l7ass\Vord. 2.65 

. 61 3 2.60 667 
I use the same 1laSS\V(1rd both ILvI' ý. 63 6i 4 ý, 61 _ 661 
\1'llrk and h0111e al'eLlulllS. 

Respondents were asked about their behaviour practices in using computers at 

Workplace and home by using a three- Liken scales "I = No. 2= Not Sure and 3_ 

)'es". [he result rc\ caled that the overall mean was 2.66 ± . 
427 in workplace and 2.62 

453 in home. The highest mean reQrs to that the users will make sure that the 

information is totally removed when they delete a lilt from the computer or USB stick 

with a percentage of (170 at workplace and (2.73) at home while ii, theyy do not share 

their password at workplace with (2.65) and at home With (2.60). The lowest mean 

revers to the users I'ccliii that their PC is At both in workplace with a percentage of 

(2. N)) and in home with (2.55). 
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4.6.5 Training factor 

The results of' the descriptive statistics to each item of the training fäctor are 

presented in Table 16. 

Table 16: Descriptive Statistics for Training Factor 

Items 
Mean ±Std. Deviation 

I attcllclccl seculltV' tl'illlllllý.; 2.25 
. 
941 

coursc latclV. 
1 1'l'CCIVC aclcclllatc llll0r111atlclll 2.70 926 

ý Secllrlty tral11111U. 

I ra111111`ý makes inc more a\\'are 2.56 
. 
723 

(111crcasc fly aAV'arclless). 

ýIýraininýý promotes security 2.59 
. 
748 

a\\ arcncs;. 
1 rallllllý pro11u1tc5 security 2.55 

. 
703 

practices. 

Respondents were asked about TO training by using a three- Likert scales "1 

No. ?- Not Sure and 3- Yes". The result revealed that the overall mean ryas 2.43 ± 

559. The highest mean refers to that training promotes security awareness with (2.59). 

Il the training makes the users more aware comes with (2.56). training promotes 

security practice vw ith (2.55) and il' the users attended security training course lately 

\\ ith (2.2'). I he lovw est mean refers to if the users receive adequate information 

security training-, vw ith (2.20) 

4.6.6 KnoNN ledge of IT 

Hic results of descrihtiv'c statistics to each item of Lnovv'led, -, c of' IT at 

ýýorl: placc and homc arc prescntcd in Table 17. 
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Table 17: Descriptive statistics for knoww-ledge of IT factor 

Items Work lace Home 
Mean ±Std. Mean ±Std. 

Deviation Deviation 
I have Illst, lllell, ll1)llatc(, and Clwbled, 1.71 . 

17? 2.61 
. 
653 

allln Irlls shltVA, lre on Illy Ch111putel". 

I kllh\\ \\'h, lt the risk is \\ 'hell ll1)C1u11) 2.64 
. 621 2.62 

. 648 
e-Ill, llls lrhlll unknown sellClcrs; 

e, 11Cel, lllN i l, there is all attaehlllellt. 
I know \\ h, lt an email scam is and 2.72 

. 
599 2.57 . 

618 
11(m to idelitik, it. 

I knhvvhhvv to use antivirus shRvyare 2.78 
. 
554 2.64 . 

649 
; lllCl hh\V' to scan lhr Viruses. 

Respondents were asked about their knowledge of IT at workplace and home 

by using a three- Likert scales "l= No, 2= Not Sure and 3= Yes". The result 

rev Baled that the overall mean was 2.62 ± . 
41 3 at workplace and 2.672 ± . 

401 at home. 

I he ht'-hest mean (2.7S) for workplace and (2.64) for home refers to the users 

know led, 
_, e of how to use antivirus software and how to scan tier viruses. II' the users 

hav c Installed, updated, or enabled, antivirus software on their computers comes with 

(2.7 S) at vv orkplace and vv ith (2.65) at home. The lowest mean score refers to the users 

know ledge about the risk when opening c-mails from unknown senders: especially if there is 

an attachment vv ith (2. (4) at vv orkplace vv hilc at home, the lowest mean score refers to the 

users know ledge about vv hat an entail scam is and how to identify it with (2.57), this 

muht due to the fact that the users are not familiar with the threats of an email 

application. 

4.6.7 Education 

fhe results of descriptive statistics to each item of education at workplace and 

homc arc hrcsCntcd in Table IS. 
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Table 18: Descriptive statistics for Education 

Items Workplace Home 
Mean ±Std. Mean ±Std. 

Deviation Deviation 
I kIlhvvvvhat social e11uII1Cef1110 2.77 

. 
544 2,73 ) 

, 
_(hhlshlllu) 

attack is. 

I kIlmv\\ hat to d(1 II 111V 2.60 
. 
667 2.64 . 

633) 

computer is lllleeted with a 
\ IRIS. 

I Ile\ Cr IOLllld a\'Irl1s or a 2.55 
. 
6833 2.59 

. 
663) 

I r01all Oil Illy' CC111lIlLlter. 

MVCCv11111L1ter has no value to 2.59 
. 
710 ?. 59 

. 
714 

hael: ers, they do not target me. 
I alvvavs download and install 2.64 

. 599 2.61 
. 
617 

Sot\Vare on lllv cCllllllLlter. 

Respondents were asked about their education at workplace and home by 

usinu, a three- Likert scales "I = No, 2= Not Sure and 3= Yes". The result revealed 

that the overall mean was 2.63 ± . 
440 For workplace and 2.63 =. 440 for honk. The 

highest mean goes to the users new knowledge abOLlt What social engineering 

(plllshing) attack is in workplace with (2.77) and in home with (2.73). The second 

mean noes to it the users always download and install software on their computer at 

workplace with (?. 64) and ifthey know what to do if their computer is infected with a 

virus at home vv ith The lowest mean rclcrs to ii'the users never found a virus or a 

I rolan on their computer in workplace with (2.55) and in home with (2.59). this may be 

due to the fact that virus threats are common through using the Internet. 

4.7 Correlation Analysis 

In the prescnt study. Pearson Correlation analysis was conducted in order to 

examine the relationship between the independent variables (policy, behaviour. 

trainin_-,. knovvled, -, c of technology and education) and the dependent variables 
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(security awareness and security practice) both in workplace and home. Correlation 

analysis is considered a statistical method that is used to describe the strenOth and 

direction of the linear relationship between two variables (Pallant. 2013). The degree 

of Correlation Is concerned With Illeasur111 the strenItth and importance 111 aI 

relationship between the \ ariables. To achieve this. the hivariate association \\'as 

conducted. 

The procedure computes Pearson's Correlation coefficient vVith significant 

levels. Pearson Correlation coefficients can only take one value which ranges from -1 

to -1. The magnitude or the absolute value by ignoring the sign provides an indication 

of the stren'. "th of the relationship between two variables. Burn (2000) provides a 

"uidclinc to explain the strength of the relationship between two variables (r) as 

shown in Table IQ. 

Table 19: Burn Guideline of Correlation Strength 

Ah, oIutC V'aluC uC 
ColTClalioll COCHICiCut 

0.90 - 1.00 
0.70-ll. Oll 
0.40-0.70 
0. ill-0.40 
Less than 0.20 

Remarks on Correlation 
(rho) 
Very high correlation 
Hiýýh correlation 
Moderate correlation 
Low correlation 
Slight correlation 

Natwrc of Rclationshih 

Very strong relationship 
Marked relationship 
Substantial relationship 

\1'cak relationship 
Relationship so small as 
to be negligible 

Source: Burn (2000). 

4.7.1 Independent Variables and Security Awareness at Workplace 

Tahlc 20 rcpresents a summary of the relationships between the independent 

ariahlcs (policy. hchav lour. training. know'ledýgc of technology and education) and 
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the dependent variable (security awareness) in workplace. In general, the results 

revealed that there are signi! ºcant and positive relationships between policy, 

behaviour. training. knowledge of IT and education with security awareness at 

vv orkplacc. All variables have a moderate positive relationship with security 

awareness at the workplace except training has small positive relationship as the 

siuniIicant yielded a value of . 
001 and the correlation value were (R = . 

376** - 

. 
6S-}** ). 

Table 20: Summary of correlations of variables Policy, Behaviour, Training, 
Knowledge of IT, Education and Security Awareness at Workplace 

(Dependent variable) of the study model 

In(lchcn(lcnt \ariahIcs Corrclation cocClicicnt ýtt 
Policy 

. 
684** 

I3cha\iour 
. 
593** 

Training 
. 
376** 

Kno\\lcd, 
-, c of' IT 

. 
655** 

Education 
. 
677** 

Corrclation k sil-, nilicant at 0.01 Ie\rl (2-tailed). 

Strength of relationship 
Moderate 
Modcratc 

Small 
Moderate 
Moderate 

4.7.2 Independent Variables and Security Awareness at Home 

Table 21 represents a summary of the relationships between the independent 

yariables (policy, behaviour, training, knovv'led(, e of' technology and education) and 

the dependent yariahle (security awareness) at home. In Oeneral, the results revealed 

that there are significant moderate relationships between behaviour, knowledge of IT 

and education vyith security awareness at home. All the variables show a moderate 

relationship A\ Ith security awareness at the home, as the significant Melded a value OI 

. 
001 and the correlation value (R 

. 
630**- 

. 
344**), except for policy and training 

yariables as they show a small relationship (R = . 
344**). 
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Table 2 1: Summary of correlations of variables Policy, Education, Behaviour, 
Knowledge of It, Training and Security Awareness at Home 

(Dependent variable) of the study model 

Inclchcndcnt v"ariahlcs 
Policy 
13cha\ lour 
Training 
Kno%\ led cc of, IT 
Education 

Correlation coefficient "W 

. 
344** 

. 
479** 

. 
397** 

. 
448** 

. 
630** 

Strength of relationship 
Small 

Moderate 
Small 

Moderate 
Moderate 

Con-reltion iý sku'nitic. mnt at 0.01 lc%el (2-tailed). 

4.7.3 Independent variables and Security Practice at Workplace 

Fahle 22 represents a summary or the relationships between the independent 

yariahIcs (policy. behaviour, training, knowledge of' technology and education) with 

the dependent variable (security practice) at workplace. In general, the results revealed 

that there arc Siunllicant moderate relationships between policy, behaviour, training. 

know Iedge of' IT and education with security practice at workplace. All variables 

shove a moderate relationship with the security practice at the workplace. as the 

siu, nilicant yielded a value of . 
001 and the correlation value were (R = . 696** - 

. 
4S4**). 

Table 22: Summary of Correlations of Variables Police, Education, Behaviour, 

Knowledge of IT, Training and Security Practice at Workplace 

(Dependent variable) of the study model 

Inclchcndcnt \ariahlcs Corrclation coeflicient 0 Strength of relationship 
Policy . 

696** Moderate 

13C)1,1\ iour 5 2** Moderate 

Training 
. 
484** Moderate 

Know lcd, 
-, c of IT 

. 
606** Moderate 

Education 
. 
682** Moderate 

, ('orclation is significant at the 0.01 Iev el (22-tailed). 
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4.7.4 Independent Variables and Security Practice at Home 

Fable 23 represents a summary of the relationships between the independent 

variables and the dependent variables. In general, the results revealed that there are 

siuniiieant moderate relationships between policy, behaviour, training, knowledge of 

i-i and education ýý ith securitN' practice at home. All variables show a moderate 

relationship vV ith the security practice at home, as the significant yielded a value of 

. ()()I and the correlation \ aluc were (R = . 
670*1` - . 

402**). 

I'ahle 23: Summary of correlations of variables Policy, Education, Behaviour, 
KnoNN ledge of It, Training and Security Practice at home 

(Dependent variable) of the study model 

IndchCnLicnt \ ariahlcs 
Policy 
13k: ha\ iOur 
Training 
hno\\ 1cLi, 

-, c of' IT 
Education 

Correlation cocflicicnt 4, 

l ýýrrrl: uiýuý iý 'iLnilirant at thr ll. lll 

4. S Regression Anal}-sis 

Ir\ cl 

. 
426** 

. 
512y=* 

. 
402** 

. 
4471-=;, 

. 
670** 

2-tai Icd). 

Strcn"th o1' relationship 
Moderate 
Moderate 
Moderate 
Moderate 
Moderate 

In the present study, a standard regression method is used to investigate the 

relationships between the independent variables (policy, behaviour, knowledge of IT , 

education and trainimi factor) with the dependent variables (security awareness and 

practice at v' orkplace and home) as all the independent variables were assumed to 

have equal importance. The Linear Regression is a statistical method that is used to 

predict the variance in a single dependent variable that is caused by the effect of more 

than a siný, le independent variable (Hair et al., 2007, Lewis et al., 2007, Sekaran, 
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-1000). The method provides relative contribution lör individual variables and 

indicates which of' the variables among the set best predicts the outcome. The R2 

standard value is I which indicates a perfect linear relation between both sets of 

v ariahlcs. l love ever. il' the value is equal to 0 then it shows no linear relationship 

between the variables. The regression models significance. the value of R'. 

unstandardized coefficients and standardized coefficients are presented. Based on 

Leech et al.. (2005), the definitions of the above are as follow: 

" The regression modclLs significance: ANOVA analysis is used to test the 

significance of the regression model where a significant level less than . 
05 

indicates the combination of the independent variables significant prediction of 

the dependent variable. 

" Value of R': The value varies from 0.0-1.0 and it indicates that percentage of 

the variance can he depicted from the combination of the independent 

variables. Based on the statements of Leech et al.. (2005). if R' value more 

than 0.49 then the strength of the relationship is considered extremely large. if 

the value is between 0 26-0.49 then it is considered large. between 0.1 3-0.26 is 

medium and between 0.2-0.13 is small. 

" ('nstandardized coefficients (B): The independent variables' coefficient in the 

regression equation. 

" standardized coefficients ((3): The average amount of the dependent variables 

increases by a single standard deviation. The value ranges from -1.0 to 1.0. 

Ile negative value indicates that the independent variables have a negative 

relationship with the dependent ones while the positive value indicates a 

positive relationship. The value also represents the weight of' every 

independent variable influence on the dependent variable. 
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4.9 Evaluating Each of the Independent Variables 

This section Mills to identify and compare the prediction streneth of- the 

indcpciidcnt v ariahlcs on the dependent variables. In other Words. this study aims to 

identik Much independent variables in the model contributed to the prediction of the 

dependent variahlc by using Beta value. In this study. the interest is to compare the 

onto ihution of each independent variable in the model. 

4.9.1 Independent ariahles and Security Awareness at Workplace 

HIC results of Linear RcgressOn analysis in Table 24 and 25 show that policy, 

hchav iour. know le(i c of 11 and education contribute silnilicantly to the security 

: nv arcnca at vv orkplacc. Police vv 5th ((i = . 
249. p< . 

05). behaviour with ((3 =. I S0, p< 

. 
05). know Icýl_c of II vv ith ((3 . 

274. p< . 
05) and education ýý 5th ((3 = 216. p<. 05) 

conurihute siýýnilicantlý to the security awareness at workplace. Trainin'-' does not 

si('nilicantly contributed to security amarcncss at workplace with (p> 
. 
05). As can be 

noticed from Table 24. R= was statistically significant, with F= 75.910 and p< . 
001. 

AS a rc: ult, the common cepression ol' the regression equation is stated as (ollo\\ s: 

ueuritý aýý artiness at vv orkplace = . 
467 + . 

242 policy + . 
1$2 behaviours + . 

251 

l. noý\1 Ic(i, 
-, c of I1- 11 cducatiOns and + (-. 052) trainin,,. The five independent 

:u iahles ýý ere ohserA Cd to hay ea husitiVe correlation 10 the security awareness at 

ýý orkplace as indicated by the positive IZ value of . 
759 in Table 24. A computed R2 

value oi' . 
STh suQ'-'cas that the variables explain more than 57.6% 01, the variance in 

the security awareness at workplace ON'1h a standard error estimate of' . 
283). Overall. 

11 factors have nui_ýnitude eficct on security awareness at workplace except traininýý. 
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Table 24: Results of Linear Regression summary between variables (Policy, 
Behaviour, Knowledge of IT, education and Training) and Security 

Awareness at Workplace (dependent variable) 

Model Summary 
\lodcl R R2 Adjusted R, Std. Error of the 

Estimate 

1 . 
759 

. 
576 

. 
569 

. 
283 

it. I'rcdictors: (Constant). I'olic). Behaviour. Knowledge of IT. Education and Training 
h. 1)cpcndcnt Variable: Security A\\ arencss at workplacc 

Tahlc 25: Results of Linear Regression Relative Contribution of Variables 

(Police, Behaviour, Knowledge of IT, Education and Training) contributing 
to Security Awareness at Workplace (dependent variable) 

\lodcl Llnstandardized Coefficients Standardized t Sing. 

Coefficients 

B Std. Error Beta 
ýCon"'tant) 

. 
467 

. 
119 3.914 

. 
000 

1'011c\. 242 
. 
070 . 

249 3.452 
. 
001 * 

ßcha\ iour 
.1 

82 
. 
053 

. 
180 3.444 

. 
001 * 

Traininz -. 052 
. 
035 -. 071 -1.471 . 

142 

l: no\\lc(l'-'c of IT 
. 
251 

. 
051 

. 
274 4.899 

. 
000* 

1_ducation . 
211 

. 
073 

. 
216 2.895 

. 
004* 

a. I)cpcn, icnt Variahlc: Security : A%\areness at Workplace 
*: iýniticant Ic\ cl is at . 

0ý (p ý . 
0ý) 

4.9 .2 
Independent Variables and Security Awareness at Home 

I'hc results of Linear Reoression analysis in Table 26 and 27 indicate that 

policy. hchav lour. know ledge of IT and education contributes significantly to the 

; erurity avvarcne, S at home as policy factor contributes with ((3 = . 
106. p< . 

05). 

bchav iour vv ith (()' _- . 
140. p- . 

05). know Ied, 
-, e of IT vv ith ((3 = . 

243. p< . 
05) and 

cdllca11o11 A\Ith . 
407.11 - . 

05). Only the training lactor does not slonlllcalltly' 

contributed to security awareness at home with (p > . 
05). As can be noticed from 

, fahle 20. R= is statistically significant, with F= 50.043) and p< . 
001. 
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As a result. the common expression of the regression equation is stated as 

follow s: security awareness at honk = . 
525 + 

. 
090 from policy + 

.l 
31 from behaviour 

217 from knowledge of IT + . 
389 from education and + . 

008 from training. The 

live independent yariahles vw ere observed to hays a positive correlation with the 

security awareness at home as indicated by R positive value of . 
688 in Table 26. A 

computed R= value of . 
47) suggested that the variables explain more than 47.3(1ö of 

the yariancc in the security awareness at honk (with a standard estimated error.; 10). 

In other words. all the factors hays magnitude effect on security awareness at home. 

except training. 

Table 26: Results of Linear Regression summary between variables (Policy", 
Behaviour, IT Knowledge, education and Training) and Security 

. 
Awareness at Ilonme (dependent variable) 

Model Sllllllriat'N' 

Model R R' Adjusted R' Std. Error ofthe 
Estimate 

I oss . 
473 

. 
46; 

Prcdictor,: (C"on, tant). Polirr. 13cha\ iour. I: no%\ Icdgc of I I". IEducation and Training 
h. 1)cpcndcnt \"ariahlr: ticruritý : \, \arcncs, at homc 

.; 
10 

Table 27: Results of Linear Regression relative contribution of variables 
(Police, Behaviour, IT Knowledge, education and Training) contributing to 

Security Awareness at Home (dependent variable) 

ýlodrl Unstandardizcd Cocflicicnts Standardizcd t Sio. 
Cucff icicnts 

B Std. Error Beta 
(Constant) . 5215 . 

148 3.569 000 

Iulicý. 090 
. 
044 

. 
106 2.062 

. 
040* 

13rhn iour 
. 
131 

. 
050 

. 
140 2.623 009* 

Iraininý 
. 
008 

. 
042 

. 
()11 

. 
182 

. 
855 

1: no\\lcdur of IT 
. 
217 

. 
044 

. 
243 4.995 

. 
O0O* 

Fducation 
. 
359 

. 
066 

. 
407 5.942 

. 
000* 

a. Ik"I)en(lcnt \'ariahle: tieuritý : \\\ arenrss at home 
'"sit-, III ticant Ic\el is at US (1) -. llý) 
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4.9.3 Independent Variables and Security Practice at Workplace 

The results of the Linear Regression analysis in Table 28 and 29 show that 

policy. behaviour, knowledge of IT and education contribute significantly to the 

security practice at workplace where 1ör policy the value is (f3 = . 289. p< . 
05). 

bchav iour is (11 = . 
160. p< . 

05). knowledge of IT is ((3 = . 
158 p< . 

05) and education is 

(1) 1SS. E, -. Oj) \\hicll all contribute significantly to the security practice at 

vvorkplacc. Training factor does not significantly contribute to security practice at 

vv orLplace where its value is (p > 05). As can be noticed from Table 28, R2 is 

statistically sH-nilicant, with F= 71.561and p< . 
001. As a result, the common 

cxpression of the regression equation is stated as follows: Security practice at 

ý, r}: ýil, trc \\ . 
355 + . 

291 from policy + . 
168 from behaviour + . 

151 from IT 

know lcdgc ý. 19I from education and + . 
069 from training. The five independent 

variables vt cre observed to have a positive correlation to the security awareness at 

orkplacc as indicated by the positive R value of . 
750 in Table 28. A computed R2 

glue of . 
562 suggests that the variables explain more than 56.2% of the variance in 

the security practice at workplace (with a standard estimated error of . 
298). In other 

vv orris. all the factors have a magnitude effect on security practice at workplace, 

cxccpt training and education factor. 

Table 28: Results of linear regression summary between variables (Policy, 
Behaviour, Knowledge of IT, education and Training) and Security 

Practice at Workplace (dependent variable). 

Model Summary 
\l�de1 R R2 Adjusted R2 Std. Error of 

the Estimate 
1 . 

750" 
. 
562 

. 
554 

. 
298 

ý. Predictor": (Constant). Policy, Bchayiour, Knowledge MIT, Education and Training 
h. Dependent Variable: Security Practice at workplace 
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Table 29: Results of Linear Regression Relative Contribution of Variables 
(Policy, Behaviour, Knowledge of IT, education and Training) 

Contributing to Security Practice at Workplace 
(dependent variable) 

MOLICI Unstandardized Standardized t Sig. 
Coefficients Coefficients 

B Std. Error Beta 
(Constant) . 

355 
. 
126 2.512 

. 
005 

Polic%. 291 
. 
074 

. 
289 3.936 

. 
000* 

Bchav iour 
. 
168 

. 
056 

. 
160 3.009 

. 
003* 

1-raining 
. 
069 

. 
037 

. 
091 1.561 

. 
064 

Knomlctlgc or IT 
. 
151 

. 
054 

. 
155 2.784 

. 
006* 

1=ducatiom 
. 
191 

. 
077 

. 
188 2.474 

. 
014* 

I)chcndent Variable: Sccurity Practice at workplace 
<i, ýnitic: ýnt Ie%el is at . 

05 (p -- . 
05) 

4.9.4 Independent variables and Security Practice at Home 

I he results in fable 30 and table 31 indicate that policy with ((3 = . 
197. p< 

. 
05). hehayiour vyith (Ii = . 

166. p< . 
05). Iknovvledýue of IT with ((3 = . 

228. p< . 
05) and 

education with (13 . 
434. p . 

05) contribute significantly to the security practice at 

home except the traininýu that does not significantly contributed to security practice at 

home vý ith (p ` . 
05). As can be noticed from Table 30, R' was statistically significant 

\ý Ilh I' (5.596 and p . 
001. As a result. the common expression of the regression 

equation is stated as follows: security practice at home = . 
175 + 

. 
175 from policy + 

16 3 from behaviour '. 211 from knowledge of IT + . 
434 from education and + (-. 037) 

from traininýu. The five independent variables were observed to have a positive 

correlation to the security practice at home as indicated by the positive R value of . 
736 

in 'l-ahlc 30. A computed R' value of . 
541 suggests that the variables explain more 

than 54. I °o of the variance in the security practice at home (with a standard estimated 

Cl-, -(), - of. 303). In other words, policy, behaviour, knowledge of IT and education have 

a magnitude effect on security practice at home. 
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Table 30: Results of Linear Regression summary between variables (Policy, 
Behaviour, Knowledge of IT, education and Training) and Security 

Practice at Home (dependent variable) 

Model Sununan, 
Model R R2 Adjusted R2 Std. Error of the 

Estimate 
I . 

736 
. 
541 

. 
533 

. 
303 

a. Predictors: (Constant). Policy. Behaviour. Knowledge of IT. Education and Training 
h. Uehcndent Variable: Security Practice at home 

Table 31: Results of Linear Regression relative contribution of variables (Policy, 
Behaviour, Knowledge of IT, education and Training) contributing to 

Security Practice at Home (dependent variable) 

Niodcl Unstandardized Standardized t Sig 
Coefficients Coefficients 

B Std. Error Beta 
(Constant) . 

175 
. 
144 1.216 

. 
225 

PoQ. 175 
. 043 

. 197 4.119 
. 
000* 

13chmiou1' . 
163 

. 
049 

. 
166 3.334 . 

001 * 
Training -. 037 

. 
041 -. 050 -. 918 

. 
359 

Kno%\Icclýzc o1 IT 
. 
213 

. 
043 

. 
228 5.012 

. 
000* 

Education . 
434 

. 
064 

. 
434 6.792 

. 
000* 

Ucpcndcnt Variable: Security Practice at home 

. iýzniIicant level is at . 
05 (p <. 05) 

4.10 Hypothesis Testing 

phis section investigates the relationship between policy, behaviour, training, 

know ledge of IT. education, and security awareness and security practice both in 

workplace and home. The purpose of the investigation is to achieve the following 

research objectives: 

1. To im cstiuatc the effect of policy, behaviour, training, knowledge of technology 

and education on information security awareness and practice for both workplace and 

home. 
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2. To investigate the awareness and practice level of information security among the 

employees in USIM based on the identified factors. 

To support the investigation, the folloNving hypotheses were tested. The acceptance or 

rejection of the stated hypotheses can be found in Table 32 end of this section. 

The five examined hypotheses are, 

Hypothesis 1: 

H1a: Policy has a positive effect on security awareness and practice at workplace. 

The results in table 25 show a significant effect ofpolicy on security awareness at 

vv Orkplacc ((3 = . 
249. t= 3.452. p= . 

001 (p < . 
05). 

The results in table 29 show that there is a significant effect ofpolicy on security 

practice at workplace ((3 = 289, t= 3.936, p= . 
001 (p < . 05). 

II lh: Policy has a positive effect on security awareness and practice at home. 

The results in table 27 show a significant effect of policy on security awareness at 

home ((i - . 
106. t== 1_. 062.1) = . 

040 (p < . 
05). 

The results in table 31 show a significant effect of policy on security practice at home 

(11 - . 
197. t= 4.119. p= . 

001 (p < . 
05). Therefore. hypothesis I is accepted. 

llYpothcsis 2: 

112a: Behaviour has a positive effect on security awareness and practice at workplace. 

The results in table 25 show a significant effect of behaviour on security awareness at 

workplace (J3 = . 
I80. t= 3.444. p= . 

00I (p < . 
05). 

The results in table 29 show a significant effect of behaviour on security practice at 

workplace (j3 = . 
160, t= 3.009, p= . 

003 (p < . 
05). 
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112h: Bchaviour has a positive eficct on security awareness and practice at home. 

The results in table 27 show there is a significant effect of behaviour on security 

; ºvvarenes, at hone ((i = . 
140, t 2.623, p= . 

009 (p <. 05). 

The results in table 3I show a significant effect of behaviour on security practice at 

home (1) .I 
00. t= 3.3 3-4. p= . 

001 (p < . 
05). Therefore. hypothesis 2 is accepted. 

1ivpothesis 3: 

113a: 1 'raining has a positive effect on security awareness and practice at workplace. 

The results in table 25 show there is no significant effect of training on security 

awareness at vw orkplace ((ý _ -. 071. t= -1.471. p= . 
142 (p > . 

05). 

The results in table 29 show there is no significant effect of training on security 

practice at vworkplace (()' . 091. t= 1.861. p= . 064 (p > . 05). 

113b: Training has a positive effect on security awareness and practice at home. 

The results in table 27 show there is no significant effect of trainim, on security 

awareness at home (11) _ . 01 I. t . 0182. p= . 
855 (p > . 

05). 

The results in table 31 show there is no significant effect of training on security 

practice at home (11 = -. 050. t= -. 918, p= . 
359 (p > . 

05). Therefore, hypothesis 3 is 

rejected. 

I Iy pothesis 4: 

114a: Kno%v ledge of Tcchnololly has a positive effect on security awareness and 

hracticc at \\ orkplacc. 

The results in table ?5 shows a significant effect of knowledge of IT on security 

aýý artiness at vv orkplacc (Ii - . 
274. t= 4.899. p= . 

001 (p < . 
05). 
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The results in table 29 shows a si. tniiicant effect of knowledge of IT on security 

practice at workplace (ji _ . 
158, t= 2.784. p= . 

006 (p < . 
05). 

1141): Know led, 
-, e of -hcchnolooy has a positive effect on security awareness and 

practice at home. 

The results in table '_7 show there is a significant effect of knowledge of IT on 

security awareness at home (1 _ 243, t= 4.995, p= . 
001 (p < . 

05). 

'I'hc results in table 31 shows there is a significant effect of knowledge of IT on 

security practice at home ((i = 228, t= 5.012. p= . 
001 (p < . 

05). Therefore, hypothesis 

4 is accepted. 

lv pothesis 5: 

lIra: Education has a positive effect on security awareness and practice at workplace. 

The results in table 25 show there is no significant effect of education on security 

avv arcncss at \\ orkplace ((3 = 216. t=2.895. p= . 
004 (p > . 

05). 

Flic results in table 29 show there is no significant effect of education on security 

practice at vw orkplace ((3 =. 188. t= 2.474 p= . 
014 (p > . 

05). 

1151): Education has a positive effect on security awareness and practice at hone. 

the results in table 27 show there is a significant effect of education on security 

artiness at home (Ii = . 
407. t= 5.942.1) = . 

001 (p < . 
05). 

The results in table II show there is a significant effect of education on security 

practice at honk (Ii = . 
434. t= 6.792. p= . 

001 (p < . 
05). Therefore, hypothesis 5 is 

accepted. 
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Table 32: Summary of Results 

4.1 1 

I Ivpothesis Significance Supported or not supported 
H1 Yes Supported 
H? Yes Supported 
H3 No Not supported 
114 Yes Supported 
H5 Yes Supported 

Summary of Correlations of (independents variables) and Security 

k%Nareness and Practice at Workplace and Home (Dependent variable) 

In the stat"c of hypothesis testing, correlation analysis were mainly employed 

in order to e. \amine the relationship between independent variables and security 

avv artiness and practice both in workplace and home dependent variable. The 

correlation and signilicant value besveen independent variable and each dependent 

v ariahle vv as summarized in Table 33 and Table 34 respectively. 

'Fable 33 represents a summary of the relationships between the independent 

ý ariabics (policy. behaviour, training, knowledge of technology and education) with 

the dependent variable (security awareness) at workplace and home the result 

indicates that all the factors have a moderate relationship with security awareness at 

vw orkplaec except of' training factor has a small relationship. while at hone all the 

factors have a moderate relationship with security awareness at home except of policy 

and training, factors. 
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Takle 33: Summary of Correlations of (independents variables) and Security 
Awareness 

Security Awareness at Workplace Security Awareness at 
Home 

IIIdCJvCIIdCllt 

\aflables 

C OI'I'CLatltlll 

ClleklClellt 

stt'cm-, th of, 

relationship 

Correlation 

COCII-ICICIlt 

strem-, th Of 

relationship 

1,011 C\ o84*; ' Moderate 
. 
3,44** S111,111 

ý3Cý1a\ or Moderate 
. 
479** Moderate 

ý 1': 1111111'= ? 76** Small ., 97** 5111a11 

hmm ICd'_'C i,; 1** Moderate 
. 
448** Moderate 

I'dllcalloll 
. 677** Moderate 

. 
6')0** Moderate 

In terms of security practice, Table 34 represents a summary of the 

relationships between the independent variables (policy, behaviour, training. 

know le(l, 
-, e of technology and education) with the dependent variable (security 

practice) at vNorkplace and home the result indicates that all the factors have a 

nu)derate relationship vv ith security practice at both workplace and home. 

Table 34: Summary of Correlations of (independents variables) and Security 

Practice 

Security practice at 
Workplace 

Security Practice at Home 

Illdcpelldcilt 
\ ariahles 

Correlation 

Coefficient 

streu th of 

relationship 

(orrelatloll 

cool l lclellt 

strell'oh oI 

relationship 

PolIC% . 
61)0** Moderate 

. 
420** Moderate 

Behau for ýS, ** Moderate 
. 
512** Moderate 

I raininwa . 
4S-4** Moderate 

. 
402** Moderate 

Know Icd, -, c 

of II 
. 600** Moderate 

. 
447** Moderate 

Iducation (ýS2** Moderate 
. 670** Moderate 
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4.12 Security Awareness and Security Practice at workplace and home of the 

PS1. N1 employees. 

Table 3-5: Descriptive Statistics of Security Awareness and Security Practice at 
V'Vorkplace and Home 

Workplace Home 
Mean +Std. Mean ±Std. 

Deviation Deviation 
Sccurit%, A\\arcncss 2.71 

. 
430 2.70 

. 
424 

Sccur11%1'racticc 2.65 
. 
447 2.64 

. 
444 

There are tvv o important variables measured in this study: security awareness and 

security practice which are divided into two parts: one at workplace and another at 

home. The v ariahlcs were measured by using a three- Liker scale: I= no, 2 not sure 

and ; v-es. The results show that both of security awareness at workplace with (2.7 I 

and at home with (2.70) were higher than the security practices at workplace with 

(2.65) and at home with (2.64). A score of 2.5 and above is considered a high level: 

less than 2.5 is moderate and 2.0 and below is low. Thus. these scores of security, 

awareness and security practice in both workplace and home are at high level. The 

Ilndinu, s indicated that the employees' security a\V'areness and practice at their 

vv orkplace and home are at high level but in lävour ol'workplace over honk. 

4.13 Summary 

This chapter presents the data analysis and results pertaining to reliability 

assessment. response rate, demographic profile, descriptive analysis, correlations 

analysis. and hypothesis testing. In the first part of the analysis, the researcher tested 

the pilot study and reliability analysis was conducted to test the reliability of the items 
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in each construct and the validity of the instrument used in this research. The results 

indicated that the instrument which is used in this study is reliable and valid to 

measure the construct. The descriptive analysis was employed to demographic profile 

of the sample. This includes the personal characteristics and the descriptive profile of' 

the investigated v ariables. In addition, correlations test was conducted between the 

independent and the dependent variables. The findings revealed that all the 

independent variables were fund to be statistically correlated to each other except 

training,. Further, Standard Linear Regression was conducted in order to investigate 

the relationships between the independent variables and the security awareness and 

practices at home and workplace. All the independent variables have a significant 

effect on security awareness and practice except training which has no significant 

effect on the security awareness and practice in both workplace and home. 


