CHAPTER 1

INTRODUCTION \i
1.1 RESEARCH BACKGROUND Aj

Wireless Sensor Network (WSN) 1s a collection of few to thousands ¢

N nodes that

are randomly spread in the area to monitor environmental ch;mg_cN lemperature and

1[C : 01':1 wireless sensor

'ts as a focal
o

humidity (Wang, 2015). Figure 1.1 shows a WSN topology
network used for monitormg the marme environment. wher®

point for the WSN network. (XU, 2014).
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\ Figure 1.1: WSN\SL\SC Station topology (XU, 2014).

o ccent projects and apphlications for Wireless Sensor Network (WSN) are

expanding. especially with the appearance of low cost, credit card size. open source




computer systems (c.g. Raspberry Pi. Ardumo and BeagleBone) that are equipped with

multiple add-ons for communication. humidity, temperature. smoke and other sé wihat

opened WSN to new possibilities for building a low cost WSN (Fisher. 201 \

But such expansion is still facing distance as a main obstacle. N nodes are hard
(0 manage in remote areas, and mn other areas, they are implementcign p®ces that are hard

to reach. like woods and country borders, or even marine wgrld MU, 2014). AS GSM or

0 make sure
[

ulq' and are

WSN ® ) most cases WSN keys are pre-implemented (or pre-shared key). However.
Y issue is. by reverse engineering, one node key will compromise the whole WSN

network (Dimitrievski, 2011).



Another issue for pre-implement keys 1s that WSN nodes are small in factor. so

they have a limited energy source, storage and processing power. In this case. stol V'S

nced more storage. more energy and more processing power. However, or \e main

L -

priorities while designing WSN nodes 1s saving WSN resources for a beticrggerformance

‘unlq raw to WSN nodes to

vulnerable.
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A an@:y have a wide

with Radio Data

(Walters. 2000).

Sometimes for the sake of saving resources. keys are

coverave. Commercial FM broadcasts audi ;

;m,‘ A1) Gl Ahd

éi pan and some parts of

o lalk sle

System (RDS) which provides progra

9
Ioniﬁ RDS for updating trattic
N

imformation for FM station

Piercial FM stations can be used to send the key to remote sites by injecting
ovAVithin the commercial FM station and broadcasting 1t to the WSN Base Station in

cemote areas. FM stations are covering all the country so there 1s no need to set up a new



project to reach WSN Nodes. And because the key 1s hidden in FM band. it’s hard to be

sniffed. To histeners. 1t°s just another talk show or a sone. but the fact is that IT 1S

hidden in the broadcasted channel along with that talk show or sone. Fie \ shows

Canadian Broadcasting Corporation (CBC) FM stations coverage along &lildiilll cast

coast.
This rescarch &
by using commerglar M ra

imformation s

onfidentiality: lhcmm for keeping symmetric key and data safe and not

® \
oé available for unauthorized entity, users or process.

Integrity: to maintain and assure the accuracy of the symmetric key data.

and that 1t cannot be altered by an unauthorized user.



< Availability: to make sure that the mformation must be available the time

it's needed. Figure 1.5 shows the primary information sccuril\? pects
triangle. ! % |
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Figure 1.5: Primarviy

1.2 PROBLEM STATEMENT %:

4

['0 dehiver data. without bemne coNOIrom

send the secret kev

" €I

y logllpl \

O hn:l\{c > semeel and the recewver m contrast to the current

d to protect WSN data. This explamns

ret key (symmetric key) while

SIMISSION mclhod:ﬁ‘t% have a lot of limitations, e.g. Short distance.
1 broadcasting method can be used to solve secure communication and
wetric key distribution issues, by using ECC to encrypt and send the secret key

using commercial FM stations. As FM, stations have a wide coverage within the



whole country, and because the symmetric kev is hidden within the FM wave, 1t 1s
hard to discover the key: also FM has a wide coverage around the countryginlike

other wireless techmques that have a hmited coverage.

T'he mam problem is how to build a system that can encrypt and tlen sectfrely embed

| 1t to the WSN

] se

the secret key using asymmetric key m an FM transmission ¢

w W

% Froure 1.6 shows

L -

base station to recover the secret key and send 1t to the W
an example of commercial FM station communic: In remote

AI'Cds.
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Figure 1.6 An example of gommMicrcjat® V. ’\'SN; as¢

mole Area B
Station 1n remote arcas.

1.3 RESEARCH QUESTI

¢ How to s

N\

yste 1o

et
-

1€ P $ n keSNpanagement related to FM system along

CIA concept along with reachability and

he

w to design and igf¥ment a sofiware defined radio (SDR) system that

\C[H as an alternative method for delivering the secret key to WSN base

o station.



1.4 RESEARCH OBJECTIVES
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How to understand and mimplement a secure key transter using ECC alone

with Spreading. FFake code encapsulation and XOR encryption 1{

% _

How to evaluate the performance of the TX and RX systems {01 the key

to build the TX and RX systems.

and received

management technique to make sure that key can be lmw

from TX system to RX system.

with SDR system to provide the w s
availability for the TX and RNI

To design and mmplement ;1%\
as an alternative mclh@i\

To understand and

@ to WSN base station.

Spreading, Fak&Coc

" ANCR A a\'

build the 1,
arghe pegformyinde eNvhe TX and RX systems for the key

n&%m*c that key can be transferred and received
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1.5 RESEARCH SCOPE

T'he scope of work will be as follows: T

|, This research will be built using GNURadio. a software usec u;m’d SDR

SYSLCms.

[-J

HackRE One, an open source SDR platform that will lw o build an FM

station. i




1.6 THESIS STRUCTURE

The thesis contams six chapters that are structured as follows:

e Chapter I: the chapter mcludes a briet background about the st ®®earch

question, research scope and research objectives that will be done 1

wresearch.

e Chapter 2: the chapter will highhght current studies related to thisSefy, explaining

: u'\'crzlgc ISSUES.

oW hy “HMJOHS are

cnm%i:x.in this

101N & vlhe materials

and tools used.

e Chapter 4: provides a full descrip

describes the system slmcturc\lr

RX systems.



