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INTRODUCTION 

1.1 RESFARCH BACKGROUND 

\V'irclcss Sensor Nct%vork (\y'SN) is a collection of few to thousands of \V'SN nodes that 

are randomly spread in the area to monitor em ironmental changes, like temperature and 

humidity (Wang. 2015). Figure 1.1 shows a \VSN topology example ofa wireless sensor 

network used for monitoring the marine env ironmu°nt. where a base station acts as a focal 

point for the \VSN network. (NlJ. 2014). 
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Fiuurc 1.1: WSN Base Station topology (MI, 2014). 

Recent projcrts and applications lör Wireless Sensor Network (\VSN) are 

cypanlim" especially with the appearance of' lovw cost, Credit card Si/e, open source 
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comhutcr systcros (e. g. IZashherrv Pi.. Arduino and I3ca21CB0nc) that arc equipped vv ith 

nndtihle add-ons Ii, r comiuunieation. humidity, temperature. smoke and other sensors that 

opened \VSN to ucvv possibilities for building it lo\\ cost \VSN (l isher. 2015). 

But such expansion is still King distance as a main obstacle. \VSN nodes are hard 

to manaec in remote areas. and in other areas. Ow) are implemented in places that are hard 

to reach. like woods and country borders. or even marine world (XU. 2014). AS GSM or 

C1)NIA signals Bide vy hen moving to remote areas. Such cases make it hard to make sure 

that keys and ciphered data are safely delivered and exchanged if'prc-implemented. and arc 

hard to he sent by the available wireless solutions because of' their lack of' reachability, 

especially on large scale WSN environment. 

Figure 1.2: Raspberry Pi '/. cl-o, a ýS comhuter. 

On the ether hand. key management Ices several tv}pes of vulnerability between 

\V"SN nodes. In most eases \VSN keys are pre-implemented (or pre-shared key). I loweyer, 

the main issue is. by reverse engineering, one node key vv ill compromise the whole \W'SN 

nelwork (I)imitrieyski, 2011 ). 
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: Anolhcr issue ti, r prc-implement keys is that \V'SN nodes are small in Iäctor. so 

they 11,1\c a limited encr, -, v source. storace and processing-, poww cr. In this case. siorin_c keys 

iced store storage. more energy and more proccssing, povv cr. I lowwwever, one of' the stain 

priorities while designing \VSN nodes is say ing A\%SN resou rces I, C)r a holler peribrmnhtnce 

(\V aliers. 2006). 

Soºnct hues fe- the sake of saving resources. keys are sent in raw to \VSN nodes to 

save cneruv, storage and processing power. but in this case. the key "ill be vulnerable. 

since a sniffer can be used to get the keys while exchanging hetween \VSN nodes. Another 

solution fir \VSN nodes is, therefore, needed to solve these issues. 

Commercial FM stations are spread all around the country. and they have a wide 

coverage, CAurnercial 114 broadcasts audio (c. g. Talk showL alone with Radio Data 

System (RI)S) which provides program name and lime. And in Japan and some parts of 

l. uropc they are using Data Radio Channel (I)ARC) along with RDS ior updating traffic 

status and bus station terminals. Figure 1.3 shows RDS inf rnmation liar I: M station 

displayed on car radio. 

- _ýý- ýºtýwý .: 
I: igurc 1.3: Radio displays channel name using RUS. 

C'ommercial FNI stations can he used to send the key to remote sites by injecting 

the key within the conunercial FM station and broadcasting it to the \VSN Base Station in 

remote areas. FM stations are covering all the country so there is no need to set up a nevv 
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project to reach \V'SN Nodes. And because the kcv is hidden in FM band. its ON to be 

snit led. Fo listeners, its just another talk sho\\ or a song. but the iäct is that the kc\ is 

hidden in the broadcasted channel alone will, that talk show or son, -. I iaurc 1.4 shows 

Canadian Broadcasting Corporation (C'13C) FM stations covcragc alone canadian cast 

coast. 

Vi'-, ure 1.4: , 1ltcrnate Frequencv co\cra, ze. ('BCRadio-('anada. 

(('hc. radiýý canada. ca, ? l)1 5) 

This rescareh \ýýill solve the sN-mmetric ke\management. and Iý, m, distance issues 

h\usin_ý conuncrcial I'M radio stations. ýIýhc solution \\ill provide the threc primary 

in10r1ation securitýaspects aloT"'ith secrecY: 

('unfidentiality: the term fir keeping symmetric key and data safe and not 

available fbr unauthorized entity. user; ur process. 

Inte,. trity: to maintain and assure the accuracy of the symmetric key data, 

and that it Cannot he altered by an unauthorized user. 
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" i\'ailahility: to make sure that the inibrmatiun must he availahle the time 

it's needed. I i! 
-,, ure 1.5 shows the primary inhurmation security aspects 

triatieIc. 

figure 1.5: Primary information security aspects. 

1.2 PROBLEM STATEMENT 

To deliver data, without beine compromised, using a long, range wireless solution to 

send the secret key for \VSN modes in remote areas and provide secure 

communication using asymmetric key distribution tor the secret key. however, the 

symmetric key is highly sensitive. as it's used to protect \v'SN data. This explains 

why asymmetric cryptography is used to protect the secret key (symmetric key) while 

being exchanged between the sender and the receiver in contrast to the current 

wireless transmission methods that have a lot of limitations, e., -,. 
Short distance. 

IM broadcasting method can be used to solve secure communication and 

symmetric key distribution issues, by using FCC to encrypt and send the secret key 

using commercial FM stations. As FM, stations have a wide coverage within the 
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whole country and because the synnnetric kcv is Iiid(I cii within the IýN1 wave. it is 

hard to discover the key: also F %I Iias a vv ide coverage around the country unlike 

other wireless techniques that have a limited coverage. 

I-he main problem is how to huild a system that can cncrvpt and then securely embed 

the secret key using asymmetric key in an F NI transmission and send it to the WSN 

base station to recover the secret key and send it to the \VSN nodes. l=iggure 1.6 shows 

an exanihle of conmicrcial FM station comnnunicate with base stations in remote 

areas. 

ý- ; 11, 

11 .1 F'. ý,: 1.1- 1 
I-i, w-e 1.6: ; An cxaniplc 01a conmmcrcial FM. \VSN I3asc Station in remote areas. 

1.3 RFSFARCn QUES II'IONS 

"I low to study the parameters in key management related to FM system along 

with SI)R system to provide the CIA concept along vv ith rcachahility and 

ayailahility liar the T\ and RN systems. 

"I low to design and implement a soliwarc defined radio (SDR) system that 

acts as an alternative method Ar deliyering the secret key to WSN base 

station. 
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Iovv to understand and impIcmcnt a scrum kcv translcr usin_i I: C (' akc, np 

Shrcadinr. Fake code encapsulation and XOR encryption techniques 

to huild the f\ and R\ systems. 

IIoovv to evaluate the perftrmanee of the IA and R\ systems ibr the key 

management technique to make seine that ke can he transferred and received 

Gcým'l system to R\ system. 

1.4 Rh: SEARCII OBJF. (" IVES 

1. *I-o study the parameters in key manacenient related to IM system alone 

%ý ith Sl)R svslem to provide the CIA concept along vyith Teachability and 

availability liar the 1A and R\ systems. 

2. fo cdesi, -, n and implement a soIivrare defined radio (SI)R) system that acts 

as an alternative method Ar delivering the secret key to \VSN base station. 

;. fo understand and implement a secure key translcr using FCC' alone vvitIi 

Spreading. Fake code encapsulation and \OR encryption techniques to 

build the TX and R\ systems. 

4. fo evaluate the perli)rmance of the f\ and R\ systems ti r the key 

ntana, -enient 
technique to make sure that key can he trartslrred and received 

lion I\ system to R\ system. 
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1. ý; I2ESE: 112('1I S('OPv 

I lie scope oCwork \\ilI he as s: 

I. This research vv ill he built urine GNU Radio. a software used to build SI)R 

systems. 

2. l IackRF One, an open source SDR plat lorm that \\ ill be used to build an FM 

station. 

R I'I. -SDR domzlc that will he used to build a \V'SN base station. 

4. Fhe study is limited to encrypt and decrypt the AV'SN keys. inched it to tike 

code and transmit it within the FM hand. 

5. The system must he secure and cost efficient. 

0. I3ot1i systems \\ ill he constructed in a secure lab to not affect the commercial 

FM hand\\ idth. Results vv ill then he collected and analyzed. 
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1.6'I'IIE SIS STI2U ("I'IJ RE 

.I hc thcsis contains sis chapters that are structured as I, ()IIo\\s: 

" Chapter I: the chapter includes a brief background about the study, research 

yucstion. research scope and research objective, that vyill he done in this research. 

" Chapter 2: the chapter will highlight current studies related to this study, eyplaininu 

the need Ar such study lion many ankles, like current \\ ircless coverau,, e issues. 

vv Iiy using LC'C liar \VSN, benefits of using FM and discuss vyhy other solutions are 

not good enough in emergency cases. 

" Chapter 3: this chapter contains the research methodology implemented in this 

research. it contains the development model li, r the IFM solution and the materials 

and tools used. 

" Chapter 4: provides it I'II description of the system design and implementation, it 

describes the system structtire design and system implementation tdr the FX and 

R\ systems. 

" Chapter 5: the chapter highlights the system testing and evaluation ol. the FM IN 

and R\ systems. 

" Chapter 0: includes the conclusion of the research, contribution and study 

limitations. 


