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CHAPTER 6: EGA TECHNIQUE FOR CLOUD WORM RESPONSE

6.1 Introduction \z
ere TR ught that 1t

1s better to shutdown an entire system in case of a breaci\T(;;t; with cloud
computing surrounding us, this task 1s 1mpossible and thwg a need for new
anote ir"nportant data for
Mﬁofwa_power

| S
b §

Since twenty years ago, experts working in mcident response field

approaches For example, in a virtual machine, memory ¢

mvestieators, such as network connections and running SS

farlure

4
\DQ.Q and e orting with

Given these realities, it 1s necessary to handle inae]'n R

& t(ns

AM. Live
im%\ ) Mofnend cases. under the
o N

IS SP ’zﬂisn@:‘,ut modern reality forces

orecat care Incident responders and forensicg

St Ik(z rely more and

spo@ analysis has been

A

more on hive collection and analysis of syste

used tor the last six to eight years

command of highly qualitied comput

this approach to almost all data caﬁ*,\ ,

The current tools that are used 11 toensic

S
~

w1k 1n a simple way: you upload a

SYSe I, baityor it %d gather snapshots of data from

T

: 5"3&?}'

&

software program rey
ngell to avoid copying the entire disk 1mages.

Furthermore. f'ms-s

Somehow, in 4gday™s cloud envimnm'ems, data can easily reach large sizes and 1t 1s

remote agent to the targg

L -

memory, and send it he s computers, where a human or a

L]

nvesng

Ors

not always cally possible or cost effective to do it. Even more, judges, agents

and 1 lors were classically taught that only a perfect data copy 1s a
“torensically sound™ copy that can be used. This must change because there 1s no need
to copy an entire disk image in order to retrieve only a few files representing evidence.
In order to accomplish this, the forensic investigators will need also a way to view and

analvse “hve remote’ data
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6.2 Security Metrics

Secunity metrics help to understand what metrics are by drawing a distinction between

metrics and measurements. Measurements provide single point in time QpFws of
Won of

specific and discrete factors, while metrics are resultant from the cor% a

predetermined reference point. Metrics are generated from analysi%i are either

objective or subjective human interpretations of data, while rements are

S, 1.e. specific,

).
OWCh as data

7]
ions thken tq @Ve an

1Cg areWeaningful
N
mensﬁﬁm those that

objective raw data. Good metrics must have SMART capdW

measurable, attainable, repeatable, and time-dependent (Payne,

orcamsation’s overall security program. DistinguiShg
z y

primarily to those with direct responsibility for seciit

ate critical to the

O
ra l\ 'é

N
1a26$S¢ O éé@m the effectiveness of

speak directly to executive management %Ysts.
\;

development of an effective security metrics p

e

m

Metrics can be an effective tool for
arity of a specific system,

Te s@
pﬁ@ts within an organisation to

mfsésj.e_ Metrics can also help i1dentify

various components of their securit

rog
product or process, and the aw itE QF staf‘jor
iIch

address security 1ssues for \hx ey, ax.ﬁ
& o] on, @ in that way, provide guidance 1n

. N |
ha&%’they may be used to raise the level of

the level of risk 1in not t

prioritising the correcti

Security awareness @ he ¢rg

I t1 n&-ﬁnally, with knowledge gained through

metrics, security igagers cAnPetidr angwer hard questions from their executives and
N

others, such ‘IA \c')

\'slems more secure today than they were before?

ould 1t be compared to others in this regard”?

the current computing environments secured enough?

Many research works focused on security metrics to measure threats and attack power.
These researches are dedicated to various parameters like: rogue network (Stone-
Gross ¢t al., 2009), number of zero-day attacks (Fossi, 2011), attack rate (Zhan er al.,

2013, Zhan ci al, 2015), exploit Kits (Ablon ¢ al., 2014), cyber security postuie, and
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sweep time including malicious network (Zhang er al., 2014) and packer structural

complexity (Ugarte-Pedrero er al, 2015). This work defined security metric by

measuring risk level, followed by the capacity of damage by worm in cloud.

aiac[(s an

organisation has experienced 1s not necessarily an indication of h % ure that
s‘ﬂ&

Many n the security industry agreed that the number of successful securi

organisation 1s. Luck plays a major role, and how does one mea$i uck? So, a

security manager needs to look beyond the organisation’s security iNf1dent record for

determining the indicators of security strength. In fact, there arewer complications

they need to keep in mind in their search for meaningful m

6.2.1 Cloud Worm Weight and Seventy Measuring

Weight 1s measured based on the security le ﬁ\w\ |

g 1S
fea's}. s namely:

ritha® Based on CIA

éined. Weight and

value, severity value

infection, activation, payload, propagation,
(Confidentiahty, Integrity and AvailabiliN\r )

severity values are justified by the CIA, base
&

1s also defined.

6.2.2 CIA Constraints

Confidentiality 1s roughlvaalept
confidentiality are desi vg@p %
people, while maki@ thaf t Y Eg)‘ble can In fact get it: Access must be
restricted to thosey 1sedpt

, o . .
V JW th@ata In question. It 1s common, as well, for

Measures undertaken to ensure

Sit1 éﬂ(ﬁformation from reaching the wrong

data to be categorgedYaccording to tl\%;;oum and type of damage that could be done
should 1t fal Nthe unintended haks. More or less stringent measures can then be

implemey yccording to those categories.

Integrity M®olves maintaining the consistency, accuracy, and trustworthiness of data
over its entire hife cycle. Data must not be changed in transit, and steps must be taken
to ensure that data cannot be altered by unauthorised people (for example, 1n a breach
of confidentiality). These measures include file permissions and user access controls.

Version control maybe used to prevent erroneous changes or accidental deletion by
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Table 6.2: Ranking based on potential loss.

 Asset | Loss of Loss of Integrity | Loss of

| | Confidentiality | AvailabiIY
~ Customer database High High | Mediyfl

| Internal documents T Medium ﬂl Medium | Low,
i;&g\*enisir1g literature | Low | Medium Lonk

- Classified records High High |

&
\

actl

6.2.3 Features Threat Score

In this research, cloud worms are classified into gnfec{fon, o, Rayload,

dlhc"

exéatures of
ot vg

[-ach of the features in Table 6.4 1s given t@or 3d8€§ from the works

done by Dm er al., (2016) and Ross % ed

activation, payload, operating algorité )r d, s shown in Table 6.4

operating algonthm and propagation. In addition, theg™search dgefif

these five classes. These classifications are present

below

Threat Score

‘Likelihood of

Impact
1f1t16 S@ sources to 0.4

Low S Qi
%m # hrght rt%b'w or do not
%t 4 o
Moderate A

e capabilities qfsﬂsks’ sources to 0.7
High

carry out a threatre moderate.
The capabilities of risks sources to I
carry out a threat are real and high.

e

& — = - — = e — = -

6.2.4 Computation of Cloud Worms Risk and Level

In this phase, each cloud worm risk’s scores and levels are calculated. The first step 1s

to calculate each worm’s nisk score toward infection, activation, payload, operating
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algorithm, and propagation based on Formula (1), Formula (2), Formula (3), Formula

15F;
RSI = ——--—Z
Fﬂ

(4), and Formula (5) shown below:

Where:

g W Risk sc r@Toad.
O = Risk score fog)aperating Algorithm.

§5Pr = Risk score for Propagation.

TSI = Threat score for Infection.

TSA = Threat score for Activation.

TSP, = Threat score for Payload

TSO = Threat score for Operating Algorithm.
TSP, = Threat score for Propagation.

Fa = Frequency of Infection feature.
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ey = Frequency of Activation feature.
Frp, = Frequency of Payload feature.

Fro = Frequency of Operating Algorithm feature.

Frp. = Frequency of Propagation feature. Yv
tg based on

Further, the Total Risk Score (TRS) of a cloud worm can be ca

Formula (6) below:

TRS = [(RSI ~ Infection_Load) + (RSAx Activation Loa

+ (RSO - Operating Algonthm Load) + (RSP, x Pr

The worm’s Total Risk Score (TRS) 1s normah?'b

| 11‘3‘(@41, activation,

pavload, operating algonthm, and propagati e Load for each

(% rder
feature  of  Infection Load, Activa oad, yloa@x.aad, Operating

Algorithm Load, and Propagation Lo (%mulmi?o @s.\ 1S employed:
) v,

\ HAQ%"

- . Tqta R'k scoredd each feature
I'he Load for each eaT— - "kISr:@&'nr i — (7)
i‘ ) ‘o’ ¥ &
Based on Formula (7). IIM of 'l'fect' n 1s gqual to 0.388. the load of activation 1s
N,

My

equal to 0.124, the lo ‘ ‘th @)(0?279, the load of operating algorithm 1s

{1 n(\a-e' equal to 0.051.

equal to 0155, and

Then, the Toﬂ\kﬁ;k Score (TRS) @II features = Total Risk Score for Infection +

Total Risk S or Activation + Total Risk Score for Payload+ Total Risk Score for

&
§

Operatiifg\™ornthm + Total Risk Score for Propagation. Hence, Formula (6) can be

reWritte Formula (8) below:

TRS ~ [(RSI = 0.388) + (RSA~ 0.124) + (RSP, x0.279) + (RSO x 0.155) + (RSP, x
0 0S1)] + 100 (8)
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6.2.5 Rules for defining weight

During the process, Cl1A also undertook to perform the calculation as presented in

at level

section 6.3 .2 Rules are defined to get the value of weight considering the

[ infection

of five features; tor example, if infection involves any activities, whi w Initiate
attack using root privilege, then the weight 1s high. On the other h %

involves any activities, which can imitiate attack using other use

S’ resources except
root privilege, then the weight 1s medium. Similarly, 1if infectioy doz not involve any

L=

activities, which can mtiate attack using root privilege ousing other users

resources, then the weight 1s low. All rules generated in sifgNg

as follows

Rules for defining weight

|1t infection mvolves any activitjeggagt
privilege, then the weight 1s high. \

T

{-J

If infection involves any activiiy

resources except root privil\

It infection does not INVOremgiy cttmb'

the weight 1s low. %
4 1If infection involm acl'i .
high
S If infection mv%s an '

o N
OW P A 4\

6 If inl"cct& wolves any acg.;ﬁi.es related to application, then the weight 1s

".JJ

N
&

visualisation, then the weight 1s

ion@aturing in rules 1 and 2, then

\

8 If infection involves any combination featuring in rules 4, S and 6, then the
welght 1s medium.
9 1f infection imvolves any combination featuring in rules 1 and 7, then the

weilght 1s high.
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|1

|4

| S

| 7

|8

1O

20

“If activation involves a human trigger, then the wetNght 1s édﬂd'
|6 Ivat| | | *

welght 1s high T
1f activation involves% mbi atio

If payload ar
then the v ks high_

It pavl 5 IMvolves any @v les, which destructed any kind of system
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If infection involves any combination featuring in rules 1 and 8, then the
werght 1s high
[f infection mvolves any combination featuring in rules 1 and 6, then the

wereht 1s medium.

It infection involves any combination featuring in rules 2 éCen the

welrght 1s medium.

It infection mvolves any combination featuring in rules% 8, then the

werght 1s medium.

and 6. then the

It infection involves any combination featuring in T

welght 1s low.

weleht 1s medium.
If activation involves any comby

the weight 1s medium.

[f activation involves any (&

S
l

f;ia&l%g in rules 16 and 17, then the
9,

\}‘rela@fo backdoor, then the weight 1s high.

li‘eS(pliCh launched denial of service attack,

4\

weight 1S high. \
payload nwol@ ac

' 4

reso e thm the weight 1s high.

ad involves any activities, which steal the system related information,

The weight 1s high.

1If payload mvolves any activities related to phishing, then the weight 1s

medium.

If payload involves any malicious activities related to registry alternation, then

the weight 1s medium.
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6.2.6

1f pavload involves any two or more combination fe

If operating algorithm involves any activitig

1f operating algorithm involves any adgy

36. e'l Er
activities. then the \th S
1If operating al vo@ nvc
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It payload involves any combination featuring in rules 22, 23, 24, 25, 26 and

27, then the weight 1s high.

It payload involves any one combination featuring n rules 22, 23, 24 and 25

with any one combination featuring in rules 26 and 27, then tthht 1S

medium. \
It payload involves any two or more combination featuring, Ng 22. 23, 24

and 25 with any one combination featuring in rules 26 and?ﬂhen the weight

1s high V
aw in rules 22, 23, 24

v, Q?the welght 1S

Y
: lh@le weight
T

and 25 with any combination featuring in rules 26

medium.

lated to §te

1s high

N

0 po@rphic, then the

welght 1s high.

& _

9 Q—
If operating algorithm does ™ Mvolve ; cti@s, then the weight 1s low.

If operating algoritl

N
hi .@morphic and ant1 anti-virus
da’
allel
y or&mbination featuring in rules 32, 33

N
qre

and 34. then tif

Ifc)peratint%lthm Invglves wo combinations featuring in rules 32, 33
and 34. . welgh¥is lflgh.\z"
n involves rand@1 scanning activities, then the weight 1s high.

If er .
f%gation does not involve random scanning activities, then the weight 1s

lOW

Rules for defining severity

Severity scheming 1s based on two or more weight values of five main features. For

example, if the weight for the infection 1s low and the payload i1s medium, then the
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severity 1s low. In a similar way, 1f the weight for the infection i1s low and the payload

1s high, then the severity 1s high. Moreover, if the weight of the infection 1s medium

and the pavload 1s medium, then the severity 1s medium. All rules generated for the

severity calculation 1s presented below.

Rules for defining severity

12

fj‘

0.

101

If the weight for the infection 1s low and the payload 1s\¢hedium, then the

igilig}l, then the severity

e paylodd 1s 1idnt§'then the

severity 1s low

[f the weight for the infection 1s low and the payl

1s high

If the weight for the infection 1s medium and

severity 1s medium.

[f the weight for the infection 1s high andv

1s high

If the weight for the infection lsmnd the
severity 1s high. % A\
If the weight for the mfect% " L

\a&d{ 19 ! %n the severity

tv tion,

propagation 1s high then rlt |
If the weight for the | %, actl atl ba@ad and propagation 1s high and

Ing a o

,
é{the severity 1S high.

lvat\ operating algorithm and propagation

the weight ofoper

If the weight for n el

1S hinh and [h@‘ f‘pa i
If the wetl the ipfegho
operati %

h 1t for the mfecﬁ‘; 1s high, activation 1s medium, payload 1s high,

=

>'welght for the infection 1s high, activation 1s medium, payload 1s high,

IS dium then the severity 1s high.

}"&éh activation 1s high, payload is medium,
l(andﬂJ'ropagpanon 1S low then the severity is high.

4
ithm 1s

algorithm 1s high and propagation is high then the severity 1s high.

rating algorithm 1s high and propagation 1s low then the severity is high.

If the weight for the infection 1s high, activation 1s medium, payload 1s high,

operating algorithm 1s low and propagation 1s high then the severity 1s high.
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13 1f the weight for the infection 1s high, activation 1s medium, payload 1s
medium, operating algorithm 1s high and propagation is high then the severity
1s high

14 If the weight for the infection i1s high, activation 1s medium, Tad 1S
S

medium. operating algonthm 1s high and propagation 1s low tlcN

everity

1s high

1S 1f the weight for the infection 1s low, activation 1s hig yload 1s high,

operating algorithm 1s high and propagation is high the verity 1s high.

6. If the weight for the infection 1s low, activation {™mah, payload 1s high,

operating algorithm 1s high and propagation is low the *verity 1S high.

1 7 1f the weight for the infection 1s low, activation Wghigh, piw iwedium,
low.

, @Toad 1S high,

e ferity 1s high.
19. If the weight for the infection 1s | ' mgdi @payload 1s medium,
operating algorithm is high and hti Ng h@h yheR the severity is low.
20 If the weight for the infection i % &i n@'ugum., payload 1s medium,

>

\ pagay oﬁ:en the severity 1s low.
i1fe?'! 1S 1. ) z@tion 1s high, payload 1s high,
% and pp -' B! Igh then the severity 1s high
22 1If the weight for&&fecti‘m

hediugactivation is high, payload is high,
operating algoriﬁQI hig®

or Jhe 1ffect 1£~g;?ium:, activation i1s high, payload 1s high,

operating algorithm 1s high

21. If the weight for the

operating algorithm

op@%{on 1S low then the severity 1s high.

-9
r“-‘

If the weigl

operaxmg@{} hmaslow/pnd sbagation is high then the severity is high
24 1If lhe.&'gt for the infe@‘; 1s medium, activation 1s high, payload 1s
\

'\operating algorithm 1s high and propagation 1s high then the seventy

S Medium.
Q@ weight for the infection 1s medium, activation 1s high, payload 1s

medium, operating algorithm 1s high and propagation 1s low then the severity

1S medium.
26. If the weight for the infection 1s medium, activation i1s medium, payload 1s
high, operating algorithm 1s high and propagation 1s high then the severity 1s

high.
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27 1f the weight for the infection 1s medium, activation 1s medium, payload 1s

high, operating algorithm 1s high and propagation 1s low then the severity 1s

hieh.

28

high, operating algonthm 1s low and propagation 1s high t!e

high

[t the weight for the infection 1s medium, activation 1s me \c yload 1s
t

severity 1S

29 1f the weight for the infection 1s medium, activation isﬁmdium, payload 1s

medium, operating algorithm 1s high and propagatioN

1s medium.

If the weight for the infection 1s medium,

medium, operating algorithm 1s high and

1S medium.

!

Following the concept presented in W 6.
cenerated for all features. The r\ he ¢
based on the definition of featurgs thredt

0 o)

| ‘“« Q&
% kix1Nn [_ﬁéﬁtial loss
N

AN

1

oh then the severity

. d‘esented in Table 6.4
Yon\6.2.3

Sub- I evel Threat
Classification . Score
T ‘ vonfidentiality and | o ]
~Megrity and Availability
User (Insigler Confidentiality and M 07
- Integrity |
Confidentiality and T |
| Integrity and Availability |
: Confidentiality and H |
Integrity and Availability
* ng | Confidentiality and |
A VM Migration o o H I
Prtualisation |_Integnty and Availability |
Confidentiality and
vt Roliback | Integnity and Availability | a 1
| Confidentiality and
. o 1
Vid Isalation Integnty and Availability -
_— | | A |
Communication Conﬁdep tla‘h_ty And L 0.4
Availability
- o Confidentiality and
| . Availability Y
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- S—
: Human Trigger Conﬁdentlahlty ’ l.n,teé‘my M 0.7
| and Availability | |
Activation Scheduled Process Conﬁdentlah.t Y5 Iqtegrlty M 0.7
: o | and Availability
: Selt Activation Conﬁdentlallty and_ \z 1
L | | Integnity and Avallablht_y( :
; Baslednss Copﬁdentlallry anc} | H ]
l | Integrity and Availab
. e 3 Confidentiality aNg
a :
| Denial of Services (DoS) Tirkenrity and A ilm H l
| Destructive Copﬁdentlallts v.l | ]
{ - : | Integnty and. \ |
: " Steal Information Copﬁde % 1
l _ | Integr |
; Phishing 0.7
L Registry Shuftling 0.7
| Stealth 1
Opera"'lg Polymorphic !
| Algorithm |
i Anti anti-virus l
[Propagation Scanning ]

S
!heb'reat level of each worm features or

The results obtained i% ~ ‘s

classification. For exgple, ir' 6&’ privilege" located under "infection,” 1t

1s known that wofiTRgas th to sifsp password and gamn access to legal users’

ﬂ!g'g to infiltrate the root cloud system causing

account. Throfle

serious dat gl O thi:loid yS
severity %incidefm af is hgads.
A\ >

On Nher hand, in relation fo other worm classifications such as "Human Trigger"

" In this situation, based on the CIA rule, the

wvon the "activation" classification, worm 1s caused by user’s action through

ing an application or inserting CD and memory card. It can also be caused by
clicking on an unknown link that can lead to cloud been infected by malicious worm.

In this situation, based on the CIA rule, the damage level 1s medium.

Additionally, another example 1s related to communication under "infection"

classification; 1t requires cloud users to communicate with cloud system for file
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sharing. In this situation, if users do not communicate, no suspicious incident takes

place. Therefore, based on the CIA rule, the severity is low. Likewise, all results

obtained for other worm features related to the threat level follows the sar?w\ rule.

In Table 6.3, the CIA level of Infection through communication pllcanon 1S

low. It means that the communication and application attacker can gef%he interface to

HoWever, attackers are

initiate attack which reduces confidentiality and mtegrlty
unable to attack cloud system unless they have authorlse 1ssion to the cloud

system.

6.3 New Cloud Worm Response Algorithm

For this research, a new algorithm for respon3¢ d. It IYQ new algonthm

Pthe ction process. NO

énse In d e@ronment. Hence, the

algor\\l g@*worm response domain.
as8d o u@f Confidentiality, Integrity

om.h esearcher known as Swanson

- E deﬁéjﬁecumy metrics (Kim, 2013; Pant &

ows the rules for CIA. The CIA shows

based on the suggestion that was initi

other work 1s carried out on worm

proposed algorithm 1s claimed as

The threat level of worm was

and Availabihty (CIA) whlchN

(2001) and Gregg (7oost Y'
the AE]

Many researchers us

Khairnar, 2014; EI

stems from serious damages. It breaks the

les which are: “High,” “Medium” and “low

Throug the proposed algorithm for this research was

W®se threat level ﬂ@l

deveg e¥wwhich 1s presented and explained below.

. ThiSggesearch suggested 1solating the infected host by turning it off, following the

psetudo code mtiated once the infected host 1s identified.
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| Input: Infected Host 1d  Output: Action

2 If infected Host 1d=infected then

3 checkThreatLevel() q
4 [t tL="Low” \
S | Action = Ignore() | %
6 elseit tL = “Medium™ A

7 | Action = Monitor()

8 elseit tLL = “High” q

9 | Action = Shutdown() \,

10 else f

21 retum

l

Kigure 6.1: Pseudo code S (Regpons )\d
T

®

| | ) O
Figure 6.2 presents how the system will respon u td:t@f the threat
iur@eat level, the
| f@: the system will

shut down immediately. Due to the i\% YdPn, sgyice interruption will

, ua_lk t. It 1s suggested that

crs@ragging the whole cloud
&l @nhm works on the intended
AN

level 1s low, then the system will 1gnore 1t.

system will be under monitor. However, i higythr

happen until an assigned task 1s initiate®yto

tn:%o
security metrics which deﬁr@re1

Nonr Catected

service imterruption for some

system under threat by worm

Y S
§

i =
)
’ R Check threat

level @

S

' Shdtd_own

Figure 6.2: Cloud worm response upon detection based on threat level.
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6.4 Summary

Based on the weight value, severity value also defined and explained the

v threat
level as high, medium and low. The suggestion of EGA response alg N s that the

system shuts down immediately if high threat level i1s found. HoWevegd the system

1ignores 1t 1f the threat level 1s low. Furthermore, system

onitoring should be
performed 1n the case of medium threat level. VZ




