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2.2: Smartphone: An Overview

Smartphones are part of our daily life. Using a smartphone nowasz far

exceeded the use of computers. Smartphones combine functions of mw es and
computers. 1973 experienced making the first device that combi phone and
computer. First Smartphone was released to the public in 32' which was
produced by IBM. The term "Smartphone” first appeared in lwfmartphone can be

defined as a handheld mobile telephone device that i tes*advanced information

processing functions with conventional mobile phane capabilities. The srﬁa{ ne
| &
can be defined in many ways: P ~
= Elgan (2007) defines the sm%e as% (j&@ that combines a
wireless phone, email % iarnﬂ cessy and @;ganized into a single,

=  Gartner (2 defin(f

handhel% to
#
e

!
functioning'as a person digita(;;gistant.
\

& ‘v >
; " 9
C.)
\lchfield (2010) exa}uned the top five most accepted definitions of

smartphones, and concluded that there was no single, accepted definition due

0 to the constantly evolving nature of mobile phone technology. In conclusion of
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his research, he defined the smartphone as that "runs an open operating system

and is permanently connected to the internet". Yv

With a large number of products equipped with touch screens, (rm)hones
characteristically offers users the ability to customize their hand they please,

enabling unrestricted installation of desired applications in muchythe sadme manner as
PC. Smartphones offer functions that are not available o PWIuding HD video
cameras, GPS devices and other accessories, and in @s, m!irtph e allows
people to stay connected to internet networks easy to/che eif e\mils.
Smartphone provides document reading capabi&e at‘).le 0 ces'sv‘gtl‘?re and

09).

Iam@/
There is a need to be mindf %aact that ugh@%rtphones offer a

high level of convenience, there is ﬂwj/s the p\lbiIVy ,:@v risks emerging as a

N
tions Q(?Smartphones are not as

&
powerful as on the regul }&mte[. y%&mart phones is constantly
f

growing together wi% mber“ t r'gjp@ applications and Smartphone
L
aitQ { ac

applications, such &gle plr istc& cording to (Mylonas et al., 2013).
&
Mobilch S a %?!ﬂ [ daily lives, as older people in Malaysia

confirmed e importance Jof le phones lies in emergency situations and
’
wh We in trou (I\frza'rql‘i‘l’al., 2008). On the other hand, there are also a few

en the
. - _ _
dlsodv\an ges to these Smarﬁhones, one of these disadvantages is the attack by

transport information, they are used by workers ag'worki \OQL Al

—X

result of this convenience fac

@us softwares and often these malwares are distributed through electronic store

Olications because of the minimum control measures on the content it provides.

Even with the antivirus products, firewalls and security software, it's still difficult to
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find 100% secure network. Sadly, the biggest damage in these cases is Smartphone
users. The greatest danger lies in the inappropriate users’ behavior fed by mw

personal and business use. As a result, managers and security professio ust

educate their customers (Landman, 2010). A

The smartphone is a ubiquitous device among university, studénts and had a

profound impact on their lives. Access to social media sites, as Facebook and

Twitter, and features as texting have captured the attenti e u&ents nd many
students spend a considerable amount of time utilizing these e;‘tu\{;a@'and
&
Heller, 2007). Using smartphones by students i ssroom is
4
most professors. Also, many universities have er' \eme cies zo@ effect.
S FS
6 NVe
2.3: Smartphone Security Thre N
TS
\ &
The smartphone is% t] erent
risks due to their ca% access op.

P
vulnerabilities, th%md riski

S

Ny
] erabilities: ?i as m&dentified weakness of the controlled system in

jor 'c@enge to

vulnerabilities, threats and

7]
sec
rﬂe@ks. From the previous studies,

efin%él%llows:
&

C—)

e

L )
—

ich necessary contr@fe not present or are no longer effective” (Whitman

E\nd Mattord, 2004).
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= Threats: defined as "attempts to forge, steal or gain access to the system by

manipulating, sniffing, or redirecting data transmitted across the n

(Dhillon, 2007). q
= Risk: defined as “a product of the probability and impact of t@ainst the

information assets of an individual or an organization. Also the threats exploit

one or more vulnerabilities” (Whitman and Mattord, ZQONE.

Symantec Corporation (2011) on the Internet rity Thr ort found
@
that, from 2009 to 2010, the number of new v in e's@hone

operating system jumped 42 percent. The num ity of @tacks on

smartphone are increasing, and the counterngw S ar

According to (NPD Group, ZONbo smartphones are
worried about threats such as vir:EI kig‘qﬂ%ﬂ ca@)&e&curity, more than one-
ica

7]
third are worried about harm% tion d alici&%e/electronic mails as well as

N :
o of lrt%.% users don't have any security

concerns regarding users logation. 82
software products on their auart ofesiynéarly é.guarter of this percentage considers

\e @
security products& Xp r‘sive;

ma@ of consumers are reluctant to pay for
T
security software ucts. ¢ (,)

*

f

D

S
NS

%kl., ( ided threats into two groups; threats caused by attackers

and m& caused by user un@ness or intention as shown in the Table 1.

N
N



14

Table 1: Security Threats

Malware

Wireless Network Attack
Threats caused by attackers

Denial of Service

Break-in

Malfunction

Phishing
Threats caused by user unawareness

Loss

Platform Alteration
VoSN N
S 1P &

This study pays more attent’ n to the d type \of threats which relates to

user unawareness. These threats ca

AN
Malfunction means: the sv\ne ,pp ication cansmalfunction by incompatibility
[
between platform and %\ on J 0’

Phishing meansAK\user m@e his\ private information by accessing the
phishing site, @ger hi%?o;[)y 9&5 phishing.
O

Loss méané: iffe usef'c s¢' his/hersmartphone.

N

A\ S

P%‘m Alteration means the user can alter his/her smartphone platform
n

Q tionally e.g. rooting in Android operating systems.

threats. Based on a report published in December, 2010, by ENISA (European

This quantitative research focused on assessing user awareness level on these
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Network and Information Security Agency), the main risk of smartphones is user
unawareness. Smartphone applications have a privacy setting for controllw
location from where data are transmitted, however, they are unaware of @ence
of the privacy setting which prevents transmitting data and the pro of being
infected by a malware. Smartphone users can install malware into thefr Smartphones
unwillingly; the malware includes SMS, MMS, SPAM mail and r various ways.
Also, when Smartphone is lost or stolen is one of the mai Y:h' report showed
the types of the widely spread threats such as, data lea resulting evice loss

'Y
or theft and unintentional disclosure. Actually, 56% pondents di n}t&ﬁav that

failing to properly log off from a social networ ould 4ll imeIXEr to post

Wledgeg:j 37% were

®)

malicious details or change personal settinw ut

unsure whether or not their profile ha n manipulated:
% %

o

2.4: Smartphone Security@es

S
Advances in techn gy% tﬂg.}@martphone provides services and
features similar t@p o@

ways to comr@w angd captu ?H
range of @aﬁty; eb Jor siggémail, voice and instant messaging over the
’
a{d tr

ring, storing agsmitting audio, video and photos, enabling social

M,

o

omp@ These smartphones offer many new

inate media. And usually support a wide

intern
S
HG%I , banking and ma%other activities. However, these activities introduce

ecurity issues and increase existing risks. Significant research has been

Owducted in order to secure smartphone devices (Anderson and Agarwal, 2010).
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Meanwhile, security measures such as antivirus and encryption are uncommon
on smartphone operating systems. Also, not updated as frequently as on pv!ul
computers, according to the National Institute of Standards and Techn 0 port
(2013). Mobile social networking applications sometimes lack the ﬁ&d privacy
controls of their PC counterparts. Unfortunately, many smartpho users do not
recognize these security shortcomings. Many users fail to enable th ecurity software

that comes with their phones, and they believe that s e | ternet on their

smartphone is safe. Also, not updated as frequent WOmputers,
"ay

according to Trend Micro Report to smartphone us 009). This_r e‘rc \uses

rs%
The following is a review of some smartphw resw\ é

on smartphone security features which can hel

eir %‘{tphones.
T

(<

Screen lock: one of the most com n b |c se featlres is a screen lock,

which enables a user to protect % ta ev byc%b/})matically locking the
off.

device whenever the screen i ocks S|milar to passwords used

to log into a computer ased o’ the e tflt within the different usage

patterns of smartphon R,anone device secure is considerably

more important. @sm@dewc @equently are a gateway to a wealth of
sensitive data% neétal (2 ?lst@%d phone locking and the behavior of users
A

ITQ S dzﬁﬁd nearly one third of users did not lock their

phone as very rriQBm'e\/ ‘Ram a security perspective.
\ S

ncryption: it is a high security feature, the information on smartphone

& e can not be looked at without entering the PIN number. If the smartphone
evice was lost or stolen, a thief might be able to attach it to the computer and look at

with these

‘\
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the contents. By encrypting it the smartphone owner prevents any access unless enters

simple way to keep unauthorized users out and is the first line of def in the case of

the PIN (Burgess Computer, 2015).

PIN Code Number: (Password or Personal Identification

smartphone got lost or stolen. When enabling the PIN protectio pically selecting a

timeout period, this allows the smartphone to automati IIyWafter the selected
timeout which offers greater protection (Burgess Com 015). .'\d
"X
rﬂo&@hone

IMEI Number: (International Mobile Equip Identitl) E

has an individual serial number called the IM er.% be.ng;tified by
the mobile phone service provider's net . The usﬁrs uld r@z‘their IMEI

numbers in case of smartphone got st or Dst. IMEI ISts <<number of fields

totalling 15 digits. All digits have tr%ge of 0 ged S,Q}rary coded decimal.
‘% 6 S

o
N RN
Yol IE IS
Thieves have b red from ste inb phones with the introduction of
4 ¢ &

IMEI blocking. Bl Wan :"Iﬁr{nob”%&ene networks prevents a smartphone
from being used withr an | an{:}%()bile network (Garda National Crime
¢

Prevention Eiblz). ased 1{e

@P rtance of these features as basic security of

NN
a smar% the du gccide to study the users’ awareness and trust on

Y-v
sm\qm&e features. \Q’

Virus Scan: Nowadays, many people uses their smartphone to browse the
internet. The smartphone can be prone to a malware infection. But most users have not

yet considered making use of an Antivirus software to protect their devices. Viruses
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can be harmful to the operating system of the smartphone, applications, personal

information and contacts. They can put the smartphone at risk, such as D

corrupted files and OS and convey private information without the user @dge

There are many viruses-scan software such as Kaspersky, McAfee, c and F-

Secure. Q

Anti-Spam: The Anti-Spam component can bochllmted calls and

messages on the basis of custom (black) and (white) li t hlte ist mode,
Anti-Spam delivers calls and SMS only from numbess included in the HSKY'
70
<

2.5: Smartphone Security Training

ST

Academic institutions face challen\m&n t,@\nes to securing their

systems due to the complex e|r informatien @n (Burd et all, 2007).
Rezmierski et al (2002) he re of th‘eét%chlng learning environment
requires a vast array o% g systeL f!)r d networks to meet the need of
various scholars th creasn]g mplex f the overall system". Rezgue and
Marks (2008) nt |t|es argets for attacks because of the high

computing r nd 0 en c ss{ b?owde to people within and outside of their
\
msﬂtuh%&versm ongd&: least secured information systems, and few of

themg&uct awareness tram@

Although most organizations are recognizing the importance of user awareness

Qgrams, they do not fully implement them. Katz (2005) also points out that the

universities are prone to many of the potential human threats to information security
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due to the amount of confidential information being handled at any given time. Payne

(2003) affirmed that "prevention in the form of education and awareness progravm

help campuses avoid serious security ills". ('}

Training techniques that engage students are effective at d ing security
risks. Software developed at Carnegie Mellon for Wombat urity” Technologies
shows that it is possible to train students to recognize phi hiers. This software

(PhishGuru) distributed mock phishing e-mail attack: report d'that, e people

are more willing to play games than read traininggmateri

s, and games HaveWeen
R

shown to promote long-term retention. The anti- Ing tips and strategi '}ake only

4
a few minutes to absorb and are presented in a?n car M at. Sawzr\eéie Mellon

plan to extend this training for other t)Q ats. 0\ <§

“« Q-

2.6: Information Security A\ﬁ% SS A%

T L N

In any organiz% nd the
the main basis for ﬁq\organi
important to re %ﬁlos.
¢

is the foun &))on hic

N
are a I% oreti¢a |‘35 abot? smartphones that focuses on user's awareness
usim.&istical ways. The@én use questioning techniques to collect users'

0 X There are many surveys in this area focusing on mobile phone’s security

-

cces}s of mobile-related services are based. There
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The awareness is a component of the education strategy of an organization
which tries to change the behavior and patterns in how targeted audien?ﬁ.
Employees, students, general public) use technology and the internet@}is a
distinct element of its training. It consists of a set of activities whic sers into
the organizations' first line of defense. There are several inchJn security
awareness definitions presented below: V

X
= Cincinnati State (2013) defines the "informati cur't)' awareness as
educating the campus community about the ™ inh reM‘ {F{'the
confidentiality, integrity and availability stems and dat and' Qé)‘}t? we all

4
can protect these systems and data". ?

NV
\ T
=  Wilson and Hash- NIST (2003)@% in sechQit awareness as
"awareness is not the traininmmr QQ ren Qs to focus on the
security, and to enable us oaogﬂiéyc rit Seats".
“« Q-
= Veseli (2011) define%' formati curi@/areness as "the level of
N

security aware SSW or, the IO%- and attitude, as well as
0: inar

understanding i

mau{ ity, (\i}g the readiness to act and behave

according@ Q §

PJ information security awareness, and the

From GNOV definiti
importanc@e smartphofie Security”features to ensure the basic security of the
4
univer ments from*the !ect@‘threats, the author decided to study the awareness
- =,

rtphone security feabres and the its influence on awareness of the security

of

N
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2.7: Study Factors

This study focus on five factors that may be contribute to user awareness Tﬂ
smartphone security. These factors were (gender, age, educational Iev(j}emic
specialization and smartphone experience). The factors were stated as owing:
2.7.1: Gender Y'

Several security awareness studies reported the gender factor. Hhe studies were
inconclusive about the gender effect on smartphone secur ame Ss. Some studies

concluded that males were more secure than females nsch etgt\dl). While
L ]

o 9 Y
other studies contradicted this by stating the men ore risky_i t'el_{eg urity
than women (Jones et al., 2012). Finally, ch_has iden@ﬁd which

definitively indicated one gender was mw re ﬁTan othe@ger. Further
research is necessary to make this det 'nati)n. 6
2.7.2: Age Cf) \T ,<\

N,
Age factor was reported in ne stuﬁy. Hawever, (')predominant age groups
varied across studies, each@ece a larger ‘; ling of one age group over
another age groups. T%e ch w;rl/ inc r;glua’@'regarding a correlation between
age and security ( wet al,l

students aged hetw 18
(q d

Qv NN

& ! v)r >

X

ajor)

2.7.g&demic Specializati%),m

studies were inconclusive regarding a correlation between the specialization and

Rio 14). Mensch et al (2011) found the
moﬁdmpliant with security than other age
' S
e

groups.

tphone security. Some studies found a correlation between the major and

artphone security (Androulidakis, et al,. 2010) (Mensch, et al,. 2011). On the other



22

hand, other studies found no correlation between major and smartphone security

(Grajek, 2013). Y~
2.8: Gaps in Literature 5 )

Many studies on smartphone security awareness have been conducQ over the past
decade, yet cybercrime continues to grow. The human has_beensidentified as the

weakest link to security, the researchers have attempted toiuinde and'the factors such

as gender, age, educational level smartphone experie as th y o securlty
awareness. The smartphone are growing faster tha other te I}g&a}d are
quickly becoming the target for cybercrime. A ir Iefs ale@ﬁ college

campuses. The smartphone devices wh| an cce

exposed to security threats. Several W@wareness

'nterne@:\zol~ also more
|es(§$0rted the gender,

age and academic speC|aI|zat|on The w e,\n onclusive about the
factors effect on smartphone awa enessyand tth research as reported in
Table 2. Mensch et al (20 co Iud ales more secure than females .
While Jones et al (201% dicted rs b stﬁtlﬂb‘ne men were more risky in their
security than wo were inconclusive regarding a
correlation be en l,. 2011 and Riola, 2014). Some
studies fo a corr Iatlon b&w& the  major and smartphone security
(Andro d Kisy et alf ens& et al,. 2011). On the other hand, other studies
fou correlatlon betwee @hajor and smartphone security (Grajek, 2013).

e, it is very important to gathering more information about the level of

bﬁlty awareness and how the factors influence the level of security awareness.



Table 2: Summary of research
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\Y'

Academic Specializati

Mensch and Wilkie@

\

Factor Researcher Finding
Gender Mensch and Wilkie, 2011 | Males were mor secure

than fem?~

T a ere more risky

Jones and Heinrichs, 2012
ir 'security than
maI1 ‘\d'
@ \Y'

Age

The s’ud abe&%e‘t‘ween

18’ em &Bmpliant
ost,

Y-

se than other
eg Q}
AN
A

'Ege age group don't effect

/L

q <<.1¢-
Qecurity awareness.

Academic  specialization
effect the security
awareness.

Academic specialization
don't effect the security
awareness.
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2.9: Summary

o

This chapter has presented the review of some information security w n

D

shown the border view of the research area. This chapter has hi hd th
importance of smartphone security features to ensure basic security s, and some
security threats threaten users because of their low awar&l. Also, it
highlighted the security training. Finally, it presented s me?!ﬂical results from

previous studies which are related to the research area. l\d
@
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