CHAPTER 2

LITERATURE REVIEW 3 )

This chapter combines several aspects of the preliminaryw f this research

which includes overview on cryptography algorithm follo edWe of encryption in

ch an as geo-
It

cryptography. Brief explanation on location-based alg

encryption method have been summarised in the literature review. O'Slﬁn@ﬁses
the related existing works on differences between etric a}d Y etric\gg\ryption,

nd A \angg Encr, p@-\eﬁ Standard
(AES) algorithms, location-based cryp \#us' Ws etrig,, aSymmetric and
%@

comparison of Data Encryption Standard (DES

hybrid algorithm. The protocol used in

n-ba% remeas been described.
A

S
2.1  Cryptography \ ¥ A%

N
Cryptography i pWof d}cree lco g secret information between
one party and another (Kanala au{ 26](15./“ is associated with the process of

converting ordin laivte awto u ntelll%l'ﬂ} text and vice-versa. It is a method of
N

storing and tres}ﬂeing ata in 'p&rtiugd form so that only those for whom it is
it. It

is ssary when communicating through untrusted

intended cgkw‘and p?

netwo &ally ont op&u i%&ﬁet. Cryptography not only protects data from theft
) -

or% n but can also be used for user authentication. In other words, cryptography

%ret of writing where it enables people to send or store sensitive information in

the form of unreadable or non-understandable language.



In general, a plaintext is encrypted using a cryptography algorithm. The plaintext
or original message becomes cipher text, and its original content is completely cow.
The cipher text can then be sent safely to the recipient. When the reC|p|e t dto
reveal the message, they can do so by applying a decryption algorithm WHNAII reveal
the original plaintext. Only the recipient can apply the decryptlon algorithm because the
recipient knows which key will be used to decrypt the me% eys are used to

personalize and secure a cryptography algorithm to on e end r and recipient
(Kandola and Torrey 2013). .\d
! _\"}

2.1.1 Encryption and Decryption \T

esses,@re yption is the
transformation of any kind of data%)orm that “is~hot @%rstandable while

decryption is the opposition of th ry ption ;;}s*encrypted data into

N
understandable form (AJalab ar%bha 201 he% pted text of the original

message or signal called a m Inl rtQ decr ‘gbthe encryption, a key called
decryption key is requ%zev p

message may no 'écrypted a \ﬂ\ S wh@)ss of the decryption key, meaning
loss of decrypte message tlon key must be secured and protected

properly. Th r comflcate he;en(jalon algorithm, the more difficult it becomes
to break@' F V) ~é\

c the availability of e%ﬂer computer communication, there are different

Encryption and decryption are part oficryptogra;

erse oper |or!s i@thout a correct decryption key, a

t es of modern cryptography identified based on the key used during the

d ption and decryption process, which are symmetric cryptography and asymmetric

yptography.



2.1.2 Symmetric Cryptography

Symmetric cryptography also known as secret key only used a single
encrypt and decrypt the data. The message can only be decrypted if the authari rson
knows the key. Example of symmetric key algorithm are DES, Tripl AES and

Blowfish (Surya and Diviya, 2014). Figure 2.1 shows the proceSs of symmetric

cryptography. \)
™
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1) Data En ryptiDSt H{

dard @duced by NIST (National Institute of

Standards an@lo At e’ellopfelg'gy IBM in the early 1970s and designed by

Lucifer @is a'g iby\e tatioRoof Feistel Cipher. DES is a block cipher use the
re

Same S

y for encryption an@;cryption process. It encrypts the data in a block of

5
6 Wnd produce 64 bits of cipher text. The key length is 56 bits to customize the
sf

ormation so that decryption can be performed only by those who know the key to
Q:rypt the message (Mitali et al., 2014).
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i) Triple DES

Triple DES stands for Triple Data Encryption Algorithm block cipher (DES
replaced the Data Encryption Standard. Originally, DES cipher key size@} bits
which are sufficient enough when the algorithm was designed. Buft; easing in
computational power make it vulnerable to attack such as brute-force (Sdrya and Diviya,
2014). Triple DES provides a better protection for DES attack as it takes three times of
DES key which is 192 bits key. In Triple DES, the data wi Yryp'ed with the first
key, decrypted with the second key and decrypted with t ird k y.Whree times

L
slowly compared to DES, but Triple-DES is more%‘ | _\C—}
s Y

\ N
é\‘?

i) Advanced Encryption Standarﬂ@g;

AES is a symmetric block cip)mas )ublished IST@(ional Institute of
Standards and Technology) in D@er 20 \Ng g@red by two Belgium
N

cryptographers, Vincent Rijme ital]{é? al., 2014). AES consists

&
of three block cipher which 'i éﬁl -256. It encrypts and decrypt
a data block of 128 bit i
7

’
12 and 14 depends w key\iﬁﬁac pro$ g round in AES involves substitute

bytes, shift rowq um 'rouneiéy.
[

*
iv) fisng o Sy <
Q hi tri blc.'.%:g'~ her effectively used for encryption and to secure
ish is a symmetric ipher effectively us
\

t X It was introduced in 1993 by Bruce Scheneir, one of the world’s leading
d ologists (Mitali et al., 2014). Blowfish algorithm was Feistel Network and encrypt
4-bit block cipher with a variable length key. The algorithm contains two parts which

are subkey generation and data encryption. Subkey generation converts the key up to
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448 bits and totalling all subkey to 4168 bits. Data encryption involves the iteration

process up to 16 times. Each round consists of key dependent permutation a?ma

dependent permutation. (ﬁ\

2.1.3 Asymmetric Cryptography ?
Asymmetric cryptography also referred as public key iréE aphy needs two

keys which is a public key and private key for encryption rypt"on. Public keys

can be accessed by anyone, but private key only kno the oMpathi and

@

Agrawal, 2014). Example of asymmetric algorithm i$ Rivest-Shamir- dllsm SA)

e% aph;k/&acess and
an@Tsy etric p@?c:graphy.
A

and Diffie-Helman. Figure 2.2 illustrates how t

Table 2.1 shows the differences between syw

o)

LA

Public Different Keys Secret
Key

A4Sh*L@9.

To=#/>B#1 .
ecryption
R06/J2.>1L

1PRL39P20

Plain Text Cipher Text Plain Text
\Q' p | 4 § Source: (SSL2Buy 2017)
% utre 2.%'. symmetric Encryption
Y
S
%\F able 2.1: Differences between Symmetric and Asymmetric Encryption
\ Features Symmetric Encryption Asymmetric Encryption
ey Single key. A pair of public key and
private key.
Key sharing | Need to be shared among the people | Only public key needs to be
who need to receive the message. shared.
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Revolution Old fashion technique. Relatively new technique.

Complexity Easier and best-known technique. Harder and more complex.
Tlme_ Less time. More time
required ‘ z
Security Lack of security as key is being

strength exchange within all parties involved. More pose -

V) Rivest-Shamir-Adleman (RSA)
RSA is the most common algorithm used in public key %\ggn. It can be used
b

in both data encryption and digital signatures. It is first p y'?on Rivest, Adi

Shamir and Leonard Adleman in 1977. RSA involve ee Step rlare key

Y
generation, encryption, and decryption (Sahajan achdeva, 3,. me main
operation of the RSA is considered as factoring. 0

% umgi[j?ves extra
9 &
O

vi)  Diffie-Helman O%(,) P>\7Y §

Diffie-Helman used discrete | in finite I'ds.@»communication between

S
ecr y in nseclgqnedium without any secret. It
is widely used in the k ge (Tr1athi @dra 2014).
d &
A I &
2.1.4 Compariw een ii AEé"J%éthod

n‘@}/mmetric cryptography algorithm which using

1

strength and security of the algorithm.

%

two parties allow to exchan

¥/

NN
a same gingle Secretdk 'ﬁnc@)n and decryption of data. The comparison on

cham&tics of both algorit illustrated as in Table 2.2.
\ Table 2.2: Comparison of DES and AES
Parameter DES AES
\ ey Length Very short, 56 bits 128, 192, 256 bits
Block Size 64 bits 128, 192, 256 bits
Cipher text Symmetric block cipher | Symmetric block cipher
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Is\i/lzaex data size per block 32 GB 956 GB
Possible key combinations 2% 2128 2192
Network Structure Permuta
Feistel Network structure Substltutlonw Kk
tru
Security Vulnerable to Brute More s ue to

Force Attack ngth
Source ( lapwar 2015)

2.2 Transformations in AES

AES is a symmetric block cipher where a single ke X:m]both encryption
and decryption process. Each input and output for th S gwonswts of
ists of 12 Zl OL\% bits.
sfo% at a@:urswely
replicated. These transformations are sub W roVWs, m colurné\avn.d add round
key. These transformations are repllcN rently for'gach e@/ﬁ)tion phase. The
encryption phase of AES can be bro to three T/\/ ch,gr the initial round, the

main rounds and the final roun%m | roundjhas ad@%u)nd key, the main rounds

have sub bytes, shift rows, mn y, while final round has only
on

ows a% und k
n pha

r
encryption and dec sr |\E§ %
%

sequences of 128 bits. The key used in this algorith

AES operates on 8-bit bytes which has four mai

3

sub bytes, shift | ‘I_:’gm& 3 shows the overall structure of
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Figure 2.3: Overall structure of tran‘)rmat

'

The next subsections will disc% aile g‘th ound‘(@nsformation that
rounds i

recur repeatedly which the number is 0 ph&es and the key length.
S
o S
g

2.2.1 Add Round Ke
y \ A%

The Add Round Key ion is the @nl pha@m AES encryption that directly
N
und key. Thi i

MUQ} involves the conversion of input to

the round by XOB@Nith ttle round key @lhe state matrix. The XORed key then

2.2.2 QB, es 7
&e Sub Bytes phase i@lving the process of splitting the input into bytes and

@aeh of it through a Substitution Box or called as S-Box. In cryptography, S-
& considered as essential constituent of symmetric algorithm. Block ciphers use S-

ox to make relationship between the cipher text and the plain text difficult to

*
4

comprehend. Sub Bytes transformation also considered as non-linear byte substitution
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which it has an independent operation on each of the State byte using the S-Box. Figure

2.4 shows the S-Box lookup table. Y‘
.

00 01 02 03 04 05 06 07 08 09 Oa 0b Oc od Oe of

00 63 Te 77 7b f2 6b 6f c5 30 01 67 2b fe d7 ab 76

10 ca 82 c9 7d fa 59 47 o ad d4 a2 af 9¢ ad 72 c0

20 b7 fd 93 26 36 3f {7 cc 34 as e5 fl 71 ds 31 15

30 04 c7 23 c3 18 96 05 9a 07 12 80 el eb 27 b2 75

40 09 83 2c la 1b Ge 5a a0 52 3b dé b3 29 e3 2f 84

50 53 di 00 ed 20 fc bl 5b 6a cb be 39 4a 4c 58 cf

60 do ef aa tb 43 4d 33 85 45 9 02 7f 50 3c 9f a8

70 51 a3 40 8f 92 9d 38 f5 be b6 da 21 10 ft 3 d2

80 cd Oc 13 ec st 97 44 17 cd a7 Te 3d 64 5d 19 73

90 60 81 4f de 22 2a 90 88 46 ee b8 14 de Se 0Ob db

0a e0 32 3a Oa 49 06 24 5S¢ c2 d3 ac 62 91 95 ed 79

0b e7 c8 37 6d 8d ds de a9 6¢ 56 t4 ea 65 Ta ae 08

0c ba 78 25 2e lc a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a

od 70 3e b5 66 48 03 f6 Oe 61 35 57 b9 86 cl 1d 9e

Oe el 8 98 11 69 d9 8e 94 9b le 87 e9 ce 55 28 df

of 3c al 89 od bf eb 42 68 41 99 2d of bo 54 bb 16

thiwe refer to the standardkpresentation of the internal state in AES which is 4 x 4
‘%Where each cell contains a byte. Bytes of the internal state are placed in the matrix
Ooss rows from left to right and down columns. The intention of this phase is to achieve

a combination of bytes that are positioned in various location of plaintext message block.
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In this layer, the diffusion property is increase by the distribution of the byte’s positions
to other positions while keeping the element values the same. Each of rows is S}To
the left by a set amount. The top row is not shifted at all while the next row@ed by

one and so on. Figure 2.5 illustrates the shift rows. *

s0.0 [ sO.1 | s0.2 | s0.3 s0.0 | sO.1 | s0,2 | s0.3

s1.0|sl.1|sl.2|sl.3 —sl,l sl.2 |s1,3]sl1.0

s2.0s2.1|s2.2|s2.3 ﬂs&l s2.31s2.0|s2.1
s3.0s3.1]s3.2|s3.3 ﬁsf}j 3.0 |s3.1s3.2
(7]
2.2.4 Mix Columns E AQQ/\-
N
As in the Shift WWOf4ES, i mns phase provides diffusion
% 'S
roun i

>
s

by mixing the input a ut in Mi
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s0,0 | s0,1 | s0,2 | sO,3 2 3 1 1

s1,0|s1,1|s1,2|s1,3

s2,0|s2,1|s2,25s2,3

83,0 |s3,1s3,215s3,3

Figure 2.6: Mix columns

Mix Columns performs matr'X\?, icati as t s;andard matrix
multiplication, but it follows as per the Galois Field 28
. E'Qﬂ _ N A
multiplication has the property of g independently Qs%feach of the columns of
‘% -
the initial matrix. For instance& t colum n ml&ﬁﬁed by the matrix, produces
N
R matrix. ‘é

the first column of the result i 0’
4 b 4 &
N O

8

A:% (2;)'1 \#n Ii)éédn-based cryptography or geo-encryption as a

methodyo ryption ere"the\ﬁa?ormation, ciphertext were encrypted and can be

(.)
d:w at only a specific Io\cation. This GPS-based encryption was an innovative

ue used to encode location information into the encryption keys to provide

Ourity (Al-Fugaha, et al., 2007). Geo-Encryption which is based on cryptographic, also

adding a new security layer on the available encryption protocol structure using the

18



recipients location information (Vandana et al. 2015). It allows data to be encrypted for
a specific or broad geographic area to fully protect against any attempts to byw
location feature. The original information will not be revealed if there are@empt
to decrypt the data at other location as it failed the decryption process.

This location-based cryptography can be used to ensure the enchata cannot

be decrypted outside a particular facility. Some examples by (Sqottw)enning 2003b),

ividual office or someone

ic re 'orwlternative.
L ]
_ _ _ _ Y
Time and space constrain also may be placed on the tion locati ' _{—)
Regarding Scott & Denning (2003), the pringi ge@ jon is@ a set of
location and time specifications bind to thefencrypted xt fileéf;q)uild device

which would decrypt the file within th&cif)’ locatio ime@y. However, there
are several potential problems whicl@.sue pos&@\ty@ r@l-tant file revealing the

the headquarters of a government agency, corporation, an

home. It may be used to confine access to a broad geog

N
physical location of the intend ent. If the device i@lnerable to tampering, it

&

may be possible to be modifl,i' gmeadi pass the | on completely. The modified
ived

device would decrypt data without aEqubﬂg its location and verify if it was
G i
ibili Ight

correct. Another @“ty l ider using the location itself as

cryptographic k% oth 'encejé?bn algorithm like AES. There may be
[

enough informationito enable rapid D'ru@ ce attack even if an adversary does not know

%v Y
precise % . This 'gch ceq‘l} be strengthened by applying an obfuscation
L 9
funcﬁmthe location value @ié using it as a key, but the function would have to be

k in order to prevent the adversary from do the same thing.



2.3.1 Location-based Cryptographic Methods

Cryptography is a secret of writing where it enables people to send

sensitive information in the form of unreadable or non-understanda@uage

(Pitchay et al. 2015) through either symmetric cryptography

w

mmetric

cryptography. In location-based cryptography, it also builds Qy established

cryptographic algorithm including both symmetric as well

However, there are also some of the existing works that use

as_as
zt

etric algorithm.

he e cryptographic

techniques at the same time known as hybrid algorithm tt an DWOO%) for

the implementation of location-based cryptography.

) Symmetric Algorithm (priva t

Numbers of very fast symmetrl

cryptography including Data Encr i

Encryption Standard (AES) (Sc

performance compared to

mIC

Symmetric algorithm @ t 100

because it has the Q\key f(i

existing Works

technlques

lo

ion-

A

]tlm 1’as

togr

CJ‘

\

r s are u
Sta

ﬂg 20

-‘

|0n

\
id@% location-based

i
3

,S?’

r,Q DES and Advanced
Sy@trlc algorithm has better
|ts speed (Qiu et al. 2007).

han the asymmetric algorithm
cryptlon Table 2.3 summarizes the

that used symmetric algorithm and its

A%g 2.3: Location- bas%i/Cryptography using Symmetric Algorithm.

Existing Symmetric -
No Works Year Technique Strength Deficiency
1 (Karimi 2011 | DES Effective and practical | Decryption successful
i 2011) for data transmission. | rate decreased.
5 (T{:I';?]'t;?d 2011 | DES Effective transmission | Decryption  successful
' 2011) between mobile client. | rate decreased.
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(Sasi et al Message access | MAC ID changed if
3. 2014) " | 2014 | DES optimized only to | device rooted, upgrade
specific area. version or factory
(Pranjala G Modified Low algorithm | Missing  mi olumn
4, Kolapwar | 2015 AES lexi f .
2015) complexity. trans orma’g .
imans oroes | N
5. Pant et al. 2016 | AES dministrati -
2016) administrative
overhead. V
(Auti, z
6 Landage, 2016 | DES Privilege setti igh bldget to afford
' and Chavan available. an"-s of dewvice.
2016) o
Y, §
(Dalvi et al. Available Nfor , UIENG
! ( 2017) 2017 | AES mult(ijmedia ; V{:\
Sanjay et Goo against b-/ N
8. al. 2017) 2017 | AES cryptanaiglc attac& & Yg‘
(Chaudhari BW or mobile™yNeed locity  as
i 2017) 2017 | AES pli n. . dditional parameter.

i) Asymmetric Algorithm%ﬁc-key

&

Asymmetric algorithm @Iic I@y andp 'vaio

the data. In location-based cm

was found as the stron% i
the most used technigqe\by h
and difficulty o %ng

- - ‘
security towa algarithm cott

algorith%%'erab)e MS

to encrypt and decrypt

rarI t-Sha@Adleman Algorithm (RSA)

Ea-ilje bn@tion technique (Khan 2013) and
4 2
M s (S cféé\/nd Denning 2003a). The generation

e nxtn-}%ér gives extra strength as well as extra

Qricﬂ)enning 2003b). However, the asymmetric

N -
en-p@'{text attack [5]. Table 2.4 shows existing works

on locatign-based cryptograph@a‘t used asymmetric algorithm and its technique.

3
N
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Table 2.4: Location-based Cryptography using Asymmetric Algorithm.
No Evtg‘rt;(r;g Year A.‘Ile'ggﬂmztl:éc Strength Deficiency ’
(Khan Strong protection | Too small iwg
1. 2013) 2013 RSA against location | cause wron H .
spoofing.
(Gupta et Assure secure data Exposed_& to
2. al. 2014) 2014 RSA access. mathevuack and
' brute forge attack.
11)) Hybrid Algorithm (public and private key crypt y)

symmetric algorithm but slower using asymmetric
computational. However, asymmetric algorlthm 0
al. 2015). Therefore, a combination of symmet

called hybrid algorithm. The public key aI@As used to

keys while the symmetric encrypt on is

In terms of computational and mplementano%wr
orithm due to

very hlgh cu y(Dez_' ande et

r@" ion is used
rea ~ﬁribute session

summarises the existing related w

and

dt

encr

Io%m%d cry@raphy that used hybrid

‘ast

etric enc

en using

|cﬁlt{¥(n its

e_k mation. Table 2.5

algorithm and its techniques SQ
’ \
Table 2.5: L -based M \R.lng Hybrid Algorithm.
Existing Asymmetrlc Symmetrlc :
No works Year Technique | Technique Strength Deficiency
(Scott and_ \} SN Support location- | Hard to meet same
1. Denni 2003 (RS ! ( QEG based data | mapping function
200 ¥ AP encryption. output.
2. (A;%e’ 20 ot state \Q" Not stated Support mobility | Low decryption ratio.
iu et al. <N Protected against | Too small grid space
3 ) 20 ﬁSA Y' AES location spoofing | cause wrong geo-lock .
brahim et ~ Support  moving Increasing message
2007 | Notstated Not stated . queue  cause low
al. 2007) decryption zone q . -
ecryption ratio.
(Liao and Skip mapping | Limited toleration
Chao 2008) 2008 | Not stated Not stated function distance.
(Hamad and Support dynamic | Decryption failed if
Elkourd 2010) 2008 | Not stated Not stated toleration distance | movement too fast.
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Existing

Asymmetric

Symmetric

No works Year Technique | Technigue Strength Deficiency
7. (A'zsdl'%;“n 2010 | Not stated Not stated Support mobility | Low ra@!&ryption.
8. (Abolghasemi 2013 | RSA AES Limit Qa}ta access | H N\f.antl-spoof
et al. 2013) to specific room a evice.
(Kolapwar and Low energy, high |*Possi attack
9. Ambulgekar | 2014 | Not stated AES packet  deliver fing and replay
2014) ratio network.
Prevent .
10, | (Vandanaetal. | o0, 0 | \otgrated | AES unauthorized Challenging data access
2015) : control.
access in ¢ b
Person needs to stay
11, (D(;fhgg?g)e € 1 2015 | RSA AES stable during
' transaction.
(Kumar and Challenging access
12. Murthy 2015) 2015 | RSA AES coutol.
(Anju and ensive and difficult
13. Josepjh 2015) 2015 | Not stated Not stated sults comput{ﬁnal
tdchr\lﬁty.
| -
’ % 5
2.3.2 Location-based Cryptographic Protoc& \ X

Location-based cryptographic req% ati

as latitude and longitude coordinates, time

oz

velqcity

encryption and decryption procesé if&en&p‘%
toeels

implementation. Some of the p&

Geo-encryption Algorit Wand

tolerant Authentication

on-base

ﬁ%’
enni 00

I

nfo tion

I

i&wptographic techniques are
N

A

5

arameters such

eer additional key for

erent parameters for its

Timed, Efficient Stream Loss-

.#2007), Location Dependent Encryption

200®ynamic Toleration Distance (DTD)

@,

N
(Hamad and EﬁMOl ) and g&ve@éo-encryption Protocol (IGEP) (A.S. Amin

>
% 4

\ Geo-Encryption Ajggrithm

S

% The Geo-encryption Algorithm was firstly invented and developed by Logan

Scott and Dorothy E Denning in 2003 based on the traditional encryption system

and communication protocol. The data is encrypted according to the expected



position, velocity and time (PVT) of the receiver. Mapping function is used to

convert the PVT into GeoLock key. The GeolLock key computes a

Y

exclusive-OR with generated random key to produce another key cal ock

session key. Then, it is transmitted to the receiver by using asymmﬂ&cryptlon

Receiver will used anti-spoof GPS device to acquire the PVT da Wproduce the

final session key through the same process. The final sessio is then used to
3.

decrypt the ciphertext. Figure 2.7 illustrates how ge algorithm take

/.

| N

N3
Recipient Location, Generate Plai i
Velocity & ;1me Block Random Key L bt
PVT  GeoLock Key_s | nomt
Happlng / @
Encrypt 1—““_E
GeoEncryption
:7 GeoEncrypted Key Cyphertext
r
_| AntiSpoof Enhanced Key_D
GPS Receiver Decrypt |
PVT — Geolock a‘—v Decrypt
Mapping Dy
. Plaintext
GeoDecryption

\‘D-/ £¢,Source: Scott and Denning (2003b)

gure|2 0- en@lon Algorithm
\

However VT- -Geo ock na‘:ang function is the primary mechanism to
ensure t ta ;a ecry successfully It is troublesome for sender and
rece' e o wn the same ma@gmg function before the data transmission if they

icate occasionally (Scott and Denning 2003b, 2003a). The following Table 2.6

6 arizes the existing works on encryption using geo-encryption algorithm protocol.
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Table 2.6: Encryption using Geo-encryption Algorithm Protocol

S

T Pr I
E% otoc I eb-¢

b(?ptlon using Loran

Existing Cryptographic
No Works Year Protocol Parameter Technique
(Scott  and ] . . \q'
1. | Denning 2003 Snecor tion h?r?eug%elocl;?tngltwe’ LT AES
2003a) yp y
Velocity, directio
i i speed
2. gfxlzlggg?ha et 2007 Snecor tion maneuverability Not stated
' P breadth
maneuver )
Velocity, i \l
(Al-Ibrahto et Geo- \d
3 al. 2007) 2007 encryption wﬁ?‘
| S
. c X
a4, 2(86“7) et al | Ho07 Sne;' o nce ‘Og#a‘i @A&AES
yp noi e@ﬁapq cycle .
¢ | (Abolghasem | o | Geo- / titude) gitudeN, pon o AES
i etal. 2013) encry time ogIty =
(Gupta et al. Geo- “| Latitude, ngltukea!&
6 2014) 2014 encgyption ‘nﬁe\ RSA
7 (Vandana et 8 ulile 8|Ltude Asymmetric &
© | al. 2015) ion “ aVe €0~ | AES
ate§;(§e
(Kumar and o atltu ongitude &
8 Murthy 2015) on | time (@ RSA & AES
(Sanjay S et Geo- | La@ﬁe longitude &
% al. 2017) encrypti J time AES
10, | (Dalvi et alal, . - | J(Latitude, longitude & AES
2017) ,\ encryption ;: ime

$r_ey7 I andébw frequency pulsed navigation system that has
ereatable accuracy @ﬂon (Qiu, et al., 2007). It has high power of a low

ency signal where it is hard to spoof and able to reach indoor environment that

25

implemented into geo-encryption mapping function.

ay not be reachable by GPS. Figure 2.8 illustrates where the Loran being




ciphertex

plaintex

eolock

AES ’ Mapping Function Mapping Function
A
- \V,
Location
plaintex Y‘
)

R éo&d@in@(&l. 2007).

Figure 2.8: Geo-encryption usag Lo M ew
In order to implement Loran i@fen i a si al:: authentication
protocol named Timed Efficient Strearhtole«% tic t@ (TESLA) is being

used (Qiu et al. 2007). TESLA capr% fdes a nti@)bi’%n and improve system

4
integrity. Loran transmitter ariéyecerver synchronize lo with sender’s local time.

: NS
Hash function used to ¢ pw TESLA 0 1 S%n key values. Each segment of
chain consists of a message:lorar% ifter’then, uses the last one-way chain values
to generate mess@hent@ode (@C) key for previous MAC. For each
N
segment of ttt%sage itscon 's'w' of C of current message and MAC key of

previous r@e Thus, the sa AC and previous message MAC’s key are
'
trans &a segment. V\fﬁerj\t/ € segment received by the receiver, MAC key is

verﬁ hashing the curren'&kgment key and compare with previous segment key.

% The performance of geo-encryption in this work, (Qiu et al. 2007) is depends on

0 TESLA authentication and the receiver accuracy. Once TESLA is failed, user cannot

proceed to the next step which is to compute the geo-lock. TESLA performance is
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depended on the signal noise ratio (SNR) of Loran signal and authentication bandwidth.

Noise variance used to determine the probability error. If the SNR incre?ﬂe

probability of error is decreases and the message loss rate decrease. For@}eiver

accuracy, geo-encryption performance depends on the grid size used b f the size

chosen is too small, receiver will receive a different grid of the senderRam)n as a result,

the random key would not be recovered because wrong geo-lo Mputed. Table 2.7
X

shows work that using TESLA protocol in geo-encryption u an, "ts cryptographic

technique and parameter used. .\d
B
|
Table 2.7: TESLA Protocol in Geo ption using Loran v‘_\
|

No 241y Year | Protocol Parameter Crypt(_)graphlc
Works Technique
1 | QU etiong7 S”e;;’ption ! noiss ¥ o of <SA&AES
© | al. 2007) TESLA | A D
Loran * 4

Y - "L\\ ,’é
D S
0 ",
iii) Location Depende a Encryptio A‘I'go@rn (LDEA)
A\

LDEA was proYd, y (Iiao Ch@ZOOS). They propose a static
Iocation-dependent% crypti9 ij&)@formaﬁon system and skip the
mapping func@rev@cryp@lgorithm protocol (Sasi et al. 2014).

r'se h@ng principle. LDEA is mainly to include

The approachsis based on
PP N ) 53
the Iati@alongi ude-co dm@in the data encryption as well as to restrict the
b/

data ion I<£ ton. }olerﬁ distance (TD) protocol is designed to overcome

curacy of static Iosa({m)n and inconsistent problem of GPS device receiver.

\n the target coordinate and TD is given by the sender, an LDEA-key is
0 enerated. If the acquired coordinate is matched with the target coordinate within

the range of TD, the cipher text decrypted into original plaintext. Figure 2.5 shows

how LDEA process took place.
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] Symmetric Ciphertext Ciphertext . | Symmetric _.
Encrypt | Decrypt @
Target GPS Ty
. . Coordinate Receiver . .
Final-Key Final-Key
Insecure §
LDEA__|LDEA-Key Channel LDEA-Key| LDEA
-Key Generator (Fx. Generator -Key 1
Internet)
N : : : . RKey
_ | Asymmetric _ | Asymmetric
Encrypt Decrypt
Random-Key
Sender Lt KUr Receiver,

ce: (Li 0'and @hao 2008)
Figure 2.9: The Process of LD

L ]
|
However, LDEA have lack of coordinate aceuracy du;t inc sisteQ-L\)roblem
of GPS receiver. Thus, a Toleration Distance (T&has b igned d‘é}n)plemented

rasanna & Reddy, 2014;

in LDEA to overcome the problems (Des yetal:

as teQ encryption which

depends only on mobile nodes zir% pe@%y physical attack such

as device spoofing, the device& rabwv:r@rty to modify and bypass
N

the location check. T Ie?'show LD A] pr: I in existing location-based
cryptography works. ) \0' &

N | B %(J
@\o anek 'Cry 0 aphy using LDEA Protocol.

Cryptographic
Technique

Liao & Chao, 2008). LDEA also Iaikme uﬁ.{Q '

)

Year Protocol Parameter

§ASS
26 tDE%. Latitude & longitude | Not stated

AV

2010 H:@A Latitude & longitude P_ermutatlon
cipher

2015 | 254 % | Latitude & longitude | RSA & AES
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Iv) Improved Geo-Encryption Protocol (IGEP)
The key for data encryption in IGEP is using latitude and longitude co
by designing a TD (A.S. Amin 2010). As there were inconsistent on how n \&ellite
signals received by the GPS receiver, it is impractical to use the GPS‘E&dinate as a
key for data encryption without the TD. However, some problem might encounter this
approach as it provides vital information to someone who nwoof the device.
Besides, the resultant file can reveal the physical location engded r,scipient.

IGEP proposed model was based on the geo-encrypiion techni ch for both

eds yr ;hif-ﬁc:bile
metef i rto smate their
N4 X

en mobi@gge through a

sequence of message exchanges. Fiwi) shows th@EP model being
proposed. % :\_\\T ,d\
N 6 S

sender and receiver are mobile. Receiver mobile n

node’s movement information and called move

o)

4 Q-
e[ 312106 ] [M[30031a ]|[T0 ||| 1 [
1 *1000 L *1000
[ 312106 | [ 300314 |
L /6%5) L/ (5.4%5)
I EN [Tiinags ]
| Integer Integer
o] 1040 ] [ 1112 | | T |
) !
01040 11112

N ("]
Converting [ oono01000001000000 | [Cooosoonioooicootooto | | [0101 | [oemose )| [oreeotoocion )
to Binary [ | | | ]

X

0000000100000 100000000010001000 10001001 00101001 10000000001000101 I

Geolock key I 0104011112530045 I
B!

0000000100000 00000000010001000100010010010100110000000001000101 |

Appending

Exclusive OR
operation with

4
N

64-bit Geolock I—II 0000001000001000000000100010001000100100101001100000000010001010 |
Session Key

Source: A.S. Amin (2010)

Figure 2.10: IGEP Proposed Model with Tolerance Distance

29



Simulation has been done to analyse the different between an improved protocol
model which is IGEP and the existing geo-encryption protocol model (GEP) in f
the decryption ration and the protocol overhead. Both been measured us rent
network size and some fixed Tolerance Distances. The simulation resufB&as shown

in Table 2.9. ?

Table 2.9: Decryption Ratio and Protocol Overhe

A
Protocol model IGEP algor!thm with GEP algoriehm with
Tolerance Distance 2.5 Tolerance Distance 10
Network size
(no. of sender and receiver) 10 20 X ' 10 2'0\ ~ 30
Decryption ratio 97% | 95.359 6% | 95.8%)| 94.7%% | 93%
Protocol overhead 5.81% | 7. 9.38% | 6.57% | 8.44% | 9.41%
Decryption ratio level Highet, . * [’ er
Protocol Overhead L&er - WHigher

urce 4@ Amin (2010)
0 rat@ﬁ'lan GEP. Means,
kﬁvever it looks biased

It has been shown that IGEP havinwaecryption

it has been proved that IGEP algon as bette\%
when the comparison between EP ap e’d a rence value of Tolerance

Distance.

A
S
'S
V) Dynamic Toler on s eﬁjﬁncryptlon
DTD was&bd bu@ and urd 2010) to overcome the inaccuracy

N
and inconswt% emjofGPS e';élvm.%nﬂ to increase its practicality. They propose

a protoc oI use dynamic loca of mobile node and turn into a very strong

ﬁ

towar %J The mobile re'ce%erreglsters a set of coordinates with velocity during
en and estimate the ne\["posmon to apply on the secret key with DTD (Hamad

m
%@de 2010). These parameters with type of movement makes this protocol more

Qure than the static encryption which depends only on a position of mobile nodes and

static toleration distance (TD). The following Table 2.10 summarizes the existing works.
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Table 2.10 Location-based Cryptography using DTD Protocol

No Sy Year | Protocol Parameter Crypt_ographlc
works technique
(Hamad and . .

L1 Elkourd 2010) 2008 | DTD Latitude & longitude ch

. DTD & | Longitude, latitude, Gé -

2. | (Karimi 2011) | 2011 MAC time & velocity
(Karlml_ and DTD & | Longitude, latitude,

3. | Kalantari 2011 MAC time & velocit S
2011b) d \/

(Kolapwar
and Longitude symmetric &

4 Ambulgekar 2014 | DTD time &veloc ES
2014) W /
(Pranjala G ongit Iatltu e, p . *

5. | Kolapwar 2015 | DTD um g h ogified AES
2015) y 4 =\
(Deshpande et DTD & ¥ g V : g

6. al. 2015) 2015 LDEA L?dv&lzqgltu I?Sv' AES
(Himanshu 5 g\‘

7. |Pant et al. [2016 |DTD tude &|lon@itude ¢ ES
2016) \ o\

A4
‘0 NS
Table 2.11 shows the su ry.on %J of the exw_t;r)ng related works for the
-

location-based encryption. T mary ht thevstechniques, protocols and

parameter used of each ﬂome compari nlst

more on enhancing the existing works: tﬁgz}r)thm has been used in most of the

otlvated this research to work

related eX|st|ng

pwar 2015) d that AES algorithm is the best contemporary

Ko

itcomp

DES algorﬂthu (Kol
S

d tO'D'E\F)/@gorithm. Table 2.9 shows the comparison between

algor|t$
AE\ ES. However, AES?ﬂ;orithm only widely use to encrypt the plain text into

% text. To generate the encryption key, which is based on location information,

Ost works use the geo-mapping technique.



2.3.3 Comparison on Existing Related Works

X

The implementation of location-based cryptography consist of varies cryptography (?ques and different protocol. Table 2.11

summarize the comparison of existing works that used location-based cryptography in their wm.

Table 2.11: Summary on Existing Related Works on Lo dsed Cryptography
]
No. Title/Author Feature Cflyptog_raphy Protocol Parameter
echnique

A Location Based Encryption
Techniques and Some of Its

e Use PVT (position, velocity, time) to geo-

lock mapping function.

"Geo-encryption
algorithm

Latitude, longitude, time &
velocity

(Al-lbrahto, et al., 2007)

\a receiver node’s estimated

1. | Application \’
(Scott and Denning 2003b) N 0) 64
Geo-encryption  protocol  for | ¢ Proposed mobility parameter e t}ta)e Geo- Velocity, direction, speed
mobile networks e Add significant layer of na/vgﬂf S encryption maneuverability & breadth
2. (Al-Fugaha, Al-lbrahim, and transmission % j« ({% algorithm maneuverability
Rayes 2007) \ I A \A
h . Ny
Geo-encryption Using Loran e Propose a verificatio snMLoran'mg I @ & RSA Geo-encryption | Velocity, direction, speed
(Qiu et al, 2007) which is a Iowr%xency 2hu ﬂw algorithms maneuverability & breadth
navigation system. % QO maneuverability
3. e A signal authe ES
(Time Efficie Tol@ﬂ
Authentlcatlon pro sﬁd “Sand
|mplemente ran or ion
Mobility support for Geo- | e Propose Wcol to WW’ mohile nodes | Not stated Geo-encryption | Time, cycle difference,
A Encryption exchang&wovement paran@ algorithm signal noise & shape of
. ) Con

cycle

S
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O

No. Title/Author Feature ng:tﬁgigaf ehy Protocol Parameter
A New Data Encryption Proposed location dependent approach, | e Symmetric _\ £DEA Latitude & longitude
Algorithm Based on the Location Location Dependent Data Encryption algorithm for the™f
of Mobile Users Algorithm (LDEA). plaintext

5. | (Liao and Chao 2008) Determine longitude and latitude. encryID'[I

Add toleration distance (TD).
Data Encryption Using the Propose a new method of key security Latitude & longitude
Dynamic Location and Speed of where the receiver mobile node (MN)
Mobile Node registers some coordinate and speed
6. (Hamad and Elkourd 2010) during the travel.
OV ¥
Improved Geo-Encryption Proposed  Improve Geo-Encﬁﬁaﬂ . tated)" IGEP Latitude & longitude
Protocol for Mobile Networks Protocol, IGEP \T <9
7. | (A.S. Amin 2010) Latitude and longitude use c(@ foeby \&
encryption. j»« QC?
Design Toleration Distance \\"V
A Modified Location-Dependent Cipher developed by P atl o@ermutatlon LDEA Latitude & longitude
Image Encryption for Mobile rotation  of Lo nd t! Qcipher
8. Information System Encryption Algorlthm (L ‘~<,f
(Reddy, et al., 2010) Modify the Clp |nt10 J
concept of keyd nt cmsu\a otat
Enhancing Security of Modify Geo- e on tec e MD5 hash DTD Latitude, longitude, time &
9 Confidentiality on Mobile Device receiver can ger the ¢ DES algorithm velocity
' by Location-based Data receiver at C|f|$; c o a mlted
Encryption time.
(Karimi and Kalantari 2011b)
10 Geo Location Based RSA Latit nd longitude of source and | e RSA algorithm | Geo-encryption | Latitude & longitude
" | Encryption Technique des“@ as public and private keys
(Khan 2013)
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O

Cryptography

No. Title/Author Feature Technique Protocol Parameter
Using Location Based Encryption | ¢ Use user’s location and geographical | ¢ AES algorim Geo-encryption | Latitude, longitude, time &
to Improve the Security of Data position to add security layer to existing for plaintext r velocity
Access in Cloud Computing security measure. o RSA for ge
11. | (Abolghasemi, et al., 2013) Use new generation of Anti-Spoof GPS \,
e Make information inside the cloud
available only within the particular room Y‘
that has been defined in the user’s location. '
12 A Novel Security Approach using Proposed Cloud Storage Methodology and RS -Gegrencryption Latitude, longitude & time
" | Location based RSA Encryption Data Security in cloud by the Geo Location C}
(Gupta, et al., 2014) based RSA encryption. » o
A Generalized Study on|e Use Location Dependent Encryption‘,zr'Exdu'sth:‘GR | LDEA Latitude & longitude
Encryption  Techniques  for Algorithm (LDEA) eratio . o
13. | Location Based Services Use Toleration Distance (TD) C%’ . Oplis nction
(Prasanna & Reddy, 2014) Proposed Mobile User Location—N' O
Encrypti ™
yption (MULE) ‘cﬂ ‘S\%T &\
Location Based Encryption Using Propose a secure communica.%’in@a E@Eorithm Geo-encryption | Latitude, longitude & time
Message Authentication Code in location dependent encrypti nique: ; &0
14. | Mobile Networks Use of the unique ID of evi e% %\
(Sasi, et al., 2014) MAC concept c 1 [ 0
N : s N
Use of Advanced Encryption Modified AES alg Mb{n wit “Geo--Ve AES algorithm DTD Latitude, longitude, time &
Standard to  Enhance the encryption Withlzﬁgna i lera velocity
15. | Performance of Geo Protocol in | Distance (AES-GERID) , 71 O
Location Based Network Enhanced pa gf&liv y T o’ar@ ata
(Kolapwar and  Ambulgekar delay. &- ‘ N
2014) Ly v S
Location Based Encryption- | e Adding Iﬁfmﬁn base service,with the | e DES and AES | LDEA Latitude & longitude
16. | Decryption Approach for Data nprocess. N algorithm

Security
(Manoj, et al., 2014)

<

0‘,
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O

No. Title/Author Feature ng:tﬁgigaf ehy Protocol Parameter
Improve Security of Data Access | e Improve the security of data access in the | e Hybrid A Geo-encryption | Latitude, longitude & time
in Cloud Computing Using cloud computing using PVT (Scott and | Algorithm r
Location Denning 2003b). o AES a
17. 1 (vandana et al. 2015) « Add additional security layer for bank data | - symmerie,
on cloud. algorit?'Q~
[l
Security to Mobile Banking | ¢ Develop banking application using .AQn RSA. LDEA & DTD | Latitude & longitude
Using Location Based Encryption Location Based Encryption. * X
(Deshpande et al., 2015) e Provide solution to physical attack using | S
18. virtualization. v‘_\
e Use LDEA (Location-dependent Dat d S
Encryption) algorithm to provide mobility. 2 ey X
N °\> <
& e, "3
An Improved Geo-Encryption | e Improve the existing Geo-protocoNﬁ o Moﬁied AES | DTD Latitude, longitude, time &
Algorithm  Location ~ Based | Encryption Standard in Geo Encryjgti With“\&lgor : velocity
Services Dynamic  Tolerance  Dista a@d"% S
19. | (Kolapwar 2015) performance by using AES-G : j " 43'
e Evolve a new algorithm ca M[A% Q\‘,
e [ 3 s
Geo-encryption to Access the | eUse a security system tbﬂzéuard;ct y‘}AES algorithm DTD Latitude & longitude
Data Using AES Algorithm using AES encryphigge Igorithm* an (}'
(Pant et al. 2016) coordinate of the @ r @}Iera
distance. N
20. eDesign a deriv@pr toco 't (gw
laptops to d%a key ac the
information(v sedtuj‘n) cation
automatically. \,Y'
=,
o N
Location Based Security for | ¢ Prop context-based access control | e AES algorithm DTD Latitude, longitude, time &
21 Online Transaction ( B@nechanism for Android system.

(Auti, et al., 2016)

velocity
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O

No. Title/Author Feature Cr-ryg;tr?r?igal? ehy Protocol Parameter

GIS Map Encryption Algorithm | e Used Geographic Information System | e GIS m Not stated Not stated

for Drone Security Based on (GIS) map data in drone security. encryption r

Geographical Features e Geometric objects are extracted from GIS | algorithm
22. | (Ngoc, et al., 2016) map. \,

e GIS map perform selective encryption in
frequency domain of discrete cosine 2
transform. N '

Enhancing ~ Security ~ Using | ¢ A new system is introduced uses location [ A Igofith ,Geo-encryption | Latitude, longitude & time
o3, | Location and Time and time using AES algorithm to secure the I 73 I C}Y'

(Dalvi et al., 2017) data. 4 ’ S

y 4 r~

Enhancing Security of | e Provide a security by using Geo encryption /e 99'@ tio%\J Geo-encryption | Latitude, longitude & time

Confidentiality  for ~ Mobile techniques based on location or restrict4he A a\ .é\
24. | Device location and time of the message. % &

(Sanjay et al., 2017) \ @)

P L . AN

"Geo-Encryption Lite" — A  Modified traditional geo-protoc F-') ,%Es’a@orithm Geo-encryption | Latitude, longitude & time

o5 Iocat[on—based Encrprion o Implemented as an Android ication. q QC.”
" | Application for Android \ ; SQ
(Chaudhari 2017) e | TS
N3




2.4 Key-generation in RSA Algorithm

RSA algorithm is in the category of cryptography implementation b
public-key (Milanov 2009). It works in pair with a public key and private key. blic
key is completely safe to distribute to anyone because it cannot be applieﬂkhe reverse
process and the decryption process can only be done with the private Key. Both keys for
nd formulations

the RSA algorithm are generated based on the mathematical theore

which is equivalent to prime number factorization. It is fa e Izlrge integers and

return them back to their original values through revers s. The algari of prime

3 L
where p and q are p@er ’ Ql
The private key use for decryptin hher t&ﬁ
@

calculation of the private key i aw
de = 1[mo 0]
le, 0(n)] = z , l § (2.2)
where g s (34/

0 ( e totien tion

( is the @Zm"@ divisor

N
N g\.; G

i h)neb tﬁ' c’)

The encry% / usi pt\(b_ljc key and private key. The public key belongs
to th w 0is gorw‘&gece' he message while the private key belongs to the

e
. : Y : :
on\ crypts the messageslInthe encryption process, the message is converted to a

n , let say it is m, by applying the padding scheme method.

0 ¢ = me(mod n) (2.3)
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The cipher text is then computing by following formula using exponentiation by

squaring method. After the execution of the formula, instead of the original mes?'m,

the cipher text c is sent to the receiver. C}

m = c (mod n) (2.4) Y.
Mame formula is

cipher text from the

rigi al.}@sde,w ich is

: : TR
encrypted in the sender machine. In order to decry ssage,/the el‘/eg@st use
s b 4§

the private key of its own. N
. (’) &
2.5  Cloud Storage Security \ O

Decryption is the reverse process of the encryption met

used by applying reverse padding scheme method. The r

sender is applied the following formula in order to get t

In group communications ‘d)as pro'ec\m‘p , tﬁ;:k! is often a need to
?! a S

distribute information and fil nically. Théré are‘Aeeds to share and transfer

information in a secure but \end’%ﬁy, Aactual transfer method in all

modern software solut%xjypt'g an s‘ecltirz@uuronen T., 2018). At the same

time, service pro@rive@ the risks over the clouds and increase their

reliability in oN&to buil' 5 trus()e%’tween them and the cloud customers

(Harfoushi bM). Io ver, t e.rg_;r? still some discussions on how the software
1

ideQz~ Il guarantee the security of user data inside the
>
clo ge. \C-j
\)?ne of the good way to secure data storage, commercial cloud services systems
C

q de each user’s data with a specific encryption key (Haibin Zhang 2018). When the
S

er requests to view the data, the decryption key is applied to decrypt the data and then
viewed by the users. Decrypted key can be stored either by the service itself, or by
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individual users. Most services keep the key themselves, letting their systems see and
process user data. These services also access the key when a user logs in withap
and unlocking the data in order to use it. This is much more convenient@ving
users keep the keys themselves. However, there are still a possibilit heir own
application might be compromised or hacked, allowing an intruder Re.z%l user's files
either before they’re encrypted for uploading or after being downloadéd and decrypted
Another way to maximize cloud storage security, i X;Ii to encrypt files
using our own encryption software before uploading d the IW[::in Zhang

Yv
d storage itje,‘@hload

ag ofim oud{echs, like

2018). To access the encrypted file again, log in to th
it and decrypt it. This prevents users from takin

live editing of shared documents and sean%

Ioud\sto files.,ér:rbest way to
protect against that is to use authentic@yption. isfMmet %tores not only an
encrypted file, but additional metad@sat lets a\wte )q@‘ether the file has been

@

modified since it was created. ‘% “q
\ So
Y. ’ N
2.6 Summary %

’ 4 $ &
This chapter&qnarijﬁgl tion me type of cryptography algorithm
ion

and encryption algorithm ba
€
of algorithm sgﬂos RSA, ::?Tﬁple:ljj S, and AES that has been used in the geo-
N
ithmgBesi

encryptign al the a@ithm, there are several additional protocols that

o<

has Qmplemented by pre\@works in geo-encryption which are Geo-encryption
r

, Improved Geo-encryption Algorithm, TESLA protocol in Geo-encryption
S Loran, Dynamic Tolerance Distance (DTD), and Location Dependent Data

ncryption Algorithm (LDEA).



Many researchers have used a symmetric algorithm during encrypting the
plaintext in their works either using DES, Triple-DES or AES algorithm. H ,
majority of the researchers (Abolghasemi, et al., 2013; Auti, et al., 2016; [@ﬁs de et
al., 2015; Hamad & Elkourd, 2010; Kolapwar & Ambulgekar, 2014; Mﬁ%al., 2014;
Pant et al., 2016; Qiu et al., 2007) used AES algorithm to perform the&ncryption of the
plaintext and the decryption of encrypted cipher text. There are ut of 25 related
existing works that used AES algorithm in their research. ‘Y:th's thesis will use

AES algorithm as one of the techniques in the encryptio decr, pWess. Table
@

o
2.11 shows the comparison between DES and AE% ' _\C}
4

Yv
Based on 25 existing works that has bg ide '?red\a the e@(fication in

section 2.8 and 2.10 of this chapter, this emicu s to AES algorithm and the

encryption keys of the geo-encrypticm bew’i tr&inidual user. The
icali ti

encryption key will be based o %p i 'o@hich is longitude and
7]

latitude coordinate. The foII% hapt ill iscu&&r the methodology of this
N

research. >
S
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