CHAPTER 3: RESEARCH METHODOLOGY c\:

This chapter presents the details on the research methodology. ThT‘ls on research
egy, #re also discussed

design, data collection tools and procedures and data analysis stug

in this chapter. In addition, the validity and reliability issues aréygs sed.

3.1 Conceptual Framework Development

Based on the literature review conducted in the

i & la%Y mpliance,
SS, I%Eation Security

tion_geurity structure. For
d Q the literature (S. M.

\Da Veiga & Eloff, 2010;

éphave indicated that all of

3t al., 2009; Lim et al., 2010;
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Effective e-
government
security

Top
Vnagement

Q B8 alatalal

Ethical
Conduct

Based on Figure 3.1, Table 3.1 su 17¢S - , % be tested through the

on the literature review

subsequent survey phase. Table

analysis. \ |

Table 3.1: ResearcE H)

othegis & & . ted %Subsequent Survey Phase

-,

Descxripftion

Hypothesis

ondu rformation Security Policy, Security Awareness,

Legal & layA
Informa Tc',p l@éaéement Support and IS structure are factors that

,_ £

'7 aw Legal&aw, ompNance, Ethical Conduct, Information Security Policy, Securit;_l

Spliance, Sthicak

rl

Trgining!

galreness, Information So&ﬂty Training, Top Management Support and IS structure have
Wafluence on security effectiveness and mediated by security culture ‘
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3.2 Research Design

This study would like to tackle research problem from the perspectives of\the ¢fntextual

factors that may influence the e-government security in developing country ¥rom socio-

technical perspectives. The aim of the research is to develop the frameWork for securing

e-government services. To achieve this, different research questionw to be addressed

erects, identify the
®
g

This will be achieved by developing e-government s%mical gccUmty !rzﬁ'h:vork. In

addition, 1n this study the researcher followed T’s ficipléS\guch as the
research philosophy, research approach, reseaw eg ' earcb@gl'lods in order

to build an appropriate research design fr O

such as-discover the security problems faced by e-gove

specific challenges to overcome them, and highlight possibl

3.2.1 Research Philosophy

There are three philosophica ﬁm

d refasm. T
) 4
N

Q S

Positivism 1s an ep% I ' &%&vocates the application of the methods of

the natural scie% dy #f ¢ ci%ﬁdality and beyond (Neuman, 2009). Positivist
P

t r!a 15f b%-. nd can be described by measurable properties
1€ researchers’ ins@énts (Ikeda, 2009). This study is classified as an

positivism, interpretivism

method conducted.

researchers

regardles

ositivism research because there are quantifiable measures of variables,

examph
hf Weocs testing and the drawing of conclusion about a "phenomenon from the sample

a staed population" (Myers, 2013).
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3.2.2 Research Approach

Research approaches are used to identify, select, and develop suitable resea%gign,

ledge

strategies and techniques for data collection, processing and analysea
pro

development could be achieved through the use of a suitable research ap hes either

by the process of deduction or the process of induction, or by a combiw of the two
(M. N. Saunders, 2011). This study was conducted based on the pwst paradigm. It
he basis of what

tests hypotheses derived from a theoretical framework, develpp T
previous studies and literature review concluded. Therefore '

Ve rtsearch process
o~
| S
3
=
, thig rrent research

lish appropriate

appeared to be in line with the research goal of this research

3.3 Research Method

After identification of the most appropriate

followed a deductive research approach. g né 3 10 @o
;@» work. Quantitative,

research methods and strategies that coul

Qualitative, and mixed method are th
(Creswell, 2013). To achieve the r&_

types were taken into account. Th n ch

next section.

3.3.1 Qualitative Mg

Qualitative rese %

study social tural

onréna.qh 1s multi method in focus and involves an
ralistic approach teés‘gubject matter (Kasinath, 2013). This means that

interpretived

the quals gata focuses on naturally occurring, ordinary events in natural settings. It 1s

eft

Vv employ qualitative method in information systems as it involves the use of

itat1i¥t data and includes interviews, documents and observations to understand and

explain social phenomena. (Denzin & Lincoln, 2008).
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Qualitative method 1s not suitable method to be conducted in this research for the

following reasons (Johnson & Christensen, 2013): \E

* Knowledge produced may not be generalized to other people or

ttln gs

(i.e., findings may be unique to the relatively few people included in th® research

Stud;/). Y.
NV

e |t is difficult to make quantitative predictions.

e It is more difficult to test hypotheses and theories.

* It generally takes more time to collect the data w

research.

3.3.2 Quantitative Method

ctio of m% tion which
% ese@usmg statistics,

um¥jerstanding, employ

Quantitative research methods are characterizeg

can be analyzed numerically, the results of

tables and graphs. The quantitative s

strategies for the experiments and data4

the broad heading descriptive quant e resea

Y'msti

ma l%natical modeling, and laboratory

is to identify the influence of fact

eswell, 2013). Moreover, in

7
nd u @Etaud the best predictors of
outcomes the quantitative ‘ $

order to perform tests in the quan th{éjphod has to be expressed in terms

of “operation”. It iIn

expenment The['ef uan@tlve method has been CondUCtEd {o

: "l*e Ql)cgey questionnaires have been used to test
S
Y-v

S

achieve the study

the framework

333 M thod

T@ ethod is the third major research methods which combines quantitative and
e methods in the same study (R. Hall, 2012). It evolves researchers who believe

47



in both qualitative and quantitative methods for understand and addressing their research

problem and questions (Harwell, 2011).

Mixed method 1s not suitable method to be conducted in this research fort

alitative and

wing

reasons (Johnson & Christensen, 2013):

* Can be difficult for a single researcher to carry out bo

ag¢ expected to be

quantitative research, especially if two or more approac
used concurrently. It may require a research team.

* Researcher has to learn about multiple mef approaches and

understand how to mix them appropriately.

* Methodological purists contend that one shi§ 1 Q.her a

* [s more expensive.

The choice of methodology is driven by \ 05&@ and approach. As
| % | c.gbw and thus is deductive
0@

M. N. Saunders (2011). Table 3.2%gistipgestrey etw@ quantitative and qualitative

research. i | 0
Table 3.2: Differences Betwe *

\ flitative Research (Adapted from M. N.

A

discussed 1n the previous sections, thy

in nature. Studies could either be ed basis as mentioned by

A A ____Qualitative

Research Philosop Yositfvisth. Ms Interpretivism. May be used within |
. realigt and prag the realist and pragmatist
| : vhilosophies. i N

Research Appfogch | ?eo wax Predommantlz_mductwe |

Research ORjet f ExaM mes;?l ships between | Studies participants’ meanings and

——‘

| variables. ¢\ ) relationships between them. |
archer | Seen asiqndependent from | Plays a more active role

Position,C
|
. respondents NSO
Researciitrategy Principally associated with | Key strategies used include case
| experimental and survey research study, ethnography, action research,

orounded theory and narrative inqui
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The primary aim of the research is essentially to validate or verify a theory using the

deductive approach (Guba & Lincoln, 2005). Whenever the purpose of a Tis
hypothesis testing using statistical methods, and generalizing the ﬁndingtt rger

population from the sample based on numerical data, quantitative survey sSe Ph 1s the

preferred option (Creswell, 2013).

3.3.4 Research Strategy Yv

The research strategy depends upon the nature of research prole caiekmdi?s, SUrveys,

n research
T
of regearch St'a&g%s with

n th the?mdy. The

e approach

experiment, histories and analysis of archival informati®g,are jfiv

strategies to carry out the research (Creswell, 2013).

different critenna were identified by researchers, base

selection of the research approaches criteria were f

tw f _ framework. It

should be capable of modeling e-goveMgent services,

should be capable to achieve aim the study a

models, and 1nformation security mqffels

(developing and validate) a framework.e
3.3.4.1 Soft Systems Meth%&
This study adopted Soft ws ‘

onsistsof fi

Jo 10

é

step
\
!lyd%’ complex situations 1n 1ts real world

environment, a r | réw the identified problem, the methodology

steps as are Shigwa 1 ‘ {

AN >
In this re{ S

a holistic approach w

Action step, Obsepati®g st

SM) 1s used as gﬁ?‘a to 1dentify the real-world problem which were the
lack ofs%-technical security services in the eGDMS and security frameworks. Then
t

documents, methods, theories and structures were used to build a knowledge-

the gy
QC model, and the ISO/IEC 27002 control principles were identified as tools for

guiding the analysis criteria development. Moreover, each model and framework were
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investigated and analyzed for the available security services level based on the theoretical

foundation and building blocks from SBC model (Stewart Kowalski, 1994). Addi

it utilizes the concepts ISO 27002 twelve security control principlet .
comparison and establishment of relationships was done between the know &dg

research problem reality.

Table 3.3: Soft Systems Methodology (SSM) Ster y

_______ ) Definition
Reflection Refers to understar-*ldl;lg of the_co-ﬁl_ﬁlgxlty of the réagg@vortd probl " area

Planning Refers to conducting extenswe studies to explic
Action Refers to identifying, selecting and developmg

addressing the identified real-world problem

The process is re

base and

unde and fhe real- rl
best models an! urtru

L

%ﬁ for

he kmwledge base
oles, 1990).

Refers to comparison and establishment of rel3
and reality of the research problem.

etitive until the real-world s:tuatmn is 1Y

: ShlpS Yeen

.L_ I_and 5

Review of literature on research app

rg%%f Information Security
indicates surveys as a w1desprea in I ation Security research.

Quantitative research methods I the validation of frameworks

and questionnaires have b% oyed
discipline (Schlienger & Teuf f
Workman et al., 2008)

utilize to examine 1

ss in the information security
r@ﬂet al., 2008; Straub et al., 2004;

a method which establishments can
Peha@al content in general, and attitude and
Jlobc;%umy in specific (Berry & Houston, 1993).
This can be ga ! s,ésﬁarches For example, (Loch & Carr, 1991)
employed % study tHe or:ga%g'ion s view on Information Security threats in
Atlanta hgse questionnaires seﬂ‘m the Directors of Management of IS (MIS) or MIS
t\ria::ous organizations in Atlanta, Georgia. Loukis and Spinellis (2001) also

inewlnformation Security actions and its relations with the context related aspects

opinions of work

securl

ber of IS users, number of IS staff, connection to Internet and etc.) in the Greek

public sectors by means of a structured questionnaire. Another scholars, May and Lane
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(2006) studied the existing status and key issues of ISM in tertiary environment using the

survey as a data collection tool which was administered to all Australian Vice ChT&zr-
listed universities. In this respect, Yeh and Chang (2007) also acknowledgtN reats
t1l1zg

and countermeasures for IS security in Taiwanese enterprises by :
questionnaires. Another study by Kankanhalli et al. (2003) used su

rvey to develop IS
security effectiveness model. In this respect, Schlienger and Teé I (2003) also
established a management model for creating, changing and ENng Information

g mail

Security Culture using survey questionnaire.

Scholars like Mishra and Chasalow (2014) have shown how T
policies, deterrence practices and systems auditing %‘
effectiveness 1n their framework which was based on s

. Anofier scholar
\Bfé
tapcqllect research

th IpsuMance Portability
, emi@edical centers. His

. ‘%}redictor of security
@ncluded the factors that

singiﬁéstionnaire. Da Veiga and

n m@nation security culture within
I
s it can be summed up that an

‘ﬁt.‘g

- sed Information Security Culture

rk t@ fost

{

Eloff (2010) also suggested a frT
an organization and to de% how“
empirical study 1s don 1 1 .
) s Qhed up that security culture 1s a

multidimensional }v
security comm % djcoripu m&.ﬂoring which has an affirmative outcome on

’ .g];re béﬁ on online surveys. Rotvold (2008) study also
utilized survenof 144 business profe%s'ronals, managers, IT administrators, and educators
from v Norganizations. He summed up that security awareness and training have
m
)
cO ant

explain employees’ IS security
ﬂ\&al QLMg P
Framework. Greene &D Ar _
. ?ﬁexéﬁ management commitment to security,
trained information security professionals.

curity culture and information security program effectiveness. Findings of

by Ma et al. (2008) showed that management support impacted HIPAA

information security Behavior. Their findings were based on survey of 354
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In this respect, another scholars named Chang and Lin (2007) used survey with0 r

IT managers and professionals indifferent industries to sum up that organizati \ ture
0113(2005)

has a positive impact on security management effectiveness. Gupta and Halsn

also asserted that security consciousness and training were positively coMelated to

fostering a security culture using survey with 138 small business owmagen et al.

(2008) also 1nvestigated the relationship between implementation a ffectiveness of

ormation Security

R lfl [smail (2012)
thwd S%rity

practices at a particular point in time, which is considerediSWyable fgf a prgjeft .& pcting

security measures through a web-based questionnaire a

ng

managers 1n a selection of Norwegian organizations. The stu

utilized survey method to obtain a snapshot of Information SWgri

Malaysian academic libraries(organizations), and also re thgpattenygon isYn Process

(methodology) rather than technology itself. Under%ndin o~

N portanig~of surveys
cwmetho
socio-technical factors and furthermore, vel

culture framework for securing e-govem%

through these studies, this research adopted a

é

3.5 Data Collection And Analysis\%

N
Research methods describegtlata ollectic’\ ang @alysis tools and techniques.
Questionnaires, direct observatiogy partjcigapese ahdéddgcumentary review were the main

source of data. The n&\jons lpre o\

analysis methods.
S5
3.5.1 Data Co% s fy

Data colle#mag®s a set of interrelatg

useful 1
the

\%ctivities (Creswell, 2013). It refers to collecting

10n to find out answers to research questions to achieve the primary aim of
s¢ch. Therefore, this section presents a case for using quantitative survey in the
. SP¥vey i1s defined as a method of data collection that utilizes questionnaires. It 1s an

effective tool to get opinions and attitudes (Bryman, 2012).
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3.5.1.1 Questionnaire Development

A questionnaire contains a pre-formulated written set of questions, designed thme

information relevant to the research interest, to which the respondents;% therr

answers by following the given protocols (Sekaran & Bougie, 2010). It pessary to

Wnce of the

important socio-technical factors in e-government security can indw accepted. The

conduct a questionnaire to determine if the generalizations about the

ed a brief details

of ckn‘ying out this

wmed that

®

as 1Y01 1@15
RN

questionnaire was constructed based on the literature review.

about the research nature, the researcher's background, and the

the numbers 1 to 5

1s¢ = 1, disagree = 2,
at this surely does not

it is close enough to derive

represent the true distances betw

meaningful results (Kaptem%

sections as follows:

Section One: Backgmu&) natn@
tick-list. |
nt r ate?to r1 1@50&0 -technical factors. This part consisted

' 4
Legal/Contracn@ctorS The questions that measure the Legal

adopting from (Knapp et al., 2006), and the Compliance factor adopting
Chaula, 2006) retfer to (Appendix B).

Section Two: E-g

five sections asgtodoyms:

e Sectijo

f

nc.

tion two: Ethical/Cultural Factors, the questions that measure the ethical factor

#idopting from (Chaula, 2006) refer to (Appendix B).
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* Section three: Administrative/Managerial Factors. The questions that measure the

Top Management Support factor adopting from (Knapp et al., 2006)

(Appendix B)
* Section four: Operational/Procedural Factors. The questions tha %Jre the

ess factor

Policy factor adopting from (Narain Singh et al., 2014), Aware

adopting from(Knapp et al., 2007), and Training factor adoptl om(Knapp et

al., 2007) refer to (Appendix B).
* Section five: Mechanical/Electrical Factors. The qu ’on:that measure the IS

structure factor adopting from (Alfawaz, 2011 tal em@?
(Appendix B)

D (g1
3.5.1.2 Questionnaire distribution \m \,T

The questionnaires were administered at Pub% 1C ay51a (JPA)
during June 2015 to October 2015 as a “pu

refer to

Sd

. TheQr cedure of data

k fox@m‘ussmn and help
@mz&tlons were first

o
' d':md “Mtroduce the survey. Mr.

nolqg*f)fﬁcer) acts as an agent to
al \% used to gather an emails list

collection began by contacting with some o

to distribute the questionnaires, durin

contacted via e-mail, telephone to co

Khairul Anuar Bin Ahmed (A551sta

help in distributing the questjon
and contact members for the%: ents.

aire Wi

| ezi} naires were then e-mailed to the

ghl a cover letter to 1ntroduce the

1mp nce of the survey. A total of 600
ﬂée)mall follow-up were undertaken during

* f uestlonnalre The data was gathered over a
uestionnaires were collected.

&

participants. The quest
J

researcher, research

selecting cases for inclusion in a research project. A researcher uses a set of cases
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(elements) or samples, which are more manageable and cost effective to work with than a

pool of all the cases Neumann, (2006); sampling cuts costs, reduces labour re@ts

and quickly gathers vital information. ( :

The research objectives’ statements highlight that the unit of analysis?as' information

security at the individual level. In addition to select the sample can , this study was

Wone from Public

1 fc"mation security

conducted 1n the Malaysia context. A random sampling

Service Department Malaysia (JPA). The participants chosen |

baseline experience and were aware of information W in their

Urity] prael "
organizations. The participants’ roles ranged from gener tech,}cal S f’, (i{%l"nent
and IT managers, IT staff, security staff, to informati ecurity manggers a@ofﬁcers.

The time needed to answer the survey for each partiﬁ ant

3.5.2 Data Analysis Techniques/Tool/Pr(Nj \

A
1 N
Multivariate statistics were employe itdively lyz@ data collected from the

6e "&frovides an analysis of a

% d@iables (Tabachnick & Fidell,
l
'y: 22/- t a feeling for the data through

gooduets of the measurement scale by

questionnaire survey. This technitig
complicated data set that has indTent
2013). There are many obja% r dat}
descriptive statistical anflysis, to ' Bs{
measuring reliability amty ‘@

assess and refine th \

descriptive stdigsics, - ﬁ an, mode and standard deviation. Descriptive

dd

er f SOr's underlying model constructs, and to
F(dgl‘{, 2013). In descriptive statistical analysis

the aim 1s to suy tures of the data are being described with

statistical @ndfysis is done usin@(nerical data. A descriptive data analysis was

conduc imarily using the Statistical Package for the Social Sciences (SPSS) (version
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Later, a measurement scale was assessed for reliability and validity. ‘Cronbach’s alpha’

T e
C10-

qué€ntially:
A). EFA

used to measure the reliability, which provided an indication of how consis

responses were across items within the scale. On the other hand, the validity gf t
technical security framework was validated using factor analysis

yses of the

Exploratory Factor Analysis (EFA) and Confirmatory Factor Analysis (
enables the identification of appropriate variables, as well as the zal

he EFA provided
B or¥ C slruct ollowing

| %u ent
S @rkus,

interrelationships between large numbers of variables, in terms their common
underlying dimensions (Hair et al., 2010). The expected res fgn t

essential information on the valid factor structure of each
EFA, CFA was sequentially conducted to strengthen the va
scale by confirming the factor structures uncovere@
2012). CFA was used as 1t 1s considered the best-krgwn ™ch
pre-determined (hypothesized) factor structure matchd&g
EFA was carried out using SPSS, and CFA w@d Ol
N
%onau%\’ I q&& proposed hypotheses

search&ﬁmework constructs and

Structural Equation Modeling (SEM) st

concerning mainly the nomologic

secondarily examining the i1niti ers f t&elationship between socio-
technical factors influencingfSe . SEM tech qlle@re also employed to examine a
ps, gl

dIl el(tens |

confirmatory analysis.&
multiple regression @t _—

series of dependence relation viﬂ‘@ transition from exploratory to

n of @ral multivariate techniques, such as

'vax%},ms; Markus, 2012). By using SEM, the

s{ipw s tested, that is, the internal validity of the

framework wa% shet* : rué\y" advantages, such as it analyses the data for

inferential & by demafiding pattern of inter-variable relations are specified a
me,

13). In addition, S’Q provides explicit estimates of measurement error

v
Ic

cxrausdq

confidence placedy

variance pasameters, thereby avoiding possible serious inaccuracies caused by potentially
sizaDg n®asurement errors 1ignored during exploratory analyses (Byrne, 2013). SEM also
incagp@rates and integrates path analysis and factor analysis. It i1s a hybrid model with

both multiple indicators (measurement variables of the framework constructs) for each
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latent variable (framework constructs) and specified paths connecting the latent variables.

SEM used two steps: validating the framework and fitting the structural model. Wst
step 1s achieved through CFA. The second step is achieved through path gftal with

‘*Sii ance of
s study, AMOS

(version 23.0) was employed for testing the hypotheses, as an ex{si, to the use of

SPSS.

latent variables (G. D. Garson, 2009). SEM can be performed with t

specialized computer programs, such as LISREL, AMOS, and EQS. In

3.5.2.1 Reliability

g
odld.{é\nearly

Mat thqg‘;hould be

%? Cronbach’s
ronbach alpha
st (Nsgcak et al., 2014;

r@red as “adequate”’; a

The means of the reliability 1s “that individual scores j
the same or stable on repeated administrations of t
free from sources of measurement error and

“coefficient alpha was used to examine, c

calculates the average correlation between

Tashakkor1 & Teddlie, 1998). Reliabil

value around 0.80 as “very good”; sidered as “excellent”

(Kline, 2015). The generally lower% A OLNT s alpha 1s 0.70.

3.5.2.2 Validity

According to Creswe , (J2a '@}n a study exists when scores are both
reliable and valid.

(reliable) beforc™ e igeadingfdy (valid). Also, Creswell states a study 1s

qu’ ses from an instrument make sense and are

N

re valid when the researcher is able to draw good

considered

meaningful*™@g@gwell believes sco

conclusi om the sample of the study. This study will demonstrate following

valdatidmechniques that were considered for the measurement scales of the constructs in
s studVy. The validation techniques are Uni-dimensionality, content validity, construct

validity and nomological validity.



* Content validity refers to the degree to which the context of an instrument covers

the extent and depth of the topics it i1s intended to cover (Babbie, 201T
t1n

concerned with whether the instrument items truly represent the mea

the intended content area and how well the instrument items s e total

content area (Bandara, 2007). It can be ensured by experts’ pan gl ent and a

subjective process (M. Saunders et al., 2009). The current study zsured context

€ appropriate

methodology to ensure content validity and will be dis n chapter.

validity through a construction of scale processes wusi
e?

e Construct validity was assessed using statisjical
Therefore, 1t 1s considered as the most com

t; (Siféswell

Swment are

significant and can be used to understa p0p mn (Gerring,

2008). It 1s established by determining whe
dlthQ onvergent and

d a )
\llo '
O

\ ~k
S
xterﬂ to wi easured variables of a

* nangéﬂ common(Gerring, 2011).

@hdlty (Awang, 2015; Hair et

2011). Construct validity must meet th

discriminant validity.

 Convergent validity refers |
specific construct share a hlgM

dsS

The following criteri e

al., 2010):
O @d higher than .5
0
o Avera construct exceed the variance due to the

ent error for that c ct (1. e., AVE should exceed .5).

&

me Sll

inant validity refers to the extent to which a construct 1s truly distinct

:fother constructs (Duarte & Raposo, 2010). Therefore, discriminant validity

easurement should be uncorrelated with measures of unrelated constructs

(Schweizer, 2014). Discriminant validity can be measured using Fornell and
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Larcker (1981) criteria, where the level of square root of AVE should be greater

than the correlations involving the constructs. Y'
Oong

* Uni-dimensionality 1s measured through factor loading, uni-dimefgi airy can

be met when all measuring items have acceptable factor loadigg for their latent

e greater than

t, 2013).

construct. The factor loading for newly developed items shoul

0.5, and for established 1item be 0.6 or higher (Awang, 2015; PaF

X

* Nomological validity examines whether the correlad
the measurement theory make sense. If the
correlations are all consistent with theo
confirmed(Hair et al., 2010). In the current *
has been assessed using SEM with enco Tritl *

)

3.5.3 Pilot Test

)
N
ﬁion@ere understood by the

A draft questionnaire was piloted /2y
* ordi@of the instrument (Sekaran

respondents and there were no pro '
&Bougie, 2010). Generally, e two gomi nl ty

er
and pilot study. This study%both ngetho _ﬁ)rqs:s ing the questionnaire. A ‘panel
judgment ensures the co ' ques@daire, whilst a pilot study 1dentifies

Lof pilot tests: panel judgment

any ambiguities in the' quUegtio wellL|¥enabling the researcher to see 1f the

collected data beha% pe t:% gn &ﬁougie, 2010). In this research, the panel
judgment metho%sed 1 l;?r tesgim® the draft questionnaire, through an ‘expert-
review’ tech whis in{o éndiv. he draft questionnaire to a group of experts to
judge whA&ch item measureg@i% theoretical construct nominated. Four experts

the review process. The experts were provided with a briefing sheet

e background and purpose of the study. The draft questionnaire was revised
er experts’ comments, resulting in the final survey questionnaire. Pilot testing

were conducted after revising the questionnaires with twenty participants from Malaysian
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organizations to evaluate the questionnaire for clarity, bias, ambiguous questions and

relevance to the Malaysian environment. The sample size of pilot test was small, Tg
from 15 to 30 responders for the initial test (Halit, 2014; Malhotra et al., 20Q#). nty
IT staff practitioners from computer center of Universiti Sains Islam Mala sia) JSIM)

also participated. After the questionnaires were finalized, based on thq sanel Judgment

and pilot test feedback, the data collection process began.

* Pilot test Data Analysis

Data gathered from questionnaire was analyzed using qu

guidelines of (Creswell, 2013). SPSS 20 software used

= Reliability

bl Qu

narized in Table 3.4

es of Cronbach

is oQusidered very good.
\ 4 » . N
Table3.4: CrogpbachWAlpha F@r EaclfField QN he Instrument

(NO[  ParaWNY) ] Ny Cronbach'sAlpha
¥

1 Ethical ConductEC | 0.849
2 | LegldNgQw (L) | NN . S 0.924
3| CéMance (O of | &»3 0 0.837
ma, Oxt (N 0.824

glatior ' _. ~0.956 |
ygnationp By TraiMye 0.917
7 Rusidy Awar F % 0.866
8 WS struftuge (UIS) 3 0.840
9 |a G ABecurity culddire (8C) 7~ 4 | 0.842
' 10, | W\ Security Effectiveness @} b | 0.961

.‘- " paragraphs of the queshgrinaire

N

60



*  Construct validity

Construct validity measure by using the convergent and discriminant validi

(Creswell, 2013).

o convergent validity:

Factor loading and Average Variance Extracted (AVE) ar

segto assess convergent

validity (Hair et al., 2010). All factors loading should be s;

show good convergent validity (Kline, 2015). In additio
acceptable (Hair et al., 2010). Formula given by Fornell
calculate AVE . |

AVE =

Where AVE =Average variance extract, n = the numbe

As shown 1n table3.4, the factor lo%gal

considered as acceptable level.

AVE ranges were between ot 0.

Table3.5: Fatt pading ?) Eggh Jtem Ol The Instrument

| Constru am. acto adding AVE

I

0 5) (above 0.5)

Ethical Gdndu® ._:E’_I[ 0.623
? 771
'ii L
e & aw 788 0.710 |
876 |
& v -
omplignce . 0.574
ic
Top Management T™MI B _87_2 0.669
Support 882
TM3
|
Security Policy m 0.841



| IP3 977
Securi ini T1 843

ecurity Training

Security Awareness | AW

IS structure | ISS]

=== — e e e e e —— ———— — —

Securlty Effectiveness

(1981) criteria, where the square ro =

the correlations involving the construc

Tablg i The Disgri a Validity= hdex Summary

MEMMEQ AW | ISS

s m‘mmu----
E3E_ Ll . oy A

B -t A [

FORRET AN,
mt.mmmmq——
\1@4 —-

M 141 ["833.196 | . .

=297 m 006 188 | .292 .

SC 252|206 | 034 |-109|-.188]0.553

EF | -266 (098] -083 |-.131].032 [-.124] .023 | .181 | .147 [0.811

-267 | .071 | .037
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As shown 1n Table 3.6, the square root AVE of any two constructs is greater than the

correlation between them. Thus, the results of testing convergent validity reveale& g0t

construct validity. c\
3.6 Chapter Summary \
M; strategy and

odology for the

This chapter presented a guideline of the research methodology,
methods. This chapter aimed to provide an appropriate researc

d' by (irganizations In

Socl —W security
@

purpose of the research problem, understanding the challenges

e-government security in Malaysia and hence in developin




