CHAPTER 1

INTRODUCTION ('}Yv
S

The significance of information for organizations has increased:” Organizations

1.1 Introduction

nowadays depend to a large extent on Information Syste%w for their daily

operation (Bulgurcu et al., 2010; Whitman & Mattered, 201%; bou'ne et al., 2009).

In fact, organizations may suffer strategic, operational“as, well SW setbacks
L ]

_ X
| & Mirza, 2014; @Ier et

an% i ehig\h/%?iority to

: forrna@;z~ security is
om@%n and its critical

when facing any threat or damage to information (Al

al., 2013; Wybourne et al., 2009). This is why

managing information security (Bulgurc
described by Whitman & Mattord ( D‘protectin

features (integrity, confidentialit avalla $s g@‘as the systems and

N,
hardware that preserve, utilizeﬁé rfhatl umatl%.('{)y implementing policy,

technology and training ani ;\1 grams” rmore according to Herath
onents

& Rao (2009), there% e co ;j lthabdetermlne the effectiveness of
information security“ organlzil \ eo (Uprocess and technology.

It is the i

nol g&*’therefore every security system should
essentially Ei d onf the 51 &‘;?r and invest in the individuals using the
systemsgbecalse they 'g msM& of an organization (Soltanmohammadi et al,

201@&ders are typically @d and have complete access to the organizational

I |on System. Due to the privileges granted to them, they can carry out crimes
% in their workplace without leaving any proof (Colwill, 2009; Grimes, 2010;
arkentin & Willison, 2009). Insiders are able to make a significant impact without

leaving any evidence to be identified, which is what makes malicious insiders



extremely dangerous (Colwill, 2009; Fernando & Yukawa, 2013; Grimes, 2010). It is
asserted by Colwill (2009) that the key factors of any insider attack are tw
motivation, capability and opportunity. Thus, it is vital for orga@g}rs to
comprehend these factors so that they can avoid any possible th ypically,
motivations emerge from within the individual, whereas it is the organizations that
provide opportunity and capability. \)

The key reasons for most of the information securi X;ns' by humans are

negligence, mistakes and carelessness of employees (B rcu e aWHerath &

009). /According ‘@‘rfew

d% i entiq@security
n\(A | Mo@ al., 2010

: Lo@%t al., 1992). It is

easy to repeat unintended secu%\ciden‘[s ) %ﬂ 0 E&’ convenience, but
N,
organizations are unable to detegisi cﬁ

Rao, 2009; Safa et al.,, 2015; Warkentin & Willi

security studies, IS may experience greater

behaviour rather than intentional securit&eh; i

Colwill, 2009; Fernando & Yukawa, ;; Du et al.,

the damagerhas be perienced (Fernando &

&
Yukawa, 2013; Guo et aI,Z@raﬂ‘, ao, Oog;étﬁet al., 2009). Colwill (2009)
e inci

stated in this regard t% :Lti v\@'keep occurring till the insiders
&

4
continue to have th thorityt'J \s& e ognjrzational IS. The defence mechanism
would not be able to‘aecom 'orga i%t‘lonal goal of securing their information

curity

¢
systems (IS gﬁawhe the aﬂ'iz@ has a sophisticated defence system if its
% NN
insiders dre,exhibiting i er bei&our (Rupere et al, 2012). Though the technical

congp,&achanisms can aut@é various security controls, these mechanisms are

\&o regulate the behaviour of certain employees; thus, other methods of control

G equired, e.g., education and security measures. An important point to note is that
e

ry end-user system function cannot be automated (Herath & Rao, 2009).



Carstens et al (2004) presented the following effects of human errors in
information security: disruption in information system, integrity of mformatlo
compromised, dissemination of incorrect or confidential information, hu(%mmlc
loss, services not being delivered adequately and reputation being ad affected.
There are several ways in which the Unintentional Insider Threat (UWn occur, for
example, sensitive information may be sent to unauthoriz M through mail,
email or fax, or becoming a victim of social engineeri %p(,int, 2016). For
instance, a person working in the immigration departmentsin Aus awn email to

the organizer of the Asian cup soccer tournament by mistake that i u‘e@sport

and visa information of President Obama and r world S pa@i’bating in
the Group of 20 summit in Australia (Phll 20 bs 15) rq@Ewd another
example, where an American orgam@eased credi ard@‘ails of 25,000 of
their customers. This happened bec ackers ;{a\me and password of a
district manager to access the | on syste t of tt@ ompany as the manager
had his username and pass d tio e fro @hls laptop.
I ﬂo ostly rely on entirely technical-

To ensure inforr% urlty

based solutions wu et ell , Fern & Yukawa, 2013; Ifinedo, 2014).
fo

However, since tion'sec 1nvo]<’3g technical issue”, “people issue” as well
as “organizati a ssue’ tech al’sob ns are not sufficient on their own to secure
organizatiops from threats Igurcé\t al., 2010; Ifinedo, 2014; Workmaet al, 2008).
Thegﬁ a comprehensive @ach needs to be developed by organizations that
|§§& people, process and technology so as to secure there IS assets (AlHogail,

Furnell & Thomson, 2009; Ifinedo, 2014). In fact, it is preferred that

Q;amzatlons should concentrate more on humans because process and technical



control systems should be consistent with the security functions of the employees
(Bulgurcu et al., 2010; Fernando & Yukawa, 2013).

Therefore, the main focus of this study is to present the unintentﬁ%\sider
threats countermeasures model that describes mitigation measure in th@*as of UIT
countermeasures, i.e., human factor’s  countermeasures, % organizational

countermeasures and automated defence tools counterme umutomated tools

alone are insufficient to protect and prevent insider threa .BY:hir study presents

the development of Unintentional Insider Threats Co meas reW&UITCM)

that is based on mixed approaches which can t%as counter sulrei@grds
i he

r\lfb aluated by using
ai reacbé?;gptable level

of agreement among experts and remw Dncertaint tR-the r@r It is hoped that,
the model may help in formulating ﬁ%formatl\sec%

and the information security a

threats. \ N
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1.2 Problem Statenﬁmt\ | 2% é./

Several oq@&ions 'and tsé&édvanced technologies in their security
¢
systems, for %e smart car a‘d t(ig etrics, which is why external threats are the
% NN
not the mai se for co 'w in information security. Rather, the main risks emerge

S

fro rrors, carelessness @missions of the users that are brought about when

UITs especially in Malaysian’s SMEs. The m

expert-based judgement through Delphi method with t
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t \M act inappropriately (Kreicberga, 2010; Leach, 2003, Hughes-Lartey et al.,
). In various security breaches caused by the employees of an organization,
xternal cybercriminals are given access intentionally or unintentionally (Kreicberga,

2010; Siponen et al.,, 2010; Mazzarol et al.,, 2021). The defence system of an



organization would not be able to secure the information system if despite having a
sophisticated defence system, its insiders’ exhibit improper behaviour (Ruper?ﬂ,
2012). Humans are responsible for most of the security incidents occurrin \ itis
ultimately humans that cause harm to the system and it is not possib!!*llly avoid
human errors. Furthermore, human errors were found to be the mairWity threat in
organizations (Loch et al., 1992; Whitman, 2004; Abu-Musa, 20 azzarol et al.,
2021). The greatest insider threat of all is UITs (Trzeciak moim Rupere et al,

2012). UITs remain an increasing cause for con for led private

organizations and denote a significant risk for

ss (Mazzaral gt _@521;

A w ma@-' security
es djes alwa;é!:r{l:]g about an

Alsowail & Al-Shehari, 2021; Mazzarolo

controls and using information security te

increase in security (Whitman, 2004; gureu, 2008; re e@ 2012; Herath &
Rao, 2009; Mazzarolo & Jurcut, 20%%%, 20 \'M-a%ar I ,@I 2021).
ﬁ y N,
There is very limited lit n inglder eats <i:;/{ﬁalaysia (Isnin & Sedek,

2018); however, various ¢ %ardil negéhce have been reported. For
&

u

instance, it was deduc% tudies by (S r:l); @2010; Humaidi & Balakrishnan,
4

2013) that a signx inter@; Healfonformation Systems in Malaysia is

human error. O

!
¢
) per rm%d el_Jj(F\?eys in nine investee countries and deduced

NN
mpanigs situated iwlwlalaysia are likely to face greater risks because
share confidenti@vﬁormaﬁon unintentionally. Humans impose the
‘@Ng challenges in implementing cyber security in Malaysian organizations in the
ic sector: inadequate skills among the staff, human error and lack of
ccountability to cybersecurity (Khalid,2020; Samy et al., 2021). The highest

percentage of security breaches due to human errors was recorded in Italy and



ASEAN (IBM, 2020). The key threat agents in higher education in Malaysia include
malware, social engineering attacks, intrusion and human errors and uni

disclosures (Ulven, 2021). The factors behind the main ICT security th@?& data
centers in the public sector in Malaysia are direct factors which are,‘%fessional

staff and lack of manpower for security tasks, lack of awareness of Ggers that lead to

human errors, and indirect factors which are, inadequ eNet, insufficient
monitoring and compliances, inadequate security policie cesr that effect the

employee and therefore lead to human errors (Khalid, 2

: g
Though efforts have been made by Malaysi vernment L‘]h _\Ggferent
ion s

organizations to avoid cybercrimes and infv,p ecufit ats by.enacting
various cyber laws and policies, regulati uch"thr

s sti depeqéix.individuals
(Shammugam et al., 2021). It was oa[rated i

information sharing exhibiting by@iysian e@\oy%
behaviour. The issue is possibl% the hi

/0 sidered as a natural

N,
aolle@sm nature of the society

@D
o
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(Asai & Waluyan, 2008; \Waluyan ]\ . & Hakizabera, 2010),and
ies,

according to the findi% ese stu ;"‘unbtentional sharing of confidential
4

information” is @t sevr \sue out ;({.ﬂ/the various problems that foreign
> 4 d

companies may€xp ce i
¢

on supporti %5 or/*“teac g{)tl'egso (Waluyan et al., 2010). The second most
k‘ pam_J'y to 1

NN
severe igSug 1S¥‘lowef r@mation security policy” due to the employees’

perw about rules being ﬂ%@ible. These study results have been examined by a
N

f%%hlaysian employees and it is clear from their comments that the results are

G istent with the attributes of the Malaysian society (Waluyan et al., 2010). It was

own in the findings pertaining to the degree of the likelihood of threats in the

computerized banking systems in Malaysia that these systems mainly face threats



from UITs (Malami et al., 2012). It is shown in the literature that UITs are the greatest
security threats faced by Malaysian organizations, and further studies nee
carried out on this issue (Malami et al., 2012; Asai & Perez, 2012; W@t al.,
2009). In a review carried out on insider threat status in Malaysian ¢ ies, it was
shown that the most common threats are unintentional human errors'@r mistakes like
unintentionally leaking sensitive company information on social networks (Tuor et al.,
2017; Isnin & Sedek, 2018; Mazzarol et al, 2021). Mal kl.g

y vulnerable to

cyber-attacks, being one of the top ten countries that are™wulnera IeW-attack in
"X

ek, 2018, t}tfﬁ?}OZO)

si% i ion\(EGy, 2010;

and ;ést.s related to

ala@each year (Roy,

addition to the United States and North Korea (Ishin

The risk of cyber-attacks is faced by 65% of t
Amiruddin, 2016; Isnin & Sedek, 2018).
cyber-attacks and crimes are receivemc er securi

2010; CyberSecurity Malaysia, ZO@Hhe thre\ase%a

N
example human, system, tech tc. I—fbwev ,dhe i@ mainly stems from the

q&ﬁOm various areas, for

humans themselves (Roy, MghI rtey, et al.é@Zl). Insider threats and risks
n

related to it are not %zand st

Tt ot
majority of these ;$ationi \lde\ ot to enge the risk openly. They are not
willing to discKt ir e

¢

associated 'hder reats, hich @ssibly because of their fear of acquiring a

\
negativ%kion. se ident{&uld cause reputation loss for the organizations
(Apﬂ&

Y-
1., 2018). 2V
S
E\rious aspects need to be taken into account to avoid, identify and respond to
Inc

ge f'gtl h@ysian organizations. However,

and(-)‘éfréllenges regarding handling the issues

& ident. At present, the preventive measures being used are entirely based on
chnical approaches and are not adequate; insider threats cannot be managed with

technology alone (Stahie, 2019; Ivan et al., 2018). To decrease the risk of



unintentional insider threat, multi-layered defensive approaches need to be enforced

by organizations, comprising of policies, processes, awareness, technical conw

being attentive to sociological and psychological areas (Friedlander 201@% et

al.,2020; Mazzarol et al., 2021; Omar, 2015; Soomro et al., 2016). alaysian

government have set numerous cyber laws and regulations to preverWrcrimes and

information security threats but so far there are few laws and e\uBU%ns dedicated to
o

control human threats.Control of such threats in M rganizations still

dependent on the people (Shammugam et al., 2021; Ma | etal, W

, and it w. fo'm&ct?l)\i;‘:[~ the

The existing UITs countermeasures were revi

prevailing countermeasures are not adequate.

|st'ng£ ea%mhat was
reviewed dealt with one aspect or a few cts wif an e@;z~ All of the

countermeasures were not completel ai in all a o@ﬂan UIT errors.

p@get al. (2012) as the

errors should be anticipated b%ey t&)k plaeey Th@:hnologlcal human and
organizational factors are W;ﬁklde SO % trust model. Furthermore,
rk (R!Lre f,

Brown’s solutions to human error conde

—@

Gonzalez and Sawick 2@) and Trc ek and Kandus model

(Rupere et al, 2012 QKqU|te tr The rlty issues are not clearly identified

in the Model oé@nd \:;;pere(j"él 2012). Gonzales & Sawicka (2002)

assert that a tg@on will not ﬁlecc?olve the issue of human error. Though UIT
|t|gat|$;g resénted b&lsmall & Yusof,2019) and UIT Mitigation
amk

by Greitzer et al 14) were quite comprehensive and covered the
&

aspects, they did not include a few vital areas like design of work setting,
instrumental conditioning, design of user-system interfaces, stimulation of risk
erception, trust model, incident-driven reviews to policies, practices and training

materials and sometimes, re-evaluate risk completely. Human error should be



addressed using a comprehensive approach that consists of different aspects. This is
where the existing models are inadequate, which is why UIT cases cont
increase. This indicates the shortcoming of the current approaches to s@UIT
issue. A

Thus, the aim of this research project is to formulate a conWl model by
examining the current models and countermeasures recog@ the literatures,

including the vital organizational, technological and hu faetors jto decrease the

unintentional insider threats. In this research, SMESs in aysiajwe as a case
@
study to identify issues of UIT in Malaysian context. ' _\t,}

4
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1.3 Research Questions 0\ %
This study focuses on to the foll@earch%: é
A. What are the contributing%)rs oih};gnt @al insider threats in
Malaysian's SMEs? ‘% é Qi:}

7

B. How to incorporatq the unle easures o@é identified factors into an
U

unintentional insi (UIT)fcou rme s model?
4 ¢ &
C. How to e%he va‘| \o( e pgased model to be used in Malaysian's

SMEs? %\ ‘? :' C’)O
Q @,
1.4 Resgarch ©bjectiv (e é\\

research aim is @itigate the UITs by presenting a model as a

cOuntermeasure. Three key objectives have been determined to accomplish this

G rch aim, which are:
A. To identify the contributing factors of the unintentional insider threats in

Malaysian's SMEs.



B. To propose a conceptual model for the unintentional insider threats
countermeasures based on the contributing factors been identified.

C. To evaluate the theoretical validity, usability, readability and und&@mility

of the proposed model in Malaysian's SMEs by using expert- judgement

through Delphi method. ?
1.5 Research Scope z '

This research focuses on identifying the contribu factors Wikelihood

"X
ia as alcas udy@rvey
pf% artic@;ts in this

from\tec Iogyg companies
listed under InfoTech. The onIine%&)was con d @ﬁuantitative and

qualitative methods were used to aoﬁgsthe obj \Yms$f e,{ﬁ']dy.
e A

At the end of the resear. ncep‘t‘ual I asia-tountermeasure towards

&

unintentional insider threats is developéd®The ounteé@hsures model is based on the
existing countermeasu%?f;ter}tlﬁsj}ﬂ an@ditional input based on experts’
suggestion durins@ evalr \\ e n@ was evaluated by experts' review
ds “Delphi

through two rw& to ab-}%ﬂate the theoretical validity, usability,
a ‘

!
erstandabil & t&s roposed model. Delphi method is used to

level of UITs in an organization by using SMEs in

was conducted towards the IT Executives in S

research are 311 IT Executives from 311

\ - -
reach a% level ?me@ong experts and remove any uncertainty in the
mow&e experts were sel@' based on their experience in the study area that

r xts the theorists (academicians) and professionals (practitioners) from different
intérnational and local academic institutions and cybersecurity industry. Qualitative
pproach was employed for the descriptive analysis of the features of the respondents’

profile and the first round of Delphi evaluation. While, quantitative approach was

10



employed for the likelihood and contributing factors of UIT and the second round of

g
3

To fulfil the intended aims of this study, every chapter is structured such that it

Delphi evaluation.
1.6 Thesis Structure

fulfils one or more objectives. The background of the issue, the®study objectives,
research questions and the scope of the study were p L‘Y;n 'Chapter 1. An
extensive review of the related literature and the studie t bac ewr‘ent study
nd measurenent l&éd}‘rz;the

|sc% nitiaj\ygrsion of

UITCM which developed based on the literature réviewsof existing céh:grmeasure to

formulating a conceptual model thatw )s a coun asu@%wards UITs. To

develop the second version of UIT survey \coWdu 9(}0wards IT Executives
N,

of Malaysian SMEs, to identify%and m<elih?o ofkﬁﬁ?in Malaysian SMEs.

This study identified li ihol s to @fy the need for the proposed

model and examined% dy rg!)lerbstill existed by identifying the
likelihood of UI'I/'@mostl

order to give them more foc

!

¢

to ensure th Wove d fro afit@“s?ects. The questionnaire of this study serves

Qv NN

as a ro% rd ing, the osed model by determining of how much the
75 9 o

ee e model, as well a@ﬂtlfylng the most contributing factors of UITs to be

fg\mvered. Then, the primary validating procedure of the proposed model
C

M) was done as the last step of the development procedure. The primary

were presented in Chapter 2. The research methodol

research were discussed in Chapter 3. Cha

&
gxms of UITs have been identified in

ncer 'é'éﬁng the model development process and

>

alidating is based on a literatures and existing models analysis. Validation of the final

11



version of the model was made by expert validation. In Chapter 5, the conclusion and

Yv
N
O

This chapter aims to present the introduction of the study, the r%arch problem,

recommendations for the study findings were presented.
1.7 Summary

research questions, research objectives and the scope of the study. Finally, the overall
structure of the thesis was presented. In the next chapter, f?ndat,’on of the study
will be explained by presenting detailed knowledge on Uhintenti aWthreats of

organization information security. ' _\C}





