CHAPTER 5

5.1 Introduction

CONCLUSION AND RECOMMENDATION %\

This chapter presents a summary of the research. It.elso vides a list of

contributions that can be gained from the research, a disc some limitations of

the study, and suggestions for future work to be done. cha eWth a brief

oy
summary of the study. é

5.2. Research Recapitulation

are happening due to people (M

2006). In an organization, uni%al insider is the @st insider threat of all,

which means damage caused uni ntl y by an -e§}oyee. The review of existing
ider

countermeasure of L% na
insufficient; and t %I’ S cafe
implementing Iti ere

QK . !
technical ¢ % awarengss, a{e ol to sociology, psychology aspects and
automa%]:

cou asures addresses a a%éct or some aspects of human errors. None of them

fea&b’(UlTs) showed that, they are

ill high. Defending UITs requires

N
ce to ‘,all stﬂ&s of the incident. Each one of the existing
h ly covered all countermeasures in all aspects, technological, organizational

nd*human factors aspects. Thus the objective of this study is to propose a conceptual

odel as a countermeasure towards UITs by using Malaysian SMEs as a case study.
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The initial version of the model was derived by combining the existing
countermeasures that were identified from literatures. After development of th al
version of the model, a survey was conducted to check whether the model@}ered
all UIT issues especially in Malaysian organizations context. of 311
questionnaires were collected from IT Executives of the SMEs alaysia to
determine the contributing factors and the likelihood of UIT. .Mtative data was
analyzed using SPSS. The results of the analysis show tha R;)f'the respondents
from all the SME’s alleged that their organizations wcteyvery 'kwce threats

@

with 634 (34.2%), which constituted approximately o ird of the r oﬂdg@
ns{ i to @?ront this

i ch th@;? In addition
based on the survey, ignorance and nwa (27%), s ion <<reness (26%) and

human error (22%) were the n@hjontriﬁt to ,@*UIT in Malaysian
sé d' ;@r\

Also, 442 (23.9%) believed that their or

type of threats while 172 (9.3%) were m

organizations specifically in on t a:onEQ ing factors, the second
version of UIT model was i %d. jl n uti@ors have been mapped with

the countermeasures s%[ proposed o'('zlél taclusively covered all contributing
d &
factors been identif'N{he upti ion cgnown as a second version of the UITs
n

model in the thesis 1S%the en e ted. To evaluate the second version of

!

¢

the model, IE&}Iphi methdd wWas,uséd in order to reach acceptable level of
\

agreem% g experts ?d rem&e any uncertainty in the updated model. The

exp ere selected based @w@ir experience in the study area that represent the

t m (academicians) and professionals (practitioners) from different international

G ocal academic institutions, and industry with cybersecurity knowledge.
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Based on the experts’ review, in first round of the Delphi evaluation, several
elements and components have been suggested to be improved or added. Trw!ne
revised version of the UITs model has been presented to the experts i t\cond
round of Delphi evaluation. According to the experts, the second versi&{he model
was found to have relevant components; theoretically valid, usablg, readable and
understandable and they have collectively agreed with the fi aMon of the UITs
model. % '

Based on the feedback, the importance of this workelies onjthe the model

@
as guidelines in organizations to assess the status of theis UIT miti n’m@es at

every layer of the stack. It is hoped also th odel €a user@' improve

organization UIT countermeasures anw ctlyx\ st thenﬁ: strategic,
operational as well as financial of the wzaion. é
O e
‘% 0 3o
N ~\<°
X~ ’ S
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5.3 Unintentional Insider Threats Countermeasure Model (UITCM) In Reducing Int,e&éZThreat Environment

I
!
Or izati 1C es | Human factors' Countermeasures I ! I
Govemance Behaviour - —| Incident response
A « Law and Regulation, Policy Enforcement, -\ fonitor Empl. P BN SR
1 Procedure, Standard, Best Practice, et et I « Watermarking Forensic, Intelligence
1 | Baseline. Standard Operating Procedure. - . = (rus moac : Operation B
N q SOP), Guidelines ol sinensy A : i 1
2 I ¢ £ g - ! : « Backup Systems (Spatial /Temporal)
: Il e -+ Process B i oF « Collaborative Reinforcement Model. | Replication.
: 5 T : 7
i 1= = — = =3 . Maintain Employee Readiness. & 4 A | « Remote Memory Wipe For Lost
= : I « Improve Data Flow. : I - Hi Equipment.
;" : 1 I « Effective Security Practices. : : : Psychological : I
g WA . Maintain Staff Values. i i --#l. Mental and IQ Test S
. i | « Improve Design of User-System : O | « Drug Testing. H I Ercyedtion
wn 1 = Interface (L1 ' : : « The Cognitr | « Automation.
2 E | | « Affordable Access to Mental . - R1 n i 5
E T E: 2 : 1 H « Data Encryption/Password g
L g 25 I Health/Drug Treatment Services. : o | Protection o
= : . « Appropriate Time Off For Employees. R Al e ¢ &
¥ v : | o A : - 3 I « Wireless And Bluetooth Safeguards. B
- " . e BLAGIVRICS: EOny Culture - - — « Standard Systems/Email Safeguards 8
- | « Improve Design of Work Environment. : Ol : (anti-phishing, anti-malware etc),
1 1 « Improve Work Planning and Control. H ¢ = —s, Stimulation Of Risk Perception. : prevention system (IDS/IPS.DLP),
ia g : e W i 3 i g . o i e I s
- I I;I.lrl:crtoi; :5 ork Setting and Management I lGerneen #|. Security Education, Training, i Firewalls, A_E.’T Prev enuon,'.—\ccesses
T e o 7 - © EELEED : Awareness. Instrumental A Control. Static And Dynamic
: 4 I % ) : Conditioning. H Software Code Checkers, Data
: | . « Usability of Software /Security Classification. IAM, Website Controls .
1 5 Monitors : Tools. :
H——Y oring : s
' A . - : « Encourage Following of Policies. :
e = = = # . Risk Analysis And Auditing. o : D. =
« Incident-driven Reviews (Policies. H . Employee Assistance Programs : etection
Practices, Training Materials). £ (EAPs). « Security Information Event -
<Periodically, Pully Re evafuate Rislc i : « Management (SIEM) Systems.
*E H « Respectful And Calm Workplace : 5 e 2 :
Hicironmesis: : Software to Recognize Bogus Emails. :
: EDR, UEBA, CCTV, RFID. E Y

End EY X user

UIT by the ethical employee |¢I Contributing factors of UIT C>I UIT with an outside malicious agent

Figure 5. 1: Final version of UITCM
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The initial version of the model was derived by combining the existing
countermeasures that were identified from literatures. a survey was conductedw
IT Executives of the SMEs in Malaysia to determine the contributing fac@\jﬂJlTs
in order to give them more focus and concern during the model develﬂ)@\t process
and to ensure that they covered from all its aspects. UITCM includ&wﬁe groups of
components which are; process, governance, monitoring, p (MC&L behaviour,
culture, detection, prevention and incident response &;

,nain domains;

organizational countermeasures, human factor's co measure technical

3 Y-.
S governa dro‘@/hlch

|iQ< ent\/w?ocedure,

e (SO uidelines.

countermeasures. Each group has its components s

includes eight components; Law and Regulati

Standard, Best Practice, Baseline, Standard%

UITCM groups are connecte hree type

between group and Monitoring a diting \Cee¥s ,@h represented by the
N,

dash-dotted line in black colo%d reﬂxtion etwe&@oup and Risk Analysis

and Security Metrics which_represen

rel@%s; first relation

e da line in red colour. Third,

y
relations among groups.i M WhiEl re res’erﬁ@by the dotted line in blue colour.
4 ¢ &
am

Each group is co@to Otli \ gpSychological problems such as drug
side effects andgtmen neg r&ély affect operator performance and can
contribute oce)ors. Orga : ('?aws and regulations should consider
NN

psychol% roblems_o ?npl and thereby reducing the likelihood of the

a mployees who may cause harm to information system. Thus the UITCM

G osed a relationship among psychological, behaviour, and managerial groups.

Where physiological state affects employee behaviour and managerial group is

responsible for mitigating risks of physiological employee state, by some procedures
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such as necessary tests and suitable work environments. For example if organization's
laws and regulations impose mental abilities test and drug test as a condi?m
employment , potentially non-trustworthy candidates can be identi@%\ the
application stage and avoid those who may cause harm to informatio . To see

the details of UITCM components and its relations refer to Appendix

5.4 Research Contributions z '

Based on the finding of this study, theoreticalycontributi practical

g
implications are discussed in this section. é ' _\f-}
' 4
<

Y- \ <
5.4.1 Theoretical Contributions N 0\ %
In the theoretical aspect this reswatributes t bod@'{he knowledge.

D54

A. Likelihood of UIT in Mala;%MEs s a Gase Study-
\.C &
esearch

i‘sé@results from the survey that

The first contributionﬁi th url
was conducted. The % cuses an de }nﬂi@the likelihood level of UIT in
'3
Noes ik

Malaysian SMEs. wta w t é 311 IT Executives of SMEs from
%

technology MS nderd}%éTech. The aim of this study tends to

!

¢

identify the '%odl el of ir{ertis | insider threats in organizations especially
NN

in the [stc/' e of” ?:utivc&nder InfoTech. The study showed the SME’s

exe%’ perception on the\l%ﬂihood of UITs to occur in their organizations are

% Xh. The results revealed that majority of the respondents from all the SME’s
e

d that their organizations were very likely to have faced threats with 634

Q.Z%). Also, 442 (23.9%) believed that their organizations were likely to confront

this type of threats while 172 (9.3%) were most likely to have faced such threats.
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However, 332 (17.9%) and 272 (14.7%) responded that their organizations were not
likely or least likely to face such threats respectively.
Therefore based on these data, it shows that the level of unintentional insi@ts in

Malaysian organizations required more attention and addition cou sures of

these threats are required. ?

B. Factors of UIT in Malaysian SMEs as Case Study z '

The second contribution of this research in theor asp tWhe factors

X
that lead to unintentional insider threats in Ma@wrgani tio ﬂas d—}] the
en 7

survey, the result shows that the majority of % ara@ﬁzed their
incidents (UITs) arising from unintenti@f) I rancpé;‘negligence
followed by situation awareness (26% an error

%). ‘@Qbercentage of the

others contributing factors were (nﬁﬂ/anderm . Ux S j@y policy enforcement
N,
2.2%, mood 2.2%, culture dgetoof 0 amizatin.fo,')l.G%, design of work

environment 1.5%) respecu*' ;I\fh‘x e[II) rceng\lf UITs contributing factors
t 1.

were presented by ma% t supp /:' lgeu@r 0.11%, motives and incentive
’ &)
and disincentive OEELO.QOTo, fects%@%%, stress and subjective mental

workload 0.68‘VQ 0ssibi erso@!& feature 0.60%, fatigue and sleepiness
¢
0.48%, influ &a drugs and rrﬂ'onﬁs_j ‘40% and apathy 0.30% respectively.
% "
These identified factors,can hé?the organizations to focus on doors of threats.

The izations can start st au@{zing their cybersecurity countermeasures so that it

C xch the most contributing factors of threats. For example, by creating
Q eness in the organizations on the direct and indirect causal factors of
nintentional insider threats based on Malaysian SMEs case study, it can at least
reduce number of cases to happen. Several preventing approaches can be determined
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to help the organization especially when deals with threats that associated to human

X
O

This study serves as a reference for further research in t leld of UIT

factors.
C. Contribution to Literature

countermeasures. This study identified the direct and indirect ors of UlITs in
Malaysian SMEs, such as; human error, fatigue and slee ms' and subjective
mental workload, situation awareness, skills and  expekience fLedee‘es, mind
wandering, apathy, ignorance and negligence, m@d incentive dhii@?];ive
policy.. Etc. Then the study identified the existi un% of.@ﬁe threats

show&;t, they are
insufficient; they did not fully cover waarmeasure in‘all a@s, technological,

organizational and human factors cts. Thl\udg q@*UITs multi layered

N
defensive approaches includi S, p?oced es, teehnical controls, awareness,

attention to sociology, psy@spT nd-autom defence tools at all stages of
the incident. % ujl 0

from the literature. The review of existiAg, counter

4
N
5.4.2 Practical Q&tion O

!

¢

In t@al pect, i; r%f:}a ch helps organizations to implement the
NN

suitable% untepmeas ? andi@ease awareness on seriousness of UITs threats.

A. W&ntional Insider Th @Countermeasure Model (UITCM)

% e main contribution of this research is the proposed Unintentional Insider

ats Countermeasures Model (UITCM). The research model is useful as a

T
uideline and input to an organization to prevent from attacks and insider threats from

further propagation. This work will assist IT Executives and organizations in
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identifying the best countermeasure to combating cybercrime and securing their
Information System. It is also beneficial related to awareness of human Vﬁy
threats countermeasures. The proposed model presented a Wid@ of
countermeasures in three domains: technological, organizational an n factors
aspects which were not addressed in the existing models and strat?&? The model
tried to cover the missing aspects in the existing models. The Ul has addressed
the gap of the literature. The model adopted multi layer Y;\li approaches by

introducing policies, procedures , technical control awar nMention to

oy
sociology , psychology aspects and automated @p tools/at al sﬁg&%f the
4
<
T

incident which are prevent, detect and respond % \

The model can be: N 0\ %
. Input to develop secur@mrk, po nd @Elines to mitigate

UITs and keep their informa@gjystem s\ ,<\
N
. Use to identify‘éss p@ogra @nd improve security culture of
&
d

organization as a h’tor entian ‘g d organization information
security. %z l 0’

g b 4
. Serkuidan‘: \r~er atin@ecklist to assess the status of their

-9

UIT mitigatiofny me 'd op{hﬁﬁe their limited resources in ensuring
¢
secur'!t. 4 (j')
\
% e compre iven f UITCM, it is hoped that it can be used by all

Y-v
& &anizations to help thel?)“e'm' ployees in being safe online.
N N

6 imitation and Recommendation for Future Studies
This study has some limitations that will bring about the focus of subsequent
research. First, the current research focuses only on using close-ended questions to
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investigate the contributing factors of UITs in Malaysian SMEs. Therefore,
subsequent studies can use open-ended questions to identify more contributing

of UITs. Second, the current research focuses only on Executives of rom
technology MSC companies listed under InfoTech; hence, future studﬁ*y involve
other Malaysian organizations. Third, the current study did not inveWthe cultural
differences, so subsequent studies may work on a comp iMdy with other
countries. Fourth, this research focuses only on survey a me . Future studies
can use an interview or observation, this may give mo ta a .éequ‘. Finally,
carried ',ISI@TH_S

m% i rese@ﬁ, hence,

UlTﬂ co ermea@g.in order to
further refine and eliminate any Weakwat the mo i h@e.

A world with current new thr%hat kee \m\qic

N
and individuals to keep adaptin% ne\/\f‘threa : husq@earchers are required to

&
always remain ahead of the Mnir in stig@future threats. In this regard,
researchers should ;ate the i IiHoob'level of UITs in Malaysian
4 ’ &
organizations with QQStudi N videgwe data on Malaysian situation as the

Malaysian documented ref

the development of the model in this study

countermeasures available until the time of

subsequent studies can pay attention to the,ne

continue dis
%k ’ D)
4
5.6 ﬁﬁary \c.j

is research focuses on the development of UITCM in order to help the

2
3
(9]

rganizations to mitigate UITs. The countermeasures model has been developed based
n the existing countermeasures in the literatures and the result of a survey that

conducted to determine the likelihood level and contributing factors of UITs in
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Malaysian SMEs. The result of the survey confirmed that the likelihood of UITs still
high. According to the findings, the majority of the respondents from all thews
acknowledge that their organizations were very likely to have faced t r The
result of this study shows that the majority of respondents (27%) ch&%zed their

incidents (UITs) arising from unintentional employee ignorance negligence

followed by situation awareness (26%) and human error (22%' w ercentage of the
p

oli cy enforcement

ion 1. A’\{sd of work
23
Yw
f UITS co |b't|@ctors

0. 11‘% i es ncentlve

and s@&lve mental

%, %e and sleepiness
(&)

others contributing factors were (mind wandering 2.2%,

2.2%, mood 2.2%, culture 1.9%, budget of organi

environment 1.5%) respectively. The lowest percen

were presented by management support 1.3%

and disincentive policy 0.90%, age eff

workload 0.68%, risk possibility as ww feature

0.48%, influence of drugs and h es 0. ga t}az\ﬂ.BO%. Furthermore,
N

based on the results, the m |butﬁg fa O@TS had be mapped as

&

additional input to further develop th mod he model was developed in

:,l
several stages. The ini% n of Pry el (/va@rlved from literatures. Then the
d ver

model was further roved af {QH based on the results of the survey
!

conducted. The /e&ver [
vﬁth@iﬁtlon inputs based on experts’ suggestion

review and Iphl eth ion i ’ i
\ - - -
durmg valugti reac 0 the final version. The evaluation was done

thro e two rounds of [I@fhi to evaluate the theoretical validity, usability,
N

r% y and understandibility of the proposed UITCM. Delphi method is used to
cceptable level of agreement among experts and remove any uncertainty in the

Qdel. According to the findings, the model was adequate and had relevant
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components, the model includes logical connections, flows, and reasonable terms, and
it is understandable. Y~
These survey data also give an indication on doors of threats (i t of
Malaysian organizations. Determining the likelihood of UITs in V\ﬂ&am SMEs
leads to more attention and taking threats seriously. The organizations must consider
the contributing factors that may lead to UITs to can mltlgat%gwrly as possible.

The organizations should create awareness on the direct a t eausal factors of

UITs and adopt modern technologies to mitigate UITs. .\d

The results of this study have significant i tions fro hel t@tlcal,
practical and policy points of view. Therefor UI% dy@é able to
bridge the existing gap in literature. B% he mo@\‘g useful for
organizations to strategize their secu\%‘ace and ¢ rm@ctres as the model

adopted multi layered defenswe ac es gdu |;@}pollues procedures,
S
technical controls, awarenes |on o S cdogxQ ychology aspects and
automated defence tools a II stages L C|de |ch are prevent, detect and
respond stage. This i% n strongly ‘IP‘ ow@‘nsatlons to employs awareness
program to expa& securli of |zat|ons and as a guide to all the
employees of t org zation.J 'g saf ine.
' O
S
§
S
N
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