CHAPTER 1

INTRODUCTION

1.1 Overview
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This chapter will discuss on research problem statemeqi that¥motivates on this
jectives,

research topic, describes the research questions, research 'esearch scopes,

research plan and the organization of the thesis. .\d‘
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1.2 Problem Statement ’ \,Y'

Anything connected to the internet 18,exposed uaichisksj@uv;ing the risk
of a personal data breach in cloud stor %ase of the net @ﬁ'isen significantly
nationwide during the Covid-19 pan@j resultln\hﬁWu r)@ber of cyber incidents
being reported. According to %met QJsers urvezz'@\S), 2020 report by the

o

m@(MCMC), the percentage of

Malaysian Communication?. Itl a

internet users in 2020 % .3% f‘r' #j{o‘ ir@lB to 88.7% in 2020 while a total
&

identi o erorted

of 8,669 cybersec@ e Cyber Security Malaysia in 2021.
Cloud adoption% e be igni@ﬁ means to stay ahead in a post COVID-

19 world fo:;%n flexibilit or&er@(}t? access. However, some husinesses are still

NN
yrofess&]als citing security as their greatest concern in

adopti n enterprise cloud uting strategy (Katie Costello & Meghan Rimol,
LS

2%‘ hey believe when everything is accessible online, data can be vulnerable and
insécu

re. Data security, encryption in cloud and remote access restriction have been

quicantly a consistent security issues in cloud computing including cloud storage



which have been discussed by (Ali et al., 2021; Alsaadi et al., 2020; Tabrizchi &
Kuchaki Rafsanjani, 2020; Wu et al., 2019; Yang et al., 2020; Zhang et al., ZOL?'N'S
a common concern for any technology, but it becomes a major challenge wh@\/are-
as-a-service (SaaS) users have to rely on their providers for proper secuﬂé@li Pitchay
et al., 2015; Tabrizchi & Kuchaki Rafsanjani, 2020). Y.'

To secure data in cloud storage, it involves preventing erd people from
accessing the data as well as to avoid data theft and to en L&\;rrrpted operation.

Whereas to build customer trust, commercial cloud servi sterfs .e\n@ach user’s

"X
data with a specific encryption key. When the us uests to vie 11e _x@ the

decryption key is applied to decrypt the data an iewed user&jBecrypted
ndi

ers. M@X.ervices keep
ata @Eﬁizchi & Kuchaki

g(\&user logs in with a
N

key can be stored either by the service itselw
the key themselves, letting their syste e and process

Rafsanjani, 2020). These services alsg, access \kegw

er tOQJSE it is izf}élr'bh more convenient than

having users keep the keys them es] ever, theé@'e still a possibility that their
or

password and unlocking the da

own application might romise

cl!e@lowing an intruder to read user's

4 2 &
files either before wre eni: §d\ r urgmng or after being downloaded and
decrypted (Haib‘@q

ting/data teﬁt 'Cj::?oud environments, data encryption is not a

Whil
\
new iss%k it has_rai ?num@ on set of data encryption protocols and key
Y-
manﬂ&nt considerations (Dre@“Wright, 2020; John Moore, 2014). National Institute
N
0 ards and Technology (NIST) researchers and the experts are continuously
investigating the key management challenges in a cloud environment where the cloud
ight complicate matters, but regardless of computing style, key management has been

the perennial weak link in encryption (James Christiansen, 2019). Christiansen likened



the situation to a person who installs an expensive car alarm but leaves the keys in the
door as the same thing in organizations of cloud storage, where attacker would nw
the AES-256 algorithm when the vulnerable encryption key is available tc@\jmked
instead. Christiansen also suggest users to encrypt data before it goes toﬂ&gud. When
users move the data, users do not have to care about the data that is Imind with the
cloud provider as the data is encrypted with user’s keys, then ewprovider or any

attacker that gains access to the cloud provider's systems o klps cannot access user

data. .\d
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During the Covid-19 situation, many compa encouragi *a@work
from home remotely either using staff own dewvi om@ : Re\rBGte access

allows staff to access office systems at cle\q\vii he ix‘ter from@%?e locations.

y da@many risks. Staff

ure tall times, otherwise

Despite the many benefits, remote systéms can.expose ¢

will have to manage these risks to k@%&ir remoﬁ SS

N
company business data might d as remo orl@'?elies on the exchange of

=

business data or services r*imf T i tructure, typically over the

internet which are outs ganisation's on‘frdb‘he remote environment in which
' ¢ &

staff devices are use\wy alsci \NL S. Fgaample, security concerns may exist

around the lack @al seeurt ntrol{;&l‘ﬁch creating a risk of device loss or theft.

!

The worst-c &anari h&{)p@ji? device being robbed, the theft which is
NN

someon% non-guthori ?1 per@ml gains access to the stolen device which give

the ortunity to access co@ény system or data, then monitor and manipulate
N

c%%atial company data from any place of the theft location. In order to reduce this
isky e

~

sky encrypting confidential data is one of the security measures to prevent theft.
ompany might define specific location for each staff to do their work during work

remotely from home as the key requirement to decrypt the confidential company data.



Staff who are working outside the define location unable to gain access on company
data. Yv

Based on the given problem, there are three major concerns that need to@\SMnced
which are (i) secure file storage, (ii) vulnerable encryption key and (iii of remote
access restriction on file at cloud storage. In general, existing workmbolghasemi

et al., 2013; Lin et al., 2017a, 2017b; Tse et al., 2014) prefer oWhe key together

with the data in cloud storage data file. However, this opOFes to study the

dat Where the
B
Yw
ncryption tfﬁd&@ keys
an@ ey-g@@ration or

2018@3; al., 2017a:

em@ protect against
unauthorized remote access on st((e-%ata, no\eﬂw Iy'\ﬁ“as discussed to solve

unauthorised remote access fro nt locatio urin%(/ k from home. Thus, this
n

existing encryption and decryption methods for sec

encryption key being stored by the user machine. Exi

that produced from the combination of user p

pseudo random key-generation (Kolapwar, 2015;

Mamun et al., 2021; Tysowski & san:>2013). I

thesis aims to include locati Mrmil as

additional requirement parameter to

pti n: éndébcryption process. The location

protect data in cloud eyvia encry
d &
information which Oﬂ@o Iaii Iongié&de coordinates will be used to generate
'uShg

est 'ng pr'b%é key encryption which is AES algorithm

[
(Mamun et al.,gg; Snld & ti,éO{lJ()’.)Besides the location information, this thesis
NN

propose%knce ﬂige_g) tion%/ by merging the user password, user’s location

v

infowgn and user’s devic@que identification, MAC address to generate the

the encryption

e ton key known as geo-key in order to overcome the three major concerns of
6 ity issues while securing data in cloud storage.
This thesis is implementing three parameter which are user password, user’s location

information and user MAC address to generate the geo-key as the encryption key to add



an extra layer of security to a system. This approach is often used in scenarios where
security is of utmost importance. The user's password is a common and widely aw
way to authenticate a user. Password ensures that only authorized users can@%ﬁ(e the
encryption key. Passwords should be kept secret and are something onl er knows.
Second parameter, which incorporating user location information adds an additional
factor to the authentication process. User location can be used to ensure that the user is
in a specific physical location when generating the encry| Y;T is is useful for
applications in this thesis where physical presence is Critical f Mss or data

™ 4
the uger devicg @des a

decryption. Third parameter, which the MAC addr

hardware-based identifier. Including MAC ad

the ke{/ tiow%cess can

thabﬁhe ryptioékg; is tied to a
particular device, making harder for awﬁ}) use the n a@'erent device even

if the attacker know the passwor(%mbingq% th &P rameters in the key
N

generation process makes the % more diffi for@iuthorized users to gain

S

access to the encrypted file ate L ptien ke&é&/en if an attacker manages to
obtain the user's passw%m%ttacker ou ;I!so@d to know the user's location and
s &

ic MA (a.ddress to generate a valid encryption

have access to thj&deviciﬁ \*ﬁ
key.

add a layer of device-specific security by ri

o>

E\ How data can be secured on different locations and which method can be

applied?

{

b. How to design appropriate method on protecting data privacy and security

issues at different locations?



c. How to validate the new designated method works for protecting data

X
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The research objectives are defined as follow: Q

privacy and security issues at different locations?

1.4  Research Objectives

a. To identify existing encryption and decryption mgtho or securing data

based on geographical information. '
b. To develop an encryption and decryption od base ographical
"X
identification for protecting data file in sto ' _\0}

c. To evaluate the developed geo-key y anafy ] e e@[ion time

performances, validating decrym cessﬁjlne t diﬁ@STocation and
verifying the data integrityW})ted files. é

1.5  Research Scopes q
\M So
The research scopes.are ineI offow: O
a. This researc ses on enhan 'glthéxisting encryption methods for
i

securing in storai;

b. The eacryp an

’
of location infarmati

c.% g relat )<s foeuses mainly on plain text only (Karimi & Kalantari,
T

&0 1; Liao & Chao, 201;80, this research aims to encrypt and decrypt data that

\ support variety types of format as following:

N

I. Documents in pdf, doc, pptx, xIxs and txt file extension of format.
ii. Audio in MP3, and WMA format.

iil. Video in MP4, WMV, and WAV format.



iv. Photo in JPEG, and PNG format.

1.6 Thesis Organization q
This research is organized into five related chapters. Chapter T&@rlbes the
overview of the research. This chapter discusses briefly the research baekground and the
problem statements. This chapter also consist of research ques omarch objectives,
research scopes, research expected outcomes and the resea LJXn.izafion.
Chapter 2 discusses the literature review on cryptography algo 'thw‘are made

up of symmetric and asymmetric key. This chapter al iews on type o’ e@tions

and decryption in cryptography. A summariz |s% n I@Bn -based

encryption also provided in this chapter. u‘

Chapter 3 presents the methodolog&@ g used

research. In this chapter, the resea orkflo gee gg ered. It includes the

S
operation of text encryption and%on aﬁd the toals uzg@ develop the application.

is research. It describes the

Chapter 4 will deliver ngs § .
results of using the en orith -ehmb'lon and its evaluation.

Chapter 5 su%the c‘)

mvé‘é objective of this




