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2.1 Introduction

N

This chapter presents the background to common tt‘cks nd SDN
components. The operation of DDoS attacks and the operation of O ow inc?DN
N

are presented. This chapter also presents the controller§ a the’ benefits of
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comparison between all S D’B%Jectiggg—blutions discussed in the
chapter is provided. The S sed DDoSfattacks @gation methods are discussed.
N
A chapter conclusion iSTinally pro{ * 4 <</
\ vice(J(fl$DoS) Attacks
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The DDo@ objegtivenyis m@the services inaccessible by legitimate users
like int atta{kyzwim@re the victim is overwhelmed with the massive
is targeted with a large number of sources distributed across multiple
Ucations. DDoS attacks are typically launched via botnets as a large collection of

2.2 Distrib eébeni
!
2 .9
. o .
a f traffic sent to it. DDosS attack idea revolved around the fact that the
zombies (also known as compromised computers). The major focus of the research



community has been the prevention of DDoS attacks (Hoque et al., 2015; Wang et

\Y'

2.2.1 Operation of DDoS Attacks (,)

al., 2015).

When it was difficult for attackers to overload the target’s resource froth a single
computer, many recent DoS attacks were launched via a large wb, of distributed

attacking hosts in the Internet. These attacks are called Distrw&Denial of Service
attacks. DDoS attack is an internet attack that is imp@ a cc‘ardin ted attack
and is launched indirectly through many compromised p er.s\drge\ﬁeale.
Source attacker uses client-server technology to% effectivengss c’f tﬁe"benial

o b §
of Service significantly by exploiting the rer!s

f\m% e ign@ﬁ assistant
computers. A DDoS attack is carried EM grom 0 achi&ﬁ\gents) sends
r

packets to a victim host on receivingm nds from

by the attacker. In more detail qfe)wos't\ Q%ex ar}ﬁ;s{aves IS compromised
o

machines that have identif*\a%ring ginin%&ess and are tainted by

malicious code. The attacwmdleslmas gen@d they coordinate and orders

achi aster) controlled

o
slave agents. More s%ally,{ tacker @ s an attack command to master

agents and activ&\aﬁttack'proc eson Q?Be machines, which are in hibernation,
waiting for t'ESggropr'atg c and {o’g}ake up and start attacking. Then, master

'
agents, t attack commands to slave agents, ordering

@, ose ﬁs .S
them Wt a D‘E) atthck nst the target. In that way, the agent machines

N
(QK egin to send a Iar@é?olume of packets to the target, flooding its system

~—+

&

v,

‘%Jseless load and exhausting its resources. Figure 2.1 shows this kind of DDoS

Qtack (Dillon & Berkelaar, 2014).
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2.2.2 Types of DDoS Attacks

Highest DDoS attacks |nC|dents t ve d /Gh,e first quarter of 2019

een
(Securelist, 2019) showed t e Was a arb se in the number and
proportion of flooding SY: att% percentage of UDP attacks
also grew &gmﬁcantl% attac ij‘l 00 next paragraphs.

In SYN attack, &a k exploits.the thr\ ay handshake between the sender and

t’(!f requests with spoofed source address. If

b 7}

é?/

receiver by lar

a.»g/

s urces on the server or the server software is

those h onnegtio
Ilcen.ssl%onnectlo all't heﬁsources might be taken up.

Healthy TCP handshake is a synchronization message sent by a client to the

Oe er and that means a request for opening or establishing a connection was sent.

The server responds with acknowledgement to the client by sending SYN-ACK

message and that means server accepts the establishing of the connection. The client



completes this establishment by responding with an ACK message. The connection

between the client and the server is then opened and the data can be exchanged

~

between them. But in spoofed SYN handshake the server waits for the cli& C
message after sending SYN-ACK message to it. The client or (vi(@ never
receive the message because of the spoofing source IPs in SYN es and with
this process the connection will not be completed but created t is called half-open

connection. The half-open connection will be allocated Wted space in the

t%will soon
nnecti r§-and

filled up. As result, the victim will not be able togaccept any hew K
| &
therefore this will lead to stop providing service eena & Jaj@ -\

victim’s process table and with too many half-open

w

% 5

Unlike flooding DDoS attacks thW;st tbf b widthﬁ power, or
memory of the victim host by roow >verwhel 1 nur@‘of packets from

thousands of compromised computers,(zombie ny g@imate flows, low rate
N,

DDoS attacks exhaust the vietimis®resources un(;}o@ low number of attack

packets continuously to be_simtlar tl itimate tr : A low-rate DDoS attacker

exploits the vulnerabili CP’s conge ioh o@ﬂ'ol mechanism by continuously
'3 $ &
launching SYN a wacketf \oNo stargow rate (constant attack) where these

of C%(k packets to avoid being detected by

!
existing det %olut ns at4 time fct‘I%fﬁC generation (Zhou et al., 2017).
Qv NN
ran R)@ ~y

ram Protecol [')\F’/Yattack a large amount of UDP packets may be sent

attacks reducegthe rag
¢

InU
Si ;yg/ attackers towards}g% victim. Since an intermediate network can deliver

r traffic volume than the victim network, the flooding traffic can exhaust the

Qctim's connection resources (Meena & Jadon, 2014).



Juyal and Prabhakar (2012) identified Internet Control Message Protocol (ICMP)

Attack as Smurf attack and send forged ICMP echo request packets to IP broadcast

addresses. A large amount of ICMP echo reply packets are sent via an in% jary

site to a victim. This large flow of echo reply causes network c
disruption of resources from victim. ICMP datagram use the

construct oversized ICMP datagram to launch ping attack.

Table 2.1: Classification of DDoS

gestion and

;'Vgommand to

e

Classification

Attack

Reflection-based flooding
attacks

Protocol xploftation

¢

ICMP)

peﬁ: ith .the intended
i ’s for source IP
br &tt}ed to a

puter, hetwork using

adcast address.
generates  huge
t of illegitimate

ic on the

ork causing network

congestion.

I
hi

Fraggle attack is similar to
Smurf attack, but it uses
illegitimate UDP traffic
instead of ICMP traffic to
achieve the same goal.

flooding atta&J
<</
\A
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In TCP SYN flood attack,
an attacker sends the
packet with the SYN bit
setoff TCP

three-way handshake. The
victim responds with the
packet back to the source
address with SYN-ACK
bit set. The attacker never
responds to the reply
packet, either on purpose
or because the source
address of the packet is
forged. Therefore, the
victim’s TCP  receive




queues would be filled up,
denying new TCP
connections to legitimate

UDP Fragmentation attack | Clients. Yv

In a UDP F tlon
attack, att rs send large
UDP (1500+

bytes) t sume more
bandwidt R with  fewer
pac victim’s

re consumed in
% ing these forged
ich no ability to

e re-assembled
Y'

2.3 Software Defined Networking (SD é [ _\o}
b

Software Defined Networking (SDN) is ctur evyemgned to

facilitate the way of managing, measurc\@ ontro‘l%g the network

odern ap i atlonQDN reliability and

flexibility are shown from the We | plane and the data
o e,

plane. Data plane or the |n cture er isjcom p@'of switches. The major

work of these switches i rdlni the o mlrl@ackets according to the flow
can

dynamically, and to make it suuable f

)/

[ 9
tables. Forwarding d ided 22, configured by the control plane

through the so protdcol Flr ndard of the southbound protocol is
the OpenFIo (o]0 I 8—)9 Control plane or control layer, logically
contalns |gen h net@ which is known as a controller, while data

ips the &KJ g devices such as switches and routers (Cui et

plane
al ﬁ&) OpenFlow net\No@(OF) is the core of the SDN and the OpenFlow

‘%es (OF controllers and OF switches) are located in it. OpenFlow can do more

Oan just sending routing information and receiving packet information. It can

receive variety of information from the switch like port status, flow status and look



up table’s status as examples. Therefore, the adopting of a various network

Yv

hree

application is feasible in OpenFlow (Fundation, O. N, 2012).

Considering architecture in Figure 2.2, SDN can be separate
layers the top, middle and the bottom layers. These layers are knowf&)plication
layer, Control layer and Infrastructure layer. Generally, control plame logic that
controls the forwarding traffic behavior in the network N data plane is

N

responsible for forwarding that traffic to the selected e'ccording to the

control plane’s logic. Moreover, control plane pro pe oWand fault

@
| \Y
management via SDN standard protocols. It Ily hand d)n@ ation
management of the SDN compliant devices ers% etwaglgqopology.

On the other hand, the routing protocol asﬁqgc} he cﬂntro lane ﬁ@nons, it might

computes the shortest path over oagy but ulti tel@% result of such

computations must be installed i&y’tches tE\ast a
i? 4 ..

0 the forwarding. The

S/

forwarding table entries the actions associated with

plane. Switches can % r |an‘t' gy ::_c’nl?@r to make forwarding decisions

or make the decis'w thw oria gu, 2010). One can think of it in some
ways as, the %Ian i rain is operation and the data plane is the
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Loaded with th dew{ GB@oller (control layer) can process

connection req based A desired re ments such as QoS levels from the

e 2
application I% the nort 91!1 and it can also perform link management
[ truc

between in the infr
prm L

N
9
\OpenFIow controllers are allowing control and watch the SDN network

d ally from the packet flow perspective. Meanwhile, OF switches are meant to

keep flow tables with statistics about all active flows. Among other devices, the

tu yer using the southbound API the OpenFlow



controller will observe any variation from the normal behaviour in network traffic

X

Ahmed and Kim (2016) found that “all the features information r dis

flows (Ahmed & Kim, 2016).

easily accessible by means of SDN controllers and then processed w*ntelligent

algorithm to decide about the maliciousness of traffic flows. Therefore, those attacks

which are being launched from or converge at the SDN network d@main can easily
X

be detected and mitigated by exploiting the features offer

2.4 Openflow Protocol N\

| S
OpenFlow protocol is the standard protocol used foreommuhicati bet\@h control
layer and infrastructure layer as definedwcn t\mg F@Kﬂon (ONF)
(Fundation, O. N, 2012). OpenFIow@e direc toéﬁ manipulation of

the forwarding devices such as sw'ehes and @&yq%r t ,@%work.
o
2.4.1 Openflow Table EQK& i?f—
N
OpenFlow table is a data s%cture t i

at r 'dpm\hﬁe high-speed data plane of an

—%

OpenFlow switch., Its cente \4& me’@&’forwarding behavior and packet

S

handling behav&that nF switéﬁé\n OpenFlow table has one or more

N
. \1 1 O . -
flow entries % went a(ie‘oof components. As illustrated in Figure 2.3,
the flo@‘ﬁ th} 0 s@h’s flow table includes Match Fields, Priority,

Counter, Instructions, Timeo ookie, Flags (Version, O. S. S. 1.5. 1, 2014).

\
fields that are used to match against packet headers in each individual flow.
lored flow entries in Figure 2.3 are the basic flow table entry components
Qpecification, O. S. (2009). Once the incoming packet is matched with any of the

match fields the packet and byte counters are automatically updated. The cumulated

&t



numbers that stored into these two counters could be used as network statistics and

the controller could enquiry the switch to forward these statistics to it. The packets

(¢]

counter is used in our research as an important statistic element. Thereﬂzm

instructions must be applied on these incoming packets once the matcmg pacess is

done which are known as actions. These actions are installed on witch by the
SDN controller. These actions will be updated or add to it basw e status of the

packet that sent by the OpenFlow message from the switch controller (Dillon

& Berkelaar, 2014). "\d
N , 78 . b

Match Fields Priority Counters - Timeouts Cookie Flags

a T~ S

Packet counter
Byte counter
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Figure 2.@tabl ry dopt&@m Version, O. S. S. 1.5. 1, 2014)
}
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2.4.2 O@ Mess
i,

3&5 : -
The three™message types tha@bported by the OpenFlow switch protocol are

Nler-to-switch, asynchmlous, and symmetric messages. The message that

Qmated by the controller and used to inspect the state of the switch or to directly

anaging it named as controller-to-switch message. The asynchronous message is a

message initiated by the switch and used to denote the controller with details about



the switch state changes, and to update it about the network events. A symmetric

message is a message initiated either by the controller or by the switch same as the

When a host attempts to communicate with another host over %&s appeared in

scenario of the Hello and echo messages.

2.4.3 OpenFlow Operation

Figure 2.4, the first packets from the client involved with tww flow are used to

determine whether or not a forwarding decision can be madeecal ')y the switch or

the switch needs to ask the controller what to do as in step™®. If the swi deter?-i-nes
s

that it must ask the controller as in step 2, it wil via a secure‘chan el—‘&smg the

control protocol. The controller decides bast e fl@Jshould be

granted. If allowed, details about the cNJld bele d into“the controller’s

connection table. In the step 3 the cont instructs t switc@ with actions that

5\ Y
should be taken and creates a fl acm%/.‘r he
[} 5

é&htroller sends this flow

. 4 :
entry to the switch to let the kno%v}ese & ts will traverse. Once the
packets that belong to the?l!'rlow':om the switCh again the switch can make

[72]

(
the decision locally w%askmg th rgllgrQw at is the best path along the data

plane that the flc@dd be ‘irec throw&s in the steps 1, 4 and 5. The switches
may also tellﬂwtro er,wheq a Ilongs_no longer active. This removes it from the
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2.5 SDN Controllers

"

Typically in SDN, the intelligence of%the netwo Ig{ ly centralized in

A .

controllers which are (softwar asa). Th%o qu;c in the controllers is
@ q
designed and operated as a & ized %&Jn, rﬁéy than a distributed system
: : N .
on a global network v W.Ware ario t)l/pts‘éontrollers in the market open-
source and commeruai antra% mﬁlclgjbthe controllers that used in the

academic resear hen-sc‘urce ntrol@ue to ease of re-programming and the

A
availability of u ithut,cos }Her a number of open-source controllers that
i l stéu\&ﬂ controllers are POX, Beacon, Ryu and

are curr use.l Th
_ ey N
FIooj& ese controlle are‘@'pen-source controllers but are written in different
ra

.

N
p& ing languages sucfg?Python and Java. Table 2 provides a brief overview

controller characteristics. Among others, the most popular controller in the

Qsearch and academia is POX controller which is a Python-based controller (Prete et



al.,, 2014). The proposed scheme in this research is implemented over POX

controller.
Table 2.2: Controller characteristics C}Y.
Controller | Programming Developer Overviem‘k
language
POX Python Nicira General, open- OUXP'ython-based
controller, 'Mjht OpenFlow
controllefysuitable platform for SDN
resea ademi \‘/ork, ducation,
and expe z#iN .
Beacon Java Stanford A@platfort, -‘o@j‘g;va-
ba controller, #suppo event-
ased and\f\hn@ ed oge\tg\ﬂ:j:s.
Ryu Python Nipp%\fzyu rﬁ c onﬁeferred to as
Tele a compon bas@ open  source
Telephone ‘W% efifed by a networking
<Iétio‘q%wor It is  implemented
NTT) -;ti?elydﬁython, and supported by
' A NT @ﬂas.
Floodlight J% BigS’Nitc @on Beacon implementation,
\:J" %Ma-based controller, support
’\\ (,..-\-‘.‘:'()OpenFlow v1.3).

2.6 SDV@;B
Deco w

4

f control from th

&

&§d¥t~a plane brings a lot of benefits in SDN. SDN is a

y in which a controller software application manages network activity as

‘%posed to the hardware supporting the platform. The separation of the control plane
N

om the data plane enables SDN to provide a high simplification of the network

management. By decoupling the data plane and control plane and thus enables to




establish easily large scale attack and defense experiments. The logical centralization
of control helps the controller in SDN to have a global view of the network to build

consistent security policy and to monitor or analyse traffic patterns forspotential

security threats (Nishtha et al., 2014). : )

Table 2.3: SDN features in defending DDoS attack&

A

SDN features Help for defeating DDOS attacks

Global view Establish me';ular security

Flexibility and programmability police .\d‘

Change upportine tdf@v
seen

inst ns, supports also unf
Dynamic network updates Seeik eask N
Separation of control plane from v}; S
ond.rapidiyand directly
forwarding planes gdf
" staklish scale attack and defence

~= )/C‘
) S
The programmability: SBN S portig- process of harvesting
intelligence from existing ?\yn D[ on yste@}s) and Intrusion Prevention
system (IPs) (Scott- et al., 2013 As p@bnts in Table 3, the centralized
4 ’ &
management mai h'qs\a g@’e\w of t%detwork; the flexibility in the SDN
controller helps. organizati idly @‘tﬁeploy new application services, and
\ ’ J (.3
infrastructure eet changin bdgin(s;ﬁ oals and objectives.
I >

b 4
2.7 DDhoS¥Attacks i SEﬁ\I\Y’

Nthe clear indications of the limitations of existing technologies is the current

Q oS trends. In the first quarter of 2019, SYN attack made up the biggest share of
u

nk traffic where its share was 84% and the UDP attack holding on to the second

spot by a share of 8.90% (Securelist, 2019).



Amid raising the number of DDoS attacks and the attackers' ability to
develop attack types to penetrate traditional protection methods, SDN has evad

as an alternative environment to minimize the damage of this attac@ntly,

software defined networking or SDN has appeared as a new paradig tworking
where it has attracted the attention of the research community wide e detection
of DDoS attacks becomes much easier if we are able to ta ge of the SDN
distinct characteristics such as the centralization of co over th infrastructure,

decoupling of the control plane from the data pla nd t Wed traffic

centralize oht @ has
wledgé or&“seful in

en o whicl;.éxr.]er helps in
detection and mitigation of DD0S at& zBDJshan & , 2

concept (Kim et al., 2015). In SDN, the logi

knowledge about the whole network. This gl

design of the appropriate security policies,for

.\

As in Figure 2.5, DDo S rg&t Ier by sending a huge

number of different spoofed add%jh tch When a new packet
is received at the switch Wket \l/alts lI a flow entry is installed in the

t
flow table, while the Heaers % pk(lig must be sent to the controller.

Receiving a Iar r flnew coml@ckets in this situation will cause the
N
overflow in th pagket que Phd mg-ﬂow table within the switch because of the

size restri both of th N\~
A -é\

& J
N
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&

X
As a result, the switch WdeO\'n \ uiclg@When the switch is down all
(

packets from all ove%etwork Il ﬂ@ forwarded to the controller for
processing. Keepi g\&contrbllhis po%:(b)n for a while will eventually lead the

nd @e to handle any new incoming requests

controller to ﬁN of esou
(Shin & @' . B;;:(?W theé\ roller means the crash of the entire network.

This woint ir{ étwo%s is the vulnerability used by the DDoS attackers
: ; N4

t(\ aximum damages.\"?

e Using the SDN characteristics, the attacker can launch DDoS attacks to

verflow the flow tables to overload the switch which will cause of higher bandwidth



consumption in the links between the switch and the controller. This will eventually

lead to saturate the controller resources such as CPU, bandwidth, and memory.

2.7.1 Flow Table overflow (,}
The DDoS attacker can send a large number of table-miss packets to“the victim

switch. The victim switch should buffer them and generate flo w)@sts sending to

the controller since it cannot find matching rules for th cause of limited

ited'number of flow

no Iy.g}kda.les%han

1000 requests per second. Thus, the switch may, erloaded,/an a‘eshu.t flows

resources (CPU and memory), the switch can only genera

requests. (Wang et al., 2014) show that a hardware switc

L 4
from benign users may be delayed or dro ¥ Furthermorg, if Qh;/zc*ontroller

processed flow requests successfully,c nquEter

distributed to the victim switch. Slnce

flow™¥ules should be

|s a scar esou@ it only supports a

A
small number of flow rules. F t g & 3290 switch can only
hold 2000 rules (Katta et a % 0 of victim switch will be

|

filled up quickly and evewﬂy ’(Iow These threats in the switch have a
local impact as they reduce the thr of'the yictim switch. In addition, the low-

O

rate DDoS atta@a sen(‘ a Ia e nu of packets to the victim switch to

increase the of acket- rlr'dss or controller's resources depletion.
\
2.7, 2 |dt ptréﬁ'

Th&Aroller receives the @requests flooded by the victim switch through the

control channel, with a lot of bandwidth requirements. The switch sends the

On ire packet instead of just a packet header to the controller if the buffer of the

victim switch fills up. This results in higher bandwidth consumption. This links will

overwhelm and the normal flow requests will experience congestion.



2.7.3 Controller Resource Saturation

Finally, the controller’s resource (i.e. CPU, memory, and bandwidth) will be

w

consumed for flow rule computation and installation if the flooded fI@ st

arrived at the controller. Legitimate requests may be dropped as &ult of the

controller’s resource saturation. Yv

2.8 Flooding DDoS Attack Detection Techniques i

The techniques proposed to tackle the DDoS attack ms’in WVaﬁed in

rvéys gfth
S ‘y'%?l" e

previous researches had focused generally o 0 main ¢

gories t achine
’ &

\ITNb\i secti r@e pros and

and Qe entropy-based

terms of the techniques they have used to detect thegattack. hilelat

learning-based techniques and entropy-based teqniqu

cons of the proposed machine Iearni% d

solutions will be described. In terms of u pam@e? e e&@acy achieved, false
alarms produced and the overhe?cgur%d%n ion ’&olutions are described.
erent

9 Q—
A deep comparison of the M‘\
N

solu Sscus in the literature review is
given in table 4. Y. I %
(,) S
4 b 4 &

2.8.1 Machine ning| 'quesé-/
NS
A lightweig Md Opose n: QBrQé.Et al., 2010) to detect DDoS attacks based
Maps ( ). | @uilt into the first SDN controller called NOX
contr ﬁohis m‘e’t is a n‘#ne learning based method meant to learn the
N
beha of the network to @%?de whether an attack is in progress or not. SOM is an
‘éervised artificial neural network trained with the features of the network flow

oat is periodically collected from the switches. The traffic is classified as either

on Self- izing



normal or abnormal based on the SOM pattern. In three modules, this detection

method runs periodically within a loop in the NOX controller.

The switches are queried periodically by the flow collector mo@thelr

flow tables. The main features that are studied for DDoS atta ction are
extracted by the feature extractor module and gather them in 6-tuples. Average of

packets per flow, average of bytes per flow, average of duration pewflow, percentage

of pair flows, growth of single-flows and growth of ports are the main

parameters that are calculated based on the collected res dWStudied in
23

the next module for the traffic classification. The gi -tuple mus 1na®]l and

decided by the classifier module whether it co sto aD ttaclg-(w

am %e parameters

d &l@lng the switches

periodically to extract the featur \ gen c S er&)ew average of bytes per

In Braga’s method, the elaps ed%N

used to detect the attack. Rather tha at, is

flow, average of duration p per pgll’ s, growth of single-flows
and growth of different p ch lts an re@erhead on the controller. Also,
the time taken to e%hes mj; the traffic is another reason for
increasing the s m erheeld Furtherm rocessing this high volume of flows

\
t also be well-thought-out. The accuracy

thai(ggaé
@\’costs very high overhead.

in the flow Ie another is
achleved ork| very high

F| in he Iarge spikes in tr@fthat could be signs of an attack have been proposed

.

% itor the flow statistics sent from the open flow switch to the controller (Dillon

0 , 2014). After the OpenFlow controller finds the sources of the attack, flows are
[

nstalled on the switches to drop the traffic from the suspected sources for mitigation.

The detection techniques proposed are using packet symmetry and temporary



blocking of the traffic. A symmetrical behaviour exists between the two sides of a

communication in routine traffic state while the symmetry ratio is analysed in the

network and sources with high asymmetric ratio are suspected of an attnkz th

learning phase. In temporary blocking the flows are blocked for a shart period an

D

o

the traffic behaviour to this blocking is used to analyse if the traffic.is legitimate or
ategy.

not. Sampling, blocking and analysis are the three phases of thiqtr\;

In this work, the detection method is based o czt S)"nmetry neither

packet arrival time nor elapsed time. Sampling the pac for the Mws in the

@ Yw -
to decreas e’o@ad is
ows tél iy Q/‘Eﬁeck the

switch is used in the detection face but using sam

affecting the accuracy. In addition, blockin

traffic behaviour will increase the switch4@verhead. Adtho havj@g.mple traffic

from and to the victim helps to anal %ﬂo betwe que@nd replies, create

flows for incoming and outgoingeﬁle traffi th w@rm of a DDoS attack
N
and mirror this traffic to the c Will'i"ncre the cd{h’oller’s overhead.
RN

N
Dotcenko et al. (2014), propesed a se’urit Ic@ that uses the combination of
rate limiting (Williamson,/2002) aif esﬁ@Random Walk with Credit Based
Rate Limiting @SB) (&chec er etQﬂ,} 2004) algorithms with fuzzy logic

N
inference. T}eani ered o ‘gi th st pragmatic approaches in solving fuzzy

modellin@bms asiit is pased zy logic. Results show that decision making
'
tef

base y rules is'bettér thandising the security algorithms, separately.
N
S
\Results of this work show accuracy in detecting the attack but they did not

G w at what cost of resources usage this accuracy has been achieved. Another
observation is that this mechanism does not use or even consider the packet arrival



time or elapsed time as a parameter can enhance the performance among the different

Yv

Tang et al. (2016) implemented a deep learning (DL) algorithm to detecl@j&work

parameters used by the two algorithms that combined in this work.

intrusion and to evaluate the proposed network intrusion detectiorﬂL@ﬂ model.
However, it provided an insight in the integration of the model“within an SDN
environment; results were not good enough to be adopted i arNrnative solution
for signature-based intrusion detection system. 5 z '

In terms of accuracy, the results of this work were com r(:d\'g ?e&

| &
other machine learning algorithms such as the resents.d in (Braga et?ﬁ.\, 2010).
e ccursc?-achieved by
e feature selection for

Qinly specified for

o

While the detection rate in Braga et al. (2010)W9.1

LS}thm'hre used to detect DoS

in this work was not fvaw Hov’ever,

usage due to the time taken for draini géndgtesting. Moreover, this work has

concentrated o@tur@)er o@a bytes from source to destination,

N
number of Nes rom ti})bti@%&d source and number of seconds of the

connecti are Qf eﬁl&ﬁng the number of packets and the number of
\Y;

4

seconds een succ é’pacR?rs instead of the number of data bytes from source

NV
tcx@ tion and vice versaswould be the appropriate choice to detect flooding
%s especially DDoS attacks. Also, using the number of flows instead of the

meer of seconds of the connection length would be the proper choice to detect

attacks that create extra flows by the half-open connection process such as SYN



DDoS attacks. Using the new statistical information will reflect positively on

accuracy and CPU usage.

Niyaz et al. (2017) proposed a detection system that can identify mdn@g

attack class and classify the traffic in normal and attack classes. T learning
detection system presented in this work can identify the hosts with W traffic and
the ones with attack traffic by separately extracting features for eaeh host which has

incoming traffic for an interval. Accordingly, the cont Cn |r'stall flow rules

inside the switches to block the traffic for a particular if it u de attack.
L ]
Yv
|
The proposed system has a number o |tat|ons i S0 % essing

d eature Qwactor (FE)
e i ﬁented in the

en Qeatu res extraction

0 x c ed eﬂgthe extraction process

is high due to a large number oé S

o
conducted for every host. In ’h%jraml nd testing of the extracted
features is always co E gh |1 the thh s. These limitations limit the

controller’s performance by'increasin ca'ntt@ler s bottlenecks. The performance

O

capabilities. The traffic collector and flow inst r T
modules collect every packet to ext%\% re

controller for low false positive in detec A 0, ti

,"’

of the controll |n is vvl)r

k can be e&’anced by choosing the appropriate
&
parametersf d ection 'wi ou need for extracting features for each host.
Amongt nu b.9% u:ﬁadracted in this work, packet arrival time does
not a e s X~

R

é%iEntropy Techniques

ehdi et al. (2011) argued that tasks of network security should be delegated to the

networks of home and office ISPs instead. A security policy implementation is



delegated to the downstream networks in the presented work. Four prominent traffic

anomaly detection algorithms, threshold random walk with credit based rate limiting

(TRW-CB) (Schechter et al., 2004); rate limiting (Williamson, 2002), ﬂ{zu

entropy detector (Gu et al., 2005) and Network Traffic Anomaly Detw&r(&TAD

(Mahoney, 2003) are implemented in NOX controller. Y'

3

N

While this work observed that the anomaly detection aMion well at line
rates without any performance degradation, implementi ;te ;]airs of working
sets and delay queues for every internal host will 1 se t Wrocessing

@
Yw
requirgs t ir'se@n of

ill incfease_the co@l’ler CPU

e %pen w’s (%’e?;ncy benets.

n
Also, keeping the suspicions conne S tat have ye rece@ﬂ response (i.e. a

SYNACK) wait until they get a r@sr times \’fo?nl j@‘all two healthy flows
g

overhead. Furthermore, Maximum Entropy algor

every packet for building class distributions

usage. However, using this algorithm

will degrade the performance er, the authors oleu ed the low rate network

traffic to do the experime%i}hey l edion th @ne environment and did not

discussed the overhe control pla w'neo)e these approaches in high rate
'3 ¢ &

traffic situation. In dition@&a gorit are implemented in NOX controller

&
N
’ '(..)(J

which is not inguse.

ha |

m&d{aly used entropy based approach (Lakhina et

M

>4
s@q& estination IP addrésses and source and destination ports are the flow-

Giotis et 4) implemgnted a
'
al., ZS detect D S,%orts@h attacks and worm propagation effectively. The
ce and d

d traffic features that used to detect anomalies. To identify the presence of

Qvomalies, predefined thresholds on changes in the entropy values have been used. In



this work, a mechanism combining OpenFlow and sFlow is proposed to decrease the

controller overhead problem.

As the implementation was based on flow sampling using sﬂg}alse-
positive was quite high in attack detection. The sFlow-based mech is reduced
the CPU load compared to the native OpenFlow approach usedfbut this CPU
performance was measured in NOX controller as the C(Mr used in the
experiments. However, NOX is no longer in devel Y(.Mi(:auley, 2014).
Further, starting the detection function every 30 secon ill gi eWk packets

@
the chance to be cumulated and eventually fill up th tables in sWiti%}

s b 4§
Mousavi (2014) proposed a method uses tmop M no d?s ination IP

address as an early detection of the pox @\Sdﬂgr.

defi s a measure of

co&i@packet is destined

randomness. The maximum entropy occ th

for a different host whereas theaini mnew%s
ress.

o
destined to the same destinaﬁk hod &&;osed in the work uses the

N
destination IP for entr thatioI. T lnt&?’fs calculated for destination IP
Wma

addresses of a studied windew of pat A attépk will be reported if the calculated

O

entropy is less t@wesh&ld forJa conti s number of times.

N
\ P ' c?(-}
In th rk, the pr éd @r py detection function will result in false
% N
positiv% detegtions #vhen th&ad of the traffic increases in the network with

le e traffic in the peak t@e‘s. CPU usage increases with window size. The low
N

Nage is only measured when the entropy computed to the smallest window

G . The proposed entropy may not be reliable since threshold value will vary in

different scenarios.

ee@:%u%en all the packets are

(¢]
wn



Wang et al. (2015) proposed a distributed algorithm for entropy-based anomaly

detection scheme running on OpenFlow edge switches. Calculation of the entropy is

—+

using probability distribution of destination IP address at each swi& ler

information is sent to the controller once the DDoS flooding attack 'ﬁmed. In

this algorithm, the authors extend the flow entry in the OF table dding a copy
counter (RP Local) of Received Packets counter to the traditienal OpenFlow edge

switch due to it does not know its local topology and wh thew!’!ddress belongs to

lo ed@? does not

ringlan ingerval théy add
S

its local network or not. Also, due to the traditional
know the packet number of a specific flow handle

the copy counter (RP Local) of Received PacketS‘egunter.

the counters

s@w memory usage

and the previous entropy values willsesult in increas
@ the communication

that will increase the switch pro@i\g over\d\Th

N
overload between OpenFIom%hes nd eqco% er will be increased.
Moreover, the algorith m

ts r ba$ e intelligence in network
forwarding devices b nsion ry}ﬂef@v entries in the OpenFlow switch
tables. \ l \: %C/Q
NN
Kia (2015) pro d a) DDo S}&ct' Igorithm designed based on three main
»

concepts: concepts rﬁf variation of destination IP address, flow

’
initia;'w and study of ﬂ'ow specification. The phases of this detection algorithm

7/
%,

In this research, the additional storagq@ co

D

&Y

a\ Collection, Entr@y calculation and comparison, Flow initiation rate

utation and comparison, Finding the possible attack path(s) if an attack is

Qispected in the second or third phases, otherwise returning to the first phase, Polling

the switches in the attack path for flow statistics and studying the returned results



from the switches to confirm or cancel an attack state and updating the thresholds
according to the detection result in the previous phase. After an attack is detected a
mitigation method will be applied to prevent the network switches fron@
down and to give enough time to network administrators to take the re bctlons

The mitigation approach set the flow idle_timer to a small value fo@w flows.

Although entropy has proven to be a successful detec method, using
e

entropy cannot detect many attack scenarios. For exa a11 times with the
sudden rise of legitimate traffic, the demand to a certaifiyspetwo n such as
the web server or email server grows and the entr ased detecti e&@ may
continuously report false positive alarms. ther ha en tﬁ'attacker

Y‘

distributes the attack among many victi the ntr not S a significant

decrease and so it will result in a fa\ ive report: add@w, the CPU usage

still considered high when entr ased Yet solutions are used.

However, entropy-based soluné/e Imﬁ overhead c&@red to machine learning

based solutions. ’ A

‘ : l
Typically, entrop ase tJ #methods detect unexpected changes in

the time serles r lof certain tr features. When entropy is calculated,
the probabili bu nyof e ature’i presented by a single value. This is very

effectlve ysis y)/v ﬁam information about the distribution of the
thoﬁgh

analﬁ ure is Io Ql'mllarly, the different distributions with the same
a f uncertainty cann\(:{)e distinguished by values of entropy. Hence, the

alles which do not disturb randomness remain undetected (Javed et al., 2009).

Qowever the anomaly detection schemes accuracy may be affected by flow rate

sampling (Wang et al., 2015).



2.9 Low-Rate DDoS Attack Detection in SDN

Although authors have proposed many DDoS attacks detection solutions, WV&M

that few works have considered low rate DDoS attacks in SDN. c\

Dong et al. (2016) designed a detection method to locate_the coﬁipromised

interfaces where the attackers are connected. In this work, a detection method

proposed to detect DDoS attacks against SDN controllers Tt new low-traffic

flows. The detection method proposed in this workHis m@jdf a flow
ro

dete{:tion
| &

method has advantages of promptness, versatili nd accuracy.“The goékof this

' Y
Hbes{ are cc@ﬁromised.
S

nta <<of the proposed

classification function and an attack detection function¥ The p

work is to detect the attack and locate the pote@te

Although the promptness a\%\agy a
detection method in this work, acc{g was % te ip;éercentage and at what
cost of CPU usage it is achr@ terMs of me \used to detect low-rate
attack packets, the classific}hq fu,

packets in each flow o classify the normaliflow.from the attack flow. In contrast, to
. s g . o .
classify the normah@f mlt ﬁﬁa\ flow @"detectlon function in our scheme is

counting the téﬂnber

!
packets in e W C iﬁcr afthe s&'/\?tch processing overhead especially if there

&

are IotQ{%ches‘dn th
packes will decrease the 0\@)&;@ and detect low-rate attack packets fast and

\
Ne. Moreover, the proposed detection method has been evaluated based on

RPA DDoS attack dataset as one of the publically and extensively used available

atasets. According to Behal and Kumar (2016), the publically available datasets,



including DARPA dataset, suffered from a number of limitations which limits their

Yv

The detection mechanism proposed in (Sahoo et al., 2018) is an @m to

usage for validating DDoS research.

the idea in (Xiang et al., 2011), and it also explore the Generalized E (GE) and
Generalized Information Divergence (GID) metrics to detect low ra oS attacks.
This detection mechanism uses the information distance metricvas no work has
adopted the information distance metric for the attack tr kic'n purpose. This
work uses entropy as an essential concept in informatign theary. %hi ‘echanism
uses the information distance metric to detect c | plane DD@S 'a@‘.{l’he
detection mechanism extracts the traffic statisti m_the'f bIe.@Fimposes
the GE metric to make an early alert for th\@ : o\ \ QT

Using entropy calculation to de DD@ haigmitation which is

depending on selecting a thre%qid )alug %wr orrp’@ several experiments.
o
Selecting the optimal thresh& e is made b spec&?ﬁa a window size for every
: RN .
rate, which makes th sthue ary i l|f1”$‘& scenarios. Consequently, the
accuracy rate may not be )eliab{ itfm(éj,@sing either false positives or false

negatives rates. @ us dllots mat@ulations to find the optimal value of
N

the threshol .Nve , the atcuracy and CPU usage to detect the low rate
DDoS at e not/mentioned i centage in this work.
4
b4 \3.
S

e

D

s



Table 2.4: Comparison among various solutions of machine learning and entropy

Solution/developer | Attack Parameters Accuracy Overhead
traffic
Machine | Lightweight DDoS | TCP, Average packets | 99.11% of ery  high
Learning | Flooding Attack | UDP and | per flow, accuracy% ue to the
Detection Using | ICMP average  bytes | very lo se/ | time taken to
NOX/OpenFlow/(Bra per flow, Alarnko extract lots of
gaetal., 2010) average duration | 0.46% features and
per flow, to train the
percentage  of features set.
pair flows,
growth of sin
flow, and
of single p
Y. .
&
Detection and | TCP and cur’acy\ Overhead
blocking of attacks | HTTP ack pe entage!?~ increased due
method. /(Dillon et wes, W 9%}, to  creating
al., 2014) symmetry. flows for
°< ¢ incoming and
<§ outgoing

S/
S,

i

T

nnection
vinitiations
packets
response
packets.
Additionally
input parameters
for the system

and

may contain
statistical ~ data
from  switches

are required such
as data speed of

selected  flows
and ports and

minimum  and
maximum
number of

95% of
accuracy at
1.2% false
positives

sample traffic
from the
victim of a
DDoS attack
and  mirror
this traffic to
the
controller.

The two
algorithms
used in this
work gave a
remarkable
usage when
implemented
on the NOX
controller but
the impact of
using them
with a fuzzy
logic
interface on
the  Beacon
controller
resource
usage is not




Deep Learning
Approach for
Network Intrusion
Detection in
SDN/(Tang et al.,
2016)

A Deep Learning
DDoS
Detection System in
SDN/ (Niyaz et al.,

Based

2017)

TCP,
UDP and
ICMP

4
o~y
i

é?)ocol,
_\_.' e, TTL)

packets per one
IP.

duration,
protocol_type,
src_bytes,
dst_bytes, count
and srv_count.

7

0 Dst Port,
Data

And from ICMP

(Src 1P, Dst IP,
ICMP Type,
ICMP Code,
Protocol, Data

Size, and TTL)

and a large
number of
features

extracted from
these  packets

headers.

The best
accura %
achie%

among t

di
learning rates
is 75,75% at

accu at
0.3@.False
positive Rate
é‘(he 2-class

del and

1,95.65% of
accuracy  at
0.5% False

positive Rate
for the 8-class
model

measured.

hile the
training time
for the
features  of
the machine
learning
techniques
always high,
the resources
usage is
getting high
accordingly.

N~

Overhead is
high due to
collecting
every packet
to extract
features
which
the
controller’s
performance.
The time
taken to
extract a very
large number
of features

limits




Entropy

e
R
&
S

Revisiting

etal., 2011)

Combining

OpenFlow and sFl
for an effective
anoma

scalable

detection
mitigatio
mechanis

Q

4

Traffic
Anomaly  Detection
using SDN/ (Mehdi

¢

D

2014‘

environments/

TCP
SYN,
TCP SYN
flood and
fraggle
(UDP
flood)

Parameters used
in the four
algorithms  are
connection
initiations
packets,
response
packets, protocol
type, destination
port number, all
non-1P  packets,

all incoming
traffic,

N

4
N
P S

N
\C.)

\gst | 5

& | sr

Dst Port 4,
&

&

3

rta

(

Both of TRW-
CB and Rate
Limiting
algorithms on
the home
network

of accural

dataset, they

herf the best

accuracy of
TWas
5% se

posit

{

The other two
algorithms
Maximum
Entropy and
NETAD have
achieved
accuracy  of
90%.

100%
accuracy with
a False
Positive  rate
ranging from
23% to 39.3%.
The sFlow-
based

implementatio
n performed
slightly worse,
achieving
100%
accuracy rate
with a False
Positive rate
around 50%.

dataset (?
achie¥e§90°

~N

The
usage
measured for
ifferent data

CPU

algorithms is
a remarkable
usage but it is
measured on

NOX
controller.
NOX is no
longer in

development.
NOX
ﬁpntroller has
Lupgraded to
POX
controller
which is the
controller

currently
use.

in

The
OpenFlow
Virtual
Switch CPU
load of the
sFlow
implementati
on

was
significantly
less,
compared to
the native
OpenFlow
implementati
on

Also,
CPU
performance
was
measured
NOX
controller.

the

in




R

&

Early Detection of
DDoS Attacks
against SDN
Controllers/(Mousavi
, 2014)

An  Entropy-B
Distributed

S

Detection ecr%m'
in So - d
Networking g
et a;{ﬂ) l‘\
N

‘v’

N
\(..)

L7

False-
positive was
quite high in
attack
detection

to the(f
that 0

met is

ba on
flo
ng.

The algorithm
can  achieve
100%
detection rate
while has
approximately
25% false
positive ratio
for both 100
and 500 Mbps
background
traffic.

CPU  usage
increases

ith window
. size. The
CPU usage
reaches 78%.
The low CPU
usage is only
measured
when

The
usage
increases
with
window
size.
low
usage
only
measured
when
entropy
computed to
the smallest
window
size.

CPU

The
CPU
is

the




Attacks
Defined

Early Detection and
Mitigation of DDoS
In Software

(Kia, M., 2015)

Networks/

UDP

number of
packets, Dst IP,
total number of

Dst IP and
number of times
Dst IP is
repeated

When the
attack and
legitimate
traffic  hav

distinct

e

whsq, he
traffi Wtern
ha the

assumption is
%Iegitimate

fic is a mix
\,of short and
long flows, the
algorithm
starts to show
an increase in
false positive
detections.
This  shows
decreasing in
the accuracy
rate to 90%
and a false
positive rate at
10%.

The
additional

storage that

the previous
entropy
values
result
increasing
the  switch
memory
usage  that
will increase
the  switch
processing
erhead.
\'Therefore,
the
communicati
on overload
between
OpenFlow
switches and
the controller

will
in

will be
increased.
A lot of

computations
are
performed to
generate the
required data
which
consumes a
lot of
network and
controller
resources,
thus, the
controller's
overhead will
be increased.

The

complexity is
appeared by
adding 300
lines of
coding to the

controller.




2.10 Popular SDN-Based DDoS Attack Mitigation Methods

SDN has been focused to improve network flexibility and agility. It d?ﬁs
networks for quickly responding to the changes in the network requir %\/

centralized controller. Therefore, a global view of the network is pé@ed by the
SDN controller. Furthermore, the concept of the centralized COW leads to a
consistent and robust configuration throughout the networNce all network
policies are defined at the centralized controller, it n SI lifies anomaly
detection but also paves the way for mitigation mec ms ( I|‘%\¢015) For
instance, when a DDoS attack is detected, a th mitigation a pI'c&@* may

effectively reprogram switches to mitigate the us traffi

Since the effective detection W not {gh to end the

dangers of a threat, so many SDN d DoS nce g?thods incorporate

=
mitigation strategies. The com y edﬂ tra{%@“es that are extensively
deployed in SDN are droppl ets, bloekin orts Sﬁredlrectmg traffic (Dillon

et al., 2014; Giotis et al.,

2013; Lim et al., 015; N,/

MAC and IP addresse echnique i @ traffic which is mitigation strategies

N
are also implemented in SDN- s ed I&S defence mechanisms (Xing et al., 2013;
3).

\jz'
9
Table 2.5: Various DDoS mitigation methods

Ogéémg et al., 2013; Chung et al.,
I

d&@;cket inspection method, changing

U)
Lé
&h
=)
@D
ol
he Y
.

ttack Mltlgatlon methods

rop packets The network traffic conforming to defined
rules is transmitted and remaining is dropped

Block port The network traffic from attacking port is




completely blocked

Redirection The legitimate traffic is redirected to new IP

address Yv
r\

h

Dropping packets and blocking ports are simple and fast\nitigation
techniques which are completely used to block the attack so% tential. These

mitigation mechanisms may result in dropping the legitimat ic if they were not

based on accurate detection methods. For instance, a

completely blocked if this node or port being compromi
l} N
dropping of any legitimate traffic it may gener illon et al., ) idt‘i?et al.,
4
2014; Chin et al., 2015). \ \/‘T
From my standpoint of vi ,%g p
blocking ports technique. Blocking-a port wgv

coming from this port while dro packets will qnly @the mentioned packets

blocking all network traffic

that signed as malicious pa(%g ven_i se of false detection alarms, a few
]tnher cke

A
packets will only be dfop e%nd the @ pass through that port.

4 ¢ &
After th&& is d*tec\me traécJ redirection technique forwards the
&
traffic to a N{ad ess ,ava)@e server. In order to prevent bots from
Sla

s
aQ' the edizct ad@s, all connections to the existing server are

iS technigue increases the network traffic processing time

directly

torn onethgle
- >4 . o
d\ irecting the addres&&t analyses and forward only legitimate traffic using

‘%oacket inspection (Xing et al., 2013; Chung et al., 2013).



2.11 Related Work

Due to the unique nature of this work involving elapsed-time based attack d?m
in an SDN, and unavailability of existing literature in this specific do@} was

difficult to find a related work other than this work.

YuHunag et al. (2011) from Chungwa Telecom Co. preposedran OpenFlow

S\Wf the number of
r qﬁ?s will be
de s%O(Qfor 5

studied in per second duration. If the number of packets per sec &
&
continuous times then an attack is detected he DDo pﬁ!r ‘ekﬂ'll start
Y The

DDoS Defender that monitors flows on an OpenFlo

packets received in 5 seconds exceeds 3000 then

s X
dropping the incoming packets until the rothry ti N n@ﬁ)d used is

O S

illustrated in Figure 2.6.

o =N 4

.~ Parameter Set the timeout
Setting When time out,
recover the rule

and re-observe

the flow
Detect all flows status T
% in OpenFlow switch
(Interval: 5sec) Drop
. (or redirecta
L part of packets
to other ports)
Packet
No overflow? YesI
(3000
ckets N
g o Detect
s & 5 times
detect suspicious flows
(Interval:lsec)

&,

Figure 2.6: DDoS defender flowchart (Adopted from YuHunag et al., 2011)



This work mainly focuses on the speed of the packets which is studying the
number of packets in per second duration. Also, this work concentrate
advanced stage on a particular number of packets that repeated in a partl@mber
of times. This work does not take into account the sudden increase i umber of
the flows caused by packets that have been sent at low traﬁlw This will
eventually lead to miss detecting the attack packets being s% P flood DDoS

attack as an example. Further, the method proposed in t doges not terminate

the flows directly when the attack packets are detecte We flow is
times out instead. As consequence, especially @:e of low ra sk&k&e the
number of the flows in the flow tables will i ramatic ev t&’ly make
the switch overflow. However, no CP sage’ is xs\eas d an alse alarms

percentage provided in this work.
2.12 Summary & @
&

This chapter presents the DD att e e@s of these attacks on SDN
p Ints NI

components. Also es such as providing a unique

opportunity for e t (i con{ in ent of network security problems
and aIIowmg grat f mple&%etwork security applications in large
networks. S 0 offers fI 'nat} rk management by decoupling forwarding
and c nes | Sa :I ectué§\network management is logically centralized at
thecﬁo plane, while the dlng plane only needs to forward packets under

nlpulatlon of the control plane. Enabling the network control to become
ikectly programmable and the underlying infrastructure to be abstracted for
pplications and network services makes the network more flexible and agile. Due to

its flexibility, programmability and maintainability, SDN has been widely studied for



its applications in different types of networks. In this chapter, an illustration of the

SDN layers has been shown to demonstrate the features provided by SDN such as the

>

separation between the control plane and data plane. Other illustrations % ee

shown in the chapter such as the flow table entry and the pro ﬂu )f flow
processing in OpenFlow. Y'

SDN security, especially DDoS attack, has become a ; r research field

since software defined network was proposed. The c tepistics of centralized

control and programmability of SDN make it easier to,detec aWto DDoS

@

attack than traditional networks. In this chapter, investigatio aj b \done

throughout section 2.8 to demonstrate the pr

ns_ofh -b@solutions

hineaiea g tec@e‘ or entropy
technique. Table 4 presents a comw >mong th qu@f in terms of the

proposed to detect DDoS attacks either uw

following: attack type, parameters rac ,ov n f@alarms.

This research presen ﬂ j%erfo ce of the DDoS defense
solutions by analyzin theWusly roposed s u&hns for detecting DDoS attacks
in SDN in terms o hand and the parameters used for
detection on th n A the@cts of the detection technique and the
parameters t er r% |é2PU usage, accuracy, and false alarms.
While us ntro technigue affect the accuracy by producing high false

2 ing the chrﬁe Ie&hmg techniques may increase the overhead, thus,
t

ques discussed in tﬁk chapter show clearly that the problem with existing

%ches is the lack of solutions that have an efficient and less complex that

Qoduce low false alarms in the SDN environment.



