CHAPTER 2

A REVIEW OF GRAPHICAL AUTHENTICATION

T
2.1 OVERVIEW @

This chapter provides explanation on graphical password as a whole.z starts with the
definition of graphical authentication, a list of existing g?ﬁal authentication
schemes with their characteristics, usability and security, clap 1'als explains on

]
the types of graphical authentication and discusses %Vcal aufhent ?iﬁm the

aspect of usable security. In the usability perspw th{ r r@ws on the
Yv

nd tiQe taken for user

aspect of ease of use the authentication procec,\@nor'

to use the particular authentication systeNil in se \Qy perspective, the

aspects covered are about the passw@om and ’ossi

tﬂ}auacks on the current

“ Q-

o I R |
authentication scheme either using si le, : cryllg ch characters or graphical
images. ' O
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2.2 DEFINITION \ ) | ‘_)(J
4
Q- &
When authcntica% sersf ggafpica é?lthemications are referring to graphical

>
passwords. Tt ™n alternative m®bd of proving that the right users are trying to

2
&

access e resources. Previously, text password is so familiar that might think
changgot necessary, but text passwords have been revealed to have weaknesses
and vulnerable to many kinds of security problems, and based on much researches,
graphical authentication is promising alternative (Schechter et al., 2010; Biddle et al.,

2010; Fulkar et al., 2012). There are many variations of how graphical authentication



is defined, but generally, it can be defined as the use of a secret that a human user
inputs to a computer with the aid of the computers’ graphical input (e.g. mouse,
stylus, or touch screen) and output devices (Bandyopadhyay et al., 2009). In simple

words, graphical authentication is a system that authenticates users by qe¥use of

images. s )

Previous researchers reported that when using a graphy Med recognition
password, users were able to successfully remember th% : Qt&rough a six-
year separation from the last use of the password (Tulls et"ql., J011 ® {g}icates
that visual recognition authentication could imprege thﬁ vgrall éollection

N
performance in users, while maintaining high sgguri pr‘\to

S TheWwrplementation
of graphical recognition could hold the keywatmg eft

systems in the future. Altogether, the i

o
choose their secrets in form of patt% ints atedd@ images, which can help

them in term of memorability, ghd alp advahtaggoys iNhe aspect of security.
D ~d
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O
>

2.3 USER AUNTHENT, (0) ES
. |

*, &

The authenticatio %@ss an @ribed in three phases: identification,
‘vls

authentication, authorization. U@’must first make some claim of their identity,
provide cv@o substantiate this claim, and if successfully authenticated by the
systen@ rights are granted to the user. The authentication mechanisms was

classified according to the following categories, primarily based on Renaud's model

(Renaud, 2005):
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Something you know (recall): A secret is shared between the user and the
system. Users must recall and correctly enter their secret to authenticate
themselves. Anyone who knows or guesses the secret will also be able to

authenticate as the original user. Examples include passwordsﬂzPINs

(Personal Identification Numbers). &3

Something you recognize (recognition): The user a@ system share a
secret. The system provides cues and the user %ve tl‘r recognize the
secret. Anyone able to recognize the secret willghe able t au\gﬁak&ﬁs the
original user. Graphical passwords where us&lst{e ogflize $—selected

\C N
0 ue@gc'al] systems

&

the presented by the

A
{qSh the system.

images from a set of decoys fall into%i.tca
combine recall and recognition. UseN; recogni

system and then use this cue to r %le i‘:é’
']
é &

Something you are ({atic piome Big@e rics measures some unique

o

ese more difficult to forge than the

first two culegtkbut trodTCe @onal concerns. They may require

specialized ‘&wm, gre difficu impossible to change if compromised,
‘v’t

and have stc tial privacy inzg&.ations (e.g., they may make it difficult to

/e
(€]

creategMrent identities for various purposes, and they enable organizations
to gs-reference information about a user). Static biometrics includes

fingerprint, iris, and facial scans, among others.

Something you do (behavioural biometrics): Some unique behavioural

characteristic of the user can also be measured. Users authenticate by repeating
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the required action. Examples include handwritten signatures and keystroke

dynamics.

i Something you have (tokens): Users must carry a token to be erQd for
authentication. Anyone who gains access to the token Wis bD= able to
authenticate as the original user. These are often combinevh a PIN or

Nstolen. A smart

exzinple of a token

password to offer some protection in case the token is

card, i.e., a card with embedded microprocessor chip,

used for authentication. @ \Y'
| S
4
\l \IY.
6. Where you are (location-based authegticg¥ong ion é&mation can

be used to determine if a user is attm% to aut icaéom an approved

Y

/ Q‘:’
login activities. Approved lo& 5 ma Pecifigdsuch as a user's once, or
N

more general, such as i 1tmthe itypre of origin.

2.4 LIMITATIONS OF B UTHENTICATION
)
[ ]
(—) 2 .9
‘ @]

Text-based passwopds lhs,l osyf cém form of authentication used to control
A
access to inforﬁn and other re:@wbes. Text-based passwords are widely used

because of w Ysimplicity and convenient mechanisms to use and implement.

%

Howewgg, li¥watures regarding text-based password implementation and usage have

&,

long revealed that text-based passwords are actually a weak form of protection, partly
because their vulnerabilities towards many kinds of security attack. This
authentication also leads to memorability problems, where using long and complex

passwords often cause the users to forget their passwords (Schechter et al., 2010).
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There are several ways in which an intruder can attack password-protected systems.
The most common form of attack is password guessing. People often choose their

username, own name, identity card number, phone number, special interest eir

W

passwords (Kessler et al., 2002). This is exposed to guessing attack ess%y when
people like to keep details about themselves documented in a form o S Or papers.
Next, possible attack is to steal a system’s password file, an gly'simple thing to
do if the file is not assigned the correct access protection. ¢ pass gre_almost

Y-

>
always stored in some encrypted or hashed form in t , they afe s‘.lsé‘e'ﬁtiblc to
’ X

attack via a dictionary attack, where a large numberif WO \g@ encgc\'d using the
operating systems’ encryption scheme in an@ fin 0\ ngtch 5&\6 password file
(Kessler et al., 2002). (,) \T o
o
el o
N % ), NS
2.5 OVERVIEW OF GRAPHEiA SS,’VO S@EMENTATION

4 &
2.5.1 Graphical Authentig m Q <
& N

’ ! (,)(J
In the graphical pass@yslfn, lﬁe\' néeds to choose memorable image. The
process of chq, % memo im$ depends on the nature of the process of
image and th wl ic sequence of Cl\lcc'?( locations. In order to support memorability,
images é ave meaningful content because meaning for arbitrary things is poor.
In this sc™#n, some graphical password systems based on recognition and recall-
based are discussed. Graphical-based password methods have been proposed as a
solution to the conventional password methods because graphic image are more

easily remembered than texts which most of researchers have nominated them as *
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picture superiority effect” (Chiasson et al., 2008). A literature on most of articles
regarding graphical authentication suggests that they can be categorized into three

groups as shown in Figure 2.1 (Ambekar et al., 2015; Biddle et al., 2010; Sobrado et

al., 2002). \q
Graphical ?
Authentication V
|
Recognition-based Recall-Based

‘

ica thentication
>
O

nfeBorize a set of images during password

Mostly, rccognition-bas%\ui s'us &

Y
’heir&ages from among distractions to log in.

ot

creation, and thendpus¥recdbay
. >4 :
Recall-based g s users to rec nd reproduce a secret drawing, pre-selected

during rf@l phase, while cued is different from pure as cued-recall gives hints

or cues p users recall and reproduce their passwords.

The first scheme under the recall-based category is called Draw-A-Secret (DAS)

(Jermyn et al., 1999). In this scheme, the user has to draw their password on a grid
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using a mouse or a stylus. DAS offers good usability, but lacks in term of security,

where recall-based schemes are usually vulnerable to a number of attacks such as

g

After that, recognition-based schemes started to be proposed. In this [&g?y users

shoulder surfing and social engineering.

will choose images, icons or symbols from a collection of ms In the

authentication process, the users need to recognize their regist@hoice among a

set of candidates. The research shows that 90% of users can

IS
asgFate th?\’\per has to
select their set of human faces from random E oeg to d‘)g Stu@&howed that

T 1\&? password
after one or two months (Gao et al., 2009). One of tl$sc enjes 1 dlfceg‘[mder
P

this category is Passfaces (Brostoff & Sasse, 20Q0).

&

ed to te ass@ds. However, the

\ ‘\
user’s choice is said to be highly pre %e&%’ie cf;s‘%es with its security

(Brostoff & Sasse, 2000). \ Aj i é&
Ao L} | S
’ ‘&

These existing graphical sc Mhavf t\bein ensively reviewed and enhanced

A

by numerous researche Mug oyt }p §Un order to improve its usability and

security. Therefore %07‘,. y c@és started to being introduced. In this
4(_ l) 4
(1C

category, the auth tion will be ty@}l'ly the combination of two or more schemes.

These schem?\ used to overcome the drawbacks of a single scheme, such as

%

spywarg, Mmsing attack, brute force search and shoulder surfing. Zhao and Li (2007)
proposed a scheme called Scalable Shoulder Surfing Resistant Textual-Graphical
Password Authentication Scheme (S3PAS). This scheme integrates both textual and
graphical images, and it is resistant to security attacks such as shoulder surfing and

spyware. Chiasson et al., (2008) ntroduced another hybrid scheme combining the
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ideas from PassFaces, PassPoints, and Story. In this scheme, the user has to click only

one point for each of given images. It is said that this scheme improved the usabilit
p g g p Y.

RS

The combination of graphical authentication schemes is claimed p\ncitase the

where it is easier for the user to remember each click point.

remembrance of the password and also make it more resistant to se&uty attacks. It

proved by one of the hybrid schemes that proposed by Elusag et al., (2013)

@elect one-
click point in each image for a series of images in thi$' n afldit 1’ uggs' also
asked to select a sound signature corresponding Jo h clg nt.\g'ris sound

: s@ﬁ;hows good

combining Cued Click Point (CCP) and sound signature.

,
e ]

performance in terms of speed, accuracy, and

SR
2.5.2 Existing Graphical Authenti ,
2 \‘23}"

when they authenti Qﬂo thg sypteim, later part of this thesis will classify
Z(; & oL
10

graphical authentiﬂ' into three mai tegories; namely choice-based, click-based
\

XSically, choice-based requires users to select their chosen images

rounds depending on the system settings. In addition, the set of images must be easy
for human being to remember such as faces of people, places they visit, type of foods

and things they have seen for a lengthy duration (Seng et al., 2011). Table 2.1 shows
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the selection of images theme that chosen by the previous researcher for the existing
graphical authentication scheme.

Table 2.1: Image selection in existing graphical authentication scheme

Graphical authentication scheme Images th z
Passfaces (Brostoff & Sasse, 2000) People faces (9
Deja Vu Graphical Scheme (Djamila & Perrig, 2000) | Abstract imag
ToonPassword (Hinds & Ekwueme, 2007) Cartoon char, ters
EGAS (Jali, 2011) Random lma&Eeme
Ray’s Scheme (Ray, 2012) Symbol \,
Windows Picture Password (Fatehah et al., 2015) Scener nvironment
Graphical CAPTCHA (Shraddha et al., 2016) CA - yarieties

Next, the click-based approach refers to the action offmgers cligkin a?y e they

prefer in a given image. These secret click points S wagd¥, while the

T
draw-based method requires users to draw th Wt oﬁ"he ovids&\grid/screen. In

this case, the drawing is interpreted as tmsw rd 1 d(i@ be authenticated.

% N

Graphical authentication has proven to g ugh attenfon n the final Windows 8

’% ‘&

build has been released to manuf: cm l&u‘e@ on security by letting the
;d as ¢

users to log in with a picture al T!n to a text password. As shown

in Figure 2.2, which is K\N felatur 1n ows 8 authentication is “Picture
Password”, where the \e g??' ows by clicking a specific pattern on
ééj

the lock screen.
..V),
N



16

Set up your gestures

Figure 2.2: Graphical password in Wind

Android on the other hand has always been popular with
pattern-draw lock screen as shown in Figure 2.3. In

any pattern on the screen in order, which bas‘ all onsfe

)

recreate the pattern when they want to acces it evice

Retry | Continue —j
L ). e, J

Figure 2.3: Pattern-draw lock screen in Android (Version: 5.0.2 LRX22G)

These examples have shown that there have been growing interests in using graphical
authentication as main authentication schemes; however a number of usability and

security issues hinder the process of successful establishment of these schemes.
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Nowadays, online banking site allows users to manage their financial at the tip of their
fingers anytime and everywhere, which makes it so convenient. However, users must
realize that it is risky and they must always make sure that the site is se N efore
they do any transactions. One of the examples of online banking site!&ank Islam
Malaysia Berhad (BIMB) Internet banking online. In order to streng¥7 the security
of its site, BIMB has incorporated graphical authentication inth'r online banking

system. To log in, users have to enter their username, an, ri@ge” et
i L ]

imagg an Yor&r’e the

e% #safe Yor the user

ﬁoc is tesgvoid phishing.

Private word” will be shown as Figure 2.4. If the sh
correct ones as users have chosen during registrati

to precede the login process by entering pass»@& i

Otherwise, users are advised not to contin lo Oin# to tQ system because

E‘—) S&
malicious sites are probably controlling 1t} & 4
BANK(SLAM | # :'i .

WELCOME 10 BANK IS .M WUS™ READ'W “ETUL TIPS
INTERNET BANKING 3 My Accounts

P unaenmers. WU B e, 3 > Teem Deposit & bnvestment
D Funas Teanster

INTERNET BANKING

Whyy Get In Line When You Can Be Online

OUR SERVICES

> Payments / Servies

D sectings

Figure 2.4: Confirmation of user authentication in BIMB online banking

(Accessed: 30 October 2016)
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2.5.3 Existing Hybrid Schemes Authentication

Throughout years, the numerous researchers introduced the hybrid scheme to make an
enhancement of graphical authentication based on usability and security :@' As
mention before, hybrid scheme is the combination of two or more‘@tication
schemes (Jali, 2011). For the group of graphical authentication ?ne includes
recognition-based and recall-based. Some of the examples of tthid schemes are

Enhanced Graphical Authentication System (EGAS) (Jali, an Ray s Scheme

s

e hoi
1 uoxgthce—based
i, @ﬂ). As explained

* cting their chosen

(Ray, 2012).

Enhanced Graphical Authentication System (EGAS)¥ a

(recognition-based) and click-based (recall\ metho

in Section 2.5.2, choice-based refers l acuo e
S
images from a set of distracting ir CllL c Q'10 the action of users
N :
clicking anywhere they prefer gpa g en images. hlxs me requires users to choose
. ] . s 'y “é
their preferred images from set nd (§ yelect click- -points in each of the

3

images. The example of HQGANs lob' ' Irtac@ showed in Figure 2.5.
G) ‘¢ .9
& ¢
RS
N
Q) $

N
S
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[eeceee0e] - | 4\ \d
o

Figure 2.5: EGAS login interfa ali, 20.'11

Y'

The novelty feature in EGAS is that it allow N to,

il
e N, Y}'

he nber of images

o_rﬁ.Qrom the usability
S

and number of click-points they would Iimf\g

aspect, the test’s result of this sche time was reasonable,
40

user’s clicking accuracy was hig%\thi sswords @re also memorable to the

users. However, the main hml% of thig 'fgjéieq? the ‘hot-image’ and ‘hotspot’
N @
problems, where users ten‘@oo Jpre tab@nages and predictable click-points.

o
This could lead to secu@m:l stc ‘ﬁlueﬁs)ng attacks (Fatehah et al., 2015).

Then, Ray ( introduced R \’YS'cheme (refer Figure 2.6), which is the
combinati@:ognilion—based and recall-based systems. The scheme is proposed
for s hagll held devices. Since users have to input both their textual password and
corresponding digits of the objects into this scheme, it resulted in a large password
space. This makes Ray’s scheme to be less vulnerable to brute force attack. Other than

that, this scheme is also claimed to be resistant to dictionary attacks and social

engineering attacks. From the usability aspect, this scheme eliminated the problems
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with grid-based techniques where the users have to remember the exact coordinates of

their password which is not easy.

Give user name

,“ -

Ri
_.}lu%!l RATION

) Put digits as password
Give user same V
+
Z . ]
S| | ndznnped s | QY-
Bl I Digits recognized J . 4
i o3
=X § no
User not authentic

From previous studies in hybrid sc &th

graphical authentication, so t dev VEJ;E

more than two graphical &h{ic tlon n i /e the security drawbacks while

N
maintaining usability i@hifl'p rcﬁ&'{hemication. A comparison of other
existing graphical %kicatpr S

} pu@)usly is presented in Table 2.2.

<gh]ybrid scheme that combine

L

N
‘{)
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2.6 USABILITY IN USER AUTHENTICATION

In 2005, Cranor and Garfinkel edited the first book on “Security and Usability" (Sasse

& Flechais, 2005), bringing together work from various researchers and higi¥hting

X

different areas within the field. The main publication venue specifi hor usable
security research is in the website based on the usability and ity keywords.
Usable security remains an active and growing research N Designing user

interaction for security applications, and user authenti sys‘ems specifically

raises some interesting challenges. The area of usable sec ;on%e_xisting

y cgn
{ N
Human-Computer Interaction (HCI) knowledge, ome fupddffientatNdifferences

v
In addition to legitimate users of a sec%system\m“ \@%*cond group of users
% o 9

who are actively trying to attac\ sy g uchigfackers will exploit any

information leaked by, or lhatca & extr,cte c@ the interface. They will also
st

leverage any way that lhe{ C fsuSedor any means to trick legitimate

users into revealing Co@ial I ionnﬁiﬁs makes it difficult to provide some
¢
forms of helpful @( il/ th
; n-);
towards correc Wwhords, 48 1t¥m

2.9
N

er i@tgrface, for example to help guide users
if security obslru% users' primary goals, users will often try to

must be taken into account.

S
Or
&)

b

£

ayalso help attackers. Security is typically a

secondary
circu% security measures (Sasse & Flechais, 2005). Users have poor mental
models Ssecurity (Chiasson et al., 2006) and they may not even realize that their
actions are insecure in the first place. Furthermore, they often misunderstand or

underestimate the consequences of insecure actions.
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Computer security suffers from the “barn door" property: if information or a system is
exposed even for a brief time, there is no guarantee that it has not been compromised
in an irrecoverable way (Whitten et al., 1999). The information may have been
externally leaked to attackers, or available to malware resident on the s While
these represent security concerns, they are all directly related to use, éq

e system

and as such, solutions must focus as much on the HCI aspects of lh?ﬁem as on the

technical security components. Usability problems may signi@impaet the real-
world security of the system. User interface design deci maf unintentionally

sway user behaviour and often towards less secure bghaviotr. Jhis y'@dlrect

result of the particular interface, or may be compoun by gx mf‘rences such

e\' so@'}?~ expectations.

as when users reveal their passwords to th

the t secure way. For
=,

example, users may choose very sho@) te r cause these are easier
“ &

to remember and enter than longer N ompl ue@of characters.

2.7 GRAPHICAL AUTHF@’{

Graphical aulhenlicau offer ?'s

@

many people like : pl*\ w%d r@r than a combination of character, in an
Yw

attempt to m e text-based p@ord A dictionary search can often hit on a

Furthermore, the easiest way of using a sys 0 en

ﬁ

%%, _

ty than text-based passwords because

passwoxd w a hacker to gain entry into a system in seconds. But if a series of

z,u is used on successive screen pages, and if there are many images on
each page, a hacker must try every possible combination at random. If there are 100
images on each of the 8 pages in an 8-image password, there are 100° possible
combinations that could form the graphical password. If the system has a built-in

delay of only 0.1 second following the selection of each image until the presentation
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of the next page, it would take (on average) millions of years to break into the system

by hitting it with random image sequences (Reddy et al., 2013)

Using long and complex combinations of passwords can cause problems @e of
use and memorability, and using simple passwords can result in a ra&h security
problems such as risk to be exposed to password guessing, shoulderYﬁng and social
engineering techniques (Schechter et al., 2010). Despite tthssive range of

passwords that could be chosen, users consciously and s sciqusly restrict the

2 é\;\%&ivated

co@ in line to

N

overcome these limitations and to be a better w% u kﬁn\ﬁng L%S'

2.7.1 Password Entropy G) \?

L]

% “« Q-
The reason why it is important to ccm e N p%s‘\lvord patterns is because of
its connection to the securitfyge :e schdmeJTh Qvent brute force attacks it is
necessary to have the p N pashpw spacgig and since the password space
N
consists of all possible@ns né c)ﬁc i this question becomes essential (Rass
&
et al., 2010). é
40 s
A N
S
When talking ut the security of passwords a key concept is called entropy of the
pasw@cc (Saevarsson, 2012). In an outcome space X = {Xi, X2,.., Xn} with the

probability p(x;) of outcome x;, the entropy of X is using the logarithm to base 2.

S

n

- Zp(iri) log p(z:)

=1

(1)
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Note that the entropy is always positive since log p(xi) is negative. Using entropy is a
standard way to evaluate a password space, the higher the entropy the better the
password space. Table 2.3 shows the entropy for a few common types of passwords.
The calculation is based on all standard keyboard characters (n=94), soKt y per
character is (log 94) = 6.55. As stated, the number of entropy for 8, m 2 letters
are higher, but how can users remember that kind of password? vxample, can
anyone remember 8 characters of this “Mc*Fz8"q” password? \,
Yv
l

Table 2.3: Password entropy for standard authentication s me'(Mgor 2012)
8 letter password containing all letters

#tro
and numerals

Password Space

—

8 letter password containing all ASCII c'\[

| printable characters. \
6 letter password with only lower case

PIN number, 4 numeric characters (0-9

letters (a-z) Agg
b

ed Jr
: o 4 d &4 e
their entropy predictions %s ail \Q par%() o the traditional passwords of
length eight in Table 2.®ble 0 ac@ss this are increasing the number of
‘P76
) 7 -
decoy images and theSpundber @f ayt ngﬁon rounds. However, it would take long
’
time to login th ¥ could dufe{?ease of use of the method. The passpoint
S
scheme tha; ch on click-based graphical scheme was comparable with the
tradition words of length six; with the scheme of hybrid (Zhao & Li, 2007)
could be sHd as providing effective security as their scheme was comparable with the

passwords of length seven or eight (Jali, 2011). From the previous studies, it

suggested that the combination of authentication scheme had provided better usability
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while maintaining the security. The combination of graphical authentication scheme

(hybrid scheme) was discussed in this thesis.

Table 2.4: Password entropy for graphical authentication scheme (Jali, m

Authentication
Scheme Ent its)
Information
Passfaces: Users had to | Authentication round =4

recognize and pick the
pre-registered images.
(Brostoff & Sasse, 2000)

(9 images per round)

Target = 1 image per round
Decoy = 8 images per round

Passimages: Users had to
correctly  choose  six
images from amongst a set
of decoy images.

(Charruau et al., 2005)

Authentication round = 4

(25 images per round)
Target = 6 images s 2

Decoy = 94 images

Passpoint:  Users can
choose any image they
prefer and the system does
not need any predefined
click-region or  well-
marked boundaries.
(Wiedenbeck et al., 2005)

Authenticatio r@l—u&
Target =5 cli& o

20x20 »
Passwo = ) 2N
371 w’k to tl;lcl?E S

Hybrid Scheme:
Integrates both textual and
graphical images.

(Zhao & Li, 2007)

4 obj:f W

?JQ& ﬁh space =
tocliek)
&

4*(log2 300*4*4) = 48.92

2.7.2 Securit

This gecti

’VIO'

ks in Existing E‘?aphlcal Password (Saranya & Bindu, 2014)

iscusses attack types based on password capture. The most common

threats to password-based authentication system are shoulder-surfing, phishing, social

engineering, brute-force, dictionary, and spyware attack. The definitions of each type

of threat are as below:
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Shoulder Surfing Attack: Shoulder surfing attack refers to attack the user
passwords by using direct observation techniques. Main direct observation

technique is looking over someone's shoulder, to get the password. Shoulder

surfing attack mostly occurs in public places because it 1s realliqy'in a

crowd to stand near someone and look at them entering a pas(@d or any

secret key. T

Phishing: This attack is a form of fraud in which the Ner tries to learn

information such as login credentials or account in ; Kon Py masquerading

as a reputable entity or person in email or other comMuni tMima%s
faitees LS, | &

Social Engineering Attack: Social enginee 18 the‘.a acKl in h human

gains the sensitive information from t% a tion this type of

attack, attacker tries to obtain twarmatio
computer systems from the usgr“eS§f tomkx

L]

7]

e cing ig&Mlis kind of attack as he or
\

she uses only hum iI%lligen ;}d. @ conversation to get the

2 ' 3

\BQ er ™Y

information he “é e gg some of information from one
source, then he \h ma - 1n ation from other sources within the
¢
same organRigil to get Jh coc&:lete information and add to his or her
fv ‘Z'E

." -
credibili
R &

Bru Nce Attack: This attack is a trial and illegal method used by

o

doesn’t use any electronic t@\' u

@ ion programs to decode encrypted data such as passwords or Data

Encryption Standard (DES) keys.
Dictionary Attack: This is a method of breaking into a password-protected
computer or server by systematically entering every word in a dictionary as a

password. A dictionary attack can also be used in an attempt to find the key
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necessary to decrypt an encrypted message or document.

Spyware Attack: Spyware is a type of malicious software, which installed on
computers with the aim of stealing secret information of users. Sp attack
is normally done by using a key logger or key listener. This n&@ gathers
information without user’s knowledge about gatherinw leak this
information to an outside source of attacker. A schemem be resistant to

this attack by using CAPTCHA (Completely Autom blt; Turing tests to

tell Computers and Humans Apart), which is @ progra ; nerQes and
Lo

grades tests that are human solvable, but ca@llmes of
N

computer programs (Shraddha et al., 20%&1’
resist this attack in graphical authewan schem®s
AN

authentication scheme is consid be &i& @Vare attacks if it uses
A =
CAPTCHA in its scheme. Ink ctioMNgafhs th@&Bmparison table as shown

\
in Table 2.5 for afor en%ned 4‘;2? a on the previous studies by

g s
Saranya and Bindhu Q4 A S éﬁl

>

Methods

s
S
Table 2.5: The At %)mplri s‘se@ Three Graphical Password Methods
o
el

Recall-Based

che{uM 2 Type of Attacks
SKpulder Surfing | Social Engineering | Spyware
A DAS

& Y
PassDoodle |
$ PassShapes
Syukri
Blonder
PassPoints

Cued CCP

RECE

Deja Vu
PassFaces

Story

Based

Cognitive
GPlL

Zi~<|~~I~Z|Z|Z|=Z22=Z2(=Z|=2
OlIR|O|ID|T|IT|VIRIRIR||
~I=ZZ 2~ Z2Z 2= <=

Recognition-
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Jiminy N D b4
4= é S3PAS ¥ M Y
L o CAS N D Y
T2 PassHands Y D 4
CBFG )4 D Y

Table 2.5 summarizes the security of the different graphical password s@hey

analyzed. ‘Y’ means Yes, that it is resistant to that form of attack. ‘w s No that

the scheme is open to attack. In Social engineering attack, ‘E’ indi Easy, as the

attack is highly effective. ‘M’ denotes Middle that difﬁcu@ increased. ‘D’
denotes the attack is difficult. é '
NY.

o
\b AN
2.8 SUMMARY J |5
N

previous studies that claim images are ea xm b? _& -based and help in

the usability aspect. This chapter al

N (@'aphlcal authentication
and discussed graphical authenti %l'ro @ble security. Some of the

I S Q/gl ity and usability aspect, and

they are being summd@t @J. B&d on the benefits of graphical
authentication, it is hl%\h(?lpﬁ t’!t géjlmal authentication will dominate in

the near future as %kt auphén V) tior eme. This chapter also suggested the new

development Abrld scheme tb&) combine all of the categories of graphical

0 1

—_

existing schemes are then ex

authentica %ﬁmce -based, click-based, and draw-based. Generally, the topics and

prospohybrld scheme authentication are also explained. Then, next chapter

further discussed on the methodology used for the new development of an alternative

hybrid scheme prototype, named as Choice-Click-Draw (ChoCD).
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