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CONCLUSION AND FUTURE WORK

In this chapter. the summarization, contribution, lim% z and the

future works ot this research are 1illustrated. The researvwers all the
al et

5.1 Introduction

rescarch questions detined mn chapter one to achiey

this rescarch which 1s proposes a new frameworkéfor

rescarch focused on solution to mitigate the emer™

employees their  own devices for work%g )SES.
r%s to

security through control the access of the ecf \T

developed based on SLR of previous a
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This chapter 1s organmzed In scct\ ectioINS.2 Whe iﬁmnary ot the research
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~h fntribu lt@A research limitations,
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&&H was to propose a new framework

findings, section 5.3 resea

section 5.5 the recommendations

N

5.2 The Summary of t

The overal

wrc Sy

S
YOD security fralhework based on SLR. On the other hand.

CSC

as a solution

gas@ﬁn SLR. On the one hand, it identified

the elemept

this wd an cvaluating the acceptable of identified elements for BYOD

securgfamework.
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The rescarch findings are classified based on the research questions that
arc related within - the  clements  that needed to design BYOD security

framework based on systematic literature review and the interview findin

validate this framework. | %\

Thercefore the descriptions of the research questions answer are listed wa

1*" Rescarch question: What are the elements that needed opose BYOD

security framework’

The answer of this question targets to find
Propose framework for BYOD security. Thes

layers of security control which are devicay cor server

laver.  The elements of  device Contm%‘a

malware scanner. In the BYOD sefg

p éﬁ'es and anti-

A

Ayofiles, user role,

c‘,}

systematic literature

internal apps and external appg’

review method to find the

| O

Qigssful keys towards BYOD

OUS®]]GWOT1(S. The elements

security.

The answer of

clements can be
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Device Control

| - Device Profiles

2 — Anti-Malware Scanner

[1er |

User Control

| — User Profile

2 — User Roles

Application Control

| — Internal Apps

2 — bkxternal Apps é

Tier 2 BYOD Server

4 Q-

The eoal of this research qucstioN 0 de [OW .ﬁgnew framework for
N

BYOD sccurity can be de X, The Jreseptch @wed systematically the

r %

that neceded 1o develo

previously works related
I°it)/(‘%neww:)rk. From the review that

A
RS YRS

\ 'UJ\’ Qz}s focused on a solution to a single

wWe L‘UﬂdllClL‘d WC

psc @bproaches were able to fully addressing

w

)D  security. Th&"research evaluated these approaches and

and spectfic pr

clement 1n these approaches into BYOD security framework

BYOD server.



135

3" Research question: To what extent the chosen elements of BYOD

security framework are acceptable?

This question aims to know to what extent the chosen elements of{ D

security framework are acceptable. Through our evaluation for th prghosed

framework by interview method and using qualitative analysi g hodology

Q)

ccugity elements

we can summarize the results as a tollow:

For the device control layer, which 1s consists of

(device profiles and anti-malware scanner), the cgntro
will provide high level of security by defining M§ allow"

the BYOD system. In addition, using anti-malwi e §C

the devices for any malicious apps or

which consists of four security

or SO

prevent any misuse of any datg

internal and external

our cowd €auseYmany security issues. Internal apps must

S’
be controll® e used according\to users  roles. Implementing of VPN and

applyi right permission could be a good choice to provide the required

sccuM ) dccess  within  the organization to avoid and unexpected security

1SSUCS.
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5.3 Rescarch Contribution

This rescarch proposed a framework tor BYOD security. This framework

oives  a  solutton to BYOD  problem 1n business. Bv BYOD

framework an orgamzation 1s able to ensure the security of devices

their network and keep therr eritical data secure.

At work 1 more security way. This framework can

oreanizations and educational institutions as well.

5 4 Research Limitations and Difficulties

smmﬁ

:\]lhull;h the  resecarch  has reached  its 1avoidable

limitations:

- Because of the time lmit, the lucted on limited

databases which are Iislcd\ P h¢ icles selected for the
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\wml:lliuns and the Future Works

e work of this research could address the first implementation of

D,

‘N

| -1
the proposed framework and the testing of the prototype in real world

SCCnarios.
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2o Also. adding another  layer of monittoring may help to improve the

cfficiency of this framework.

5.6 Summary \

\y

This chapter concluded the research. It summarized the main findingS®of this

rescarch and  provided a  better understanding of  this 1‘@% z [t also

presented  the  limitations and - ditficulties  of  the rcscarcthl}a presented




