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ABSTRAK

Pembangun  perisian umumnya memfokuskan kepada fungsi utama dan ciri-ciri asas
sistem di mana aspek keselamatan ditumpukan di fasa penghujung dan lewat. Keperluan

keselamatan yang kurang diberi perhatian di fasa awal pembangunan boleh menwzm
ing

ggi

perisian yang lemah ciri keselamatan serta melibatkan kos yang berlipat m
untuk dibaiki disetiap fasa. Menilai tahap keselamatan perisian di fasa aw %ﬂngunan
sistem membantu menghasilkan rekabentuk. aplikasi yang selams a berupaya
melindungi dari serangan yang bertujuan untuk merosak. Oleh itu pawbagun sistem dan

perisian perlukan pendekatan yang praktikal dan sistematik untuk 1 patkan maklumat

yang cukup dan berkredibiliti ke atas tahap keselamatan sistem edailg dibangunkan

di fasa awal kitaran pembangunan perisian. Setakat ini tcRM& yank MI‘CB_\'H dan
.
kukuh atau kaedah mengukur secara kuantitatif keperluMgselanfatan 19’:@5%111'
1tu

k pembjfla saw-kerangka

kerja untuk memperoleh keperluan keselamatan da :mmka UNm keperluan
keselamatan untuk memastikan perisian yang sqff i 1. L ‘ussaul kerangka

kerja yang dipanggil Secure Appreciative N

(SAIFQT) dengan mengintegrasikan te

CLASP and Fuzzy Soft Set Theory
pengukuran kuantitatif. Diakhir kajimmﬂz i as tofmk SAIFQT melalui kajian

kes sebenar, ujian penetrasi dgg peMgesahaf olgt pal> bidang keselamatan secara

ﬂ

heuristik dilaksanakan ke atas prot alpy{ 1bﬂ'1é)(l\1i,\' Method dengan gabungan

kaedah kualitatif dan cxplorc&mna '

dicadangkan SA/FQT dj ikany berjaya 11fk>mcmperolch spesifikasi keperluan
¢ 1 P ’t,)

keselamatan yang banQ’m 1k.
diusulkan dibandingda ngaW

&

ujian penetrasi gm! menggariskan l@lpriorili tahap rendah amaran keselamatan.
Manakala lap Njian ke atas prototaip yang dibangunkan menggunakan kaedah
SAIFQT nae ukkan empat prioriti tahap tinggi amaran keselamatan, satu untuk tahap
sederha safff untuk tahap rendah dan prioriti bermaklumat. Oleh itu kajian ini
melaporkan sumbangan kerangka ini meliputi kelonggaran atau vulnerability keselamatan

perisian yang akan dibangunkan di masa akan datang.



ABSTRACT

Software developers generally focused on the core's functions and features. but the

security was only addressed as an afterthought even though it was too late. The lack of

proper consideration of security requirements during the early stages may qu Yhe

development of an application with a poor security and the cost of corre might
increase several times with every additional developmental phase. As@&r security

at an early stage helps to design a secure application that can wi W malicious
attacks. Therefore, software and system developers need prac n 'stematic

;curily level in the

approaches to obtain sufficient and credible evidence of

system, which is under development in the early phases of

cycle (SDLC). Currently, there is limited number of relg

quantify security requirements in software industry. Thge
’
to construct a framework to elicit and quantify Ty fequi un* 01del to

ensure secure software been developed. Here, 1EN inﬁ‘od a fregiework called
Ca

Secure Appreciative Inquiry Fuzzy Quar n Techiy ueé‘AlFQT) which
integrate Appreciative Inquiry, SQUA LAS B A Soft Set Theory

techniques in eliciting and quam}i euﬁny uuﬁl The proposed
framework, SAIFQT was Lvalualud gasd udw\é‘{) enetration testing and
validated by security experts. Y.d m‘lho lp@% used in this study, a
qualitative and explorative mclho h= é}olhal the proposed technique,

SAIFQT was proved succes u in LllCll]ll ane vand unique software and security

requirements  specificati Nle regu
1:)

technique comparing heshorngal ﬂxmdmo to penetration testing reports,

sllotgﬂhc strong points in the proposed

which shows three l'iorfy s f@lc proposed technique. Meanwhile the
report related to taggototype built us@ormal SDLC shows four high priority alerts

and one for ea Xnedium, low and informational priority security alerts. Thus, this

study regidggeMheir contribution to cover security vulnerability in software intended

to be bul ture.



ek

RN bl ez L Sy VST W AN I WY Sheele IKas 0455 ol eles

s (8 <..,a u\fgw\\ oWzl uLaL aL«;,s\\,_u, ol L:_..U ,,.LM, \ 3

=
B aseline JL&.&T 3\..5:.‘..‘,4 LPL.:L..:.? J.<, L ¢ (Lnj RS :Lb ....L«.*JL aUs)

;,AT )La__~ J.x*._._...il Se3n c<..a L}-‘J,A u w\” j...aL..x.H ;,:,J:A_ A CLJJ s_,s:.,.,‘\_,<.>

A iy G50 Gby el ) dele a8 L2l (gpekae 0L, 0) Lol (s

a
e -

(S])LC) Nbr..“ 3\_&- c,aJ ,A 0<~l t>‘)«4 u wb—; (@)

adlasll a1 ollardl dygi ped B oy ) sl

2 BB el A 3a5 Al 0L L e

& == g

oz oY adl sl @bw\%r

el LAl Slulys oy LLL&V,L F\ %

ol oo Sk o“”%NJ }b@%\_ i) acmdl) (3 aedll bladl sl

e B gl 2 Qa, f)b), 5 43l (SDLC) ez ¢ 31 21
&

LQ d-lss By laYl 4».5 g Any,| vﬁ@’v G of e a-all aual :@,‘\'l Ladsie

SDLC, ¢! \M sl gl el alany Lod ) Glegkany jadsciag bawgie o

G el 3 (ol adaad Bdall Ll 2ulyll ods o 2V 25!




Vil

TABLE OF CONTENTS

AUTHOR DECTARATION G i sinsisdiimasmssmivammusiinmsa I
BIODATAOFAUNHOR oz oo oot m 0 B e Soss msssessssess sssssiiset sk isinssth 11

1100 R 0 1 a1 T RS oW I ey S
]

1.3 Problem Statement

to

I F:Te) g o) 11113 O SNSRI W .

1.4 Research Questions
1.5
1.6  Significance of Study

1.7 Scope and Limitation of the
1.8  Organization of the Thesis.

105, Summary % £ S5 £ Ko

2.1 Introduction...........

2.2 Functional and qQuir \ms ..............................................
2.3 Requirements S¢ ey "(J ........................................................ 12
2.4 Requiremengk I ido J.. .. \ .......................................................... 13
2.5 Requireméfs Micitation.......... o N NS SN ORI S AN S S 14
2.6 Vario wun‘emems Elicilali}] {llc e g1 e e s o 16
2 7 Cor 1 between Categories of Requirements Elicitation Techniques... 23
28 Wh reciative Inquiny CAY) A starsce: Bl Ser (EHl e sl i o0 Je e n iy 24
2.9 QuWfifying Software REqUIrEmEntS ............c.ocveeeveveeeeeeeeeeeeeeereresesesesenns 30
2.10 Related Issues in Security Requirements Engineering ................c...cccccoo.... 33
2.11 Methods and Best Practices in Security Requirements Engineering............. 36
2.12  Quantifying Security Requirements in SOftware ..............oooovoevoeoon, 54
2.13  Requirements Elicitation Technique for Security Requirement .................... 58



Viil

2.14  Exhibiting the Problems of Current Frameworks and Methods Related to
ST=e b e @ LUCTE VL1 Lo St S S S SO 62
2,15 Fuzzy Soft Set THEOTY ......ovoviiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeoeee 64
2,16 ReSCarChyGIaD it ¢ s smsssmsssiostismspronshesssisstansinsmassa s st 69
v T Lt B 0
CHAPTER III RESEARCH METHODOLOGY ...cooooueveeeeeeeeeeeeeeenns \‘Y.;l
o 01 O 5151318 e 1 (o) PO VARE UE NOUNSERRRSSE S R et SRR S c) ...... 71
3.2 Validation of Proposed Integrated Technique (SAIFQT).......... A .......... 79
3.3 Evaluation of Proposed Integrated Technique (SAIFQT) ........................... 81
S 5 S U T riatsbcliiretudivin vosssibmesss Somesimmmmel o b et 1 e 83

CHAPTER IV ELICITING SECURITY REQUIREME

4.1
4.2
4.3

4.4

PROPOSED SECURE APPRECIATIVE I
TECHNIOQUE ...t i

i1 olahb e Lo} o U RIAENORU SIS s O,
Benefits of Integrating Security Requirementé

Secure Appreciative Inquiry Technique: Em
85

SUMMALY . vl o it o o O

CHAPTER V QUANTIFYING SECURLTY

il
5:2
i)
5.4

3.5

CHAPTER VI CASE

APPRECIATIVE INQ

Introduction.........cccccvvveeenn..... mg— Sy

Benefits of Integrating Algom f

Embedding Fuzzy Soft get Al omlm int
Proposed Quanmvmg ecur R.K &smo Fuz7y Soft Set Thumy

112

Summary.............o%. N

WEB;

6.1  Introductio

6.2

6.3

6.4

6.5

6.6 "WebSite Screens and N ain EUNCHONS s sy e LR S e Ehas 162

6. 7aeiSUMM ATy S e e te Bl A Ao S ol U o S CTIT 0N L ERL 165
CHAPTER VII DISCUSSION AND FINDINGS ......couvveeureereereererereeeeeeesesesnes 166

g T T O U1 O O e L G S D AR S e TN 166

7.2 Evaluation and Validation MEaSUIES ................cceeveeereereereseeeerersersesssessenns 166



X

(E T 111 T . Rl T 173
CHAPTER VIII CONCLUSION AND FUTURE WORK ...oovevereeererereeererenn, 174
8.1 Introduction

8.2 Review of Research Background

8.3 Review of Research Methodology ...........cooooooveoeeooioooooeo

8.4 Research CONtribUtION ........ccoooiiiiii oo

B |- (REsCHIEN I At O S e o

8.6  Recommendations for Future Research................c.ooi s
REBERENC IS ol ot el st oMo S5 el G o8 con s dlilb it Y’

APPENDIX B PILOT STUDY: ISLAMTAG SOCIAL N

APPENDIX C SEQUENCE DIAGRAM AND COLLA:
FOR REAL CASE STUDY: ONLINE



LIST OF TABLES

TABLE I: Conversational methods for requirements elicitation ................................
TABLE 2:
TABLE 3: Analytic methods for requirements elicitation.............................
TABLE 4
TABLE 5: Comparison between various types of elicitation techniques
TABLE 6: SQUARE PIOCESS .vissservessensanersnssnsssssssssssssssssesssssnsonnsssiorsin

- Observational methods for requirements elicitation..........................

- Synthetic methods for requirements elicitation ...................... 4 ")..... 22

TABLE 7: CLASP activities, related project roles, and best pmcticN ................ 48
TABLE 8: Comparison between methods and best practices in seopuigly¥Yequirements
COEINECTING . .eseusensansssesssasosssnsnsssanssnssansassnssnisssessss e R 10s Finrsioerssnsansas 2

TABLE 9: Some studies about quantifying security in softvg

TABLE 10: Proposed discovery phase for SAIT ................... ®
TABLE 11: Proposed dream phase for SAIT ................... :
TABLE 12: Proposed design phase for SAIT............... N
TABLE 13: Proposed destiny phase for SAIT ........... T
TABLE 14: Complete phases for proposed sccurcw 1at

(37X N iy N o et sl | . e U o e i 97
TABLE 15: Summarizing phases of SAIT basc\ copeern dhe sQril_\‘ issue .. 107
TABLE 16: Vulnerabilities, Errors and Secgagindex \>: A':‘ ..................... )
TABLE 17: Summarizing phases of propos E “ccia \‘Inquir)’ Fuzzy

Quantification Technique (AMQT) . ™o T ... BN 119
TABLE 18: The functional requirem e SIngaREwebSITe s sl i 134
TABLE 19: Software requiremeng® an iltv@ircmcms ..................... 144
TABLE 20: Software rcquircmcxh ‘ ‘equirements value ........... 161

TABLE 21: Summery of expg Mcd
TABLE 22: Summary of st &

A
TABLE 23: Ignored stcps%\s



X1

LIST OF FIGURES

FIGURE 155 o fwaie Tineline, sl el S s s i) e Sull o 5 sl 7
FIGURE 2: Requirements Engineering Phases Surveyed. ..............ococoooooooooi, 14
FIGURE 3: Core process (iterative 4-D Y] o T

FIGURE 4: CLASP views and their interactions. ..............ccococoeeeoeveooo .
FIGURE 5: Use case diagram containing misusers and misuse cases. .......... £

o 1o] vy (O e e =L RS S s ML TIPS .

FIGURE 6: Research Framework. ...............c.ocoooooooioiooo o *
FIGURE 7: Theoretical Study and Defining the Security Requirement }:!icila on
FIGURE 8: Integrating Al with SQUARE and CLASP................... V

FIGURE 13: Discovery Phase of SAIT.
FIGURE 14: Dream Phase of SAIT............ccocouen......
FIGURE 15: Design Phase Of SAIT. .......cuemmesvecsarsi oo nerss™

FIGURE 16: Destiny Phase of SAIT. ... c\) ...... %5
Iy,

FIGURE 17: Proposed Secure Appreciative It echniq

(SAIEQT) Processiusiaiimn iy i
FIGURE 19: Use case for Online E-Busi
FIGURE 20: Misuse Case for Online EN)
FIGURE 21: Class diagram for cuslowﬂ-‘d ¢
BIGURE22 -MainPapes st o
FIGURE 23: Registration Pageg,......¥....
FIGURE 24: Login chL,K\ .....
FIGURE 25: Customer Pa ’\ .............
FIGURE 26: Post Scwicc%u. ..........
FIGURE 27: Payment

FIGURE 28:\/u1ncrw;: Al g Norg! SDLC Prototype. ..o 172

FIGURE 29: Vulngrdilities Alerts for SEQT Prototype. ....coovovvvveeveveeeieee, 172
FIGURE 30: S ce diagram oflogilhsc GASO BTN aElile el s s S 219
FIGURE 31: prative diagram of 10gin USe Case. ............ccoeveveeeeeeeeeeeeeeeernenne. 219

FIGURE 32% ence diagram of make registration use case. .............ccocceevenn.n... 220
FIGURESgCPllaborative diagram of make registration use case............c..cooooe. 220
FIGURE 34: Sequence diagram of purchase services use case. .........ocovevvvvevnenn. 221
FIGURE 35: Collaborative diagram of purchase services use case. .......ccccooveevee... 221
FIGURE 36: Sequence diagram of make payment use case.............ccccoovveevveneennn.. 222
FIGURE 37: Collaborative diagram of make payment use case. ........c..ooceeveeveene... 222
FIGURE 38: Sequence diagram of brute force login use case. ........ccooovvvvvveveceen. 223

FIGURE 39: Collaborative diagram of brute force use case. .........ocooovveeveevcreienin. 223



X1l

FIGURE 40: Sequence diagram of malicious code injection use case...................... 224
FIGURE 41: Collaborative diagram of malicious code injection use case................ 224
FIGURE 42: Sequence diagram of disclose user information use case..................... 225

99%

FIGURE 43: Collaborative diagram of disclose user information use case. ............. 22



Al
CIA
CLASP
CREE
El
MSRA
RE
SAIFQT
SAIT
SDLC
SE

SI
SQUARE
SR

SRE

SRI
STEP
UML

VI

XP

Loy
&
S
S

Xiil

LIST OF ACRONYMS

Appreciative Inquiry

Confidentiality, Integrity and Availability

Comprehensive, Lightweight Application Security Process Y.
Confidentiality Requirements Elicitation and Engincering%\

Errors Index

Multilateral Security Requirements Analysis Yv
Requirements Engineering V
Secure Appreciative Inquiry Fuzzy Quantifi 1liw!chnique

Secure Appreciative Inquiry Technique l
NY.

Software Development Life Cycle

¥
Software Engineering l _{')
rLF

Security Index \
Security Quality Requirements Iggir rinﬁ ‘S.
Security Requirements \%

Security Requirements Ene'necrmg \T é

Security Requirements In &
U]

Q-
Software Test and E\N' n Pan A‘Q
Unified Modeling [ \afotlage
nifie Y@ g , ' 0
Vulnerabilities Mde P s &
Extreme Prgbramgmning



	Image00010.jpg
	Image00011.jpg
	Image00012.jpg
	Image00013.jpg
	Image00014.jpg
	Image00015.jpg
	Image00016.jpg
	Image00017.jpg
	Image00018.jpg
	Image00019.jpg
	Image00020.jpg
	Image00021.jpg
	Image00022.jpg
	Image00023.jpg
	Image00024.jpg

