CHAPTER THREE

¢
RESEARCH METHODOLOGY ﬁ
<
Yv

This chapter discusses the methodology of evaluatin ropose he , elapsed-

time based scheme. In order to meet the research olg§ectives, thggmet Ioﬁé?'é
ach

guidelines to carry the research out in four phase ph}se as Js ow aI The

3.1 Introduction

goal of phase one is reviewing related literare re
mitigation in SDN, studying of DDo$ d@(tec

and entropy techniques, |dent|fy the s e ela

wtectlon and

amely,machine learning

t&Qrformance of the

machine learning and entropy es'p Icu I o@*\ead and accuracy and
analyzing the parameters previo rks Rﬁsed these techniques to
identify parameters ppat tribute ,to reas *@ overhead and increase the
accuracy. In phase tw%d \M.)\ he @yosed techniques are addressed and
a design of a sc meJor tlng mltlgatlng DDoS attacks in SDN is

d
proposed to #ill the ap?\?ht e. In phase three, the implementation of

iéf In phase four, testing of the implemented

schem s i Iu rate?
sche formance In fe‘m)s\?f overhead, accuracy and false alarms is finally

e%e . The phases of the@earch methodology are illustrated in Figure 3.1.

N
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3.2 Designing the elapsed-time based scheme

The proposed scheme is meant to provide an accurate and less complex solu
has low false alarms for detecting and mitigating flooding DDoS, low ra D

change volume DDoS. To achieve the purposes of designing the schﬂke need to

select the appropriate validation technique for a DDoS researc ulator and
emulator software, appropriate programming language and appr e parameters to
be used in the detection and mitigation functions. '

3.2.1 Selecting a validation technique for g DDO% regear o o

&

u{ ifed in@ee main

In networks, performance evaluation approac

techniques: mathematical models, meas

atlon@: 2015).
networks security particularly DDoS\adomam

iqu@d for evaluation
and validation are four technlques

=Y
&
WA
According to (Behal ar, Nhen a researcher proposes any
he¥i€ld

novel detection or d WOd ' i twork security, the proposed
3 : :

method has to be |mp

evaluation and n 1™¥ne Jto valu@ through available set of validation

N
techniques. er e b sigall y'apoéa'ches used for validation in network based
experim hemafical elsé\ ulation, emulation and real systems” (p. 9).
Flgu:&resents e Egchniﬂﬂes

V

E\ Valldatlon Techniques for DDoS Research

Q Mathematical models Simulation Emulation Real Systems

Figure 3.2: Validation techniques (Adopted from Behal and Kumar, 2016)



3.2.1.1 Mathematical Models

Due to that mathematical models are theoretical in nature, the given [
applications, platforms and conditions are modelled symbolically and t ated
mathematically. For that, mathematical models can’t be used for suc&ork based
experiments as pointed out by Behal and Kumar (2016). For thWose of this

research, this technique is rendering not suitable. V

b9
3.2.1.2 Simulation '
\J.
The method of using computer software to m%al worjd pr eT .oigt.ion,
event, or system is known as simulation (law, 7). Simuvzﬁ a‘gl'gnificant
methodology approach that has been incregsing useq\l y de@nent (Davis

et al., 2007). According to (Ivanov, @nulaﬂo eéﬂted in numerous
effective research studies as th rimar r e‘@dology. In addition,
simulation provides a very be ight iffe Jcat \vironments without the

0 Co (@\
need to construct these tiMnslrQﬁzns@ and sometimes risky real

environments. Accor tocao & €hen J2016 ulation can be considered as a

methodology to fu%e an'
simulation-basx&i izglh
analytically%ae eals
simula onmegnti(Fyget al.,
d VJ% -

>
Awever, the simulaffg‘g> technique can’t execute real applications as it can

o

3
N

ximate certain hardware and software functions only.

N



3.2.1.3 Emulation

The integration of simulation and real systems is the emulation. In equ,
combining real elements of an operating system and real applications wi and
simulated elements like soft network links, virtual intermediate nodes,ﬂ%nrealistic

background traffic is made. While the simulation runs in virtuaN\gfmulated time,
emulation runs in real time. V
\ 4
3.2.1.4 Real Systems '
\J. v
Due to providing realistic network conditions, rea rating Byste Pr@ ions
&4

and platforms; real systems technique is ;%n. 0 Q e@k based
&~

experimentations.

However, there are sommitati S sir:iQaal systems for

experimentations. Firstly, chan t@ ne&v\ﬁol gyd')s ot possible for a new
q Q—

experiment. Secondly, it i\ unsa 0 Ii&zxperiments with Internet

N N .

intrusions because th cWIy egcape l @xpenmentaﬂon setup and can

damage the live networ! c,npo enfSyki IWC@ flooding based DDoS attacks can

cause degradat@uet clk inks (S@dt et al., 2010). Furthermore, this

N
Ben i ?he oviding the equipment and tools (Ince &

tl
al syglemsgargid r validating network based research but they
4
are Isw their fu tioﬂ‘ali@Ecause of their complex nature. However, in this
r

rw it is beyond our carﬁ";ﬂy to use this technique even though it can reflect the

technique is

iour of the proposed scheme.

0 Due to that there is no appropriate dataset available for validating related

DDoS research among the various publically available datasets because they are



obsolete, lack the required characteristics of network traffic or not made available to

the research community for security reasons (Behal & Kumar, 2016), the appropriate

evaluation and validation techniques for this research are simulation and ew‘.

3.2.2 Selecting a Network Simulator and Emulator &

Selecting a network simulator is an important decision to make, bégause choosing

the appropriate choice will save time and efforts, and will d?&y lead to efficient
results. Selecting a network simulator can be do@ng ilto account the
modelling capabilities and hardware and software cgnsidergtion \ao \Y-
Modelling capabilities include how well a& accuﬁuo;_/]e)sirﬂmor can
represent the topology that has been c%eswv'

educational and experience level re h use a

friendless issues and the ease of Ie@;. A\T &\
% R A0

On the other hand, t\ ware%fiwa@siderations include how

flexible the simulation so?!to r'odel Si \as well as complex systems.

This category incluhogramryiue_lplr@pported by the programming

language such @Un 1@ and @&{-oriented programming and others.

Furthermorecwlity toJurmse simel')@ on newer or older hardware without the
N d

s

need for are s a major role in selecting the network

peciffc h?r
simu:w(tware.fl diﬂon,‘?escost of purchase, installation and maintenance is

=
aK ajor consideration ™ 3electing the proper simulator.
In order to select a proper simulator, it is very important to have a very good
nowledge of the simulation software and its tools. For the purpose of this research,

we use VirtualBox simulator. This simulation software was selected according to its



popularity and its capabilities. The following section describes briefly the selected

\Y'

3.2.2.1 VirtualBox Software %

simulator.

m to allow

VirtualBox belongs to Oracle Company and it is named as Oracle. VM hrtualBox.
VirtualBox is a virtualization application which used as a cr%plzor
you to run multiple operating systems inside multiple virtuvhines at the same

time. VirtualBox is a free and open-source solution th S ih all_platforms

including Windows, Mac, Linux, and Solaris. For exampl®®youfcan r m\QSon
your Windows computer or Linux and Windo ac ang soéghn, !Il-é(k%gside

with your current running applications. Virtchan urming o erent host

operating systems whether 32-bit or 6 Mating ysiapls an@ on different

versions from the same operating syste rthermore irtual@< does not require

hardware virtualization; therefo %car'l. n%n n
gr

q
features built into newer harrK e noteggsen A(&'
L3
As previously% ed, thefcore op'en@:rce VirtualBox package is free
'3 g
under general publ%( P : anog}{oprietary extension package is free

dev ion license (PUEL). VirtualBox offers

indefinitely unger rso

Q— NS

po sy’ > o |

o: ~platform omJatlb\l’w (installs on Mac, Linux, Windows, Solaris
mputers) \C"

§ Command line interaction

e Shared folders and clipboard

e Special drivers and utilities to facilitate switching between systems


https://www.virtualbox.org/wiki/GPL
https://www.virtualbox.org/wiki/VirtualBox_PUEL

e Snapshots
e Seamless mode (lets you run virtual applications next to normal ones)
e Limited support for 3D graphics (up to OpenGL 3.0) \Y'
e Can exchange disk images with VMware &%
e VM video capture Y.
N

e VM disk image encryption (with extension pack)

e Virtual USB 2.0/3.0 support (with extension pac q '

Unlike traditional network, SDN structure n efhula ﬁwq‘&e_ to

- 48
emulate the OpenFlow components (e.g. contr , Switcheg anga#o s)_\ cause
emulating large networks with large numbers : S\R@é SDQI:x;ltrollers,

using the Internet may not be a goo |mpr8ﬁer figum&ls can cause
unwanted problems. To solve this pr #Mininet soffivare een created. The

/Py/]}

following section describes brief DN uﬁh\*f
o q
3.2.2.2 Mininet Emulato
| 3!
Mininet was created ord Upiyergitygo
teaching netwo&hwologles\ resﬁ purposes. Mininet is a network
NS

emulation oqﬁo sys f]ickuggates and runs a network of virtual end-
s

hosts, sw@' ntroflers;yodters gud links. Mininet components behave just like

real w on ago el ne@ where the components can communicate with

e smoothly. The prOg‘@ms on Mininet can send and receive packets through

@ces look like real Ethernet interfaces with a speed and delay of a link. These
OCketS can be processed by what seems like real routers and switches. In short,

Mininet is the easy way to create virtual software defined networking.

/1,€ g

a group of professors as a tool for

L

—+



Mininet supports many tasks that can benefit from having a complete

experimental network on a laptop. Mininet supports development where it provides a

network testbed for the OpenFlow applications development which is w;n

d
inexpensive. Mininet supports research and learning purposes where t rchers
can apply their research experiments on a ready, simple and Iete network

environment without the need of expensive labs. Also, Mininegsuppbrts topologies

testing where it enables the complex topology testing witout ed for a wired-up

network. Mininet includes the Command Line Inte

) @glng and
Python API for network creation and experimentatn. Mifinetfallo ytlfo@ased

user scripts to interface with it because it is w in Python§ O |n|n ou can

0 4
run the real programs that run on Linux such the R N‘L ow g@&mg tools

and the network packet analyzer erWa Wir (VMs) with

different operating systems such as L|n nd md

‘QQreated on Mininet

VM which uses Linux Ubuntu ; Si : | m@; or the purpose of this
research, we have selected \& X SM Iﬁt emulator to conduct the

topol ted in SD t.
opology presented in onm#w l o
, '3 L 4
v é"

3.2.3 Selecting Con't
&

In a typlcal the nej I |e|| e is logically centralized in controllers
(softwar whi I t troI logic to be designed and operated on a
glob kV|e : BZ;\traI?e appllcatlon rather than a distributed system. A
P unning on a IoglceTH‘;;’centrallzed controller manages the network directly

figuring the packet-handling mechanisms in the underlying network devices.

@e packet processing rules are installed on network devices to realize various tasks



of managing a network, ranging from routing and traffic monitoring to access control

and server load balancing.

The separation of control and data plane, a decoupled syste@’oeen
compared to an operating system, in which the controller provides *ammatic
interface to the network that can be used to implement managemeritasks and offer
ontrollers in the

new functionalities. There are various open-source and comigerci

market. However, our focus in this research has
controllers. Some of the open-source controllers are
Ryu. These controllers have been described in wn 2.50in li r#u@view

chapter. Also, a review of their characteristi

same section. In the following section we

3.2.3.1 POX Controller \ O
) N
Controlling the network, mapggkasmits re@ourc rovi its configurations and

sending and receiving tﬂemvarl uctioe o and from the network
forwarding equipme% nction pf so &re@ﬂned networking controller. The

controller is locatethin the n"l

which is control layer. SDN has

many types of@ers diﬁﬁi types of programming languages. POX

!
¢
controller is %on- sed cdptrdlle gﬁa it comes already installed on Mininet.

N
txdy | o
is an dgen ourd?'controller provides communication with SDN
Au -4
C

s»'& sing the OpenFIoW%rotocol. The general purpose of the controller is to

é developers to write their own applications that use the controller either as an
otermediary or as an abstraction layer (Fernandez, 2013). The abstraction layer

means a layer between network applications and network equipment. Furthermore,



POX controller comes with stock components bundled with it to allow developers to

create a more complex SDN controller by creating new POX components or writing

(¢

network applications that address POX Python Application Programmin& ac
(API). We have chosen POX controller to be used in our experi nés )ecause
Mininet is written in Python. The POX controller version used in Wperiment is

(0.5.0 eel) which is the current version in use. V

3.2.4 Selecting a Programming Language Y'

Typically, controllers in SDN are classified into I@ athsa's\ved on the
programming language that they constructed b@ely, SON co rqllz.a‘riﬁw' be
classified to Python-based controllers and Jaya-baS®e contgBl|€rs. eca&?‘fhe POX
controller is a Python-based controller an@ Wgated @e controller
used for all experiments in this rese@refore, gra@ﬁng language that
will be used to construct the scherr%Dython. \T

3.2.4.1 Python Programr%angﬁ ge u
ing lan

Python is a powerful hig prota e that supports features like

‘8-62;'% amming. From our perspective,

Python is one of Nest cctnp\langu due to ease of using its syntax which
> $

makes it the E uag er(sl)@@, learn, and use. Some of its advantages

R <
are listed QWZ
4
o \Easy Syntax NV
& S

\Readability
0& High-Level Language

—*

Q

functional programm objec}

T
4;\7/0

Object oriented programming

e |tisfree



e Cross-platform

e Widely Supported

o ltisSafe %\Y'

Python's syntax is easy to learn, so both non-programmers a rammers
can start programming right away. Furthermore, Python's syntax ichlear, so it is
easy to understand program code. Python is often referred t Mutable pseudo-
code" because its syntax mostly follows the conventio (?t:/ ')rogrammers to
outline their ideas without the formal verbosity o e infm qramming

identftal gg)thi iﬁ}l‘zi;ied
pe% es @ solution

to other programmers. Thus, Python can sefl'to p?%toty and @Y(;je which is

later to be implemented in other pro ia language OQ~
Python is both free and %ource. \%%re '\Kén run on all major

a

operating systems like Micm%wdo S, Li ,ﬂan% ¢ OS X. Python has an
\u b shes,

languages. In other words, syntax of Python is

"pseudo-code™ used by many programmers t

an WJNg lists, and internet groups

active support community?'n

that attract a large n knowlddge I.glan'bélpful contributes. Also, Python
' &

\-based Iﬁuﬁges, making it much more reliable.

does not have poi like otre
silen@‘dnless they are explicitly silenced. This

Along with thﬂ S ne |
%ee’a (')

nd rgad whWth p@am crashed and where to correct your error.
S

' 4
ting Pa am‘gte@?or Detecting and Mitigating DDoS in

émg the appropriate parameters is the important step to accomplish the task of

Oﬂecting DDosS attack. Therefore, the full understanding of the attack category plays

a major role in selecting the effective parameters.



3.2.5.1 Parameters Used for DDoS Detection

Based on the critical analysis conducted in the literature review chapter, ww
that solutions proposed for the purpose of detecting DDoS attac %\used
different parameters but the arrival time of packets was not am%em. The
analysis conducted also shows that the performance of the propc&glutions had

been affected, particularly the overhead and false alar 0, the analysis

conducted in chapter two shows that proposed DDoS solutions have not

proposed to detect either the attacks that change from igh jvolu gck to the

- >
low volume or the low rate attacks. Therefore, révof the @pi t‘a@ctmg
the appropriate parameters particularly the eT im bgt succs:g{\;e attack
packets and the number of flows wiEW po?ﬁivel on d%ng different

categories of DDoS attacks and enhaM perform at t}@me time.

A
- é?* NS -
By looking at the nature flgpding 0 &' , We can see that this
q
attack is generated in a mas& OUNC fr&‘ﬂifferent sources locations
N
known as compromi coiEuters t' @

war a'c destination called the victim.

The nature of the attack uires.;& Ié?@umber of packets be continuously

generated and @. T&@behi@ fast and continuous sending is to

overwhelm @t c%ﬂes Ckets to make the target idle or completely

unavai@ﬂgiti’m rs! B@'z)n this nature, the time elapsed between the

SUCUS tacks pacKets ho‘ﬁ’gf)e a few seconds. The elapsed time between the

Nssive attack packets isélculated by subtracting the arrival time of each two
L

cessive packets. On the contrary to other research studies, we have used this
oﬁrameter as a key parameter in detecting flooding DDoS attacks in SDN. We

D

(%2)



strongly believe that using this parameter is the successful step to performance

enhancement.

To accomplish the task of detecting flooding DDoS attacks, othe@gters

should be selected. Based on the description given on the nature of ﬂ%ck in the
previous paragraph, packets-count (the number of packets) is andfier appropriate

parameter that has to be selected. V

OpenFlow provides several functionalities in@aﬁ@s counter
every time a packet arrives at the switch is one of ghem. This flinctigga |ty'p,@'i'des
the total number of packets that currently existe e netv:'or T pacl%écounter

is one of the flow entries in the flow table in tr¥p~en M h. Flowe tries were

illustrated in Figure 2.3 section 2.4.1®W0. W E

OpenFlow also provides th%ionam&( ct g@‘re header of each new
e &

packet and forwarding it to t nsgrugt th itch about what actions

should be taken. The hea Nch ontain&e source and destination IP

addresses, source an% tion p bm@ol number. Due to targeting a
’

particular destinatj@gby th@ cke@jestination IP address is a primary
. N

parameter to sglect
¢ ! (ag'j
(f) ’
Fr@,point fy a r important parameter to select is the total
' 4
num wws (flow our{).@'total number of flows is important because of the
r& ays to detect the ah;c"k packets when the attacker moves from the high

f

%e attack to the low volume at the time of the attack. In this case, the number of

o'lack packets is sharply decreased to escape the threshold and to appear as normal

packets. This small number of packets generates a large number of flows to contain



these packets in the switch. So, selecting flow-count as a parameter will be an
appropriate choice to notify the controller with the low volume of attack packets.
Furthermore, flow-count is an important parameter because it is the propefgholge to
notify the controller with low rate attacks. In this case, the attacker4geneggtes the
attack packets at a low rate and sends them in a short or a long degation to increase
the number of flows in the switch. This attack sends the AWke separately to
overflow the switch with a large number of flows. Thegefo group of chosen
parameters will allow detecting different types of D tt2®ks jn the egrly stages

with enhancing performance. -

3.2.5.2 Parameters Used for DDoS Mg
. I X

Attack detection is the essential and mz ep td“dent the sggliCious packets

but it is not enough to avoid the aM age. Du thi @S‘ attack detection

process must be followed by an %Tritigatio\eph;itT

0

to eliminate the malicious 0 RUotect é‘ne@r resources from being
unavailable or in the wors 0S 1a e etw&ntirely.

The flow table in t Opev{{ |tc{@lsists of flow entries such as match

fields, priority,&}, ir@s, ti ts, cookie and flags. Precisely, each

N
flow entry h%\le méo }'a ?ﬁ%‘ltimeout associated with it, both of which

égmitigation is required

are co thr}u t penadow controller. These two flow entries are
4

specifiga esigned t0 have te faximum amount of time or idle time before flow
RS

ired by the switch.

0 The idle timeout is the number of seconds after which a flow entry is removed
from the flow table and the hardware provided because no packets match it. The hard



timeout is the number of seconds after which the flow entry is removed from the

.

If a flow entry has both an idle timer and a hard timer associate , the

flow table and the hardware whether or not packets match it.

first timer to expire causes the flow entry to be removed. If the id%r expires

first, the flow entry is removed at that point only if there are no ching packets.

Otherwise, the flow entry is removed when the hard timer exgireN

When the controller sends a flow @di 'thion message
(OFPT_FLOW_MOD) to the switch, it specifies idleMimegut a ar K ut
|5
for that flow entry. 2
\ Y\')
e us@e flow entry
me@‘ﬁbr the flow entry

modification message to specify the *@out and
to remove this particular flow ent%m the sﬁwe

detected and dropped by the c%. Thﬁg, the thch(o tables will be protected

from being overflow by Jii%ck T nd gthe storage capacity of the
switch available to t?% oming fequ s.'l\@over, protecting the switch will

lead to protect th ntroller'

entire networ %e S

- . S
¥

& ?‘3";’

3.2.6 Si on Tppo N
&3

ted in section 3.3.]:.&1)9 simulation and emulation techniques were used for

Kahce the attack packets
N

>

e\ion and validation. The network simulator VirtualBox and the emulator
inet were selected to perform all experiments in this research. The experiments
were carried out by defining the simulation topology, running the simulation

scenarios, and collecting, processing, and analyzing the results.



For the simulation topology, a network of one OpenFlow switch, one controller
and six hosts was created using Mininet. The topology appeared in Figure 3.3. To

evaluate the proposed scheme, we used three different experimental scena&%ic

contained different test cases and different DDoS attack types. Also, hposed

>

scheme has been evaluated in the short and long terms.

{4

File Edit Run Help

=
S

Fig - la 'Gn'TopoIogy
Qe

COa &eno the copt Ie(agd the OpenFlow switch respectively. Open

Virtual VS) vas ysed for, ork switches. OVS is a software switch that

’

runs 4Qo n hardwdfe éﬁd\sgi’ware. In Mininet, IP addresses are assigned

S
n%e ally for all hosts fr}m 10.0.0.1 onward. Some of the six hosts are used to

%ate the normal traffic and others to generate the attack traffic. Different Python

Qripts are used for generating DDoS attack traffic as well as normal traffic.



3.3 Implementation of the Scheme Design

3.3.1 Experimental Hardware and Software Y'

The experiments were conducted on a HP PC with Intel(R) core 1%-3470
processor 3.20 GHz and 4GB of RAM. The operating system is Linux Ub®ntu 14.04

installed on a VirtualBox virtual machine image and Mininet ersiozz.z.l was run

native on Linux. Y.
Python was used to build and implement@ e Wd in this
@
research. We used VIM version 7.4.52 as a te%where he Pyth n@g-vvas
written. Microsoft Excel was used to plot al| evalBeted pegfQ e grdgr'rs in this
\ N
research. V °‘ S.

G? &
3.4 Testing and Evaluating the em%% hemo

S

) ; x N
In order to carry out the eva%yhasg,' we Qer rm@r different experimental

scenarios each of which u mren, ttack%a@different test cases. The first
experiment is a UPD ' Zattack; he sgtorfd @riment is a low-rate SYN attack
P 4 P 3 &
raffi GI)

and the third ex a'{ent is % all mentioned attacks and normal
e

traffic. The Ia% im ucte&’ confirm the validity of the results by
¢
comparing w

Its @btain

!
by t
NS

The te%g use@Pi_t }irst a&second experiments are normal traffic, attack

tra&d a mixture of norrk d attack traffic. The mixture of normal and attack

h(()s?]eme to its results in the third experiment.

Xis the only test case in the third and fourth experiments. In the first
experiment, the second test case, attack traffic is generated in two different packets
scales namely a low packets scale and a high packets scale to evaluate the scheme in

terms of detecting the change in the volume of the attack under the UPD flooding


http://www.brianlinkletter.com/how-to-install-mininet-sdn-network-simulator/#step1

attack. In the second experiment, the second test case, constant low rate traffic is

generated to evaluate the scheme in short and long terms under low rate SYN attack.

s

Before we conduct the four experiments, we need to verrfy and the

simulation topology, network emulator and, select the performance
3.4.1 Verification of the Network Emulator \;

Mininet emulator provides testing environment tools to ; hl/erlfrcatron and

validation. For this purpose, the simulation topologYgs crgate g' Mrnmet
Command Line Interface (CLI) from a Mininet s sho@n i |gl|rg@ This
figure shows that the build of the topology is | pr 0, wa&rr see that

File Edit View Terminal Taj :
ubuntu@sdnhubvm:~§ sudo mn --topo singl:,6 --sw.tch ovs --controller=remote
*** Creating network
*** Adding controller
#** Adding ho :
hi h2 h3 h4 h5 hb
*** Adding switches:
s1
¥** Adding links:

(h1, s1) (h2, s1) (h3, si) (P4, =1) (hb, s1) (h6, s1)
*** Configuring "os"s

hi h2 h3 hd h5

¥*w Starting rontroller

ch

*xw» Startin’ 1 sw.fchrs
s1 ...
®xw Startiporteq:
mininef -

Figure 3.4: Crea@imulation Topology using Mininet CLI

After running the Mininet emulator, many testing tools can be used to validate

e installed network emulator.




3.4.2 VValidation of the Network Emulator

Mininet emulator has many different testing tools used for different purposes.guch as
testing connectivity between the added hosts, checking the availability aded
links between the hosts and others. Tools and results of using these tﬁls ear in

Figure 3.5. All the tests were successfully ran and no errors appeareY.

File Edit WView Terminal Tabs Help

ubuntu@sdnhubwvm:~% sudo mn --topo single,& --switch ¢ss -contriller=remote
*** Creating network

*** Adding controller

*** Adding hosts:

hi h2 h3 h4 hS hb

*** Adding switches:

51

*** Adding links:

(h1, s1) (h2, s1)

¥** Configuring hosts

hi h2 h3 h4 h5 hé

*** Starting controller

c

*** Starting 1 switches

Hl ooc

*¥% Starting CLI:

mininet> pingall

¥*** Ping: testing ping reachabi.’ty
hi -> h2 h3 hd h5 hB

2 -3 h3 h4 h5 hé
3 -= 2 h4 h5 hé
h5 hi
3 h4 hé
h3 h4 h!

5. B% dropped [ 8/30 receive.)

hd-eth::

5 hS-eth:

6 hG-ethB:si-et 6
51 lo: -~1-:ha:hil-et1@ s5'-e h2:k? zch® si-eth3:h3-eth@ si-ethd:hd-eth@ si-ethb:
hS-eth? s1-~th6:h6-ethb
ci
minil ~fs 77 des
aveila. le nodes are:
ch np .~ hd h4 hS h6 s1
M “net=

Figure 3.5: Results of Using Testing Tools

In this research, we used the Mininet verification and validation tools to

confirm the correctness of the simulation topology. Then, we validate the proposed




scheme by comparing its results to the results of previous works in terms of

overhead, accuracy and false alarms.

3.4.3 Performance Metrics %\

As a step toward evaluating our findings in this research, we smented and

compared the performance of the proposed scheme to the prev search studies.

Some network performance metrics were selected W comparison. In

particular, we concentrate on the performance m@@ a%uracy to

confirm the performance enhancement achievedwew sciieme. hi p&%&?age
. S

of the false alarms produced by the propose me :s inclu in the
\ v

comparison. These performance metrics ﬁ sure ery Q@Test case in

every experiment because the third te&% ixt

3.4.3.1 Overhead (CPU u T

A
Amidst the intention of dMg n tha.$as minimal effects on the
controller in terms of%Zusage, ﬁe p pdse@%em

X
To evaIua}@ect @weme e CPU usage, we left all experiments

run with the Nes atycu }I] rt&%rl Linux PC (using Ubuntu 14.04). We left
the syste@ring ppl’a r&lnux (htop) run in each one of the mentioned

e has designed.

(¢o]

’

test cswcreen of #e h&p apq'hcatlon is captured to show the CPU usage.
& Accuracy

INTYDDoS detection, the accuracy appears by dropping the attack packets after
differentiating them from legitimates, which is resulting in decreasing the False

Positives (false alarms). False Alarms means the attack packets classified as



legitimates. In this research, we compute the accuracy based on the equation shown

in (3.1).

Detected DDoS attack packets S'
Accuracy = X100 ... e ¥(3.1)
Total number of packets :

Where the number of the DDoS attack packets detected RtheI scheme is

obtained by subtracting the total number of captured packet nerated in the
experiment (appeared in the source IP list) from the num fZe at'ack packets that
have been appeared on the POX terminal. Then we (Wgge th n f detected

DDosS attack packets by the total number of packe pearedfin s@@ list)

multiplied in one hundred. Y.
ighoof t agack source IP

e ()Qe IP address that

For more confidence, the sch duc

addresses to make sure that there is n pe ance

generate normal traffic, espeC| en t a ) elaa ed in the network is
@

mixture traffic. The total n f pac h cur eX|st in the switch after

dropping the detecte nd, l t ack source IP addresses that

appear on the POX termi I, a aﬁpdgr, each time the number of packets

exceeds the flrs@d w@ry fivg"s§Conds. The number of the detected and

N
terminated f \pe S @n lerru'gal each time number of flows exceeds the

second t \(J
& v S
&ue to not aIIowin@ number of flows to be sharply increased in the

m the scheme shows only the number of the terminated flows that equal to the
0 it stated in the threshold not the total number of flows that have been terminated.
Also, due to knowing that a single packet can create a separate flow, the number of

the DDoS attack flows detected by the scheme is obtained by adding the number of



attack packets detected in the experiment (appeared in the source IP list) to the total
number of legitimate packets that have been appeared in the same list and subtracting
it from the total number of packets. Then, we can get the number of att& WS.
Next, we add the number of attack flows to the number of attack paclgts tQiet the
total number of attack packets that sent by the flooding DDoS or low-rate

DDosS attack. Then, use the equation in (3.1) to compute the ac

Appearance of the source IP address that genera ocal Taffic in the list
will be used as an indication of a false alarm. We co the Iw based on

the equation shown in 2.

ackets o Kwse @g\
packets. 0) '?,'o
35 w@ “v) S

4
This c&pt described the me@x)'logy of evaluating the new scheme and validating
\

E\ults. This chapter introduced a brief background study about validation

niques used for DDoS research. Then, we elaborated more about the network

imulation approach selected to evaluate the performance of the new scheme.

Moreover, we discussed the selected simulator and emulator. Also, selecting the



appropriate programming language as well as the appropriate parameters for the
detection and mitigation functions were discussed. The reason why these elements
were selected is also described. In addition, the experimental design @e
verification and validation of the simulation topology and the vw of the
network emulator were described. Also, we discussed the experim ardware and
software that the new scheme is implemented on. Finally, testgg angPevaluating the
performance of the new scheme described in details. The Wance of the new

y®ve elad( U usage)




