CHAPTERI: INTRODUCTION T
An overview of the background study, scope, obj%zand potential

1.1 Introduction

contribution along with the significance of the research stu provided in this
chapter. The organization of thesis including chapter o@ de@of the key
terms are also explained in this chapter.

Information technology infrastructure ?;Eo the & Jsjﬁuwed to

operate and administer enterprise 1T ironment

Information Technology (IT) mfrastr& ;s ,ccordi g peé‘lT infrastructure

profiling, the result of the segmer@s will b\a$ i p@zd on the IT security

N,

maintenance framework to dete%e ma‘?urlty re% IT infrastructures. This
\ A&

is important to do due to the_speci tyT tr@re or asset to control security

stud to segment

<>

issues for overall IT in% re. Curfentlyj the p@ess of IT security maintenance is
's 2
done separately or uaIIy by' ITs éu}{y model or method with a different

location, depart IT

i
f

Ot once ionsiconcer IT infrastructure might also cause issues. For
exam securlt |ssu€ ma‘j(perform in one environment but not in another,
esmK if they are collabor\c;n)g with a partner organization in another department

a different type of IT infrastructure. As a result, if a corporation changes its IT

Orastructure, adds a new cluster, or migrates to new IT Infrastructure profiling or type

of IT asset, its assumptions may no longer be valid. As a result, it's critical to keep an



eye on IT infrastructure and services and profile them on a regular basis to avoid falling

into any of these pitfalls. T

Due to the challenges posed by digital technology, the year 2 %ﬁrked a
turning point for digitalization initiatives in all sectors of the busi nd society.
Unfortunately, the rapid adoption of digital technology may have@im some risks
being taken, and threat actors are taking advantage of this. TW ourselves safe in

cyberspace, the government, organizations, and indivi er ut!olla rate.

Ay
The increase in cyber-attacks that businesses overnme a[/e _@ as a
result of each year is a direct result of the add? ppm\uﬁi' d v@'rabilities

that digital world has created. Despite the gw ttle to ke ecure@x;g the digital

as they seek to prevent targeted tlﬁas safegu % ¢\ ke their users more
# S
N

resilient to cyber-attacks.

7]
&
S
The road to ful igina'tion, I&r thei4d @rial Revolution era, is fraught
ils.

|
with problems and per em i ersecurity, as well as the hazards
O

that it brings. Cyb@ly i@j in to@s society, but many people are unaware
of its presencg”or tical appli t}phs m&?n organizations and countries. Following
that, Cyb ity Malaysia i alsﬁid number of 10,790 cyber security incident
repc%%d the ye‘;r f 20'20 {/Rﬁate on following Figure 1.1. These statistics are

reIQ{ sed on a number o%ategories such as intrusion, intrusion attempts, content

/ﬁ;

, and vulnerabilities report, denial of service, cyber harassment, fraud, malicious

Ode and spam.



Reported Incidents based on General Incident Classification Statistics 2020
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Figure 1.1: Cybersecuritﬂncide 202 ),
AN

Malaysia is the sixth most vulnerable to cybercrime which E.Leported by Sophos

- ¥ N\
Security Threat Report, 2013. Complacency of the IT services usage is the foremost

N7 T YA

reason on Malaysian organizations are easily becoming target to cybercrime (Norton,

~ N
2016). > AJ %\A
Z 'S
The main objectivegsof the{ fs fQ/use and combine the appropriate
\W @
components of IM i o' an integrated and focused of IT infrastructure security

maintenance @mrk. ¢ ’| C,)O
@,
1.2 @gunf u £ §

Adern information t \élogy infrastructures hold a great promise to offer

\lng and IT as a cheaper yet convenient service to the mid-size organization, the
Q\erprise and Small Medium Businesses (SMBs) (Chang S.L. et al., 2010; UNCTAD,
2019). The many advantages of IT usage such as economy of scale, consolidation,

efficiency in configuration and management, high availability and energy savings are

3



well documented (Gary and Alice, 2002; UNCTAD, 2019). Within that, many top
industry analysts such as the International Data Corporation (IDC) predict that?ﬂ!e
information technology infrastructures will lead to major, transformati@nges
across the industry (Spiezia, V., 2013; UNCTAD, 2019). Several indu lysts and
IT leaders are also in aligned agreement that secure information technology

infrastructures are poised to be a significant growth area (\Verizony 2014; Verizon,

2016). § '
IT security maintenance in information technelogy infrastructure i em@d to
| S
help IT usage achieve better utilization and h e enterprise a t

resource overprovisioning. It would also allow the enter pecial e medium
organizations and SMBs to maintain IT s@ma

their core expertise and focus more on th bus%
A

2002; Craig et al., 2011). ) o >’; @
\% &
Nowadays, within the growth o,t nology s@s internet access and mobile

0

devices had put many digi urity issues i IT irﬁ@‘tructure such as hacking activity,
’ 4 $ &

malware attack an ‘b@s (Jur \m\ Kaié(zo'll). Most of the IT infrastructure’s

components hadybeentexpo outttééf by using the internet access and web-
¢
bi

id

n‘%&costs of

, Whi pically are not

St&grner and Goguen,

based appli n (Sha (2:6?1). More than 60 websites of Malaysian

N
governmen ncies” ?n c%i%womised in 2015 including public universities
(Ben arian, 2015). Henc@ security maintenance in information technology
i \cture should be implemented as soon as possible to improve the digital security
d e organizations. Then, with the full coverage access of IT infrastructure and
ervices usage, the focus of IT security maintenance in information technology
infrastructure should be done as completely as feasible. (Alnatheer, 2014).

4



Digital security of information technology infrastructure is required with a
variety of functions including security planning, policy formation, staffinw
management, security technology selection, threat assessment, co@sure
implementation, performance monitoring and maintenance (Whitmﬂk Mattord,
2012). Choosing the right countermeasures to security threats had w one of the

more pressing issues that continual require attention (Verizon, %Ol 3

Detection, deterrent, vulnerability reduction, e n, nd@ are some
ri ks'th{‘?now
| &

exist (Kozlovszky, 2013). However, adopting a rall CO\}er e within @Tmrtance

priority solution within an IT security mainte%nce f M is rable to a

superior method. Each IT security maint@(od

costs, effectiveness and potential benefitS®in rew 0 Qse are difficult to

quantify, reporting by Verizon ?@Qch J\nv}gjo S Fi(_%%rt 2015.
-

of the tactics that can be used to combat a wide range,of digital securi

work required different

7]

\m &
The business vaIqu fI In mat@ecurity investment may be
difficult to estimate or%w le (K} et s iO@This difficulty happens because
il &

, the gaﬁon of damage incurred, the duration

of the unexpected of‘threat marli

of recovery, aw ipple
¢

2015). Man %Sful actor:

includir%k vulngrabili ?s the@ceived attractiveness of targets, the engagement

of ana,&s, the attack tools a@ctors, and the extent and nature of backup facilities

0 ot@‘ﬁarts and a loss of reputation (Verizon,

!
nggig{v:mn these IT security maintenance framework
NN

0 Before that, most of the information security matters were treated in form of

technical issue (Singh, Picot, Kranz, Gupta, & Ojha, 2013). Then, majority of the



attention was given to technological solutions as an isolation situation and these did not
prove to be sufficient. Information security challenges should be conader(YH'a
structured and managed to do digital security maintenance in IT irﬁ%&ture,

according to certain studies (Ernst & Young, 2012; Phillips, 2013; Slﬂkal., 2013;

Siponen, Mahmood, & Pahnila, 2014). ?

IT staff must never overlook the importance of IT ecmaintenance in any

IT infrastructure that needs to be protected. The IT y main r’ance ntails the

numerous forms of existing IT assets in malntgance such as o re(?tu@%lnd

preventative in any security issues, as well as contrasts betwgen ths These

\an.g erat e;z%ardmg the

m i nfor@t n technology

O

suggestions have raised the interest of the study toffevie

reported role of IT security mamten@ﬁ

infrastructure.
A

A

& 0}
1.3 Problem Statement &
\ R
IT security mainten ;’/ impertant aspect in information technology
[

infrastructure to |dentw eakge ses lmc@Q olved security breach in some

organizations at e &\@ Atlthe\ e tln&?(é}me key concerns have also emerged

about IT securENnte nce
| icant barriersito i t and wide-spread adoption. According to an

Intern | PData C:)rwz;n (@ survey of Chief Information Officer (ClOs)
Aely in 2008 and ZODhecurlty, integration and reliable performance ranked

@ he top concerns expressed (Fonseca & Vieira, 2013).

An ENISA (European Network and Security Administration) survey of SMBs

ma&@echnology infrastructure, which currently

are viewe

also confirms that major concerns for SMBs migrating to the IT service or infrastructure



include the confidentiality of their information and liability for incidents involving the
infrastructure (Wooyun, 2015). This is understandable, because each of these?ws

have a major influence on the enterprises bottom-line. (’}

Similarly, availability of the IT services platform with goo rmance and
depends heavily on the quality of network characteristics, especially the,round trip delay

or latency (Fonseca and Vieira, 2013). Security is a?'concern, because

confidentiality, integrity, authenticity and auditabili b ne{ata\ools and

transactions are critical requirements for businesses to stay functienal, I’eg@%\nd
| &S

competitive. This need is critical for all user%ﬂly{f;ﬁl Qi%ecurity

maintenance in information technology infrastruREre. \ Y\J

The implementation of IT secunity framework omythe in@htion technology

infrastructure emphasizes on the c@js neede%n a/ligtle~information is given
N

about security objectives and ten g\ strategies tﬁplement these objectives

(Wooyun, 2015). Therefore }m ex[ ewo k?;}unable to provide information

on any recommendatio%\ org‘a izati ‘g @shaml develop security objectives and

strategies (Tan et al. w l \ %(_}
N N
Many Nse rity r}elNo;éa%e all documents ranging from detailed

technical ines to high-level p i&i’ples (Conner et al., 2003; Smith & Brooks,

4
2013) wf the se rit),frarwwwk focus primarily on general principles and
. § >4
I

gui and leave users witheut sufficient detail for implementation (Sendi et al.,

%Smith & Brooks, 2013). Standards had been provided only for a set of general

01 generic guidelines (Franceschini et al., 2006; Smith & Brooks, 2013).

=9 of =2




However, there is no open, comprehensive, and publicly accessible IT security

maintenance framework that an organization may utilize to close the security QYN\

A0

Many organizations undertake digital security maintenance h specific IT

is relevant to their needs (Bartock et al., 2016).

service or infrastructure, such as operating systems, networw s, and others

W focuses on the

ic orQ?ucture in
conveniently. Then, there is not much security aspeat.had been propo n de@(‘and
c,)

(Bhilare and Ramani, 2010; Bourgeois, 2014). However,

accessibility and availability aspects for certain |

as a main goal especially for IT security mainte inIT i:nfr str ture.@kecurity

maintenance is very important for authorizedRpTes M SS agg%' service or
infrastructure in more secure and safe ma@}, 0\ &

These limitation factors are @sd to issh_eﬁ gch Ik@;es to be addressed in

N
IT security for IT infrastructn.%!ch is, IT writ@antenance framework is
I Xf aintaini

designed to focus organizat?ﬁ~ ort [ n @tem rather than management
model which is methoz% ge ang‘;)% sglst%

£ &

The mom@ 0 l)f the most @rtant aspects of IT security. The term
N
"momentum” fefe how te exegu ITe.%drityinasystematic and consistent manner.
What is a ion that could be téé'( now to create momentum toward effective IT
s
security, t ormation?”When )QJY'ponder too much, you can lose your momentum.
M&KO

eness when it comes to launching new digital initiatives. Where should they

rganizations struggleﬁo comprehend their existing level of progress and

Owcentrate their efforts in order to convince senior stakeholders of the value of the IT

security implementation?



How did you remove as much friction from the user's digital experience as
possible? Leadership, product, development, architecture, and operations are ju?m/
of the primary areas of transformation failure that many organizati have
experienced. What began as a conversational explanation of these failﬂ*{terns has
grown into a guidance framework focusing on IT infrastructure comms to explore

organizational capabilities, risk, and remediation. On beyond tQat, it required speed and
cc

simplicity IT security maintenance framework to fuel efsful of digital
transformation. ‘\d

A
N
M

The issues and challenges are related to | urity maintenance beea e there
is limitation structure of existing IT security framework for a visibility solution
= A
AN xON

implementation across overall the IT im‘{‘s_t'ru)cture, as well as addreg\s' the challenges.
1.4 Research Questions (’) :\3&
@

N
% . O
Based on the probleN ent, th i rese ﬁhlquestion is about (1) how
N
the IT security is well ai&meI d to}erve 'ir@ructure in any organization?

Then, (2) How may appropriate uﬁt&aintenance components for IT

infrastructures %po@/ith t@he following research questions are
N
being evolvedc(%dfess his que ti'Q’]. C.)(J

&
1. Whyar, curél ‘acuri@mponents which is important to include in the

ed of IT security ma@ﬁance conceptual framework?

2. xﬁr are the selected components of IT security models and approaches within the

0 ppropriate value should be include in proposed IT security maintenance conceptual

framework?



3. How are the components agreed by practitioner for proposed IT security
maintenance framework?

4. How to evaluate in each proposed security aspects for proposed %\urity

maintenance framework? A
1.5 Objectives \,z

Based on the research questions, four (4) rese gject"ves have been

developed which are: )
. _ Y
1. To identify components/factors on IT Security M ance Fra ork. _f)

2. To propose a framework for IT security mai einIvi uctures.
. . @T
rity m

.d.

3. To verify the components of IT u

infrastructures. \) é
4. To validate the framework of ITGHity mal % i Iﬂ\"}ﬂrastructures.
o S

“« Q-
1.6 Research Scope A%
N "Aj S
From the prop y, thisfrese ch' o@'focuses and expected to have a
's ’ 4 Q:?

concrete and holisf&K%IT se'c only for a conceptual IT security
ew i

maintenance er in structh%f The scope of the study is limited to
¢
existing IT i tructures at Q/;‘l%n public universities, and it does not go into

detail abOut any fornds ﬁpkst might occur. Because the notion of basic usage

of IAinfrastructure, and @écuriw is almost the same across areas, types of

Xes, and types of organizations, the selected Malaysian public university can

6 sent IT usage in a campus-based network.
With that, the area of study in this research covers the perception of the

management personnel as technical and experienced personnel who are involved in IT

O

10



infrastructures and security. The survey questionnaire's respondents are from Malaysia's
public universities, which were chosen as an organization or unit of analysisw
study. The proposed framework’s components significantly chosen based@onse
by selected IT practitioners and validated by selected IT expert sure the
framework achieves the IT security maintenance requirements.y{The proposed

framework is a generic framework for IT security maintenance whichenly considers on

IT infrastructures perspective. S z '
This research aims to establish an IT security.maintenange framewofk sWe a

o
framework demonstrates related concepts and they r;la t ach‘%~ rina
descriptive way. The framework prescriptive, a tae of | N I res a:g\h/

§ guidelines
and more highly formalized representations eno :éa heirntéractions, and is
generated in most cases to predict or reg P omi nié; & Labuschangne,

2012). The framework, however, i%@of ge%gve m n@m relationship between
h

each element necessary for N{ cons nf‘ @Work can be seen from
multiple viewpoints, such as\erg nize(’thou F,&iﬂ@ples, and other things that are
cohesive and simple to% to O%PJ;S@H 2014). This study decided, with
those reasons, to &\th result as a frame
N N (__30
ni

In this study, selected ubfic Q/ ersity had been chosen because in public
N
university, 4research i’ dona& higher level due to presence of expensive
L

inst ts. Public university@iéo collect funds from federal. So, a huge number of

S X& involved in the university and they also manage do research work. With this

6 n, public university had become main selection to this study.
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Then, the use of IT security maintenance framework had been selected in this
study rather than IT security management model because of the framework is d
to focus organizational effort on maintaining the system. Hereby, theﬂ%&urity

management model is methods to manage and operate system. *
1.7 Research Significant \,z

The innovative and enhanced conceptual framewor ;ecu'ity maintenance
in IT infrastructures should be able to improve IT securi actic chssibility

"AS
of IT infrastructures and services in a campus-bas twork.[Th isla ﬁtural

method and approach to perform IT security mai cefo\!'o IT i@gstructure

T
in the organization. \, 0\ é\
\a. )
By achieving the research objectives, this.fra k @Qe beneficial to the

information security practitionerSy,re rdlﬁ 0 the(:’sractitioners are newly
q

approaching to apply any moN formati rity &&aagement or those that have

N
been long in this field. Fhese\are discu#ed furt 'erﬁquently.

’ ¢ &
1.7.1 Significanc Acader]n \ E(J
&
A Qtual @securlty maintenance framework for IT

In this sﬁqx
( @ ? C.)
infrastruct&ha' been preposed @ open for discussion for the framework

improv% acad:a ie“and pr@es purpose. Then, it involves in increased the

N
nu study for IT security Field. With that, it will make more references for the

fut searchers.
Q In addition to these, this study also offers awareness on the identification of
components of IT security maintenance that have been addressed separately by different

researchers, but none of the researchers have integrated all the IT security maintenance

12



system relevant to technical and non-technical perspectives under one framework as the
information security management taxonomy. In adopting a technological vie
current IT security concepts, theories, models and frameworks have ntial

limitations. The research brings both technological and non-technﬁNewpoints

relevant to IT security together under one framework. ?
1.7.2 Significance to Practice Y'

First, this study sets out the literature study of rity mWe. This is
L
very important for IT or information security depaftment or unit for\doing egic

planning that required before starting the actual | rity rpai tenance. I@I guide
NV
the practitioners with the general view of fI%Ztypes \f\ecuritéﬁél'ntenance to

be gathered and the requirements to bxrr‘f, re the<fra orngonducted. Thus,
now

IT security practitioners will get to

ac ha outeome of their decision
N
will be and provide trustable and applicable guideline'to thefay

“« Q-
| N g o
Second, this studyvut e components™of IT security maintenance
lyreh
framework. IT securit;% ance (ja en r‘etQZ organization has a good level of

security to suppo@"{infr@thw q@ffred throughout the components of IT
security main ce (Chen 2010). These components can guide
y N ( ! ’ & ) p g
informatioqcur' practitiopers to d@eir own IT security maintenance for ensuring
the sec infr‘gsvz su@ in a well manner. Thus, it can be concluded that

the s of gathering qua&by components of IT security maintenance would

%

encourdge in making an IT infrastructure security support that leads to a clear direction,

ultimately help to make decisions that lead to success.



The proposed framework is able to guide IT security practitioners on maintain

and support any IT security on IT infrastructure of any organization. This me?ﬂe

conceptual framework propose will gives corporate level awareness in the @Tyent

context. The proposed framework provides awareness of what is néé‘to secure
maintain the IT infrastructure. The proposed framework is able to alertithe practitioners
whether they are already conquering the IT security mai teW needed for IT
infrastructure. This is because the better maintain of IT securi ’Y:i frastructure can

enable the organization in a well manage and can have a better pr dw
@

| &

4 b &

T \ S
The research used mix-method app¥each any‘ver resea@Sc;Jestions. In
the quantitative method, the study diStW If-admini d s@ questionnaire to

specified respondents using simple@asom sam\gxtgch q@\.\The questionnaire is
jﬂy N

e Likert Scale is 2§Stionnaire that is used to

1.8 Research Methodology

composed of a set of four cate
measure the components/fa% an I
obtained are in the fo ericalttabl aﬁd*@res together with the statistical
’ 4 $ &
resuls that will be pelgful for hyBottesis testh
&
In th@aﬁv method,, the y conducts an in-depth semi-structure

4

interview%’uspeci ed resp nd@é‘@/hich among the expert and management staff
4
s

ed public niv&si@l‘he in-depth semi-structure interview is composed

ecusity m %nance framework. The data

of IT :
of&&to WO categories. Wit%that, content analysis the data obtained are in the form

erical tables and figures together with the statistical results that will be helpful

0 validate components/factors of an IT security maintenance framework. Then,

content analysis was employed for qualitative data to validate IT security maintenance

14



framework. In Table 1.1, it shows the relationship between research problem, research
questions, research objectives, research activities and research outcomes in thisv
Table 1.1: Research Problem, Questions, Activities and Oum )

Research Research Research Research earch
Problem Questions Objectives ActivitieN’ utcomes
Limitation 1. How are the | To conduct a | Li ratlw' Descriptive
structure of IT current IT | literature review | Re ‘ study on IT
security security inthe IT [ on IT Security sI security
framework for a infrastructure.? | Maintenance '\\J
visibility solution Framework. ’ * o~
implementation [ 2. How are the | To propose iterature dve @‘ a
across overall the | selected framework Review fram‘e&vork
IT infrastructure | components of | IT security™y Analysis b

proposed IT | maintenan \ NV

security IT &\Y'

maintenance infr WS.

conceptual % b

framework? \

3. How are the { To Ve&ri \)‘%\ Verify  the

components ponents framework

agreed I %

practitioner ainteﬂance q

proposed \ frame 0T A%

security i -

mainten t&}uantitative

frafmewor " Analysis

Qualitative In- | Validate the

o

\ mew@’f IT | depth  Semi- | framework
IT, ecuritﬂQ Structured

maintenance in | Interview
'IT
infrastructures. Content and

Quantitative
Analysis

V‘
rganization of the”éaesis

% This thesis is arranged and divided into five (5) chapters. Chapter 1 discussed
introduction and background of the study. Besides that, the issues and research

problems have been explained deeply. Resulting to this, several scopes of this research

15



have been formulated to ensure this study is following the right track and the objectives

that have been set up are achievable. YV

Chapter 2 has included the literature review of the study. It eﬁore everal
concepts related to this study as the concept of information techn information

security, information security management, information securityamodels any relevant

IyWerstand the issues
at ntQC?y security
practices in the information technology security maintenance. Therefese, this .&Epter
highlighted to answer the Research Question. W@;t,findipg in

| &
\reﬁr@ frame that was

IS ch@r are to
ractices *and model to

matter to the IT security. These concepts are discussed de

related to this study. Moreover, this study emphasizes i

fulfill the requirement of Research Objective. Then, t

developed based on the information t% y

understand the issues and fill the m poQr in tio_{Q:hnology security

_ _ _ (—) A
maintenance implementation. o
7]
\% &
Chapter 3 describes§ detail ofithe study ar @file and justification of study

il c;l u e
area selection. This ch% sses the res :ﬁ:h m@rodology that was used to achieve

4
the Research Oijnumb@ is st&énd fulfill the answer of the Research
Question numbwa Thi aims @r’ovide a review of the relevant principles
E ‘

of research gn'and metho Idﬁy de“a%ted in this research. It discusses the four
% N
phases, as bdt ?d resa%ch, framework development and verifications,

fra validation and rep@é finding. It also justifies the use of quantitative and
q me methods, designing the instrument to collect data, justifies the reasons of
sing analysis techniques, discusses the validity and reliability of the instruments and

nally sample and population in this research.



Chapter 4 discuss the result of this study. This chapter states the quantitative and
qualitative data collection analysis results in order to develop the IT ?ﬂvy
maintenance framework. This chapter presents statistical analysis in order o the
development the research framework. The findings from the quantitatﬂ&;lysis will
be further confirmed with experts by obtaining their opinion Widating the
components in the IT security maintenance framework and its est for IT security
practitioners. The qualitative study will further provide mi

s' of IT security

maintenance parameters. Qualitative data is achieved semi stWinterview

with six expert panels. é l _\C‘}
Y-




