CHAPTER 6: FRAMEWORK VALIDATION (0\

This chapter presents the detailed procedures undertaken to validatwmfonnation

security culture framework developed and outlined in Chapter 5. palidation of the

framework was conducted following the confirmed validjty reliability of the

aptel‘ begins with an

gyved Bs ) i@&é for
evaluating and validating the relationships between @mewo S C S'rUCG) hich
presented SEM components of a measurement frameWgrk. Ary esghts tréeedback
obtained from the experts, in the process, the evaluWri . develgped such as:
simplicity, coverage and completeness, comply ' da&nd dynamics

9

framework constructs described in the preceding Chapter 4. 1

overview of the Structural Equation Modeling (SEM) em

and flexibility.

6.1 SEM Overview

SEM is considered as an extensl

t
which allows the use of % indicators Ao Irnb&lre unobserved variables (i.e.
to at®

'3
{ ' Mmga remeq&rrors when statistically analyzing

p Lpe gng SRﬁis employed primarily to determine

* e\iork_) valid, by specifying, estimating and
'4 .

a on@et of observed and unobserved variables

constructs), whilst takingx
data (Hair et al., 2010&1 all
whether a theoreti Nri I

; %r _

evaluating the 11% tion
(Shah & Gol % 06)
C

path coefﬁcies be used as the bﬁ'a‘?tror hypothesis testing (Khine, 2013).
N

Th ﬁ)rk used in the SEM analysis can be viewed as the combination of a

ou

ar ré}lonships imply causal links, whose estimated

urgment model and a structural model (Laursen et al., 2012).
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The measurement framework depicted the relationships between the variabl& the
constructs, which can be used to determine whether the constructs rately
measured. The structure framework represented the relationship between {h&gonstructs
only and 1s used to test the hypothesized relationships (Shah & Goldg€ii, 2006). In

general, the SEM analysis followed the ‘two-step approach’: (1) spew and assessing

g the ‘structural

model’ to examine and assess the relationships between the ructi, (Anderson &

£SESS GM :nodel fit

»mological

es 1 ‘$ study can be

<

the entire ‘measurement model’ to establish validity; and theg (2

Gerbing, 1988; O'Rourke et al., 2013). Both steps required a

N
nd h@inent Criteria
£

Npe | of thé\JTeasurement model followed by an
P 1M

assessment of 1ts validﬁk e fraghedork (a CFA model) depicts a series of
v

6.2.1 Measurement Frame

The approach began with

nt

relationships that s * rﬁ! vﬁﬂables represent a construct that is not

measured direct]faJlimir ct al I$ study, the framework consisted of three
| (int{ep ot vqi'a les), signifying the measured factors; (2)

mediator e, signifying the n@c"rlying constructs; and (3) dependent vanable,

L signifyinanderlying constructs.
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The measurement framework was assessed using the CFA technique conducte&g arly
to that utilized in chapter 4. The assessment of the model fit, the cx%nt and

discriminant validity, were based on the following criteria:

* Model fit indices: X?/df< 3.0; TLI, NFI, CFI, and IFI > 0.90: almSEA < (.08
(Awang, 2015; Hair et al., 2010; Kline, 2015). N

« Convergent validity: factor loadings > 0.50; significanfat R 0.05 level; and R? >
0.50 (Hair et al., 2010);

« Discriminant validity: correlation coefficients for,each'Wrir ,

0.850 (Awang, 2015; Kline, 2015). é E) 4

. p T

In addition, the reliability of the framework was as¥eﬂu \g\ re ac%te measure
her t!'%he traditional

such as ‘composite reliability’ and ‘average v WXtra _
Cronbach’s alpha. ‘Composite reliability’ gfers 0 v@‘ﬁq a set of two or
}i&t al., 2007). A high

S measure the same

more variables share 1n their measure%t:

composite reliability, therefore, indi®
construct. Moreover, composite reK‘

les
can
(Hair Jr et al., 2013):

Where CR = Compagt '
= standardised facEE apings 5 S
4 V)
3

AdditionalAures to determine @lfomposite reliability can be found by calculating

the average Wgriance extracted measures in which the amount of variance in the measured
var} 1S accounted for by the latent construct (Koufteros, 1999; Mora, 2012). The
%Alues of the variance extracted indicate that the variables were truly

representative of the latent construct. The average variances extracted were calculated

from the following formula (Hair et al., 2010):
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n 2

AvE = 21N §

n

Where AVE = Average Variance Explain; Aiz =the sum of the sq oadings; 1 =

number of items: n = total number of items. V

Composite reliability values of greater than .60 are desi@ge leues Or average
AW bﬁdﬁ

ang, 209 ‘omﬁa_l;gent
average va ar,ceé%?acted.

In addition, if average extracted estimates are gre than :th sghare ?@t of the
correlation between that factor and other factor, E n it i }m{ ered \’vidence of

discriminant validity (Awang, 2015). ThecM % est{iﬁes should be
I

: I@ important to note

variance extracted, greater than .50, are considered adequate

validity can be obtained with having 0.5 values or high

computed for each latent construct in a ent frame

that the AMOS program used 1n this s did not \q

As a result, these values were calculate(hgpeftatgly usingjth
| 7

6.2.2 Measurement Frame%Zsults

Table 6.1 indicates the

es for both measures.

Ve é\'fsearch framework constructs. The
] icatéét here was in no case any correlation
| o
ue t’e a%)age square root of AVE (the principal

_ : rﬁ‘e the 0.5 threshold as discussed earlier. The
o P88 Thﬁ, he discriminant validity of the scales used was

Ylture measurement framework. The results of the

results are presented A1 °
between the cons

diagonal elemen

AVESs range w

adequate information securi

measur framework assessment, presented in Figure 6.1 and Table 12, were based on
h

discussed above. The framework exhibited an acceptable level of fit (X? =

r1regla
@df = 482; X?/df = 1.218; GFI= 0.900, NFI = 0.944, TLI = 0.988, CFI = 0.989;
IFI = 0.990; and RMSEA = 0.026). All the indicators (factors) had significant loadings

greater than 0.50 (p < 0.001) on their respective constructs. These results indicated the
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measurement framework maintained convergent validity. All of the composi (ﬂ Zility
constructs have values above 0.60. In fact, the lowest composite reliability S; as .908

according to Table 6.3 which indicates excellent reliability for the constri research

framework. Additionally, the principal component analysis showed thatw items have
higher factor loadings on their construct than the other construcwch indicated a

requirement for the Uni-dimensionality (Fornell & Larckeg 19#)." Furthermore, the

average variance extracted for all constructs was greater than ith a 'owest construct

value of 0.724 according to Table 6.3. These results indicate

)\ security
culture measurement framework possessed substantial c gent alidity.
hand, the correlation coefficients between each pair W the cgps we

n @ggther

=\

ss than

0.850, suggesting adequate discriminant validity (Kl Nscriminant
validity was also examined using Fornell an omnf®Qded conditions
for discriminant validity, such as the squar% average Vo nce@‘ﬁained (AVE) for

-]l AVEs should have

all constructs should be larger than all o@r Cross-C \em ‘
V.

values above 0.5. In this study, all of th hﬂv > valuls abo
qa Q-
&

Table 6.1: Factor Correlathetwe 2escH F

R_m 0.289 | (g . 0.029 1
&g | 085 | 0282 | 0331 | 0Y91 8 | 0.248 | 0.192 l

N

va
-
I’
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Table 6.2: Discriminant Validity

|t |er [sc |ir [iss [aw

A
= -

SC | 0.326 | 0.706
[P 0.114 | 0.39

0.265

0.459 0.202 | 0.191 | 0799 L]
MW

L | 00820224 | 0.289 0_Q7g 0213 [ 0.12 | ofg | 0.029 |
0.085 | 0.282 | 0.331 | 0.191 | 0.077 | 0.178 auei8 ¥ 0.

Table 6.3: The CFA Repoyefo

W“P ﬂ
loadin (Ahove 0 (above 0.6)

Ethical Conduct -“Bm 0.944

h

8400

..J

Legal & law ).840 0.955

Compliance 0.769 0.909
Top Managemenq . 0.799 | 0.941
.834
831
. 158
913 .833 |  0.826 0.934
932 | .868 |
-
Infof tlon Security 0885 | 0.958
aming, 896 |
T3 . 881 |
ecifity Awareness AW2 785 0.805 0.925
AW3 . 896 | |
-

IS structure ISS1 831 0.844 0.942
[SS2 875
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1 I1ss3 | 910 .827
Security culture SC1 763 | . 583
SC2 906 | .822
870 757
- 856 | 733
Security Effectiveness EF1 .890 791
EF2 775
| EF3 .897
EF4 898

@) @ @3 @@'@@Jh@ ?

6! = % RERERE. . 4. . 3
et ] 2] fies] [T Ta) {Tias] {Tie] (R (1P2] [IP3] ey

43. s .fé-xp..mm

, there 1% no® cleafdistinction in terms of what factors influence

As discussedye
security rldand what factors &&hence security etfectiveness. In other words, the

t was developed did not make a clear distinction of how security culture

framewo

the relationship between socio-technical factors and security effectiveness.

ca *
é in the framework, security culture was composed of several factors such as
Ethical Conduct, Legal & law, Compliance, Top Management Support, Information

Security Policy, Information Security Training, Security Awareness, and IS structure.
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Security culture, as a mediation factor, had influence on security effeg g s. In
e

t explain

addition, the measurement framework examined how the framework mi

the data, and how we can test the meditation impact. Model exhibited an acc@ptable level

of fit (X? = 587.194; df = 482; X?/df = 1.218; GFI= 0.900, NFI = 0.944, LI = 0.988, CFI

— 0.989: IFI = 0.990: and RMSEA = 0.026). \)

l

6.3 Testing The Nomological Validity Of Socio-Techni Se uri\gasu%ment
Framework é J ! _{:7\

One of the most powerful ways of examining th ¥di \a& resea@l?f:amework

%&gozzi, 1980;

S n@logical validity 1f

Cronbach, 1971; Leary et al., 2013). An 1
it ‘‘behaves as expected with respect to

related” (Carsrud & Brénnback, 2014

tsfo hich it is theoretically
'In éh%r words, nomological
y

validity refers to the degree that @elated with a similar but

concepmally distinct measure( Ir et |l. | oug ﬁ%'essment of the selected best-
fitting model. Nomologica” valiyty re

flgcts phel
7 the'hets

t to which predictions about

constructs and measures are accyfate # ive of reasonably well-established

theoretical models (SU&N., this s@ the nomological validity of the scale

was assessed by conwl e @on modeling (SEM) of security culture
¢

measurement frame witienco agﬁn indices of goodness of fit. The SEM approach

was adopted l@%is end

' 4 )'t
and nomolofic alidity o thc{ f% rs constructed the framework. In the current
certainly a lack*é@empirically validated theories that could establish

gas

e@ vigorously test the convergent, discriminant,

research

substantifgelationships between framework constructs. As a result, the nomological

valigty 0% information security measurement framework is important and essential to the
exigting body of knowledge in the information security culture area.
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This study was designed to develop and test the nomological (predictive

incides the

N; of a
measure capturing the security culture measurement framework th

identification of the relationship between factors influencing security culture 8nd security

effectiveness. To test the nomological (predictive) validity of this part 0§the measure, the

current study proposed the following three hypotheses. V

; Infdrmation Security

Policy, (5) Security Awareness, (6) Information Security anagement
®
Wcu@?

Support, (8) IS structure, are factors that have positi\%me ol secu
H2 Security culture has positive influence on sequsiiyg cffect ‘ \3"
- —~
3%1 4) 1 ation Security
Policy, (5) Security Awareness, (6) InfornTag :

Support, (8) IS structure have inﬂumq securl gﬁ\& and is mediated by

security culture. ? (| C}

qa Q-
AQ’
N
After validating the meac remgt frai
S1S,

mal through exploratory and
nomological validity. & D@}
relationships betweegJfactors 1t pe s@nty culture and security effectiveness.

¢
Earlier in Chapter%e cufrent cﬂ (s'%emonstrated convergent validity with all

associations &ind'y orga thatent variable being significant at .001. In
lfw '

addition, T shows ¢ nsfsteglty' high loadings for the socio-technical security

H1 (1) Legal & law, (2) Comphiance, (3) Ethical Cond

H3 (1) Legal & law, (2) Compliance, (

ctl

WO

K as
y#@d framework constructs to ensure

CUI%

confirmatory factor anal

ag=assessed through the examination of

factors | omological net rf@el. Moreover, as shown in Table 6.3, composite

reliabili average variance explained were well above the minimum level. The
pting nomological validity fitted the data well with (X? = 587.194; df = 482;

1.218; GFI= 0.900, NFI = 0.944, TLI = 0.988, CFI = 0.989; IFI = 0.990; and

RMSEA = 0.026), and the correlations between constructs in the measurement theory

£

makes sense such as correlation must be positive or negative according to theory (Hair et
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al., 2010). The results also indicate that all correlations between factor W cing

security culture and security effectiveness are statistically significant (P<Q.0U1) and the

t all of the

hypothesized direction 1s as based on theory. Thus, it can be deduced t

factors in the model were deemed to possess nomological validith¢In addition, to

wtion check was

establish the full nomological validity of this framework, a 1

performed, a check that, by necessity, must be done in stages Y.

6.3.1 Mediation Test

A mediator is a construct in a causal chain

ons@s. In this

framework, security culture is proposed as a 1 depeneiit factors such

as (Ethical Conduct, Legal & law, Complia '
Security Policy, Information Security TrainWg, arfi ¢ 1S structure) and

e%‘ hat 15, _dgdeper dé& factors first increase
oM ScCuritypei c&;@ess. The mediation test

procedure proposed by (Awang, 20 as s{a;&m

X~ S
I
ol e
' " Indirect Effect

* ‘ /

\J Direct Effect
| helMlirect Effect = X1 x M \(9
irect Effect

he
ﬁindimct path (X1 to M and M to Y) are significant
l;._ Iridirect Effect >Direct Effect, the mediation occurs
o) 1ype of mediation: Complete Mediation When the Direct Effect is not significant after

>diator enters the model
Partial Mediation When the Direct Effect is still significant after mediator enters the model

dependent factor (security effective

security culture, leading to an 1

in Figure 6.2.

&

.

Figure 6.2: Mediation Test Procedure (Awang, 2015)
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The direct effect 1s the eftect that goes directly from exogenous construct

Nzenous
{0 egnogenous

construct, while the indirect effect 1s the effect from exogenous construct

construct that goes indirectly through the mediator in the framework

6.3.2 Mediation Test Result

To do the test, first of all, the standardized regression weig
were obtained which indicate the significance for the
required information is given 1n Table 6.4. The tria

for each independent factor.

23

)
A: The Standardized hﬁgression Weights For Every Path In The Framework
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Table 6.4: The standardized regression weights and its significance for each p4

-- Estimate P-value Result |
Significant §
s TM . kx Significant
Significaple
‘ 007

SC 162 * Kk

SC 180 * ok

SC 113 011

SC 156 [ *xx

492 ol

091 | .076

EF 09% | .074
105 03 NS

o g yuihyd) O
<--- 063 '- Nog Signifigant
ET .0
034 ‘M\mm
T 045 MD

Indirect Effect=.180

P- Value = .000 \

&

Direct Effect= .045
P-Value =0. 334

Ef’fe —g 180"
ffecg= 0. 04
ect patll (T t d SC tf E ) are significant

dll‘EClE ect >[RrecP EffeghIT mediation occurs

> of medgati®n hegf'is Comyp “'."- Mediation since the Direct Effect is not
n Icant aftd yator ’ters he! ndel

é K

Figure 6.4: The Mediation Test of Training on security effectiveness

lhl

ed Bn Figure 6.4 the Training has positive influence on security effectiveness and

mediated by security culture.
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Indirect Effect= .263 )
P- Value = .000

Indirect Effect= .492
P- Value = .000

1) The Indirect Effect =0.263x 0.492=0.129

2) The Direct Effect = .091
3) Both indirect path (IP to SC and SC to EF) are significaf

4) Since Indirect Effect >Direct Effect, the mediation occur: 1
5) Type of mediation here is Complete Mediation singgdhgidire®t Effect isfhot &
significant after mediator enters the model

7
¢

T
N
5
3

v 4
Figure 6.5: The Mediation Test of Secugity poRey o e\effecti QeSS

r@olicy has positive

As result from the mediation test shownw
influence on security effectiveness and %diate

NI

5
ALD |

d
é

| @imcu Effect= 492
¢ P- Value = .000

P- Value ==

N
4 )k IndiregPEfTect X

i) Phe Direct Effagd= .0
PBoth indirect path (IS to S@;C to EF) are significant
4) Since Indirect Effect >Difgag Effect, the mediation occurs
5) Type of mediation here 1 mplete Mediation since the Direct Effect is not
significant after mediator enters the model

Direct Effect = .063
P-Value =0.196

56 x 0w92=0.76

N

Figure 6.6: Mediation Test of IS structure on security effectiveness

on Figure 6.6 IS structure has positive influence on security effectiveness and

mediated by security culture.
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Indirect Eftect=.113
P- Value = .0.011

W

Indirect Effect= .492
P- Value =.000

1) The Indirect Effect = 0. 113 x 0.492=0.055 P-Valu
2) The Direct Effect = .049

3) Both indirect path (AW to SC and SC to EF) are significa
4) Since Indirect Effect >Direct Effect, the mediation occu
5) Type of mediation here is Complete Mediation since the Dire
significant after mediator enters the model

T
N
-b
%

f@g on security

| N
Figure 6.7:Mediation Test of Security Awaren®gon secu?ty ffe ivene

Figure 6.7 shown that the Security Awarg essc \ ok

effectiveness and mediated by security cul %

Indirect Effect=.120
P- Value = .007 48

) Direct Effect = .039
P-Value = 0.408

1) The Indire

2) The Direc¥E! |
3) Both in path EC to

4) Sinc dir ect #Diggct E

tion h@fe 1s Cogibletg jatieh since the Direct Effect is not

5) Type
' mediatPr ent®sg

sig ' it a

N

igure 6.8 Ethical conduct has positive influence on security effectiveness and

by security culture.
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Indirect Effect=.162 SC Indirect Effect= .492
P- Value = 0.000 P- Value = .000

e

1) The Indirect Effect =0.162 x 0.492=0.079

2) The Direct Effect = .034
3) Both indirect path (L to SC and SC to EF) are significant

4) Since Indirect Effect >Direct Effect, the mediation occurs

5) Type of mediation here 1s Complete Mediation sinc ect Effect is :
Notsignificant after mediator enters the model :

Direct Effel
P-Value =

7
¢

g
—{,)

3

Based on Figure 6.9 Legal has positive inM

by security culture. %
é

P- Valup-= 0.0

Direct Effect =.105
P-Value = 0.039

Figure 6.10: Mediation Test of Compliance on security effectiveness

As t from the mediation test shown in Figure 6.10 the Compliance has positive

influence on security effectiveness and mediated by security culture.
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Indirect Effect= .256 Indirect Effect= 492
P- Value = 0.000 P- Value = .000

\
.

Direct F¥et = .096
P-Value =@074

1) The Indirect Effect = 0. 256x 0. 492=0.125

2) The Direct Effect =.096

3) Both indirect path (TM to SC and SC to EF) are signifi
4) Since Indirect Effect >Direct Effect, the mediation occ
5) Type of mediation here 1s Complete Mediation singg the Diféit Effect‘ |

after mediator enters the model v \

Figure 6.11: Mediation Test of Top m\hﬂ suppo

Based on Figure 6.11 Top manag t pupp
effectiveness and mediated by sec@re |

The results from the mediatipn incat d th
Conduct, Legal & law, COw#Mrice, T

Trainln Ooaurity é(udreness, IS structure) have influence

| ecur@fectiveness

N

endent factors such as (Ethical

e 1

t Support, Information Security

db ‘s’ecurity culture. In addition, all of these
| cﬂge since the direct effect 1s no longer

\(ﬁ’amework except the Compliance which 1s
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Table 6.5: The Results Of Hypothesis Test

Hypothesis Description -

I Legal & law, Compliance, Ethical Conduct, Information Secunty Polic

Security Awareness, Information Security Training, Top Managemen ?\1

SUppGﬂEd |
and IS structure are factors that have positive influence on secunty cul
Security culture has positive influence on security effectiveness. SEEported—l
3 Legal & law Legal & law, Compliance, Ethical Conduct, Info 1011 ecunty Supported
T%agemem l
d

esults on |
othesis

)

Policy, Security Awareness, Information Security Traini
Support and IS structure have influence on security effecti
by securlty culture

6.3.3 Confirming the Mediation Test Result throuy, oMstrappi

Lately, there are demands from many quarters, 1Wg

need to re-confirm the result of their medi ts u%‘ng pling procedure

S (Véﬂhe same N as the

called Bootstrapping. Through bootstrap

original sample) are randomly drawn fr the ori

(Byrne, 2013), the number of re-
2019).

To further assess the mgm%

Coefficients for the framgwork pi Y

\

tstrapplng procedures were used.

.3) were estimated using the SEM

ples and 312 cases to generate path
mgtﬁating, test 1s necessary to see whether IV
ang{effect on DV variable which indicates the

Algonthm while boo#

Q@ts of the test of indirect effect are shown in the

table 6.6,, all values are signifyicst so it can be said that the mediation does occur.

% Table 6.6: Bootstrapping Result (Standardized Indirect Effects)

0 |t 1| 1ss| Aaw]| ™| 1c| L| EC|[SC]|EF
____-_--
0.002 | 0.002 0.017 | 0.029 | 0.003 | 0.002 | 0.003 [ 0.025 | .| ...
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Table 6.7:The P-Value (Indirect Effects)

T| | 1ss{aw]| ™[ 1c] L] EC

0.002 0.02]

Moreover, the significance or insignificance indicates the mediation. Full

mediation occurs when the IV no longer has a significant n tge DV when the

mediator 1s included in the model. Partial mediation & -5 wha still has a

significant effect but when its effect is diminished whefg the medigtor i

t are shofvn

4

model (Awang, 2015). The results of the test of direc

| Y EC
D901 [ 082 [0.017 | .| ..
. .24 33511 036 [0005 | .
Table 6.4#: Boc t‘ L réf&)summarize
mn‘ : Direct effect

Bootstrapping Result ‘“"’l 0.405

“Bootstrapping P-Valf@ay T . N\0002 0.402
Result B ¥ | ] * Sibnificabes _Not Significant

Type of mediatigm y | J Cemplete :diation since the Direct Effect is Not significant
1PN |J  Jinflivegdect [ = Directeffect |
"Bootstrappig BgsulV & o ez 0.156
“Bootstrapplge Taflue | ¥ X002 | 0000 o7
Result e & | Gidhificant | Not Significant

e d d1e CompPlete Mediation since the Direct Effect is Not significant

: —lndirect effect Direct effect '

0017 0.285

r.muﬂ DINE 0.018 - 0.29 I
ReN | significant Not Significant

:_’\F Complete Mediation since the Direct Effect is Not significant
T AW | indirecteffot Direct effect
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\ 4

| Result - | _ B _Si-gl_liﬁcant l Not Siniﬁcan -
| Type of mediation Complete Mediation since the Direct Effect is Not §enifi®nt
™ Indirect effect _ Direct eff@gt

=

———— =

|

Bootstrapping Result 0.003 _0.184

| Bootstrapping P-Value 0.002 - 0479
Result B Significant Not SiguCt

Type of mediation Complete Mediation since the Direct Effect is Ngt significant

IcC_ Indirect effect ~ Dwegt gifect
Bootstrapping Result 0.002 - | ) (45 -

Bootstrapping P-Value % \/ 0.044
Result W Menififant _
Type of mediation BE1Ect ispsthl signaficant

L  effect N, Diyecteifed
Bootstrapping Result 0.003 0_-52 4 w ~.
Bootstrapping P-Value 0.003

0.51
Result | Significant | f Sidfficant
Type of mediation Complete Mediation since
Bootstrapping Result 0.025 \

hp Direct, ' igNot siSgMficant

IFECt effec

' 0.42%3:
Bootstrapping P-Value 0.021 ““ 0. B
Result Significaftgm ¥ | ¥ Sigificant
Type of mediation Complete VISgliatiqy since the wg; ot significant |

N | ..
| or@nce to security culture 1s
t Venf.\g(fs significant (p < .05), and

2 $en Compliance and security
' a.h onduct, Organizational culture, Legal
atioxgeturity Policy, Information Security
re) t@curity culture 1s significant, and paths

significant. Path from CompliancN
this means mediation effegt ? aeuri
effectiveness is partial. Fu th fr

& law, Top Managem upport,

ture, Legal & law, Compliance, Top

from (Ethical Cdgq 1Z dl

Management Policy, Information Security Training,
Security Aww ity effectiveness is not significant (p — value >
.05). Thlsés mediation effect@écurity culture between (Ethical Conduct, Legal &

T Nanagement Support, Information Security Policy, Information Security
ecurity Awareness, IS structure) and security effectiveness is Full. These

the previous results from conventional procedure and H3 is supported.
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6.4 Expert Review

The purpose of the expert review is to obtain some expert opinion abQ% ;ramework.

Questionnaire was prepared aimed at evaluating the proposed frame\geplay To be able to
comprehensively evaluate the framework it was important tw iy and develop

T re developed. The
c®to Tcurffy standardes,

information

evaluation criterita dimensions, four framework evaluation cri

criteria were: simplicity, coverage and completeness, com

and dynamics and flexibility. The questionnaire scrip piloge

security staff from Almasa Company in Libya. The pi

the questionnaire script design. The final questio

C. Then three experts were conducted to answer tT '

‘ A

1 has 13 years of experience In ix} curi e'fvi@'l—le 1s currently working in
the higher education industry (Jebhd¥n1 Lib; %xpert 2 has an academic and
research background and ¥ curr§utly wojkin nlti@%ﬁr education industry (Tripoli
University) in Libya and he hagy ee%b' é oL
Malaysia 2004 to 2%@ has I’ilwa een%are and interested about information
security aspects expagenct. Expesg

es. He 1s ks cﬁexw t program coordinator in the Libyan Prime

enterprise securl '

Minister*s ot%’ P ): $’

A ‘3"‘?
N

6.5.2 Futings of Expert Review Session

@perts agreed that in addition to the use of technological control, security

management could be enhanced by addressing the cultural view. They agreed that in

ociate Professor Islamic University

in @rge in governance, risk and compliance
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order to improve the information security effectiveness, security cultureﬁ

Expert 2 suggests that the framework can potentially be extended to *other SOC10-
technical factors such as risk assessment and assist management »@Z improve the
framework. Y.

Expert 3 suggests that national cultural could be impor Scu 0.1 thig study. This
will make the framework flexible enough to adopt in develop¥ co nMreQisating
the study in different environments such as deveIOpedéies. | _{:)\

nd Tse;:{ unders ?d;ble. It 1s
| actiEﬁ, an theo%elated security

ds ynamic enough to

cultivated.

In general, they agreed that the framework c

adequately addresses: technical, socio-tech

issues. The framework 1s aligned with cu

deal with possible future security riskg.and N i 1Qquke fexible and practical in
nature, allows one to identify variou$yssug _ {i © " assign various weights
depending on strategic importance*\n organjzati

T

6.5 Chapter Summary

This chapter detailggd t and assessment for the information

security culture fr% l‘h
the analytical %e, na yst c$.equation modeling (SEM). SEM was utilized
to assess %ne tl‘{e eotetic#y developed model. The analysis procedures
comprise&sessment of SEMa

ed that the specified measurement framework possessed acceptable levels

c“ﬂlapter began by providing an overview of

asurement framework components. The assessment

results

hglatiofShip was tested using a SEM measurement model and the nomological validity of

the socio-technical security framework in which all hypotheses were supported.
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