CHAPTER 6

CONCLUSIONS

6.1 Introduction 1%\

Spam filtering has been studied numerously since its emerg This pro
5 'OCESS
is only limited to distinguish between valid and spam messages any of studies al
SES: ies also
related to spam clustering which basically to group spam me saymsed on its cont
ontent.

However, assessing the risk level of a spam mess I '
g p age 1s ackn ged fo be a rare study

in research world since the only minimal amount of publi®gion foun dhegelated
elate

works at the time of this writing. The study of measurin hazarglo n&a@ widel
cly
carried out in the ficld of intrusion attack and virugQuitreak. & X
el . . V
Motivated by this sparseness and the jatentipn 1S use@.deciphel i
- the
implicit risk of text spam messages, this s (% to Y ate gessible solution i
g SQ n in
measuring the hidden risk by application of t anw

This chapter elaborates the s h i n% :
i pte rates the sng 1 tl% @blogy applied and the

y = ) S ) %
findings gathered from the cxpeuK . Somg impllicati for future research and

N\

potemial contribution to the knov als' S ed @he end of this chapter
% 'S
's ¢ &
\ 0

6.2 Contribution &\ Q
: , \m AN
The issue of % wihg*th w’ac‘—&’a't might cause by spam due to lacking

awareness amon ’% of the p}e ialg$qss has become motivation for this study
Determine to #0 a possMle fompyehensive solution, the research objectives ar

. ‘ ) C,V s are
established ollowing: ~N

study and evaluate the Danger Theory of AIS for application in risk

Qldcmiﬁcmion and assessment on text spam messages;
b
W (o propose and develop a model that is related to the assessment of spa
m
risk level using an integration of the Danger Theory, text mining and risk
) g ris

assessment methodology; and
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iii.  to evaluate the accuracy of the proposed model with the aim of more than

90% accuracy rate.

Chapter 2 has reviewed the spam evolution since its emergence from the

perspective of spam’s format, characteristics and also a divergence of spam intention.

The first objective is validated in this chapter. The reaction of users or hum\bga.viour

towards online threat is found as easily get enticed with the unk %ource of
>

messages. This is affirmed by numerous reports and statistics o Available
mechanism of controlling spam also has been identified and som&deficiencies are
recognized to be solved via this study. Realizing that there is simiwof dendritic cells
behaviour defending the body from any harm in the field off ERYZnagemem, Danger
Theory from AIS is applied in developing the so]ution%n&[io nd_gdevelopment

of the risk assessment for spam are inspired on how thgse cells sghn thgi S&‘@ﬁdings

to detect any anomaly situation. The recognition of en and fhe §gnalshrocessing

has been applied in this risk assessment study. TheTept % : ’“55.0 vl
applied and impressively demonstrated to be W tigE‘ls a Sig“g;rivalion,
The second objective of the study\l ted in teréﬁnd e e

In Chapter 3, the model of risk assegsment iwd %developed based on
identified properties in Danger Theor‘? Xt @1inin 4 he ogical abstraction from
Danger Theory is mapping with pam T ses t model. The model is

. . LA .
established as a medium that leNgICqtegofize l-lsl:,%el based on its calculated risk
concentration. The content OTTNCYSages ‘p reglcg 22’ e context for assessment. This
propOSGd solution is kno&\Risleo\ntrali@r Context Assessment or RiCCA.

ch }

S W i sche)%s and pre-processing are applied to

Text mining concepL 4

S
process the text mq’ &9 at tfle 11

DCA and dDC% ’ithn}s f :le ge@eory. The public dataset of SMS messages
N earning RepositQry is deployed as groups of antigen.

from UCI Mi%!i]

for the algorithm. This algorithm is visualized and transformed into

Id d properties
hara:%

5 S
pro Wformation. The prototype is intentionally developed to execute the

&t gjf his context then is further assessing by

are shequently considered in Chapter 4 as prospect

experiments in a larger size of data and for faster assessment that is elaborated in

Chapter 5. Moreover, this prototype can be further enhanced as a potential mobile



application for users as a tool to eliminate inherent dangerous spam. The prototype i
: e is

depicted in the format of the diagram, process flow, and pseudo-code

A series of the experiment is conducted to examine the reliability of RiCCA, th
, the

proposed algorithm in assessing the risk level of spam messages. This is elaborated in

Chapter 5 and the performance of the proposed solution is justified. The expmwents
are executed using the developed prototype and two different sources of d ﬁ‘ler"ed
o
i 2

and deployed as the antigens population. The final objective of the s s ¥erified by
measuring the performance of RiCCA to distinguish spam messag categorized
according to its malicious status. V

In this study, the final outcome of the research is

putationally. This prototype is beneficial to execute the in E’l automated way

com

and to potentially reduce the total time taken in measurin® 2 red to if the

| ]

testing is conducted manually. This developed proto comey in | )
B y,@speciall
i i ,f\sp y

wjl hogten tl’fQ'time taken

in completing the testing. q \ Y\_f
In addition, this study has its distinct@dng ntriput&d in the field of
agement. They are identified asm owing: O

spam man
,,,}"’ Y &
\le .

when the testing is executed with a large size of datas

6.2.1 Application Of Dat ory
Lt

Application gf Van
assessment is the nov ure op

detect maliciouy&wndin‘gs
0 s J il

1c1i?1 1als 1e@ﬂ'ng the severity level potentially caused by

an extel
io¥s entity. The ﬂi&’.@i'cal properties have been articulately mapped

the ma

wid™Wg characteristics ofsp}n in its management. Throughout the experiments
b

. for unknown messages is calculated i . !
ag by processing the antigens and its

agociated signals.
This study has enhanced the concept of Danger Theory in measurin g risk

concentration quantitatively (translated in numerical value) through
o

identification of the reliable term weighting scheme in text classification
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Previous research that considers content of messages as methodology is
enhanced with this study where the content (term) is assigned with the weight

value statistically to indicate its malicious intensity.

6.2.2 Significant Role Of Text Mining \R
Text mining is prominently applied to extracts the useful 'hiation

and knowledge hidden in the text content. This process has be lied in this

study to set the pre-determined value of weight for every% xists in the

context. Pre-processing in mining the text is used to reduv
{

inipg, every term

noise which is

usually referring to unwanted or meaningless term. Wit

that is considered as an antigen is able to derive it ht valtre theffreflected
o
the signals concentration. These antigens and als itgm a air @Y;re-

requisite of Danger Theory functions. The e of pregploc singgaas been

i N
verified throughout this study. J \ v
A
6.2.3 Full Cycle Of Spam Managgment A
\ \&

The threat is critically 1 to ¥ m ed.@im that is recognized
as one of the online threat hasN . rigk pOIf‘.{N“d’lly'leads to impact loss
if it is not well manage Thcq 1S varigus oFstan for risk management that

Il t-BaQ';ally consists of four (4) main

@)

1ent, ‘zéponse and treatment of risk, and

—=

has been established. A

steps; risk idcntiﬁ@'isk {ss

s ex@ng spam management only consists

o st{d'fgaumerously by other researchers. Until
NS ;

recently, iy a@)n taken to assess the severity of spam.

Nevel'lm here are rccord%}xa statistics available for documenting the

;Ned by spam. This study somehow illustrated the importance of

W the severity level of spam and how to respond appropriately. Through
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6.2.4 Implicit Risk Reader For Users

With the development and implementation of this study, the proposed
model can be a medium in helping users identify the danger or damage that may
cause them by SMS messages. Scam and fraud that are widely spread via SMS
messages nowadays can be detected at early stage and impact may be \orded.

Hence, users’ decision can be intervened with this implicit risk re‘%\

6.3 Limitations ‘

Throughout this study, there are limitation and drawba Niﬁed. One of the
apy

lements is the algorithm itself. DCA has to prramelers to be

apparent ¢

considered that caused it is very hard to achieve high a Cyd tewte. A slight
1 L ]

change in one parameter value could caufgthe fingf cal 1"11@@(:011]@

highly deviates from the initial expectation. v
t=4

L 4
The issue of weight sensitivity also is ne?fto NK ged @'efully when
deploying DCA as a classifier. Slightly changt Me m%/ cauke DQ producing high

false positive or false negative rate. \ O
For this specific study, text min%as cw ledRmism for antigen and
the derivation of the signal value foy owftvergt dat@e list such as stop word
list and root word list must be alm G Mn{i&%ate content of these lists
affected the algorithm to Pexw in a,hie l@ccuracy detection rate.
Although there are draw. cks(n\ i® i€gjot impossible to further examine
in finding a solution fol‘&%zin" lhe ogtput preduced by this algorithm.
| O)O

N
S

Y'

ThcAvarious potential\g@ﬂects that can be taken seriously for the future

research, Xincludcs the following:

Ql Automate As Mobile Application

The prototype developed as elaborated in Chapter 4 is potential to be

or minimal

=)
=3

.

e §

developed as a mobile application. This may benefit users by assisting them to

identify the severity of unknown messages. Other than that, advanced mobile
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applications can be developed to verify the claimed performance in a mobile
platform such as Android and IOS. It also is expected in helping users to respond
such as eliminate the message or even escalate such disturbance message to
authority body, for instance, SKMM in Malaysia. This mobile application can
be further verified for its reliability and consistency in distinguish sp d
differentiate its risk level.

In addition to the current metrics for performance, the tgih tifie taken
(in seconds) is also suggested as one of the evaluations. Sin performs
linear calculations for its computation, making the %? low weight

theoretically. This can be further tested and executed in m¥geapplication form.
The shorter the time taken (CPU time) to process t m x‘lessage o
severity level, the better the model it is. \d
L ]
| S

.é\ L
Extended Scope Of Spam For Testir

6.4.2 L 4 b, &
by Y\"

Even though this work is succw reﬁ‘iza e i e
ity
Dej( '

concentration of a limited text m SMS 16b<'hal‘acters) it
SIS

anticipated that this proposed solytion to"be d /éit with various ty
% pe

of spam and with unlimited con Sizg DInc span(}, prominent in man
any

u
formats, this is foreseen as pN to%ir e kR ot T
: at, the
unknown malicious stags (Vf&sag,s ca tes@in another language
t=} 5V

BN
N "CO
6.4.3 Enhzmcin«& htaQvailali
, N |
TIU'OUL’%\“‘S wiliyge ac)&mggle to find another set of data to be

O
tested. Evgn oh ? i nd shared dataset available, it is always

bcncliciﬁi other se®of ﬁzu@available too. The test can be expanded in
ws nnd the amilabilil@fdata is crucial for this study. Future study may

&,

mary

%mthcr set of data hopefully to be in larger size and can be shared with

ot researchers.
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6.4.4 Comparative Analysis With Other Technique

There are always comparison and competition between immune and
non-immune algorithm. Researcher s always claimed one kind is better than
another in their findings. The developed algorithm can be further ana and
< L=

compare with another classifier just to find a better solution for tht em.

X

6.4.5 Other Fields Of Research Y.
This works somehow potentially could initiate fm study for other
S z;

text mining fields especially in computational li

iStigs. Iiunhemlore, the

ates aWeld of risk
X ¢

assessment, besides current work in malware algintmsio det li)n'(:;r
(e > D £ *
T N

6.5 Summary

Spam distribution will not be ablewgly vanis
. S Tee / advancem owev% 1 -&sures are needed to
together with the technology ad %—[ {'L

i ré IS 1SSUE ¢ 5 lg impact | Avg@reéness among users must
dwindle away this issue and also to i g

&

be timely updated with the inforn™gon f la@ platform, mechanism of

distribution and also implicitg tcnion. ['hq effi §this issue must be promoted
l <
1th )u

ontinuously and aligned w e 5@ la‘t(é? and technology advancement.
o S
m @ tool may help them in making

application of Danger Theory also intentionally

/3

aputationglly In this thesis, th nger Theory is successfully applied to the
compute b

claqgiﬁcalg \‘isk level for SMS messages.

S

1</a/,



	Image00201.jpg
	Image00202.jpg
	Image00203.jpg
	Image00204.jpg
	Image00205.jpg
	Image00206.jpg
	Image00207.jpg

