CHAPTER 3

RESEARCH METHODOLOGY 1(‘)

3.1 Introduction

Research methodology is the guidance in conducting seWat directs researchers
towards the goal of the research. A proper planning an ause a%f the research
scope helps researchers to link the objectives %researc , pr ?ses required in
achieving the objectives, and output that can be expe frompthe p ces -\hls chapter

highlights the overview of the methodology, use c e reﬁ The research
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processes are described in detail Which the o ives a e expected output of

this research. Materials and equipmer%d toe r @sh are also mentioned. In
N,

addition, brief information on th%ods
chapter. \ %
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3.2 Research Met 3\
A proper mEWI gy in

are met and tr@ arevr?c

are divide ree pha n'cludqrg Phase 1 (Analysis), Phase 2 (Development), and

lection is addressed in the
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as.expected. In conducting this research, the activities

Phase ation). Figure 3. Téq?plays the flow diagram of the processes conducted in

NN
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Research Objective |

Research Contribution 1

To analyse cryptographic

€ ot L e
(Analysis)

strength of a lightweight

Secure cryptographic
components that can be
used to design a secure
lightweight block cipher

block cipher

Research Objective 2

To design secure
cryptographic components
for the use of a lightweight

block cipher y New lightweight block
-, Phase 2 ;lpher developed usu]llg‘
Research Objective 3 (Development) B EEEETRER
components proposed for
To develop a lightweight mobile application
block cipher proposed for
Research Contribution 3

Cryptanalysis and
software performance
tests on the designed
lightweight block cipher
that measure the
security and efficiency of
(he new algorithm

Figure 3.1; Flow of Kro
n ) S‘
&/
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For better viewing of twﬁetho i

presents the mapping of the earckq’ @arch objective, research process, and

research contrlbutu@ ma@ﬁ ver@portant to ensure that every research

process in @'pro‘du e signi |c@research contributions in solving the identified
research p&le .
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Research Contribution 2

mobile applications using [

the secure cryptographic
components

Research Objective 4

To evaluate the security
and efficiency of the
lightweight block cipher —
through security analysis
and performance tests

r

Phase 3
(Evaluation)

p ted in this research, Table 3.1
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Table 3.1: Research Methodology Mapping i’)

Phase Research Question Research Objective Research Process Research Contribution
1) How does lightweight block 1) Defirx the basic
cipher become the security requirements in
solution for resource- opmg a lightweight
constrained devices? ck,C|pher
2) How does the strength of ) e security | 1) Secure cryptographic
lightweight block cipher being | 1) To  analyse cryptographlc - yptograp
. . . e sCriteria for components that can
Phase 1 determined in accordance with components that can en K cioher be used to desian a
(Analysis) cryptographic standards? the security strength i P . g
- secure lightweight
lightweight block cipher 3y An sis of .
. . block cipher
3) How do  cryptographic T Jo Gipto ic
components give impact to the \/ com nts that can
security of a lightweight block c') Q enh@g the security
cipher? \ stféngth of a lightweight
P \\\? ) _iqlock C|pher
method improve the strength of | 2) I(?mdpejr']ge?] S e)thrth apgpc QC? rotation function 2) t,:llf)\::vk I'ght"(‘:’i‘?gg:
cryptographic algorithm Ilghtwelg kci AV developed using the
Phase 2 design? + 5) Development of the key secUre. CrvDtoarabhic
(Development) 3T ve I|g schedule algorithm yptograp
5) How does the encryption ci o5 i ivele components proposed
algorithm solve issues p p thg $heure 6) Development of the for mobile
highlighted in security product? gradh pongﬁ&/ encryption algorithm applications

Phase 3
(Evaluation)

6) How do encryption algorithms
being distinguished in terms of
security strength and software
performance? A<

7) How does cryptographic des‘Q
influence the security offan

encryption algorithm?

algorithm?

&
N
‘_jo

&To valta Q”security and
he lightweight
bIoc ipher through

cryptanalysc'@ and performance
test

7) Experimental setup for
the security and
efficiency evaluations

8) Conduct cryptanalysis on
the lightweight block
cipher

9) Conduct software
performance tests on the

lightweight block cipher

3) Cryptanalysis and
software performance
tests on the designed
lightweight block
cipher that measures
the  security and
efficiency of the new
algorithm

8) How does cryptograp ign
influence the are
performance 01‘@ ption




3.2.1  Phase 1 (Analysis)

Phase 1 is the initial step in conducting the research as shown in Figurﬂ\gi hisis a

very crucial stage that leads the direction of the research. Research Objecs'&) to analyse
a ligh

cryptographic components that can enhance the security strength weight block

cipher. In order to achieve the aim of the research, three processesqw uired to be carried
out. The first process is to define the basic requirements in ev%ﬂﬁg a lightweight block

cipher. Next, define the security evaluation criteria for thedight ig%ipher. Lastly,

analysis of cryptographic components that can efihance th;?% S?E%ﬁgth of a
|

lightweight block cipher. Research processes of Phas ere conducted in Oiaapter 4 where
Y/

\existi%&htweight block
the C’?ﬁwtification of secure

cryptographic components that can befused to de I}'r\&htweight block cipher.
N S
£

6

Step 1:
Define the basic
requirements in developing
a lightweight block cipher

the secure cryptographic components were %& fr

ciphers, thus producing Research Co bG@ 1 whi

¥
To analyse cryptographic Step 2: Secure cryptographic
components that can enhance Define the security components that can be
the security strength of a evaluation criteria for used to design a secure
lightweight block cipher lightweight block cipher lightweight block cipher
Research Objective 1 l' Research Contribution 1
Step 3:

Analysis of cryptographic
components that can
enhance the security

strength of a lightweight
block cipher

Research Process

Ny
0 Figure 3.2: Analysis Process
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3.2.2  Phase 2 (Development)

Phase 2 consists of the steps that are required to achieve Research Obj@vhich
is to design secure cryptographic components for the use of a lightweig tg@< cipher as
shown in Figure 3.3. Apart from that, Phase 2 aims to fulfil Research Objective 3 which is
to develop a lightweight block cipher proposed for mobile applications using the secure
cryptographic components. Phase 2 adopted and enha edYe’secure cryptographic
components of the lightweight block cipher identifigdmin® Phase @Jvelop a new

algorithm. The secure cryptographic components arefimportant o en r(i tﬁ@é design
-
roc

meets the condition of a secure algorithm. Three p s aregeduired in ttheveIopment
NV

phase. The first process is the formulatio%zz 3% \t’mn fg&c&‘n. Next is the

development of the key schedule algori hally, t eIo@ént of the encryption

algorithm is discussed in Chapter G.Geiearch \essg 0 @se 2 produced Research

\
Contribution 2 which is the develo%)f aféw light eigsé‘tﬂock cipher developed using

the secure cryptographic com \nbpr ed for mo pplications.
X | }S

@ Step 1:
—>] Formulation of the 3D

To design secure rotation function

cryptographic . 1

components for the use of New lightwelght block
a lightweight block cipher Step 2: cipher developed using the

—> Development of the key secure cryptographic

CEL G Sl components proposed for

Research Objective 2

To develop a lightweight 1 mobile application
block cipher proposed for Step 3: Research Contribution 2
mobile applications using > Development of the
the secure cryptographic encryption algorithm

components
p Research Process

Research Objective 3

\) Figure 3.3: Development Process
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3.2.3  Phase 3 (Evaluation)

Phase 3 contains the methods to evaluate the new lightweight algorith@rzwn in
Figure 3.4. Research Objective 4 is to evaluate the security and efficiency. (ﬂ(aightweight
block cipher through cryptanalysis and performance test. Three pro ;&re required to
evaluate the security and efficiency of the new algorithm. %kt.process is the
experimental setup for the security and efficiency evaluatign. Wthe second process is
to conduct cryptanalysis on the lightweight block cip t di@in Chapter 7.
Lastly, the third process is to conduct software performance testson t IiPri\egﬁﬁt block

cipher that are discussed in Chapter 8. Research proCesses of Phase prodwzeed Research
Y/

Contribution 3 which is the cryptanalysis an soﬂ;re

e nceg&)n the designed
lightweight block cipher that measures i\ ity an
- - ?

ncyé@he new algorithm.
I*
Step 1:

Experimental setup for
the security and efficiency
evaluations

| Cryptanalysis and
To evaluate the security software performance
o Step 2: 3
and efficiency of the Conduct securi alvsis tests on the designed
lightweight block cipher ndictsectrity analy — lightweight block
h on the lightweight block .
through cryptanalysis and . cipher that measure the
cipher . .
performance test security and efficiency
Research Objective 4 | of the new algorithm
Step 3: Research Contribution 3
Conduct software
performance tests on the
lightweight block cipher

Research Process

v D-I: ~
Fi u_t?X..m Evaluation Process

AV
\
N
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3.3 Experimental Setup

An experimental setup is a scientific experiment where the evaluation @es are
performed towards the lightweight block cipher. There are three ség))f security
experiments that are carried out; avalanche effect, randomness te %cryptanalysis
attacks. The avalanche effect tests can analyse the non-Iineﬂgal:acteristics of a
lightweight block cipher, the randomness tests are abl toWate the randomness
characteristics of the ciphertext, and the cryptanalysi s can J use@d to assess the
security strength of a cryptographic algorithm against,attacks. On (if tI&,Toftware
performance tests are conducted that include executl peed an bﬁ;hp@-evaluaﬂons

The tools used in conducting the research are% nT

GQ 4‘\
Table 3M arch Too O
£

-\ P ) A

Tool Specification
ﬁ)r mtel(RLcle(TMmsonQ CPU @ 2.70 GHz
(M

Hardware (Computer)

tem

Programming Software i isual Studig2008 (9.0.21022.8 RTM)
Application Development Seftw 0 (Bumiblebee 2021.1.1)

. cal Test Suite (Sts-2.1.2)
Analysis Software o # ‘Bl.ﬂ-@_lﬁ

\ “Micrasoft Word.2016
& l Merideley Desktop (1.19.6)

Writing Software \ Q R nlg,(\%ﬁ)"

0) d epad®+
=k Micrésoft PowerPoint 2016
Y
(% VAL >
Sincihe are three types Q_T;ggurity experiments to assess the security strength of

the p N lightweight block C|pher, different sample data sets are used in the assessment.

‘\

Q ple data sets can be obtained from APPENDIX J to ensure that the experiments
replicated using the same input and the results can be compared to the other

lightweight block ciphers.
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3.3.1 Avalanche Effect Tests

Avalanche effect measures the robustness of a cryptographic aIgorithr% serving
changes to the output caused by modifications in the input. The avalan G@ct consists
of three tests which are correlation, bit error rate, and key sensitivi % as shown in
Figure 3.5. This experiment requires the generation of random keys and’random plaintexts

to be used as the input for the algorithm. The random plai tew ciphertext generated

from the block cipher are used in all three tests. Results e est@sed to obtain
the security strength of the new lightweight block cip ' ’C}T

a Ty

Generate _m
Samples
j
v ¥ t
Random Random
Key / Plaintext /L N (Coaciol —% Results /L / Findings /

Test

Lightweight ,|  BitError o | Analyse

Block Cipher Rate Test Results Results
Key

Ciphertext Test

J ¢ *
Mre 3.5': che ct Tests Process
& &

¥
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3.3.2 Randomness Tests

Randomness tests are conducted on the lightweight block cipher by imQKW]g the
NIST Statistical Test Suite which consists of 15 statistical tests as shov@ure 3.6.1n
order to determine the randomness of ciphertext produced by the algorithm, the test suite
requires a large sequence of bits. For the block cipher, nine dif$ categories are
used to generate the ciphertext as suggested by the NIST ( IOW. The data categories
consist of Strict Key Avalanche (SKA), Stri in extu&?che (SPA),

s

Plaintext/Ciphertext Correlation (PCC), Cipher BlocksChaining Mode FC&Xﬁandom
(CBK), High Density Key{HDK), Low

T

Plaintext/Random Key (RPRK), Low Density Key

The o
Density Plaintext (LDP), and High Density Plainte (H% . ciphertexts produced by

the data categories are used as the inpu@test sul ult he form of p-values

are analysed to determine the random%of thﬂg&w ig@hlock cipher.
I CAT R A

15) Non-Overlapping Templates

Lightweight
Block Cipher
[ Strict Key -
. . —i;‘ Ciphertext /— —DZ Results /— m
: e A - NIST Statistical
i A‘\-ah;cllln: - /' >/ Ciphertext /— Test Suite 1
_f F Ciphertext s ) R‘m?s . o .
i i /——b/ Ciphertext /—- g; s::;:mm —»/ Results /— / Findings /
[ Cipher Block e [ cenlie
¥ Chalaiag Mode /——b/ Ciphertext /—- :; ?:ﬁ:l:l:i?:_;um — _ Results — - 1;
f P e 6) Block Frequency . N nalyse
i Random Key /——D/ Ciphertext 'L- 3 EZ‘::E f;;'f;:g: —1 Results r’ > Results
:!’{ Low Density Key /——D/ Ciphertext /L- 9) Maurer's Universal
10) Binary Matrix Rank
. ensity Key —.?l i F 11) Approximate En
L High Density Key F Clphc“cxt 12) L:nlljgest Ru:ls ofl(r;feys
[ Low Density - 13) Overlapping Templates m
yi Plaintext /- * Ciphertext | 14) Random Excursion Variant _-_
of
. L/ — L Rt/

High Density - .
Plaintext /- Results

Ciphertext

v
Qi Figure 3.6: Randomness Tests Process
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3.3.3  Cryptanalysis Attacks

Cryptanalysis attacks are methods to distinguish a cryptosystem fm{i random
function. In order to ensure that confidentiality is robustly provided by tse% algorithm,
it is essential to investigate the security of the lightweight block cipher against a variety of

attacks. This research is focusing on the two most common cryptanalysis attacks that are
differential cryptanalysis and linear cryptanalysis due to ein implementations in
research publications and cryptographic projects. Foréﬂta@on, a defined
plaintext is required and the ciphertext generated fromithe lightweight oik Epﬁﬁ is used

-

as the input for the differential cryptanalysis and cryptanalysis as lewn in Figure
Y/

3.7. Results obtained from the experiments are analyse

of the new lightweight block cipher. G)
' g - ?

Xmineé&recurity strength

Cryptanalysis
Lightweight Analyse
Block Cipher Results
G Results
Cryptanalysis

C .\ ¢ ' &7
/Fi rS)B."?: Cryptanalysis Process
N
A

’ L
R
S

&
N
S
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3.3.4  Software Performance Tests

Software performance tests observe the time required to execute @/ption
process in order to generate a ciphertext block. In addition, throughput &Q\/aluate the
impact of cipher design on the lightweight block cipher throughput. @periment, the
expected performance of the lightweight block cipher should be%;*;:ompared to the
conventional algorithms due to its design simplicity. The e emsults are important to
address the issues raised in the implementation of c ional Ws in security

products. Random keys and random plaintexts are g\dto be gener asahigrnput for

the algorithm in conducting the performance tests as'shown ‘n igure 3. 8§he execution

speed of the algorithm are recorded and the ciphe xt@{ tsa échnputed Results
obtained from the experiments are ar@o determi theéﬁlmency of the new
lightweight block cipher. ? ,<\

i =t 5

Generate _m
Samples

Random Random
Key Plaintext

.
I_; N Execution
Speed Test

Lightweight Analyse

Block Cipher Results

Throughput
Test

Results

Y

Figure 3.8:§0ftware Performance Tests Process
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3.4 Chapter Summary

This research identified three phases that are required in achieving the Qiectives.

Phase 1 aims to analyse the secure cryptographic components of Iightwe'ﬂwck ciphers.
The secure cryptographic components that have been analysed in Chqiter 4"were used for

the development of a new lightweight block cipher in Phase 2 ofthe research.

In Phase 2, the target is to develop a new lightwei htw cipher using the 3D
rotation function. A proper literature review and unders%thas!ﬁcye, design, and
b

requirements of lightweight cryptography were nee efore jthe iIOB t of the
u

S
issuegint th ecurity products as
Y/

discussed in Chapter 6. z \ é\‘{'

The objective of Phase 3 is to @ the secui an(tﬁﬁiciency of the new

lightweight block cipher. This rese%imple ?cr @alysis tests that include

N
avalanche effect, randomness tesl%yptaﬂalys' tacl{gcﬁat are presented in Chapter

7. These cryptanalysis tests are%f an]s' nificant to mﬁésure the strength of lightweight
ft

algorithm. The new algorithm is able to solve sec

block ciphers. Apart fror% Wa‘r' per 5[1%22;9' tests were conducted in Chapter 8

which includes exec‘mee(@ughp aluations to measure the efficiency of
&
; N
the new algorith \ : :' (‘)(_,
In conc@%e t h esélgjhe research methodology are aligned with the

ee
B’ﬁ& to?ﬁswer all of the research questions. The research

research ives and b
N
proces& ach phase are suﬁ’@nt in achieving the research contributions and at the

sar%addressing the problem statement found in the early stage of the research.
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