CHAPTER IV

RESULTS AND DISCUSSION

4.1 INTRODUCTION \d‘

MDA
. o ™7

st\ ocia gineering

techniques; to study the effect of socialw ringa\tec iques aditional and

graphical password authentications aﬁ\%:ate the b pe é&aphical password
that is secure from password gu%. This mg m‘éﬁs results from data
collection; the results are clas%\o th?ee p sutheiﬁ part contains the result
that related to objective x :310 a co@ the results that related to

objective two and the 1% conta‘i. the esﬂlt@t related to objective three.

A survey questi %Was Qd to eve the third objective; the results were
\ ¢ (?
categorized _into,; the first part agfs@ e demographic data related to the personal
s%h

N
asy’ ’edua&n background and the participant’s university.

The study has three main objectives nam

[72]

informatio
The&d part illustrates th @ice-based graphical password attempts to obtain the

n assword. The third part analyses the click-based graphical password attempts

Q tain the required password. The final section analyses the pattern repetition for
0

ice-based graphical password and click-based graphical password.



4.2 RESULTS RELATED TO OBJECTIVE ONE

The first objective of the research is to study the social engineering tec%\. The
social engineering techniques were studied based on the literature r ;, seventeen

techniques were defined in Chapter II. The second step is to claSsify the social

engineering techniques. V
i i

Based on the literature review social engineering attacks,can be c nto four

2

groups depending on the exploitation of one of th@sms (Figu );l _\C‘}
’ X

\ Y}'
1- The first group consists of thew uesn\tha xploi@* the victim’s

confidence, this group conta\%ted do

attack, piggybacking tacti ﬁdenceM%
=
whaling attack, generi , attgntio mbbilg. ubject, guessing attack,

reverse social engin. S %\
? N
4 f &
2- The secon w con‘gl \.& echnges based on greed; it contains spear
nd .

Vis‘r@(voice phishing)

tm&s d e-mail source, a

ishin
’

phishin N
'\ i O
(o ? (j’
\
3- %h gr 90n ﬂ&:uriosity and it contains social networking sites

ks and exploiti @.tt k
ACKS an eXp 01 lng X attacks.

QE- The final group based on the human psychology; it contains neuro-linguistic

programming (NLP) and exploiting humans’ problems.
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4.3 RESULTS RELATED TO OBJECTIVE TWO
The second objective of the research is to study the effect of socia‘% ering
techniques on traditional and graphical password authentications: d on the
literature review, the study summaries the social engineering attacks fipact on both of
the graphical passwords GP and the traditional passwords Tg EM@ based on the

literature review (Table 7).

/4

TABLE 6: Traditional and Graphica word attac | C}T
Social Engineering attacks R GP_ I
1-Attention-grabbing subject - ¢ v (‘,(
2-Trusted e-mail source ; - N1V &
3-Confidence-building = NEE TR )
4-Trusted domain | & |4 =<
5- Generic sender EE
6-Reverse social engineering I X
7- Piggybacking Tactic % ; '; ‘ AT X
8- Techie Talk Tactic # R X
9- A phishing attac . “ 5 [V A
10- A Spear Phishing*Attack e \ \

11- A Whaling A | IS Y E
12- Vishing (Woice phishing) ttac? LN \ X
13- Social n ing sitesgAttacks » ,V \ X
14-Neuro-linguisfic pr ng (NLPY Attacks \ X
15- Exp &he sk N S R
16- Exploiting hunians’ problems )" E
17- ing attacks TN ) R
C% \ there is @1 offect Jx there is not an effect
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TABLE 7: Graphical and Traditional password attacks references Y.

Social Engineering | Graphical passwords Traditional passwords

attacks

1-Attention-grabbing Almaula  (2008) and | Roth et al. (2004); Tari %06); Backes
subject Khan et al. (2011) et al. (2008); Laxton e% ; et al.

(2011);
(2013)

Lashkari et al. 2) and Dunphy

2-Trusted e-mail source

Biddle et al. (2011)

Roth et al. (2004); Tani et al. (2006); Backes

et al. (2008); Laxton ez'al. (2008); et al.
(2011); LashkNl. (2012) and Dunphy

3-Confidence-building

Almaula (2008) and Khan et
al. (2011)

(2013)
(25%); Tari et al. (2006); Backes
axton ej al. (2008); et al.
(20 shkari /. (2042) and Dunphy
(201

4- Piggybacking Tactic

Almaula (2008) and Khan et
al. (2011)

s fet ‘ql=~ (2008);
3 04); and
A\

5- Techie Talk Tactic:

Almaula (2008) and Khan e?
al. (2011)

Tari et al. ;
L&et al. (2008);
Khan ef al. (2011)

et al. ,(2006);
on tcﬂ..

-

t al. (2008);

ack
Roth, egal. (2004); and
A v i

6- A phishing attack

Mitnick & Simon
Almaula (2008); Khan e
(2011); Stobert
and Dunphy (20

1. (2008); et al.
@t (2012); Lashkari et al.
2013)

7- A Spear
Attack

Phishing

; Khanler aQ
1. (2012)

8- A Whaling Attack

Khan ¥(2011); Lashkari et al. (2012) and
Dunplly (2013)

Rotlives al. (2004); Tari et al. (2006); Backes

~(2008); Laxton et al. (2008); et al.
2011); Stobert et al. (2012); Lashkari et al.
(2012) and Dunphy (2013)

9- Vishing (voice ;‘Khan t
phishing) attack

10- Social networki Almaula Q
sites Attacks

I (201')
~

]

oth et al. (2004); Tari et al. (2006); Backes
et al. (2008); Laxton et al. (2008) and Khan et
al. (2011)

S

11-Neuro-linguisti ') and Khan ef | Roth et al. (2004); Tari et al. (2006); Backes
programming C,) et al. (2008); Laxton et al. (2008); et al.
Attacks : (2011) Lashkari et al. (2012) and Dunphy
\(J (2013)
12- Exploiting ex 1a/(2008)and Khan ez | Roth et al. (2004); Tari et al. (2006); Backes
% x et al. (2008); Laxton et al. (2008) and Khan et
N al. (2011)
13- attacks AlmatlHs 08) and Khan ef | Roth et al. (2004); Tari et al. (2006); Backes

al. (201

et al. (2008); Laxton et al. (2008) and Khan et
al. (2011)
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4.4 RESULTS RELATED TO OBJECTIVE THREE

Y-

The third objective of the research is to evaluate the best type of graphi%\word
that is secure. This study assesses the effect of guessing attack as a of social

engineering attacks against the click-based graphical password choice-based

graphical password. V
4.4.1 Demographic Data \d
®
s
IO
The questionnaire was distributed to 50 partici h H£J ityfof th@rticipants

e part@pent are USIM
ins Is@f\/lalaysia (USIM)

are females; whereas 16 males (Figure 9)4Lhe ajor'ﬂY 0

students; consisting of 28 participamw niversiti

and 22 participants from Universit%angsa%%ia ) (Figure 10). Thirty
N
seven participants are undergm%!den&, and re ﬁraduate students (Figure

N A
s
Qi
S .

Male Female

Gender

Figure 9: Participants gender



. university . .\C}

Figure 10: Participants%rsfties ,
4 X
a Y o N

Frequency

Undergraduate Postgraduate

Degree

. )
4 Figu@: Students level of study
A N

N
N
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4.4.2 Choice-Based Graphical Password

T

The choice-based method presented nine objects. The role of the paﬂ@ is to
guess the choice-based graphical password, which already is determinﬁ*ier before
the questionnaires were distributed. Each participant was given Ree attempts at

choice-based method and click-based method to get the requiridmfa ords.

The required choice-based graphical password consist five bJWmely, fish,
butterfly, flower, clock and house respectively. Each'object has its o Sfm@SO the

participants have to write down the symbols attern{)t, reas@' required

password is O, J, T, S, and E for the chmce% raplw’cal swor@Y~

1. Choice-based Graphical Passwﬁﬁirst ﬁl? ,‘\'\
<GS

By comparing the passwords thatvthe r icipants wer€ guessed in the questionnaire

with the correct passv% the pa icip ts! @ first attempt did not guess the
required passworK%le 8), vs'h \N
rep

parti é
12 illustrates t ects,(t-)ﬁt' were used in the first attempt, it shows

that the most objects th wer (J% participants to guess the password are; the
<S bv N

most 0 ock)J" the hou@\/ (coffee) and finally W (faces).

\C-)

\ TABLE 8: Attempt one (Choice-based graphical passwords)
Frequency Percent Valid Percent | Cumulative Percent
Q not correct 50 100.0 100.0 100.0
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Figure 12: Patterns repetition in the ﬁ@p’[ (ch je(') (}Y.

2. Choice-based Graphical Password- Second ttem

At the second attempt, only one Mn
. % EK A
graphical password correctly, wit 496) e p 1 1pa®d1d not get the required

password (Table 9). Figure 1 ates the tion &'&he objects which were used

at the second attempt; 1t ws tha
participants are; O (ﬁslh T ( (d. E (house) and finally X (car).
N
9: Attz}gd ( e-based graphical passwords)

cS’*

&ess the choice-based

*

the cist ct that were guessed by the

('D

Frequency Percent Valid Percent | Cumulative Percent
correct 1 2.0 2.0 2.0
| not correct 49 98.0 98.0 100.0
Total 50 100.0 100.0
~N

N
N
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Figure 13: Patterns repetition in the segond at c ice-b@)

AN

3. Choice-based Graphical PassworNﬂr)Attempt

O

S

S

At the third attempt, only one §sthe choice-based graphical

password correctly, with o ici not get the required password

(Table 10). Figure 14 s the répeti } (20 objects which were used in the

third attempt; it MKV&M the'm objects @ere guessed by the participants are;
e),

T (flower), E (w (fac ish) @(5( (car) respectively.
(—) ?? :f (J"J
N

&Ts; LEA empt (Choice-based graphical passwords)

Frequency Percent Valid Percent | Cumulative Percent

Ve

correct 1 2.0 2.0 2.0

N not correct 49 98.0 98.0 100.0
0 Total 50 100.0 100.0
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Figure 14: Patterns repetition in the thj pt (ch ice eli) _Q')
R

4. Compare patterns repetition Vz o\ g
o

\Wﬁtm Kﬂnthe first, second and

\
third attempts to guess the cho' d gr!bhica ssw%&? In the first attempt, the

&

most pattern that used by the p icip assword is s (clock), it was

used 34 times. Whlle r) was l;j} pq@nlé that used by the participant in
S

ed 3&1& in both cases.

Freguency

T

/ix

the second and th1r

et;t@t the choice-based attempts

ElPé?fem

J OBject’s repetition
/ pt2 | Attempt3 Total
< 33 33 95
Y 30 31 95
A E 32,651 30 32 94
\ v 31 ¥ 20 22 73
) 22 22 21 65
X 23 29 23 75
0 F 29 23 21 73
W 30 25 30 85
0 20 36 30 86




Figure 15 compares the patterns uses in the attempts, where T (flower) was uses the
most in the second and third attempts; it was used for 33 times. S (clock) was e
most in the first attempt; it was used 34 times. E (house) was used the m@ first
and third attempts; it was used 32 times. O (fish) was used the m&e second
attempt; it was used 36 times. W (faces) was used the most in Wst and third

attempts; it was used 30 times. X (car) was used the most in the second attempt; it was

used 29 times. F (cat) was used the most in the first attempt;, it'was wsed 29 times. V
(coffee) was used the most in the first attempt; it washused 3 M finally J
(butterfly) was used the most in the first and seco@pts; it was gd '2 @s.

40 - -

& W Atternpt 1
C
]
> W Attermnpt 2
g
o B Attempt 3

T 3 E W 1 X F W ]

Object
&5: (}) page t p@m’ repetition of choice-based attempts
% 5
Ge the most objects tmere guessed by the participants, at the choice based

al passwords, as the following sequence; T (flower) it was used 95 times, S

rok) it was used 95 times, E (house) it was used 94 times, O (fish) it was used 86

times, W (faces) it was used 85 times, X (car) it was used 75 times, F (cat) it was used

73 times, V (coffee) it was used 73 times and finally J (butterfly)it was used 65 times.
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This was determined by calculating the patterns’ frequency for each object in all

attempts (Figure 16). Yv

100
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0 . . . ; ;
J v F X w

Objects

et 1Y
Figure 16: Patterns repetition ap the choiee- sedg

Frequency

0 E 5 T

4.4.3 Click-Based Graphical Pa \&9
=
The required click-based ng pa’
{
second picture in the q%

10nnaire. h point I@él s own symbol, so the participants

N O

ch pas.%-ord. The needed click-based graphical
NI

, lgre d, nose and eye); the participants have to
S

have to write dov;Q\'mbols

password is ( wud Wl‘lite

write dow symbol for €achiobj herefore, the symbols are; E, F, G, C and D
ol

respec wy com{)a the p ords that the participants managed to guess with
A X
e

th password that was Y@ltiﬁed; the results was as the following.

N



1. Click-based Graphical Password- First Attempt

At the first attempt, only one participant managed to guess the click-ba

hlcal

password correctly, with other 49 of the participants did not get the re* password

(Table 12). Figure 17 illustrates the repetition of the points that we

guessed in the

first attempt; it shows that the most points that were used b N rticipants are; D
iZy

(eye), E (orange bud), C (nose), A (ear) and B (left ear) re

NY.

TABLE 12: Attempt one (Click-basedhical szw s)|

C_}Y'

Frequency Percent | Valid Percent | Cumulative Percent
correct 1 2.0 2.0 2.0
not correct 49 98.0 98.0 100.0
Total 50 100.0 100.0

40

NI

35

30

25

20

Frequency

15

10

>

oy

_ B C D E F G H
V' Objects

A
N
N

Figure 17: Patterrhtepetltlon in the first attempt (click-based)



2. Click-based Graphical Password- Second Attempt

Y-

At the second attempt, all the participants did not guess the correct pas@T able

13). Figure 18 illustrates the repetition of the points that were us e second

attempt; it shows that the most points that were guessed by the participants are; H

(bud), point D (eye), point C (nose), point A (ear) and point B ‘leftM respectively.

TABLE 13: Attempt two (Click-based graphical paa]sw
Freguency Percent | Valid Percent | Cumulative Percent \Y.
not correct 50 100.0 100.0 100.0 &

- '/ x

40

35

30

25

20

15

10

0 - T T T T T T T T
A B C D F G H

Ob]ects

Figure \tems ‘epe\n in théecond attempt (click-based)

3. Click- b@hijg)(d cri?’d Attempt

Frequency

u
|

s
At rd attempt, two pa.@gants managed to guess the Click-based password

, with other 48 participants did not guessed the correct password (Table 14).

re 19 illustrates the repetition of the points that were used at the third attempt; it
ows that the most points that were guessed by the participants are; C (nose), then D

(eye), E (orange bud), H (bud) and finally a (ear).
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TABLE 14: Attempt three (Click-based graphical passwords) YV

Frequency | Percent Valid Percent | Cumulative Percent

correct 2 4.0 4.0 4.0
not correct 48 96.0 96.0 100.0
Total 50 100.0 100.0

RS

»

40

35

30
= 25 -
\)
g 20 - )

15 -

10 -

5_

0_ T T T T T T T T

c E F G H

Objects

A B D
: o Y
Figure 19: Patterns %ﬂ gj % (click-based)

S
4. Compare patterns gepetition l 0
) L
Table 15 compa& re u@the p\ s ‘repetition in the First, second and
j‘% ¥

z {
™

third attempt%\s t f!ckﬁ@ed graphical passwords. By calculating the

frequen%%pat? s ‘rgpetitio the First, second and third attempts the most

objectthat were guessed by the icipants can be determined. In the first attempt, the

N

m\attem that used by the participant to guess the password is D, it used 38 times.

s

ile, H was the most pattern that used by the participant in the second attempt; it
Oﬁ

d 32 times in both cases. In the third attempt ¢ was used the most, it was used 35

times.
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TABLE 15: Pattern’s repetition at the click-based attempts
Object’s repetition Y.

Objects | Attempt 1l | Attempt2 | Attempt 3 Total \

A 31 30 26 87 %

B 26 29 24 79 *

C 34 31 35 10

D 38 31 32 101

E 34 23 32 V

F 25 19 25 b

G 20 27 27 74

H 25 32 24 81.

I 17 26 24 6

®
¥
|5
Figure 20 compares the patterns uses in the thr pt% (eye%& used the

most in the first attempt, it was used 38 ti noseﬁ\was ed th@)st in the third

attempt, it was used 35 times. E (oranﬁ as used most@the first attempt, it
eégt, it was used 31 times.

was used 34 times. A (ear) was us %nost @3
0 )

H (bud) was used the most in cond attempt, if Was Q@d’ 32 times. B (left ear) was

used the most in the seconvpt, it’was 29 tuhes. G (bud) was used the most
(

in the second and third% S, it wss %smlz t?&? F (white bud) was used the most

in the first and th@pts, 1'

most in the sec attempt, 1

(')"(j"

o

w\‘ed 25 tini€s and finally, I (branch) was used the
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N3

m Attempt 1 )

H Attempt 2
m Attempt 3

Objec

Figure 20: The patterns’ repetition at chc!basea thrf att p S) ‘
b j

Generally, the most objects were guessed IT am% n tl%p ick-based

graphical passwords as the following s w D (e e) it as 101 times, C

tlm©\ (ear) it was used

87 times, H (bud) it was used 81,t B le t s{wd 79 times, G (bud) it

was used 74 times, F (white @as ed 6 11%(2@' finally, I (branch) it was

used 67 times (Figure 21)
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0 T T T T T T T T
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-

(nose) it was used 100 times, E (orange was use

4

s
~

lﬁ—

é‘

Figure 21: Pattern’s repetition at the click-based



4.4.4 The Questionnaire Results Y'

Each password consists of five objects with a sequence order. Th d choice-
based graphical password is (fish, butterfly, flower, o’clock Whouse); the
participants have to write down the symbol for each object. Thercfore, the sequence
order of the objects’ symbols is; O, J, T, S and E. The ThclTbased graphical

password is (orange bud, white bud, green bud, nose an nts have to
]

write down the symbol for each object. Therefore%quenc orde o‘ t@jects’

symbols is; E, F, G, C and D. By using SPSS versid ana.l& the data;
the results show that only two persons gu ed the ¢ 1ce- ed g al password,
16)

while three persons guessed the need based pa (
c,) N x\*
\
TABL tota corr .pass
Choice- bas hical IlcgiaSed Graphical Passwords
|

Attempt 1 Att t2 tempt 3. &‘E@]pt 1 | Attempt 2 | Attempt 3
Incorrect 50 ? 490 "IN 49 50 48
Correct ° s 1 0 2
Total \ %\) 3
correct & D

\V
Ri

Based on s, t st ggest that both passwords types (choice-based
N
graphlc ord an based‘%}aphical passwords) have the ability to resist the

atta owever, the chmc@é’ed graphical password is better than click-based
l passwords in resisting the attacks, since the persons who guessed the
ord at the click-based graphical password is more than the person who guessed

e password at the choice-based graphical password.




4.5 SUMMARY

X

At the first attempt to obtain the needed choice-based graphical passwo%\ne of

the participants guessed the password, but in the second and third at& only two

persons guessed the required choice-based graphical password. Fufthermore, in the

first attempt to obtain the needed click-based graphical p SW no one of the
e

participants guessed the password, but in the second atte ne person guessed

the required password, and two persons guessed the ded pass the third

"X
attempt. Based on the results, the choice-based grap assward mbr@lity to
resist the attacks than the choice-based graphic or% J

The participants use T (flower) and%\ckclgg{&attempts to guess the
password in the choice-based gra% password, # the &'}ér hand, the participants

&
use D (the eye) and C (the nose\w mTt i i tten\l.pk o guess the password in the

click-based graphical swoz. ( §
b 4 'y






