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CHAPTER 111

RESEARCH METHODOLOGY Yv

3.1 Introduction z '

rch meghod o>y‘$ugh the

. best précuges a@\echniques,

leading to a proposed integrated technique in Wficiti \eg ity rﬁirelnents and
quantifying security requirements. %V W &

N

\ é
In order to decide an appropriate mcl!E gy Ior th A slug?\a conceptual framework
in this study has been proposed. A& ssed Y ap[g‘ﬁ) in theorizing the concepts
of ‘security requirements’ ‘r’qmw:n cicit' ' : giques' ‘elicit and quantifying
security requirements’, are %ul invgsibl @1@0 chnically complex. It should be
recognized that those C(&NZII’C 'ee\’cmb d in practitioner’s mind. thought or
g o

routies within an 010%%1 n 0‘ ":nc(:)@i N1zations.

&
With the abm'w ncnﬂ' 1< }lud@opts the mix method (i.e. qualitative and

explorative ach), which rc@zes that reality is not separated from social

This chapter focuses on presenting a systematic re

introduction of relevant research definitions, cond

-

actors, but \lccply internal to them, and it has subjective attributes.

The v and procedure of the knowledge management process cannot be easily
accessed and observed with the quantitative or neutral methods. Instead, the mix
method may allow the current research to focus more on the subjective aspects of the
technique’s perceptions on the knowledge extracting strategy for the logistics value.

Furthermore, as the goal of this study is to understand and apply the aforementioned
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technically complex strategy. it must try to deduce individual comprehension on the
strategic issues, and to draw significant strategic implications from people’s subjective

understandings and opinions (Kamenou, 2002).

Such a method may also help to overcome the dangers of usings Mag¥matical
evidence to arrive at a hasty conclusion on the technical comp V\Jlld
represents a common weakness of quantitative research (Kelle,?ﬂé

follows the mix method as shown in Figure 6

, which

. This study

4
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This study employs the mix method. This method consists of several stages (Sekaran,
2009) which begins with a defining the security requirement current problem,
mapping between appreciative inquiry with security requirements methods (SQUARE
& CLASP) stage later integrate with the fuzzy soft set algorithm to qugapdy the
security requirements, conduct case study and to build a prototype usin oposed
technique. and. finally, the validation through experts and evaluali&n

testing.

Stage 1: Theoretical Study and Defining the Problem. Y.

In order to have an in-depth understanding of the securit uil Jwicitation, the

enetration

[
primary objectives of the literature review in this re¥Mmeh as fne ‘eﬁmgure 7

attempt 10: \( \'T
NI
Te Seengity,

FIGURE 7: Theoretical Study and Degl
Pro :

L.&,&
’ (J s in Conventional

1) N
FE

1) Review and analyze the requirements elicitation and Appreciative Inquiry
method: identify the advantages and weaknesses of these approaches and

understand their functionalities, understand the use ol Appreciative Inquiry
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methods in eliciting software requirements, and identify the features that have
to be included to the requirements after using this method to elicit software

requirements.

o

Understand the security requirements; find out the significar \;ecurily,
discover the association between normal requirements (Fypn ioal/Business

Requirements), study the impact of security 1‘equiremenlvthe quality of

the whole system. V

j ie@ discover the

3) Understand the role of quantification of security

nts

%
|5
4) Introduce the characteristics of the oft & ‘COI‘%Y.explore the

application of the fuzzy theory in d% -mg‘q for @fying security
requirements \% é
5) Define the current problem in 4ggc e weTuy re rement.
“« Q-
N Ko
~
Stage 2: Integrate APP"(‘C% nquigy wj l}sz rity Requirements Technique
(SQUARE & CLASP). \ ' ~e(..z
A 3

techniques in terms of quantifying security requir

/s

)

Firstly, a pilot suS»yas fond &(ﬁr?lhe appreciative inquiry approach to

investigate and ro*ns z;b' i
(See Appcndix! $ Next,
requireme Mhniquc through Ihpping the Appreciative Inquiry approach with

Requige ®:|icitation in four phases as shown in figure 8:

I @iency in eliciting the normal requirements

B)avcialive Inquiry is integrated with Security
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FIGURE 8: Integrating Al with SQUARE and CLASP.

Make Pilot Study for Appreciative Inquiry Approach to ; M
Prove its Efficiency in Eliciting Software Requirements. : ! Y.

Mapping Software Requirements Elicitation Method (Al)
with Security Requirements Elicitation Methods (SQUARE &
CLASP) Through this Phases:

« Discovery Phase.
e Dream Phase.
e Design Phase.
¢ Destiny Phase.

In order to develop such an inlcgm\%.t ;!

are some important steps whic m«)

mpli§hed at stages 2 and 3, which
discussed in details in chap‘rs i\ and V§ Agfthe MWeration is complete, the Secure
Appreciative Inquiry Techgique 'ﬁ):'{ mp(‘:@-{ as discussed by the Chapter 4.

ST
Stage 3: Integrate % Appr lyl'edsﬁuiry Technique with Fuzzy Soft Set
i it

Algorithm to Qu%thc Sect Redwirement.
&7

Before cml\ the fuzzy algOf@m with SAIT the adapted fuzzy algorithm must

.

fve a strong contribution in terms of quantifying security requirements
in an acgaYe manner. A pilot study was carried out to quantify security requirements

in an aMable system (See Appendix B). Figure 9 shows this stage in few steps
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FIGURE 9: Integrate SAIT with Fuzzy Algorithm.

‘Make Pilot Study for Fuzzy Algorithm. i ol

L

Proposed Integrated Technique: Secure Appreciative Inqui
Fuzzy Quantification Technique (SAIFQT) As Explaind in

Embedding Fuzzy Soft Set Algorithm with SAIT. :%

v

\d

L
The diagram shows the fuzzy soft set algorithm embe in SAIT Jhis @edding

will be in the third phase of SAIT, which is the d% hasé® c@elion, the
n ‘Rech

u"\(‘SAIF ) is proposed
as presented in detailed in chapter 5. \% é

Secure Appreciative Inquiry Fuzzy Quantificatgo

Ke)

Stage 4: Validating The Teclmique@ﬁea& S
Fuzzy Quantification Techni IFQ}

applied to: (1) elicit norn anme
re >

A real test case 1 10 be conducte

%/ (2) elicit security requirements,

and (3) quantify sccuri\ re
&

discovered in order t a nffore s m in the future (See Chapter VI). The

re test case hclps% )mifyl ¢ )’L ,

which will 1}1cihsc 1¢ proposal of y&?@ a minimum error technique. On the other
hand, the o \\\‘il] be used to blmﬂ the prototype in the next stage. The prototype

i strong points of the proposed technique,

will be ®eording to the elicited and quantified security requirements by SAIFQT

for tifagurpfse of evaluation. Figure 10 shows this stage in few steps.
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FIGURE 10: Conduct a Real Test Case and Build Prototypes.

Create A Real Case to Use the Prog
Requirements Elicitation and Quantific

| (SAIFQT) to: : i ;
|

g édiSeeurlty.
echnique

(1) Elicit normal/business requirements.
(2) Elicit security requirements.

(3) Quantify security requirements.

Stage 5: Validation and Evaluation. c \T '<\
o ; V' S

“« Q-
The final stage (stage 5) focuses on N INg G luaﬁfg the functional reliability
~

and validity of the proposed in =g1Wechv,nquc I lSé(e]icil and quantify security
l;slr, i

requirements), and figure 11 1l '

es thig: W g@p

o L
Sh
D

2

Ly
&
S
S
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FIGURE 11: Validation and Evaluation.

T RS LI R
Validate the Proposed Integrated Te« IF
| s o 8 AN
' e Make a Pilot Study for Fuzzy Algorithm Using "IslamTag" Websit.

' eInterview Software and Security Experts, and Practitioners. Gain a Useful
" Feedback (Reports) From the Panel, to Enhance the Proposed Framework. o i

Evaluate the Proposed Integrated Technique (SAIFQT) By: ! %\

« Develop Two Prototypes: (A) Prototype Built Under SAIFQT Steps. (B)
prototype Built Under Normal SDLC Steps.

| e Make Penetration Test to A and B. T

3.2 Validation of Proposed lntcgrate;%n'

99

Pilot Study “IslamTag at www.islamthg.c

IslamTag social network, lhis“ E:eﬁ“ rk wag cregled in2010, it was invented from a
PhD student of Faculty SCiCQI
quite similar to facebook. Q
o O
e ph
The pilot study wgt i
to ensure that, 15‘ :

g : : N :
quantifying N}l_\' requirements accurately. The pilot study conducted serves to

quantif security requirements in an available system which is the “IslamTag”

webs ¥ pilot study will be used to validate the fuzzy algorithm in chapter VI

To investigate the pilot study in details, kindly refer to Appendix B.
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3.2.1. Experts Review on Proposed Integrated Technique (SAIFQT)

The expert panel is one of the most fundamental components of a Delphi study. The
strength of Delphi is the belief that "'n +1" participants are better than one (Crisp et.al.,

1997: Verran, 1981). Traditionally there is little agreement about the sagpX size and

no criteria exist against which the sample size can be judged:; theref dies have
been conducted with virtually any size panel (Akins, 2005). The s size in most

Delphi studies has been researcher- and situation-specific, with the\dse of convenience

samples dependent on the availability of experts and 1'csourceans, 2005). Using a

ch.xpens that can apply
‘oblen\&? investigation
(Snyder-Halpern et al.. 2000: Akins, 2005). If exp S hdye sifm'@'l’ training
and general understanding of the problem of ime&ela}iv ly na{@hnple can be
used (Akins, 2005). This is particularly useful \\mie‘\ci y a Q\;hed number of

experts in a field of interest. Linestone and gu

convenience sample allows researchers to purposefully

their knowledge and experience 10 the specific issu

s

ollowing mix of

experts:

« Those with an applicable specialWg

'L’,Zl?/,l“‘_’.

This research has s@ \QUQ) l&o\ some in-depth and adequate knowledge
and cxpcricnccs@ varg engingering and security. Five of them has a degree in

Doctorate of %&
wh

Jordan anc

« Those possessing skills in

security ound. A report was sent to the seven experts, which contains details

abou oposed technique such as the purpose of the technique, objectives, and the

pro that the study aims to solve.

Scheele argued that (2002), the reasons behind using the Delphi method for selecting
the experts is to make the study benefit from subjective judgments which based on
collective wisdom. The individuals needed to contribute to the examination of a

complex problem representing diverse backgrounds, and where participants dispersed
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over a wide geographical area. So that, face-to-face meetings had been done with the
experts in Malaysia (Three Experts) and the remaining experts were interviewed via

Skype and E-mail.

Besides. an interview appointment was determined to discuss the tech '\Y\it.h the
experts and to clarify ambiguous information in the report; these g %ews were
conducted face-to-face and by Skype meetings. Later, at differenpubggges, the seven
experts had sent reports that contain the validation, and feedbaclgg abdut the technique

regarding areas such as the features, weak points, and a numb?ﬁvotes to update the

4.

3.3 Evaluation of Proposed Integrated Technique QT) ' _\0}

proposed technique of SAIFQT (See Appendix D).

3.3.1. Develop Two Prototypes Vz
By using the output of stage 4, normal r%me {

quantification of security requireme

uirements, and the

first prototype. The

o )
ed qod q Iﬂiﬁggwcurily requirements by

] se apigr V@ VII. On the other hand the
normal SDLC will be used t ¥ the sqme ;rdlc@e. This prototype will be used

for the evaluation pumosc.&\ @
C
3.3.2. Penetration ’@} ¢ " (—)
&

A penetration l:%s‘ inn{w?)@ 1l\$’0 prototypes using the OWASP ZAP tool

hapter VIL \C}’

prototype will be built according t

SAIFQT for the purposes of eval

version 2.2.2

Evalua . Results: the results of the proposed technique (penetration test report)
Willgpurcd with the outcomes of another techniques’ results (building another
prototype with the same business requirements and programming language, but use
the normal SDLC, then using the same penetration testing tool), in order to evaluate

the efficiency of the proposed technique and to register the contributions of this study;

by comparing the penetration test results for both prototypes. (See Appendix E).
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FIGURE 12: Research Process.

Critique Existing Techniques (RET, SRET)

o A, o
o S
Yv

Integrate (Al + SQUARE & CLASP)
Output: Secure Appreciative Inquiry

—

Feedbach Technique (SAIT) N
A —— S e

Embedding Fuzzy Algorithm with (SAIT) '

Output: Secure Appreciative Inquiry Fu
Quantification Technigue (SAIFQT)

—_— ey e —

Software
Experts,
Security Experts
& Practitioners

Y

Select a Real Case to Elicit iy
Security Requirements using pMgbosed
(SAFQIT

S s

Feedback

Quaniyi ;@
&

ntegr, %4 S
1 w:gsulls

port Writing

- rity Requirements Elicitation Techniques

- Al jative Inquiry.

» SQUARE: Security Quality Requirements Engineering.

, CLASP: Comprehensive, Lightweight Application Security Process.

» SAIT: Secure Appreciative Inquiry Technique.

» SAIFQT: Secure Appreciative Inquiry Fuzzy Quantification Technique.
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The research process gives a road map for this research, it presents the concerned
research steps. It also conducts the necessary methods and it offers a number of
choices to get the desired results. By referring closely to figure 12 an initial overview

to the whole research can be taken to understand the nature of research's aimv

3.4 Summary ! %

This chapter discusses the related literature and methods emplowy this study.

Research design and research methodology, methodological choic®Wor discussion and

the process of the research have been introduced. A mix h hels been chosen to
d

investigate and develop a conceptual framework, whi ms .t cpffy the used

techniques in eliciting and quantifying security requiggents, nd er de’,grol’ the
n

technique to elicit and quantify security requirem the’r uigeme .\phase. To

conduct the mix method analysis, an explorama \SU{ n b b
considered. and the quality of the method c Nnosea b g

f assessing the

validity and reliability of the method. AN exploraglve c@ study targeting at
eliciting and quantifying security re weycnts h‘h \mre industry will be

conducted as the effort to understan iss&es inyalvi ¢ research topic.
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