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CHAPTER 4: EGA CLOUD WORM CLASSIFICATION

4.1 Introduction z

Worm has become a real threat to many organisations and computer users Y
than a decade. According to Cyber Security Malaysia, four types of x:r security

d Iclous codes
'hslby changing
alf HW unable
orams gan pfic'e‘%gvby
ansfer, fflomJone .'-\‘ected

I more

incidents are often reported which are; fraud, spam, intrusion,

(MyCERT, 2015). Malicious codes attack the systems and a

their original codes, causing these systems and applicatio

to be used for normal operation. These malicious

themselves, and they have the ability to automatical

b 4
machine to another vulnerable machie via a networ th N@ oOwWn liv\yconsent_
Therefore, worm 1s considered as one of the mos ousgﬁyp Of Qié 10us codes,

ro ugh sogdvare Colles.

which attacks huge volume of Internet appllc t1

Recently, worm has significantly mcreaseE %ﬂie@ and has created a
drastic chaos in the world of comput Agico@u Ing environment. In
terms of cloud, worm intrudes and trgg" da"rag sen@e or application in cloud
structure and puts itself as an a%ed usyﬁx Qnt 1ts malicious code into
cloud structure As for clo e\n cla @atlon 1s one of the decisive
ens ?éffhe effectiveness of the detection

m @c?e degree, used in malicious code

uripg! th e 1c@cy of detection for a new or unknown

processes that must be con

process. C lassnﬁcat:o

?9

analysis specifically

Cloud wornt,%mﬁcatlon can be used as the basis for

sample of maliciQu
d also to help 1n l}rease the accuracy rate compared with other

cloud worm de

existing m

In this ch ¥ 2 worm classification In cloud computing environment is developed as

a part and basis of a new worm detection technique in cloud computing environment.

The technique is based on the proposed classification especially for worm attack in
cloud. The proposed technique is evaluated using statistical methods and data mining

techniques. The proposed techniques by the various researchers are mostly based on
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theoretical model. However, some research initiatives addressed dynamic behaviour

analysis but these works are ongoing. The research approach of this study 1s based on

¥

Worm classification was carried out through different categories whic* all based

dynamic behaviour analysis and genetic algorithm.

4.2 Related Works

on behaviour. The classification consists of email worms, po]ymorphWrms, stealth
worms and file worms (Rajesh er al., 2015). A study by Saudi (2walso stated that

worm classification can be utilised as a basis for a wor de?ctlon and response

c!ries The study

technique, and the author also classified the worm into d t €at

on worm classification has been performed based og the Yestife

associated with the research by Dabirsiaghi (2008), idearlo es
s

w

N

ani@Sls tools and

(2002), Skoudis and Zelster (2004), and Saud ez alviﬁ)_\
Based on these worm’s basic {feature %wb dys
experimentation, a new cloud worm classiﬁ&. 1S 40 begy

Cloud worm classification can be utilis

ockg In this research.

method which helps increase the acgy

can be referred in section 4.3.1.

RN
abolig) the impact of worm attacks 1n

' a[edcgafworm attacks in cloud which forms
‘s

&
S
\

EGA \nique for Worm Detection in Cloud

of worm and malware but not in

4.3
In thisSgcwpn, a new technique known as Enhanced Genetic Algorithm (EGA) is

proposed. This technique represents the steps to cloud worm detection and response.
The proposed model works in four steps as shown in Figure 4.1. Initially, sample is

collected and then classified using the proposed EGA worm classification. Next,

worm characteristics are analysed and statistical analysis is performed to find the
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relationship among the sub features. In the next step, checking the detection accuracy
1s carried out using various in-built classifiers available in weka data mining tool. The

existing GA algorithm can be added 1n this stage 1f available. This existing algorithm

be

helps in benchmarking the proposed algorithm. Finally, a new enhanced GA be
proposed and tested using weka data mining tool. Based on the results, | gt

suggested on how it responds to cloud worm after detection.

Analyze the
characteristics of

Preparing and
collecting

Test wworm

detection in
cloud accurac

worm according to
proposed
classitication

datasel

Worm
classitication in
cloud

Statistical analysis to
find relationship
hetween sub features

Transform obtained
data from
characteristics results
asnominal data

Suggestion

Dynamic analysis N
2] for response [

of vworm

'- per&ﬁtal results from data analysis and
lyeig)of the results 1s also presented in this

@S a Genetic Algorithm (GA) for data

@Jabl]}h odri
_ ud wor fas

Pietramala ¢ 2008). The pro\osed GA was integrated in WEKA in the

ation, and this method was proposed by

experim ronment.

The mo

rate in the detection of worm activities in cloud. Due to this reason, worms are more

n to use this technique 1s the attainment of improved level of accuracy

challenging and sophisticated in order to reduce worm cloud infection. This GA
model could be developed repeatedly by new researchers in this area. The proposed

technique could be used in other cloud threat as well as in malware detection in cloud.
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4.3.1 EGA Cloud Worm Classification

A new worm classification in cloud computing environment has been developed,

based on the experiment conducted in controlled laboratory environment. Acggrding
a % ion,

to Weaver er al., (2003), worm has five basic characteristics known

activation, payload, propagation, and operating algorithm. Infection s% to the
process of how a computer becomes infected by a worm while activation is ®enoted as

the host. The

the process of triggering mechanism of a worm by which 1t tries to ent

agation 1s the

lPsts to infect.

fro wtected as

2
malicious code. Although worm has those basic Qterist' S, cr Qﬁ]ese

characteristics can be varied based on the network envir ent @ d ain.?-
NV

destructive mechanism of a worm 1s known as payload wheregs
n

characteristics of a worm on how they spread out and

Meanwhile, operating algorithm defines how worm can

Regarding the experimentation and dynamic a%’ thag 1y cgule t@onducted, It
1s recommended that a well-structured wornN on, ing 1in mind the

Y
L

orm classification is

characteristics in worm, can be used as l%sm for ction and response

technique. Therefore, an Enhanced Gougee®A
produced by testing and comparis kj |

(2015), Abuzaid er al., (2013),%nz n
Pratama and Rafrastara (201%3“ > @),
with five main attributes. &a rby

algorithm and propagatn

@Search by Rajesh er al.,
bS), Saudi er al., (2008), and
siff@bn 1s referenced 1n accordance
infe¢lon, activation, payload, operating

PN
a(ag'fhe complete EGA classification for

worm attack in clou

the accuracy rate

experimental r where detectlon@xplamed in detail in Chapter 5 (section 5.7).

In this exper! dynamic and Virustotal web based tools were used to observe the

injectem to the virtual cloud. The findings using the dynamic tools including
worm’s atures which led to new classification are shown in Figure 4.2 below.
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Figure 4.2: Cloud Worm Classification
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In relation to the diagram above, a new cloud worm classification has been
introduced. As compared with other related works on worm classification, these works

have introduced different worm features that are limited to PC environment. This

rch

research proposes and implements a new classification for cloud worms. This rg

investigates and adds new sub-classes for infection part as a contribution t&{ ew
A) Infection z

cloud worm classification.

Infection refers to how a computer becomes infected by a (McGraw &
Morrisett, 2000). The two ways a computer can be infecteq W rln are host or
network. As for USB, CD and File, they are the most %y ;m“%png

computer worm. However, the main concern of this studyrS ii &E’“d and

therefore, this study takes into account worm attack

In the infection via network. the victim’s compc d w& he/she VISILS

malicious sites and download the infected ﬁ out their 'owle or when they

%ed aﬂ\%ﬁt K&Itlonally chatting
channels such as Internet Relay Chat P for 1me Internet chat or

synchronous conferencing or a commN 10[ 0tl thy (?rows It to transfers data

via messages. Worm can exploChnsQommu 1catyony f@y channels to spread itself

received spam emails and execute the 1

Into these paths. Internet Rel f@s are very much vulnerable to

worm spreading as they ar endingSinifected files or links to infected

* hlﬁgages on these chatting channels and
fer bgcompe dlr@y infected by the worm. Yahoo and

§$ these communication channels. Unlike

a network host\(%}'ud worm 1s also able to infect physical or

websites. When users r

click the link, their

Facebook messeng

worm that can 4

virtual host V1% work. If network facility 1s available, cloud worm can infect

hypervis virtual host because they have network connectivity and operating
system STt to the host in a network. Under this classification, the tools used for

observing worm patterns are: Wire Shark, process explorer, and process monitor.
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Authonsed User (Insider)

Authorised Cloud users may attempt to gain or misuse their unauthorised privileges.

Insiders may spread worm to disclose information to others or commit frauds or

intentionally modify information which poses a serious trust 1ssue. For exam{igman
internal DoS attack was demonstrated against the Amazon Elastic Compgmt oud
(EC2) (Modi er al., 2013). Network Wire Shark and processes moni%& were

used in observing worm pattern. Under the Infection sub—catetzelated to

5\5

as nformation

“authorised user.” cloud worm patterns displayed unusual change modifying

of information on a system, which leads to serious issues

disclosures or other fraudulent activities. l

Root privilege is another type of attack for authornsed usd

the main weapon for the attacker to get access to legitt

the attacker to exploit the vulnerabilities for gamm

m a process

ov@s static buffer.

@]uem target. There
N | |
l@sed to avoid security

ordéovery workflows (Modi

As an example, Buffer overflows are use

running as root. It takes place when applicat

The mechanisms used to secure the authen

are no universal standard or security rr\%

risks like keyloggers, phishing attacks,
et al., 2013). By gaining root% user gcou m@% worm attack mn a cloud
environment. Using wire Shark, ceS\e' of éﬁ process monitor, a sign of
@ ar@ts o@eg for some programs that have

. P
been obfuscated as havi Nyp lop alx rlthlp'gmlch also shows signs or patterns of
malicious behaviour. Q' .&)
Ly ry/ >
User using Virtualgatmon \3'
S
Vlrtuahsatlon% »d in cloud computing and also runs through standard IP proto col

malicious activity was see

13). Through virtualisation, cloud user can initiate worm attack in

(Modi e/ 4
various Wavsy The main module of virtualisation 1s VMM or hypervisor which is

responsible for VMs isolation and management. There are many worms reported in

VMM that allow the attacker to take control of the hypervisor and bypass security

restrictions. For example, vulnerabilities in Microsoft Virtual PC, Microsoft Virtual

Server and Xen can be abused by attackers to gain privileged rights (Ali er al., 2015).
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In order to instantiate VMs. a VM image 1s used and users can create their own VM

Image or can use an image from the shared image repository. From the repository,

users are allowed to download and upload images. Amazons 1mage repository is an

"?

ta for
probable attack point and can also upload an image that contains worm. Th% VM

Image will become a source of worm introduction in cloud computing e znronment

and track user activity or expose user's confidential information. V) mM¥ration, VM

example of image repository (Al er al., 2015). Sharing of VM 1mages in the i

repositories is a common practice but can evolve as a serious threat 1f 1t 1s

malicious manner. A malicious user can investigate the code of the image

ethods 1n

C ‘nnr

rollback and VM isolation (Al ef al., 2015) are the other worm

cloud. The tools that are used for the observation were wire s

process explorer, filemon, Newt, PortMon, and Process m$

Communication

Storage resources, sharing of computational, an

components. The sharing of network comp

e l%sou pooddn® characteristic of

cross-tenant attack. The vulnerability Sten

cloud computing and affects the 1aaS serw
mechanisms over the physical n%ﬁ are n
Virtualised network. This becomgs a s l

ud
ItO
% eéé]a]lClOllS activities of VMs

lntr@n detection and prevention
\
batt') IS and activities to judge the

tection and security

nitor the traffic over

80 beyond the monitoring

mechanisms usually depef %
tac@r the communication part, through

| ﬁyné\c tools, 1ts pattern shows that it might
TCP and UDR %fwmes By observing and studying the

anomalies and detect th

the use of Network

able to trace and L
sources and dest? n of the addresses, profiling 1s used to identify suspicious
communicati ivity which shows whether the network pattern contains

attacks.

anomalistic



Application

Worm concentrates on events which occur in running cloud application. Applications

that are used for accessing cloud facility could be considered as the entry-points of

worm. Using various interfaces and devices, attacker can have access to servic d
applications as network browsers and thin clients. On the other hgn®
ika

cial

engineering-based cloud application could perform malicious activities Htealing

money from bank account by providing fake user interface which a% egitimate
d t

l

in order to circumvent the user. Possible solutions for this ¢ he use of

application certification and user education (Elish er al., 201 monitoring the

network activity through wire shark software and web-based WIS ti)ol, it could be

S € M used not

seen that worm also displays an unusual pattern. Also, p

whole machine. The Application part of the classificati

3

to run their own operation.

B) Activation

Worm activation refers to the criteria thg

activation is defined as worm's tri \

host. This work 1s based on t% ' ;ly}slanbt showed that the worm 1s

activated by human trigger,{lf— tIva{Ieq, ndasll pduled process. Like computer

network worm, cloud wc&is als'ab gf to @te physical or virtual host via

network. If network fac@av 11able, y)'u
n

in the virtual host Qwe h v
similar to that g wost In nefwgv
Walities can also beN&?scovered by using web-based analysis tool,

numerous sub
network an \s monitor dynamic tool.

H um@er

Human trigger is the slowest activation mechanism activated by worms when a user

its disruptive task (Salmani er al.,

rms can activate in the hypervisor or

rk connectivity and operating system

rt.- In the case of Activation classification,

clicks on an email (Saud: ef al., 2008), such as the Melissa worm, or worms that copy
infected files onto a shared folder, such as the Nimda worm. According to Smith et al.

(2009), worms can be activated by user’s actions which normally are not expected to
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execute a worm, such as user’s login scripts, or running an application, or when a CD
or memory card is inserted into the computer. By using the network, web-based
analysis tool and process monitor, 1t was discovered that some worms began to act

only when the user is performing an activity. It occurs when the user clicks

el ut]a et al. .

email or a link.

Scheduled Process

Scheduled process is the second fastest worm activation mechanism
2013). An example is automatic software updates, which can be uswnstall and run

malicious software (e.g., a worm). Based on Smith er al., (389 ch duled process

activated worms are activated by a legitimate process ha properly
secured, such as a legitimate program which automats y u %ﬁ an
infected web server. For this classification, the wé®&Qased j ch as
virustotal is used to observe the worm process S1 G\K total ables the
monitoring of strange worm activities whenev@soﬁ%r rfo

process such as automation updates.

a scheduled

Self Activation ﬂ
Self activation worm is the fastest acu M wh.h 1S the most worrisome.
This type of worm begins exect %medl ely @g transmitted to the target.

ner blfl

Ion
These worms generally exploit the a

buffer overflow vulnerabili @ a

Code Red I and 11 are e

web-based analysis t%
buffer overflow ch

(ﬂjm ng application. Accordingly,
X Wang et al., 2010). Meanwhile,

files on a host system. According to Saudi er al., (2008), payload is defined as a

destructive mechanism which 1s designed with malicious intention. As for this

research on worm, payload is defined as a destructive mechanism, which can cause
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damage to the victim’s computer and cause loss of confidential information like credit

card number, and password.

Four main destructive mechanisms have been i1dentified in this research which are:

information. In the experiment conducted i1n the laboratory, one sampl

which showed how worm attack works in cloud computing envirm%t and 1ts

actions were observed. The result showed that the worm dropped a fiR

as shown in Figure 4.3. The file Wormo64.dll (C:Windows\SystemeM.dll) was
and all data that

" directory

used by the worm to attack cloud server. It damages the filesgre

are stored in the server. Based on this payload and the t !ted, it appears
that cloud can be exploited and attacked by a worm. Cloud

payload to the physical or virtual host via network

network facility, cloud worm can pass payload t and*wirual host

because they have network connectivity and OS%@ rt e r%ie.twork. Due

to this reason, cloud worm can use vulnera ' to i m the cloud. As

for the Payload classification, the analy tools & sad are network and
process monitor for identifying the . patte Was seen to have a

distinctive feature.
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Figure 4.3: Payload worm attack in cloud for file and registry
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Backdoor Installation

Installing a backdoor in the infected computer 1s a very common payload for worms.
This allows the attacker to control victim computers. Some payloads can open

backdoors on victim machines in order to make the remote control of the cXmsed
machines possible by bypassing the usual security tools (Nellutla er al. 2(& mis
research, installing backdoor 1s referred as an illegal way of enteril& mputer

system and providing remote control via the Intemnet to help the attackqaf@ control end

user computers and steal confidential information. This worm pattg, tffough the use

of wire shark, Newt monitor and process explorer, was seen as hagwp

act as a remote for the attacker to access the computers.

Denial of Service (DoS)

fvailabte to the
I3
(%?('mnected to

iaIQ ervice attack

ca:EQarge damage by

\Multaneously launch

oy

ample of DoS attack

Destructive

Due to a pathogen,

Similarly, some

. N
estructive worm&&)uld corrupt system permanently or delete

valuable inforMat®n of servers or users in cloud environment. Therefore, a super
virulent ight initiate significant challenges to 1ts further propagation (Vlachos
et al., 20 hese types of attack spread through physical or virtual networks. One of

the patterns discovered under this worm category using dynamic tools such as file

monitor, Nessus network and process explorer, showed its activity to be destructive.
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Steal Information

Worm has the capability to steal confidential information in the infected computers: it

can do that by collecting username and password, personal information, email address,

local IP address, and capturing credit card number. Worm targeted towards
everyday computers can be designed to steal credit card or bank inﬁc MagInN to

perform direct money theft. Worm could be harvested through emaiklkdr ses by

sharing information to spammers and possible to gain remote controlwe computer

(LeDoux & Lakhotia, 2015). By using network and file mond namic tools,

Tm classification
usirlg file monitor,
I'ij cted.
A3
| S

another cloud worm pattern was discovered under the payloa

with the capability to steal information from other systems. B

It was observed that files that were present went missing aft

Phishing

The most beneficial ways for criminals to make monéy i
referred as phishing (Hinde, 2005). It could b@o
the form of an email. Users are tricked b m thhem give their

msa wiy
bank account or identification informati %m%r&e pr s of messaging and
nals

tricking users is really decent by the rg 1t “be@'y hard to detect that 1t
1s a phishing message. Cyber cri \u I%{en 3%1( logo and bank writing
style. The new methods of the‘% wa} ‘p!erfb'ned using smart phone apps
and different messaging servage or ey, fendi

This type of attacks is In mg dad é

y gy a(n#is very hard to detect if people are
not aware of 1it. Accor j!ls - Statistics (BJS), about 17.6 million

O

Bpirda
wﬁl}v n %ﬁcent of U.S. residents over the age of 16
fty é |

people faced i1dentity
ne 1den eft \itident in 2014 (Harrell, 2015). Meanwhile,

were victims of atleN &
| A >
in 2014, 85%&

Kk this 1s also

serue{ and also takes

essages to the mobile phone.

ople took actions’to avoid identity theft, such as shredding

documents ntain personal information, checking credit reports, and changing

inancial accounts. The majority of victims aged more than 65. and

passw@
more fem3®s (9.2 million) were victims of 1dentity theft compared with males (8.3
million) in 2014 (Harrell, 2015). Another distinguished worm pattern that was

observed using the Wire Shark process explorer and Process monitoring tool was its

ability to take form of an email which enables it to copy personal information such as

usernames and passwords, causing identity theft pattern.
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Registry Shuffling

When a worm performs execution on an infected host, 1t may take control of the
system with the highest privileges, modifying the system as needed, and continue to

infect other hosts. These acts expose some anomalies on the infected computer --
rk

as modifying or writing the registry keys and system binaries or openint -
os#8. For

connections to transfer worm as executable form to other vulnerable

example, the “Blaster’” worm changes a registry entry, downloadsgg.file named

“msblast. exe”, and executes it (CERT, 2003). This was also one ofghe p$tterns of the

worms that were observed by using wire shark, regmon and File F\Y&D

of the injected worm showed that 1t had the ability to alter or c'pen network
whenever 1t invades a system. \d
g

-~ 18
D) Operating Algorithm ,

R
Based on Saudi (2011), operating algorithm refers 1§ the

ing tools. Part

\ﬁﬂique ] to avoid

¥ CO a i
capable of changing its location frequently arfgSeep ch
@e like firewall. As

detection by anti-virus or any security to %alle&

for this worm research, its operatin ith ﬂs c3y 'beqé?ssiﬁed into stealth,
polymorphic and anti anti-virus. Clc m 'Me &;%l’un operating algorithm
on the physical or virtual host%%\:mk;‘yde %16 network connectivity,
cloud worm is able to run opggatin li, N N tl{(ﬁypervisor and virtual host for
rk sQn

various purposes. They hav&\w
network. %\

malicious code detection. Worm has the ability g6 ht since it 1s

fivity & operating system as a host in a

Stealth

N

Some of the worffrsil§ve stealth capabi].&y. Therefore, 1t will try to keep itself unseen

from the user oI\L¥ victim’s machine. Their activities are usually hidden to the end

user and M o®nerally do not consume a large percentage of system resources to

avold any clons.

Polymorphic

A polymorphic worm is a worm that tries to modify themselves using polymorphism,

encryption or both to avoid detection by security tools. Polymorphic worm tries to
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modify its code by rearranging the functional blocks of code (Kolesnikov & Lee,
2005). Since the code for the worm can change each time 1t 1s transmitted, the code of

the worm will not match any worm signatures. Accordingly, Saudi er al.. (2008)

defined polymorphic worm as a worm that changes all parts of their code each time

X
S

According to (Saudi, 2011), an Anti Anti-virus operating algorithm worw damage

anti-virus software by deleting or changing antivirus software sertinw attempts to

disable anti-virus software and edit the definition data files. g ri mal disable the

they replicate to avoid the scanning software.

Anti Anti-virus

anti-virus software on the host, which will enable 1t to caus mage. rm has
the ability to attack antivirus on the targeted computer agg cauSes fts df
failure of antivirus in helping users to clean out tém enfire

impossible for the antivirus to figure out a perfect soluw han;é .

E) Propagation

Ny | @iﬂfect (Fan er al.,
ess@l phase of the life

Y
to @agate worm by using

% 3 .

$pagate itselt by random
h Jth ysical or virtual host via
O

111ty_,é available, cloud worm can
h@s because they have network

propagate nto the hypqS | (_?(
connectivity and OS simpslgr tQfthe Host Ty &
't 1

cycle of worms, where it sends packets Wy
random scans methods. As for thy mch,

scanning. Cloud worm can be able t

network like network wonKNle

oF

the method where the worm selects a target by a random IP

NS
4

Random Scanning :%

Random scannigg
met and infects it, and then continues the cycle by generating a new

address in e 1
random et Fode-Red-I v2 worm is the example of a random scanning, so that

each infected computer tries to infect a different list of randomly generated IP (Moore

et al.. 2003). Through using wire shark dynamic analysis tools, one of the patterns

observed was that the ability of the worm to choose the IP address of a random target

online and then have that chosen target infected.
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4.4 Cloud Worm Dynamic Analysis

The latest worm dataset was collected form virusshare; all types of worm that can

infect via network are also able to infect cloud. The reason 1s because cloud in a

complex type of computer network where all physical or virtual hosts are S cted
via network and like network host each physical or virtual host have thei; % S. A

detail description of worm dataset can be found in Section 3.3.1. All colle®ed worm

are analysed in controlled lab environment with some resources and anqgsis software
(highlighted in Section 3.3.2 to 3.3.3). Worm analysis was doMsing dynamic
analysis process and the detail of the analysis process can b Wm lSecti::m 334

The outcome of the dynamic analysis 1s presented in App

For dynamic analysis, each worm sample 1s tested on
After testing each worm, the controlled environmenty

by using DeepFreeze software tool for analysinggothe

sample is run on controlled cloud environme\%t
n o

dynamic analysis tools and software were:;u nivg

unexpected activity 1s triggered by any o% e (oIS Tipn thg?vorm 1s 1dentified as
B b 9 .
malicious and its characteristics are a\ _d carafyllyyOn g&ther hand, if a sample

ces ended and the worm is

1s not identified as malicious, therKWprewanallsis @r
excluded from the dataset list. % are r Isakwalysed to define a worm as

malicious because of some worms. After defining a worm

an&!is tools one after another After

l |
¢h ‘al characteristics of sample worm are

1 si@y ended 1f all characteristics are found

revealed or not. Thg aMayyS1S -
Otherwise, the wog Wanalysed Dy éa& phase. In this phase, the sample worm is

further tested $ irustotal web based}nalysis tool, which generates a report with the

as malicious, 1t 1s check

completing the analysis:%

JCC

behaviour orm. Virustotal has the ability to analyse any suspicious file in a

matter &f sc@onds by executing samples 1n an 1solated cloud environment. If all
characteristics are found in this phase, the process will be ended. If not, the analysis
process will run for the second time with different version of the analysis tools. About

99% of worm sample characteristics were defined 1n this way. However, the rest of

the worm samples whose charactenstics could not be defined in this way were
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excluded from the dataset. A flowchart of dynamic cloud worm analysis is shown in
Figure 4.4. Infection could be done by four different ways in cloud environment.
Firstly, worm can initiate attack by authorised wuser, using virtualisation,

communication or by application. Propagated worm through authorised user co

Id be
initiated as root user privilege or can be infected using other user resources lik hZed

memory, file or disk access privilege. However, the most dangerous att % the
WOorm can gain access as root user and 1nitiate attack as root user. To define Nl hether a

worm attack is by other user’s resources or 1s a root privilege, samp? worm was

executed in root mode and user mode. In case of infection by virtuaMn; 1If a worm

' &Zli to infect all

L

mim catigh access

s able to initiate any of virtualisation related infections, it

VM related characteristics. Infection could also be initiate

privilege and any other types of application access dqgpability.
activation can be done by human trigger, schedule cess, a

s

Th p[o?sg- of

f a@tion.
y the@ntmlled

twdNother cases.

Worms which are activated by human trigger are eas 1d¢

ase, viru

dynamic analysis tools. In worse ¢

characteristics of payload, operating alg
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l Prepare_Worm Sample |

Infect_the controlled cloud
environment

NO

Yes

Analysis behavior by dynamic |
analysis tools

Defined all
Characteristics

e 4.4: Flowchart of cloud worm dynamic analysis
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4.5 Experimental Results Analysis of Worm Classification

After dynamic analysis was performed, independent test was carried out in order to
find the relationship among worm characteristics. Chi-square and symmetric measure

testing was initiated on the obtained dataset. The detail description of Chi-s& nd

symmetric measures can be found in section 3.3.6.5. Meanwhile, a co nsive

description of data mining is presented in section 3.3.6.7. _

4.5.1 Categorised Frequency Analysis

Frequency analysis helps to identify the most important wo

also helps to determine the relationship between the attriputes’
infection shows that most of the attack nitiated throug
hypervisor, VM image sharing, VM migration,

communication attack could be initiated by 11.99

>
;}f

5.8%;
A Ofg,

shows nine different infection types of wor

worm attack initiated by root privilege 1s b

Jacks initiated through
Jrcke S e
aiaﬁeols or technology for

e@mo del for worm detection

RN

€ a

virtualisation and VM related servic

cloud deployment. This is the majn r

and response in cloud.

.= Root privilege
- Other users resources

" Hypervisor

= VM image sharing

% VM Migration |
" VM Rollback ,
|

VM lIsolation

- Communication

* Appliction

Figure 4.5:Analysis of infection result
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According to the activation analysis result, 41.8% of worm attacks are activated
through human trigger. An analysis of activation result shown in Figure 4.6 shows the
lowest number of activation commenced by scheduled process which i1s at 19 7%

However, self-activation is carried out by 38.5% considering collected dataset.

g
.{”
X

g 20.
N
Yo 404 16.4% respectively. The

" Backdoor, DoS, steal

.1 Backdoor

|
Denial of Services (DoS) |
- Destructive }

Steal Information E

Phishing

Registry Shuffling

— e -
= = — = e TR ——
P e ———— A - —
EE —— e - i

Figure 4.7: Analysis of payload result
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About 43.9% of worm operating algorithm is stealth; this attribute 1s a big threat for

cloud users because of its personal account and bank account information stealing

behaviour. Anti anti-virus is another dominant operating algorithm repres

36 3% of attacks. On the other hand, polymorphic operating algorith

\S
OOTIhM 1S

dominant by 19.8% from total dataset. An analysis result of operating

shown 1n Figure 4.38.

- _ gy WF Pl
lfjl i 45 l';" 1, o~
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. F ! ¥ L -!:. v 1..._..-_-{. "
o ”, . gl
T - . o f oy o
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|
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[

Figure 4.8: Analysis of qerating

Figure 4.9 illustrates the analysis r%
65.6% worm propagation 18 ran% t

4
random. @

o _amm mae——

% Yes

— e B e AP e W R L G D A - ] ——— | —— i e e v

.. No

Figure 4.9: Analysis of propagation result
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From the infection, it could be summarised that most of infections are related to

hypervisor and VM. In activation, self activation and human trigger mostly happen. In
payload, only DoS causes service interruption, but other methods could be damaging

cloud seriously. Operating algorithm could be destructive when 1t’s related to stealth.

However, other methods are also damaging to cloud services, but panial]y{iz ly,
maximum worm has the behaviour of random propagation which could d l% cloud
heavily. "'&

4.5.2 Statistical Analysis Result Exploration V:

ed@irusshare

sartio 302 xod he
N

c}oj.ﬁcg'ﬂve of

ub<feAtures of

QN @&uare and
. reék are presented

r Aui-square test. The

A
Xlou}worm classification

“
d p@?gation). Every feature

Pro@;ation has only one sub
E%Qre test 1S not possible for

In this study, the experiments were conducted using samples

using the controlled laboratory environment as stated
methodology used for this test is described in Chapter '
statistical analysis is to find out the relationship Qagagtn

X

infection, activation and payload cloud wo

symmetric measured statistical tests were ca GGy and 1

in this section. A total number of 57 testg were¥Ycoqd

!

reason for 57 tests is that, there are five feat es

(Infection, Activation, Payload, Oper Algori

has one or more sub-features EXCTOP ati

feature that is random scannin% to s,

propagation’s feature. Hm&the 'e\[\oth
: o

activation, payload, and Q{ g

features respectively. S c@ 1S nle
feature, then, there (&ﬁe cChiS
there 1s a need to ﬁm fne two feature

36 as shown i:Natlon (4.1).
Similarly,

vation has 3 sub-features, and if there is a need to combine two features

IJI‘.I
e‘ﬁdur features namely infection.

m nine, three, six and three sub-

0
ar_@sts. Infection has 9 sub-features and if
.QJR:; time; then, the total combination will be

' -
Lutgm-square test with each other in every

%)

at a time: then, the total combination will be 3 as shown 1n Equation (4.2).

3¢, = 3253 = 3 (4.2)
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Propagation has 6 sub-features, and if there 1s a need to combine two features at a

time: then, the total combination will be 15 as shown in Equation (4.3).

5, = 2= =15 (4.3)

On the other hand, operating algorithm has 3 sub-features and if there is mo
combine two features at a time; then, the total combination will be 3 a \'n In

Equation (4.4).

362 =22=3 (‘LR.

21

Finally, a total of 57 chi-square tests have to be run in o find out the

relationship between various sub-features. From each gr¢ ®ne ltest result 1s

Wis thesis.

presented in the following. All results are incorporated 1n endi 1
end of t is’s@i

The obtained results are summarised and described briwe
L - ’oJ X
The relationship between every feature that was testev foma.d\o usm@n-square
ot

test using SPSS software as explained in chapte 0P Figele 4.10 shows
the sample of the data input into SPSS softh he perfol cthe Chi-square

test in order to find the relationship betwee%ious S \-FsaYu ' fé
f >

&

20p), Q‘-Chi-square was also
er %\perform the data mining

It we Jp'se:ao find out the relationship
ch >

In a research that was carried outgBOW.Saud!

implemented to perform Symmetr surd

related to the study on STAK%
existing between worm chamtic
model. :

In another research bygS

independence in 05%

able. They usedQ}fsquare to help them in their study to detect

feature and tar\,
Internet worms? iMng their data mining techniques.

for the STACKCERT relation

By
NG
| (,)(J

(O'hi-square was used to carry out test of

4
09

wle whether relationship exists between the
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