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APPENDIX B: Survey Questionnaire

RESEARCH TITLE: T

A Novel Conceptual Security Maintenance Framework for ICT Infra@e By
Enhancing IT Security Management Model A

LEAD RESEARCHERS: q

Firkhan Ali Bin Hamid Ali — Department of Compute; Security, Faculty of

BACKGROUND OF RESEARCH: 'g

Security management of Information and municaftio Techno (ICT)
infrastructure has gained tremendous popTy in m@ ars decording to

the diversity of the types of organization!w eddﬂom smalL@mpany to the
s

government. However, the benefi I%Tr

0 ibility, ability and low
upfront investment in this matter overshad ed? ec_g{ﬁ:hallenges that
hinder its adoption. O) >9

3 6
re is hi

In particular, the ICT infra%

Science and Technology, Universiti Sains Islam Malaysia.

&
‘. QO
er{kﬁ@ but complex has been

exposed to various types urit>l thr from™minor problems such as mis-
configure up to lead % rityi‘g ide in‘fo@tion technology infrastructure
and others. This study will t nov@()nceptual security maintenance

tures,0y. enhancing Information Technology

SN
A

framework mod&\rNT i
(IT) security E&vem na
In order %plem t this/m , the focus on ICT infrastructure is a
combirfationjof several*existin curity processes, matrices and IT security
mo extracting the ma@fance of security infrastructure including existing

i Ntion services and technology within its practicality. Proposals for

is and perform a security maintenance in the conceptual framework and
Qluate it in terms of practical and theoretical scenario. Moreover, the
roposed conceptual framework backed allow configuration changes in the
environmental assessment of the ICT infrastructure made quickly and
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dynamically, taking into account characteristics such as weakness or expected
availability. In the case of weakness perspective, this framework can b
to monitor the security maintenance of ICT infrastructure throughout i d

% n
to demonstrate appropriate levels of life expectancy. : (f)

PROCEDURES OF THIS STUDY: Y‘

The lead researcher invites you to participate in this rese ysed on the fact

that you are an IT/ICT professional. You are require ead and agree to the
terms and conditions in the Participant Consent Sltis 'thrtho advise
that your participation is voluntary, confidential and you can wit W fro{’mhis
research at any time and for any reason with Ity. ’ .i')

In the research, you will be requested tq complet ofsgquestignnaires in an

anonymous online survey which shoﬂﬁ be an inutes. Each
question is optional. Please do noM hird parties in ar@pen text field of

the questionnaire. Any such r@'ﬁ will s{‘é‘ Data will only be
collected through an anonymou? i

videos will be required. It Wi

No | \views, recordings or
if eﬁéwestions are completed.
However, do feel free to [ anyfue i ym@-e unwilling to complete as
there is no penalty Y;er. he fcs@vered in the questionnaires
“n prorflgég?!ompany name is not required),

ec ‘r%ct details and any other personally

include, but not limited t6, c

interviewee pro@vi
identifiable i atio a.re eq i@), information security environment,
challenges %arr rs Jd%%?g information security standards or
framewggéne? Eya op@ information security management and

maint standar or#ram/'EWorks, and plans for future.
S
A \bmation obtained will be treated confidentially and no name of individuals

rganisations will be saved in any format throughout the process. There are
0 anticipated risks to your participation in this research. However, please be
aware that if you make illicit activities known, these will be reported to

appropriate authorities.
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CONFLICT OF INTEREST: Y.
This research is conducted in partial fulfilment of Firkhan Ali Bi &}Ali’s
avAy

Doctor of Philosophy in Science and Technology, to be
Department of Computer Security, Faculty of Science a chnology,
Universiti Sains Islam Malaysia. The lead researcher has ng conflict of interest
in relation to the topics covered in the research or in relati ny individual or

organisation contributing to the research. '

PUBLICATION: \'d‘ X~

{ | &
ill form the i oft@énalysis

tinginBrs research,

urpgze, and that you

have no objection that the data rese and scientific

publications in a way that does eveal y\ i (;&Téentity. A completed
copy of the research can be ma vailable
wish to clarify any aspect oﬁ% searc

the lead researcher. Indi resilts be @regated anonymously and

research reported or% ate rf‘ Its. "l Q’
&
an O

DECLARATIO!\/& Q %%
O
\ @ ! (.?
| am 18 years orolder an Jon@}a ent to provide consent.
SSPUIL
% ’ S
| have, r

, or had réad {o me, a document providing information about this

ou request. Should you

ssﬁﬁ!ease feel free to contact

re nd this consent foé@. | have had the opportunity to ask questions and
a

uestions have been answered to my satisfaction and understand the

0 cription of the research that is being provided to me.

In the extremely unlikely event that illicit activity is reported | will be obliged to

report it to appropriate authorities.
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| agree that my data is used for scientific purposes and | have no objecti t
my data is published in scientific publications in a way that does not NQ my

identity. | (ﬁ
| freely and voluntarily agree to be part of this research study, h without
prejudice to my legal and ethical rights. \,

| understand that | may refuse to answer any questio dthat 'may withdraw

at any time without penalty.

| understand that my participation is fully mous a r'o.h.g sonal
details about me will be recorded. 4 \T
| have received a copy of this agree\r%\,

D | accept the terms and cond in the \n\ ,<\

I:I | do not accept the terms an nditions i

N

4

-

Statement of investigat sponsibility: %
'S
:
The lead researcher has”explai '.d e n@é and purpose of this research

study, the proceA% b Jnder ken @ny risks that may be involved. The

lead researc &Qs 0 er:a weéay guestions and fully answered such
guestions. ad resear ef'b@ es that the participant understands his
explanatio ha;f ely g en@rmed consent.

%
N

RF\ HERS CONTA ETAILS:

0’ han Ali bin Hamid Ali (firkhan.uthm@yahoo.com) Phone: +6013 730 5358

Investigator’s Signature:
Date: 10 April 2018
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Research Questionnaire

Before you start the survey, please note the following: Each question is%;al.
To ensure replies are anonymised, please do not name third partie ‘9 open

text field of the questionnaire

Part 1 Company Profile

1. What is your university category? ?

Research university \d
Comprehensive ' ‘Q}T
university ~
s \/‘Z“
Focused university z Q\ \ g
\; )

2. How many full time employees insyour univ 1150\? "\\

Less than 100 ‘—}

@ AR
101-500
% A &

501-1000

1001-200 \ C}’
<7

4

4

3. Who ey st‘akbh%r fo@king ICT decisions in your university?

ClOor CTO ally or
&
\ Locally)
0% IT Director

IT Manager
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Other

If other, please specify:

Part 2 Interviewee Profile
4. What is your job title? z '
CIO or CTO (Globally or \d'
Locally) ' _{‘)\Y.
4
<

IT Director/ Manager Y. \
N &

IT Consultant / Specialis

IT Academician/ Res e é

N <
If other, pleas@’ " | (_)&

e

OV .
5. ny years of experla\&@do you have in ICT management?

Less than 5

11-20
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20+

Part 3 Information Security Environment O)

6. Has your company implemented a formalised Information Secur'@&nagement

(ISM)? T
Yes \'
No z '
Don’t know \d'
g

,é\ | S
7. Who manages the ISM in your company? Y. \" Y},‘Z‘
ISM Manager V ? é

IT Director
N
!\\‘{ A
IT Manager G) . \&
ClO or CTO . qc_.,
&

Outsourced

N <
If other, pleas@’ '?l' (_)&
O

SD2s

QA &

your company adopted any of ISM standards or frameworks?

S

No, but we are in progress
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No, but we might in the near future

No, and we are not planning to adopt any

of ISM standards or frameworks

Don’t know

N~
\
O
N\~

9. Which of the following ISM standards or frameworks h&b' adopted/are in

implementation in your company?

ISO 27001

1SO 27032 % J | _f)
b 4 \/Y"

ISO 27018 (Cloud)
COBIT & “\\ NN Q\T
PCI DSS % é

ITIL | CO i\Y

A
RAKKSSA (Rangka Kerja

Keselamatan Siber Sektor

ther, please specify:
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Part 4 IT Assets Identification

Please indicate the level of agreement with
the

following statements in relation to
implement IT assets identification of

university

Strongly Agree Neutral Disagree
Agree isagree
10 8 6

A | ldentification of information
generated, consumed, processed or
store retrieved by the Information

System is important.

B | Identification of i

generated, consumed,p\ﬁss

store retrieved by thzoftwa

important. \
N

g%%,’ cons
stere “retrieved by th

rver is important.
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D | ldentification of information

generated, consumed, processed or

store retrieved by the network ®

technologies is important.

Part 5 IT Security Breach Identification

Strongly

Strongly

Agree
Please indicate the level of agreement with

the following statements in relation to

implement IT security breach identificatio

of the university.

A [ Requirement of thgat_s‘
\bo ;

analysis to secure 1T enviwon

in the or@meiZ"J‘@ﬂ)Y~ "D
NN

quirement of the possible attack

analysis to secure IT environment

in the organization.
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Part 6 IT Security Offensive Protection

Please indicate the level of agreement with

the

following

statements in

relation to

implement IT security offensive protection

of the university

Strongly | Agree Neutral Disagr gly
Agree 5 sagree
10 8 6 Y.

A | The

organization.

requirement  of
vulnerability assessment analysis

to secure IT environment i

doing

B | The

secure IT 0

organization.

g

requirement doi

penetration t%‘znalysis to
vir

:

s

audit™ analysis to Yr.e IT
3

vironment in the organization.
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Part 7 IT Security Defensive Protection

Strongly | Agree Neutral Disagree
Agree isagree
Please indicate the level of agreement with

following statements in relation to

N
Y~

implement IT security defensive protection

of university

A | Establishment of IT security policy ’ ' C—}\

in the organization.

B | Establishment of IT se‘@' . 6‘
O\

guidelines to handle proper*usage \? '(\
- D) SN
of IT services and gadg n 4 Q‘:)
~ ‘Q‘
\ 4

C | Establishment £ o ; security 'Q)‘
25/ %%

awareness $a g\ e| O

!

ffs.

209



E | Establishment of IT security

parameter, Firewall to defend the

F | Establishment of IT security

igital network. Yv
&
T

parameter, Intrusion Prevention

System / Intrusion Detection

System to pretend any anomaly

g_

activities in the digital network. l "‘}

G | Establishment of IT securit

parameter, Anti-Ma e

software to protect any V\/ﬁnjre \\Y /\'\'\

activitiesinthe IT envi%

Part 8 IT Security OL%:

rangly | Agree Neutral Disagree | Strongly

N

Please indicatedthe level of

4 Adree Disagree

e

5 !
10 6 2
the % ' \LC;) 4

followi ktememM relati to

implement 1T security 0&?¢Yti~ve of
N

alsiy

S
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A | The requirement of confidentiality
achievement on IT security for

organization is important.

B | The requirement of integrity on IT

security for organization is

important.

C | The requirement of availability

achievement on IT security for

organization is important.

&

Thanks for helping out with our survey. We appreciate your feedback.
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APPENDIX C: Expert Report for Questionnaire Items

Laporan Pakar Item Soal Selidik

Tajuk Kajian: “Secured Information Technology Infrastructure Maintenance”.

Ulasan berikut merupakan laporan bagi item soal selidik bagi tajuk seperti dinyatakan di atas,

10.

11

12.

Soal Selidik yang dikemukakan adalah kemas dan jelas.

Soal Selidik adalah memadai dengan masa yang diperuntukkan secara online iaitu 15
minit.

Profil responden adalah memadai kajian dengan merujuk kepada pihak pengurusan
yang lebih memahami isu ‘secured information technology infrastructure maintenanc’.
Bahagian 3 soal selidik adalah mendapatkan makluman berkaitan dengan ‘security
information environment’. Saolan yang dikemukakan adalah memadai dengan
persekitaran sasaran responden.

Bahagian 4 merupakan pandangan responden berkaitan dengan IT Assets idenfication.
Saolan yang dikemukakan adalah memadai dengan skop kajian dan IT Assests. Soalan
adalah seiring dengan literature yang dikemukakan.

Bahagian 5 merupakan pandangan responden terhadap IT Security Breach
Identification. Saoalan adalah jelas dan padat tumpuan fokus pada isu threat analysis,
vulnerabilities analysis dan possible attach analysis.

Bahagian 6 adalah isu berkaitan dengan security offensive protection. Tiga aspek
dalam analisi ini iaitu vulnerabilities assessment, penetration testing analysis dan
security audit analysis. Ketiga-tiga elemen ini adalah memadai kajian literatur serta isu
semasa dalam secured information technology.

Bahagian 7 berkaitan dengan IT security defensive protection. Kajian mengupas 7
aspek berkaitan isu ini iaitu security policy, IT security guidelines, ICT awareness, ICT
educational programme, security parameter / prevention, dan software protection.
Ketujuh-tujuh elemen ini ada mencakupi kajian dalam aspek IT security defensive
protection.

Bahagian 8 berkaiatan isu IT security objective. Tiga isu utama dalam organisasi iaitu
confidential, integrity and available achievement on IT security. Isu yang ingin dikaji
adalah jelas seperti yang dihurai dalam kajian lepas.

Bahagian 9, merupakan bahagian open question. Adalah baik bagi responden
mengemukakan soalan yang terbuka untuk isu yang tertinggal atau pandangan lain
daripada responden.

Keseluruhan soal selidik adalah memadai masa yang digunakan serta cara pengutipan
data secara ONLINE. Keseluruhan soalan adalah fokus pada isu yang ingin dikaji
berlandaskan kepada kerangka serta literatur di Bab 2 tesis.

Saya percayai dengan soal selidik ini mampu mencapai objektif kajian dan analisis
kajian dengan jelas dan tepat pada peringkat Kedoktoran Falsafah.

Sekian, sahaja.

Yang Benar,

ASSCC. PROF. DR. SECW TA WEE
fech

ciogy Marogerment & Bucnee:

Prof. Madya. Dr. $€ow Ta Wee
Fakulti Pengurusan Teknologi dan Perniagaan
Universiti Tun Hussein Onn Malaysia
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G Establishment of IT security parameter, Anti-
Malware software to protect any Malware
activities in the IT environment.

Item yang relevan dan bertepatan dengan tujuan kajian.

Part 8 IT Security Objective

Please indicate the level of agreement with the
following statements in relation to implement IT
security objective of university

Strongly | Agree Neutral Disagree | Strongly
Agree Disagree
10 8 6 4 2

A | The requirement of confidentiality
achievement on IT security for organization
is important.

B The requirement of integrity on IT security
for organization is important.

C | The requirement of availability achievement
on IT security for organization is important.

Please share any comments you have on the topics addressed in this survey.

keperluan analisis. Tahniah.

) e f21

Ol st i At [Cmn with difroe b~ -

Item-item yang dibina adalah sesuai dan relevan dengan objektif kajian dan

Thanks for helping out with our survey. We appreciate your feedback.
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APPENDIX D: Interview Form for Framework Validation

SECTION A: Framework of IT Security Maintenance.

DATA /
INFORMATION

IT ASSET SOFTWARE/
IDENTIFICATION SYSTEM
—
HARDWARE
THREAT ANALYSIS

SECURITY BREACH
IDENTIFICATION

VULNERABILITY
ANALYSIS

POSSIBLE ATTACK
ANALYSIS

VULNERABILITY

|T ’3\ ASSESSMENT
INFRASTRUCTU OrrENSIVE PENETRATION
RE SECURITY PROTECTION TESTING
MAINTENANCE SECURITY AUDIT

N
&
RN
N

IT SECURITY
DEFENSIVE
PROTECTION

SECURITY
PARAMETERS

SECURITY POLICY

SECURITY
AWARENESS

CONFIDENTIALITY

IT SECURITY
OBEJCTIVES

INTEGRITY

214

AVAILABALITY




SECTION B: Rating

Please tick to the relative score for each validation aspect below to represent th

of satisfaction (from 1 = very poor, 2 = poor, 3 = medium, 4 = good, 5

wm\

)-

Validation Criteria

Scoring Sca

Very

Poor

Poor

Very Good

Medium ? Good
4

1. Appropriateness
(Kewajaran)

2. Objectivity
(Kebolehcapaian)

3. Practicality /
Feasibility
(Kebolehlaksanaan)

4. Reliability
(Kebolehpercayaan)

5. Suitability of model
in current practice

SECTION C: Questio

1. Can this framework
Bolehkah@a- TR

Answers:

(s

/ 0
:

2.4Ca 1S framewgrk aé
lementation?

Vo ehkah kerangka in

eselamatan I1T?
AnNswers:

N

dr@?he governance issues in IT security maintenance

Menangani isu-isu tadbir urus dalam penyelenggaraan
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3. What are the problems arising if this framework been used in I%Zrity
d?

maintenance implementation? If any, how can these problems are :
Apakah masalah yang boleh timbul jika kerangka ini diguhakan/ dalam
perlaksanaan penyelenggaraan keselamatan IT? Jika ada, bag masalah

ini dapat ditangani?
Answers: T
: l
Nd.
Y.
& | &
4. Any recommendations to enhance the q of the framewgrk so@m it can
applicable in current practice? 4
Cadangan untuk meningkatkan kualiti gangk i aya | Vyeh diguna
pakai dalam amalan semasa dan patla m ak&Y dating?

Answers: \% é
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APPENDIX E: Respondent’s Response on Framework Validation

especially

with

the

requirement

100% follow.

Respondents Questions ?.
Can this | Can this | What are the | Any %
framework problems arising | recommengations
be applicable | framework if this | to ce the
in current framework been I of the
practice? address the fused in IT ework  so

security it can
governance maintenance in
issues in T
security
maintenance é
implementation? 4 v \,Y-
‘\\ ‘Y‘

R1 This  model | It’s depend e Q\pro m I@)rganization
can be used | the QOMD that mig ccur()]Q‘let ensure the
but must do envir@?t |\Y ,@ security  policy

| 0 )

early stage | i : e oﬂcer@ of | must go along the
study an \ ' the §ecuriw implementation.
must 'Sbh time,

s L&
consi ' \ b licy that been

)
' Y| created is not

@)orate
security breach
identification,

offensive

Any  potential
problems can be
addressed by a
systematic

execution and

Please look into
ISO 27001

components.
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of ISO

27001(ISMS)

protection and
defensive
protection that
are able to
support IT
security
maintenance
implementation
on the
governance

matters.

R3

Sure. Model
should

implement in

current
practice. erati

and readiness
of technical
teams.

(training)

consistence

enforcement.

N~
\
O
N\~

|
4.
19

5

é\‘?

£,
yt)nsider to add
on

services as
inventory  and
how to control
the measurement

of operations.
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R4

Ya, dengan
pemahaman
yang jelas
berkenaan
konsep dan
peranan
setiap  sub
model  dan

bajet.

Ya, dengan

struktur  yang

jelas.

Bajet dan
sumber
kewangan.

Latihan dan

kesedaran.

RS

Boleh guna.

R6

(o

B@%a adér;l"l’
S O(EI}yang
ktikal .v_)})aik.yé§

Boleh dan perlu

dipraktiskan

semua aN)

ldaéﬁan seperti

ng’N,WLAN)

Melihat dari segi

tan ICT

aRah tanggung

ab semua.

k@h‘gngan
i‘éselamatan yang

perlu
dilaksanakan di

semua organisasi.

Perkembangan
teknologi yang
pesat  menjadi
cabaran utama
kerana tools
yang bertukar-

tukar. Masalah

Menyatakan
teknologi dan
solution/tools
yang boleh
digunakan
semasa model ini

disediakan.
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